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1. OBJTIACTb NMPUMEHEHW4A

HacTosawmin ctanpoapT pernamMeHTUpyeT GpopMbl U CPOKM B3aUMOLENCTBUS KPeOUTHbIX OpraHu-
3aUMIN, HEKPEOUTHbIX PUHAHCOBbBIX OPraHM3aLUMin M CyObekTOB HauMOHaIbHOM MNATEXHOW CUCTEMBbI
(nanee Npu COBMECTHOM YMNOMUHAHUM — YYaCTHUKN MHPOPMaLIMOHHOIro obmeHa) ¢ BaHkoMm Poccum
B Cnydvasix, NpeayCMOTPEHHbIX 3akoHOoOaTenbcTBoM Poccuiickon depepauym, B TOM YMCne HopMa-
TUBHbIMKW akTaMu BaHka Poccun.

Ob6nacTb OEeNCTBMSA HACTOSILWLEro cTaHpapTa onpefensieTcs TpeboBaHUSIMM 3aKOHOOATENbCTBA
Poccuitckon depepaumu, B TOM YMCe HOPMaTMBHbIX akToB BaHka Poccuu, KOTopbiMU npenycMo-
TpeHbl 06513aHHOCTM YY4aCTHMKOB MHPOPMaLMOHHOro obMeHa nNo nHdopmrpoBaHuto BaHka Poccuu:

— O BbISIBNEHHbIX ClTyYasiX 1 (MI1) NomMbiTKaxX OCYLLECTBEHUS MEPEBOOOB OEHEXHbIX CPencTB 6e3
cornacusi KNWeHTa, O cryyasix 1 (UMnn) MonbiTKaxX OCYLLEeCTBMEHUs onepauuii, HanpaBieHHbIX
Ha coBeplueHne PUHAHCOBbBIX CAENTOK C MUCMOSIb30BaHMEM GUHAHCOBOM MiaTtdopMbl 6e3 BO-
NensbsBrIeHUs y4acTHUKA PUHAHCOBOM NNaTPOPMbl, MHUMOAEHTaX 3aWMTbl MHGOPMaLMK, B TOM
ymcre He3aKOHHOM PacKpPbITUM BaHKOBCKOW TamHbl, MePCOHasnIbHbIX AaHHbIX U (MIN) MHbIX AaH-
HbIX K/IMEHTOB UM PabOTHUKOB y4YacTHMKa MHOOPMAaLMOHHOIO OOMeHa, KOMIMbIOTEPHbBIX WMH-
UMOEHTaX, KOMMbIOTEPHbIX aTakax U YA3BUMOCTAX MHPOPMaLMOHHOM 6e30MacHOCTM, KOTOpble
MOryT MPUBECTU K MHLUMAEHTY 3alUmTbl MHPOPMALUKM UM KOMMBbIOTEPHOMY MHUMOEHTY (Oanee
Mpy COBMECTHOM YMOMMHaHUUN — UHLUWMOEHTbI, CBA3aHHble C peanu3aumen MHGOPMaLMOHHbIX
yrpos);

— O COBbITUAX OMEPALIMOHHOIO PUCKA WU CEPUM CBABAHHBIX COBbLITUIA OMNepaLnoOHHOIo pucka,
BbI3BaHHbIX MHPOPMALMOHHBIMK Yyrpo3aMun U (Unmn) c60IMM 06beKTOB MHPOPMALMOHHOMN UH-
PpacTpyKTypbl, KOTOPbIE MPUBENN K HEOKA3aHMIO UM HEHAO 1eXalleMy oKa3aHMo BaHKOBCKMX
UM GUHAHCOBBIX YCIYr — COObITUSAX OMNepPaLMOHHOIoO prUcka, CBA3aHHbIX C HapyLleHMeM ornepa-
LMOHHOWM HagEeXHOCTU (Oanee — MHUMOEHTbl ONnepauyioHHOW HaOEeXXHOCTH);

— O MJIaHUPYEMbIX MYBSIMUYHBbIX MEPOMPUATUSX U MEPOMPUSTUAX MO PacKpbITUD MHPOPMaLMK,
BKJ/THOUas BbIMYCK MPeCcCc-penim3oB M NpoBefeHmne npecc-koHbepeHuui, pasmMeLleHmne nHdop-
MaLmMm Ha odmLMarnbHbIX CanTax B ceTU VIHTEPHET, B OTHOLLEHMW BbISBNEHHbBIX MHUMOEHTOB 3a-
LWNTbl MHDOPMaLIMU U MHUMOEHTOB ONepaLMOHHOW HageXHOCTM (Danee — nnaHMpyeMble Mepo-
MPUATUS MO PACKPbITUIO MHDOPMaLMN).

Takoke HacToAWUIA CTaHOAPT NMPUMEHSETCA B paMkax MHOOPMaLMOHHOroO 06MeHa C y4aCTHUKaMM
MHPOPMaLIMOHHOIo O6MeHa B COOTBETCTBUM C NOSTHOMoYMsAMU BaHka Poccum B YacTu HanpaBneHus
3anpocoB M MONyYEeHUS HeOBXoaMMOMN MHDOPMALIMM O OEATENbHOCTU YYaCTHUKOB MHPOPMALMOH-
HOro obMeHa B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuickon degepaumm, B TOM YMCe HoOpMa-
TUBHbIMM akTaMu BaHka Poccuun.

O6beKTOM HaCTOSILLErO CTaHAApPTa ABNSeTCs cnepytollee:

e CBefeHuns 060 Bcex cny4asx v (Mnm) MomnbITKax OCYLWEeCTBNEHNS MEPEBOAOB AEHEXHbIX CPEACTB

6e3 cornacus KlIMeHTa CorflacHoO TpeboBaHUAM:

— ®epepanbHoro 3akoHa ot 27 ntoHsa 2011 roga N2 161-P3 «O HauuoHanbHOM NNATEXHOM CUC-
TeMe» (nanee — ®epepanbHblv 3akoH N2 161-D3) [3];

- HopMaTmBHOro akta baHka Poccuu, yctaHaBnueatowero ¢bopMy U MopsaoK HanpaBrieHus
ornepaTtopaMy Mo NepeBony OEHEXHbIX CPeACcTB, ornepaTopaMu MaTeXHbIX CUCTEM, ornepa-
TOpaMu YCyr riaTeXHOM MHOPaCTPYKTYpbl, ONepaTopaMm aNeKTPOHHbIX nnaTdopm B BaHk
Poccum nHoopmaumm obo Bcex cnydasx v (Mam) nornbiTKax OCYLLECTB/IEHUS NepeBonoB ae-
HEXHbIX cpencTB 6e3 cornacus KnneHTa, popMe 1 nopsigke nosyvyeHus nMm ot baHka Poc-
cun nHbopMaumu, cogeprkalencsa B 6ase gaHHbIX O CllyyasiX M MOrMbITKaX OCYLLECTBEHUS
nepeBOOOB AEHEXHbIX CPeacTB Oe3 cornacus KIIMEHTa, a Takxke O NopsioKe peanusaumm one-
paTopaMmM MO MNepeBony OEHEXHbIX CPeaCcTB, OnepaTopaMu MaaTeXHbIX CUCTEM, orepaTopa-
MW YCNYr MJIaTEXHOM MHPPACTPYKTYpbl, OnepaTopaMm 3MIEKTPOHHbIX Mi1aTdopM Meponpus-
TUA NO NPOTUBOLENCTBUIO OCYLLECTBNEHWNIO NEPEBOAOB OEHEXHbIX CPeAcTB 6e3 cornacus
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KSIMeHTa, pa3paboTaHHOro Ha OCHOBaHMK YacTten 4, 6 n 7 ctatbn 27 OepepasbHOro 3akKoHa
Ne 161-®3 [3].

e CBefeHMss 060 Bcex criyyasix U (MnnM) NMoMbITKax OCYLWECTBEeHUs onepauui, HanpaBieHHbIX
Ha coBepLlueHne PUHAHCOBbBIX COENOK C UCNONb30BaHMeEM PpuHaHCcoBOWM nnatdopmbl 6e3 Bone-
M3bSB/IEHUS YY4aCTHUKOB GUHAHCOBOM MAaTdPOpMbl, COrIacHO TPEOOBaHUAM:

— MepgepanbHoro 3akoHa ot 20 mntona 2020 roga N2 211-P3 «O coBeplueHnn GUHAHCOBbIX caoe-
JNNOK C UCMOob30oBaHMeEM puHaHcoBOM NnaTtdopMbl» (Danee — @epepanbHbi 3akKoH N2 211-D3)
[41;

- HopMaTmBHOro akta baHka Poccuun, ycTtaHaBnuBatowero ¢GopMmy U nopsagok Harmpasne-
HMS onepaTopaMm GMHaAHCOBLIX MnaTdopM B BaHk Poccnum nHpopMaumm ob6o Bcex crydasx
M (MNn) O MOMbITKaX OCYLLUECTBNEHMSA OMNMepauuii, HarpaBleHHbIX Ha COBepLleHne PUHAHCO-
BbIX COEMNOK C UCMOb30BaHMEM GUHAHCOBOM NNaTPopMbl 6€3 BONENIBABNEHNS YY4AaCTHUKOB
dunHaHcoBow NnaTtdopMbl, U NONyYeHUs onepaTopaMmm GUHAHCOBBIX MAaTGopM, PUHAHCOBDI-
MU opraHmsaumamm ot baHka Poccmn nHpopmaumm, cogepkallencsa B 6ase gaHHbIX O Cry-
yasix M NomnbiTKax OCYLLECTBMEHUS ornepauui, HanpaBneHHbIX Ha coBeplueHne GrHAHCOBbIX
COENOK C UCMOSb30BaHMEM drHAHCOBOM NnatdopMbl 6€3 BONEN3bSBIEHNS YYaCTHUKOB GU-
HaHcoBoW NnaTtdopMbl, a TAaKXKE NOPAOOK peanm3auum onepatopaMmm GUHaAHCOBbBIX N1aAaTGOpPM
MepOonpuUATUIM MO BbIIBNEHUIO OnepaLuni, HanpaB/eHHbIX Ha coBeplueHne PUHAHCOBbIX cae-
NOK C UCMOJIb30BaHMEM PUHAHCOBOM MIaTdopMbl 6€3 BONen3bsaBIEHMS YYaCTHUKOB GUHAH-
coBoM MaTdOpMbl, 1 MPOTUBOAENCTBUIO B COBEPLUEHNM TakKUX COETOK HA OCHOBaHUM YacTewn
2,4 1n 5 ctatbu 12 @epepanbHoro 3akoHa N2 211-P3 [4].

e CBefeHMSA O BbIIBNEHUM UHLUMOEHTOB 3almTbl MHOOPMaLMU, B TOM YMCIe HE3AKOHHOro pac-
KpbITUS BAHKOBCKOW TaMHbl, MEPCOHAasbHbIX AaHHbIX U (MIN) MHbIX OAHHbIX KIIMEHTOB UMY pa-
OOTHMKOB Yy4YaCTHMKa MHPOPMALMOHHONO OOMeHa, COrnMacHO TpeboBaHUAM:

- HoOpMaTMBHOro akTa BaHka Poccuu, ycTaHaBnmBaoLWwero obssaTtesibHble O KpeguTHbIX op-
raHM3aumim TpeboBaHMSA K ObecrnevyeHunto 3awmnTbl MHOOPMaLMM MPU OCYLLECTBNEHUN BaH-
KOBCKOW [OeATeNbHOCTU B LeNax MNpoOTUBOOENCTBUS OCYLLECTBNEHUIO MEPEBOAOB OEHEX-
HbIX CpeAcTB 6e3 cornacus KIMeHTa Ha OCHOBaHUKM CTaTbn 57.4 depepanbHOro 3akoHa
oT 10 mntonsa 2002 roga N2 86-D3 «O LleHTpanbHOM 6aHke Poccuinckonm ®epepaumm (baHke
Poccun)» (nanee — ®epepanbHbivi 3akoH N2 86-P3) [1];

— HopMaTMBHOro akta baHka Poccuu, ycTaHaBnMBaloLWero obsasartesibHble ONS HeKpeOoUTHbIX
PMHAHCOBbIX OpraHM3auui TpeboBaHMS K obecrnevyeHuto 3awmTbl MHOPMauuKM Mpu ocy-
WecTBNeHUN aeaTtenbHOCTU B cdepe GUHAHCOBbIX PbIHKOB B LLENsSX NPOTUBOOENCTBUS OCY-
LEeCTBNEHWNIO HE3aKOHHbIX GUHAHCOBBIX OMnepaLmi Ha OCHOBaHMM CTaTbk 76.4-1 Oepepalnb-
Horo 3akoHa N2 86-P3 [1];

- HopMaTMBHOro akTa baHka Poccuu, ycTaHaBnvBatowero TpeboBaHMs K obecrneyeHmto 3awm-
Tbl MHOOPMALMU NPU OCYLLECTBIIEHUM NEPEBOLOB OEHEXHbIX CPeACTB 1 MOpAnoK OCYLLeCT-
BNeHns BaHKkoOM Poccumu KOHTpons 3a cobniogeHnem TpeboBaHUM K obecneyeHunto 3alm-
Tbl MHOOPMaLMM NPU OCYLLECTBIEHUUN NEPEBOAOB AEHEXHbIX CPeACTB Ha OCHOBAHUM YacTu
3 cTtatbn 27 ®epepanbHoro 3akoHa N2 161-d3 [3].

e CBefeHus O BbISIBIEHUN MHLUMOEHTOB OMEpPaLMOHHON HAaOEXXHOCTU COrlacHO TPeboBaHUAM:

- HopMaTmBHOro akTa BaHka Poccuu, ycTaHaBnmBatowero obssartesibHble A1 KPeaUTHbIX Op-
raHM3aumi TpeboBaHMS K ONepaLMOHHOM HaOEeXXHOCTU NPU OCYLLECTBEHUN BaHKOBCKOM ae-
ATENbHOCTU B LeNiaX 0becrneyeHmns HernpepbiBHOCTU OKa3aHMs 6aHKOBCKMX YC/Tyr Ha OCHOBa-
HUK cTtatbn 57.5 GepepanbHoOro 3akoHa N2 86-P3 [1];

— HOopMaTMBHOro akta baHka Poccuu, ycTaHaBnMBaloLWEro obsasartesibHble ONS HeKpeOoUTHbIX
$PUHaAHCOBbBIX OpraHM3auyii TpebOoBaHKS K ONMeEpPaLMOHHON HAAEXXHOCTU MPU OCYLLECTBIEHUN
nesaTenbHOCTU B chepe PMHAHCOBbLIX PbIHKOB B LiefIsiX obecneyeHns HernpepbiBHOCTY OKasa-
HMS PUHAHCOBBIX YCNYT (3@ UCKIOYEHNEM BAHKOBCKUX YCYr) Ha OCHOBaHWM CTaTbk 76.4-2
®epepanbHoro 3akoHa N2 86-®3 [1].
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e CBefEHMSA O KOMMbIOTEPHbIX MHLUMOEHTAX, KOMMbIOTEPHbIX aTakax U yI3BMMOCTAX MHOpMaLUm-
OHHOM 6e30MacHOCTM COrnacHo TpeboBaHUAM:

— PepepanbHOro 3akoHa ot 26 utonsa 2017 roga N2 187-P3 «O 6e30MacHOCTU KPUTUYECKOM
MHPOPMaLMOHHOM MHPPACTPYKTYpbl Poccurickon ®epepaumn» (panee — MepepanbHbia 3a-
KOoH N2 187-D3) [2];

- nopsigka MHGoOpMMpoBaHMSA defepanbHOro opraHa UCMNONHUTENIbHOM BNAacTU, YNOJTHOMOYEH-
Horo B obnactu obecrnevyeHuss GyHKLMOHMPOBAHMS FOCYOAPCTBEHHOW CUCTEMblI OBHapy>Xe-
HUS, NpeaynpeXXaeHns 1 JIMKBMAALMM MOCNEeACTBUIM KOMIMbIOTEPHbIX aTak Ha MHbopMaum-
OHHble pecypcbl Poccuiickon ®epepauym, O KOMMbIOTEPHbIX MHUMAEHTaX, pearvpoBaHus
Ha HUX, MPUHATUS Mep MO NMKBMOAUMM NOCNEeACTBUIM KOMMbIOTEPHbIX aTak, MPOBeOeHHbIX
B OTHOLLUEHMN 3HAYMMbIX OOBEKTOB KPUTNYECKOM MHPOPMALMOHHOM MHOPACTPYKTYpPbI;

- HopMaTmBHOro akta baHka Poccuu, yctaHaBnusatowero ¢bopmMy U MOpsAoK HanpaBrieHus
ornepaTtopamMum rNo NepeBOAy OEHEXHbIX CPeaCcTB, onepaTtopaMm MIaTEXHbIX CUCTEM, onepa-
TOpaMu YCNyr miaTeXHOM MHOPACTPYKTYpbl, ONepaTopaMm aNEeKTPOHHbIX nnaTdopm B BaHk
Poccum nHoopmaumm ob6o Bcex cnydasx v (Mam) nonbiTKax OCYLLECTB/IEHUS NepeBoOnoB ne-
HEeXHbIX cpencTB 6e3 cornacus KnneHTa, popMe 1 nopsigke nosyvyeHus nmm ot baHka Poc-
cun nHbopMaumu, cogepykalencsa B 6ase gaHHbIX O CllyyasiX M MOrMbITKaX OCYLLECTBEHMS
nepeBOOOB AEHEXHbIX CPenCcTB Oe3 cornacus KIIMEHTa, a TakxKe O NopsioKe peanusaumm one-
paTopaMm Mo NMepeBOAY AEHEXHbIX CPeaCTB, ONnepaTopaMum MIaTeXHbIX CUCTEM, ornepaTtopa-
MW YCNYr MJIaTeXHOM MHPPaCTPYKTYpbl, OnepaTopaMm 3MIEKTPOHHbIX Mi1aTdopM Meponpus-
TUA NO NPOTUBOLENCTBUIO OCYLLECTBNEHWNIO NMEPEBOAOB OEHEXHbIX CPeAcTB 6e3 cornacus
KNIMeHTa, pa3paboTaHHOro Ha OCHOBaHMK YacTen 4, 6 n 7 ctatbn 27 OepepanbHOro 3akoHa
Ne 161-D3 [3].

e CBefeHus OT y4aCTHMKOB MHPOPMALIMOHHOIO 06MeHa, MCNOJb3YOLWWX CEPBUC CPOYHOIO rnepe-
BOLA M CEPBUC HECPOYHOro nepepofa (nanee — CCHI) onsa ocyLlecTBeHMS NepeBofa OeHEX-
HbIX CPencTB, O NPUOCTAHOB/IEHNMN/OTMEHE MPUOCTAaHOB/IEHUSA OOMEeHa 3N1eKTPOHHbIMK COOD-
LLEHMSAMY MPU BbISBNEHNN MHLUMOEHTOB 3aWMThl MHPOPMaLMKM NPU OCYLLECTBIEHNM NEPEBOLOB
OEHEeXHbIX CPeACcTB Ha obbekTax MHOOPMaLMOHHON MHPPACTPYKTYpPbl YH4aCTHUKOB MHPOPMa-
LIMOHHOIro obMeHa cornacHo TpeboBaHMAM HOpMaTMBHOIO akTa baHka Poccum, yctaHaBnvBato-
Lero TpeboBaHMs K 3awmTe MHGOpMaLMM B NMiaTeXXHoW cucteme baHka Poccmm Ha OCHOBaHUMA
nyHkTa 19 yactn 1 n yactm 9 ctatbm 20 PegepanbHoro 3akoHa N2 161-d3 [3].

e CBefeHMus O MiIaHMpPyeMbIX MEPOMPUSATUSX MO PACKPbITUIO MHOPMaLMK O BbISIBITIEHHbIX MHLUM-
OeHTax 3awmTbl MHPOPMaLUM U MHLMAEHTAX OrnepaulmoHHON HAOEeXXHOCTM cornacHo Tpebosa-
HUAM:

- HopMaTmMBHOro akTa BaHka Poccuu, ycTaHaBnmBarowero obssartesbHble AN KPeaUTHbIX Op-
raHM3aumm TpeboBaHUs K obecrneyeHuto 3awuTbl MHGOPMaLMM MPU OCYLLECTBEHUMN OaH-
KOBCKOW OeATENbHOCTU B LeNsIX NPOTUBOLENCTBUS OCYLLECTBNEHNIO NEPEBOLOOB OEHEXHbIX
cpencTB 6e3 cornacus K/iMeHTa Ha OCHOBaHMKM cTaTbn 57.4 ®epepanbHoro 3akoHa N2 86-d3
11

— HOpMaTMBHOro akta baHka Poccuu, ycTaHaBnMBaloLWEro obsasartesibHble ONS HeKpeOoUTHbIX
PUHAHCOBbIX OpraHM3auu TpeboBaHMSA K ObecrnevyeHuto 3awmTbl MHOPMaUuKM Mpu ocy-
LeCTBNEHNN OeAaTeNbHOCTU B chepe GMHAHCOBbIX PbIHKOB B LIeNsiX MPOTUBOAENCTBUS OCY-
LEeCTBNEHMNIO HE3aKOHHbIX GUHAHCOBBIX OMnepaLmi Ha OCHOBaHMK CTaTbk 76.4-1 Oepepalnb-
Horo 3akoHa N2 86-P3 [1];

- HopMaTmMBHOro akTa baHka Poccuu, ycTaHaBnMBatowero TpeboBaHMs K obecrneyeHmto 3awm-
Tbl MHOOPMALMU NPU OCYLLECTBIIEHUN NEPEBOLOB OEHEXHbIX CPEACTB M MOpanoK OCYLLeCT-
BneHus BaHkoM Poccum KoHTpons 3a cobnogeHmeM TpeboBaHUM K 06ecneyeHnto 3alnThbl
MHOPMaLIMM MPU OCYLLECTBNEHNM NEPEBOLOB OEHEXHbIX CPEACTB HAa OCHOBaHMM 4acTu 3
cTtatbun 27 ®epepanbHoro 3akoHa N2 161-P3 [3];
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- HopMaTMBHOro akTa BaHka Poccuu, ycTaHaBnmBaoLWwero obssaTtesibHble oS KpeguTHbIX op-
raHM3aumi TpeboBaHUSA K ONMEPaLMOHHOMN HAaAEXHOCTU NPU OCYLLECTBNEHUM 6AaHKOBCKOM Oe-
SATENbHOCTMU B LieNIiX obecrneyeHmns HernpepbiBHOCTU OKa3aHWs 6aHKOBCKMX YC/Iyr Ha OCHOBa-
HUKM cTaTbn 57.5 PepepanbHoro 3akoHa N2 86-D3 [1];

- HOpMaTMBHOro akta baHka Poccuu, ycTaHaBnmMBatloWeEro obasaTtesibHble ONS HEKPeOUTHbIX
PpUHaAHCOBbIX OpraHM3auuii TpeboBaHKS K ONMepaLMOHHON HAAEXXHOCTU NPU OCYLLECTBIEHUN
neaTenbHOCTU B chepe GMHAHCOBbLIX PbIHKOB B LiefsiX obecneyeHns HernpepbiBHOCTY OKasa-
HUS GUHAHCOBbBIX YCYr (3@ UCKTIOYEHNEM BAHKOBCKMX YCyr) Ha OCHOBaHWMM CTaTbn 76.4-2
®epnepanbHoro 3akoHa N2 86-03 [1].

MNMonoXeHns HacTosALWEero CTaHAApPTa HOCAT PEeKOMEHAATENbHbIN XapaKTep, €C/M TONbKo 06s3a-
TENbHOCTb MPVMEHEHUS OTAENbHbIX U3 HUX HE YCTaHOBNEHa 3akoHopaTeNbcTBOM Poccuickon de-
aepauum nnu HopMaTMBHbIMU akTaMm BaHka Poccumn. HacTtosawmm ctaHgapT MOXeT 6biTb MCMOMb30-
BaH OJ19 BKJTIOYEHUSA OTCbIIOK Ha Hero v (MnmM) NpsiMoro MCrnosib30BaHUSA YCTaHaBIMBAEMbIX B HEM
MOJNTIOXXEHUN BO BHYTPEHHMX OOKYMEHTaX GMHAHCOBbIX OpPraHu3aLni, a Takke B 4OroBopax 1 corna-
LWEHUSX, 3aKJTIOUYEHHbIX MEXAY OpraHM3aLmsMU.
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2. TEPMWHbI, OMNPEOENTEHNA, OBO3HAYEHUA N COKPALLEHNA

B HacTosdlweM cTaHgapTe NpYMeHeHbl TEPMUHbI U OnpeneneHus Cneayllmx akToB 3akoHoOa-
TenbcTBa Poccuickom depepaumm M CTaHOAPTOB:

— B 4acCTM ObLLeN TEPMUHOMNOI MM UCMOMb3YOTCSH TEPMUHbI M onpeaeneHns HaumoHanbHOro ctaH-
papta Poccuiickon Pepgepaumm NOCT P 57580.3-2022 «besonacHocTb dmMHaHCOBbIX (6aH-
KOBCKMX) onepauui. YnpaBreHne pUCcKoM peanusaumm MHPoOpMaumoHHbIX Yrpo3 1 obecrieye-
HMe ornepauMoHHOW HageXxXHOCTU. ObLlwme nonoxxeHus» (oanee — FOCT P 57580.3-2022) [13]
M HaumoHanbHoro crtaHgapta Poccuimnckom ®epepaumm MOCT P 57580.1-2017 «besonacHoCTb
PMHaHCOBbIX (baHKOBCKMX) onepaumi. 3awmTta MHdopMaumm GUHaHCOBbIX opraHmM3aumi. ba-
30BbI/ COCTaB OPraHMU3aLUMOHHbIX M TeXHUYECKNX Mep» (ganee — TOCT P 57580.1-2017) [12];

— B YaCTU BbISIB/IEHHbIX CITy4YaeB U (U1) NOMbITOK OCYLLECTBIEHMS MEPEBOLOB OEHEXHbIX CPEACTB
6e3 cornacus KIMeHTa, a TakXKe NPUOCTaHOBIIEHUSI/OTMEHbI MPUOCTAHOBNEHNS OBMeHa anek-
TPOHHbBIMKM COOBLLEHNAMM MPU BbISIBIEHUN MHUMOEHTOB 3aWUThbl MHGOPMaLMK MpY OCYLLECT-
BNIEHNN MEepPEeBOAOB [OEHEXHbIX CPeAcTB Ha ObbekTax WMHGOPMaLMOHHOM MHOPACTPYKTYpPbI
YYaCTHMKOB MHPOPMaLMOHHOIO OBMEHa MCMONb3YOTCS TEPMUHbI U onpeaeneHma depepanb-
HOro 3akoHa N2 161-03 [3];

— B 4YaCTW BbISBNEHHbIX C/y4aeB M (MnKM) NOMbITOK OCYLECTBNEHUS Onepauuii, HanpaBneHHbIX
Ha coBeplueHne PUHAHCOBbIX COENTOK C MUCMOSIb30BaHMEM GUHAHCOBOM MnaTtdopMmbl 6e3 BO-
NensbsBrIeHUs yYacTHMKA PUHAHCOBOM MaTPOpPMbl, MCMOSb3YOTCA TEPMUHBI U OnpeneneHus
DepgepanbHoro 3akoHa N2 211-P3 [4];

— B 4YacCTU BbISABNEHHbIX MHUMOEHTOB OMEPALMOHHOM HAAEXHOCTU WUCMOMb3YOTCA TEPMMUHDI
n onpepneneHus NMonoxeHusa baHka Poccum oT 12 aHBaps 2022 roga Ne 787-1 «O6 obsazaTtenb-
HbIX AN KPeAUTHbIX OpraHn3aumi TpeboBaHMSaX K onepaumoHHON HageXHOCTM MNpu OCyLLEeCT-
BNIEHMM BaHKOBCKOW OeATENbHOCTU B LIENsX obecneyeHnsi HernpepbiBHOCTM OKa3aHUsa BaHKOB-
CKUX ycnyr» (nanee) (nanee — lNonoxeHwne baHka Poccum N2 787-T1) [9] n MonoxeHusa baHka
Poccum ot 15 Hos6psa 2021 roga N2 779-T1 «O6 ycTaHOBNEHUM oObsa3aTeNibHbIX O/ Hekpe-
OUTHbIX GUMHAHCOBBIX OpraHM3auuii TpeboBaHMM K ONepaLMOHHON HAaOEXXHOCTU MpuY OCYLLECT-
BNEHVMN BUOOB OEATENbHOCTU, NMPEAYCMOTPEHHbIX YacTblo NMepBon ctaTbu 76.1 depepanbHoO-
ro 3akoHa ot 10 nions 2002 roga N 86-®3 «O LleHTpanbHOM 6aHke Poccuiickon depepaumm
(BaHke Poccumn)», B Lensx obecrneyeHmns HeNpepbiBHOCTM OKa3aHUs GUHAHCOBbBIX YCNyr (3a uc-
KNtoueHMeM BaHKOBCKMX ycnyr)» (oanee — NonoxxeHus bBaHka Poccumn N2 779-1) [10];

— B 4aCTV BbISIBIEHHbIX KOMMbIOTEPHbIX MHUMOEHTOB WMCMOb3YHOTCA TEPMUHbBI M OnNpeneneHuns
depepanbHoro 3akoHa N2 187-d3 [2].

Tak>ke B HaCTOSILLEM CTaHOapTe UCMOMb3YIOTCA cneaytowme o603HaAYEHUS U COKPaLLEeHUS:

ACOUN OUHLUEPT - TexHu4yeckas nHdpacTpykTypa (aBTOMaTM3MpoBaHHasa cuctemMa) baHka Poc-

cuu;

AC «Dup-AHTUdpOoa» — LieHTpannaoBaHHas 6a3a AaHHbIX O Cy4Yasix U NOMbITKaxX OCYLLECTBIEHUS

nepeBoOJOB AEHEXHbIX CPeacTB 6e3 cornacus KImeHTa;

BOY ®CT3IK - BaHK gaHHbIX yrpo3 6e3onacHocTu nHpopmMaumm GCTIK Poccuu;

B - 6a3a gaHHbIX;

BUK - 6aHKOBCKMIN MOEHTUPUKALIMOHHbBIV KOL;

BIMO - BpegoHOCHOE NporpaMMHoe obecrneveHue;

OBO - gnctaHUMOHHOE BaHKOBCKOE OBCy>XXMBaHME;

OYJT — BOKYMEHT, yOOCTOBEPSOLWMA INYHOCTb;

EBC - egnHasa 6MoMeTpuyeckass CUCTEMa;

MHH - nHgvBmayanbHbIM HOMep HanoronnaTesbLyKa;

KA — KoMnbloTepHas aTtaka;

KN — KOMMNbIOTEPHbBIA MHUMOEHT;

KN — kpuTnyeckas nHdopMaLmMoHHas MHOPaCTPYKTypa;
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MIMC - MexxgyHapogHas niaTtedXHasi CucTema;

HKLIKWN — HaumoHanbHbIM KOOPAMHALMOHHbBIN LLIeHTP MO KOMMbIOTEPHbLIM MHUMAOEHTAM;

OnaocC - onepaTtop No NepeBoay OEHEXHbIX CPEOCTB;

O3l - onepaTtop a/1eKTPOHHOM NNaTPOPMbI;

MC - nnaTexxHasi cucTema;

CBIM - CucTteMa 6bICTPbIX NIaTeXew;

NHTepHET - MHOOPMALIMOHHO-TENTEKOMMYHUMKALIMOHHAsA CeTb «MHTEpHET»;

CHWIC - cTpaxoBow HOMEP MHOMBUOYANIbHOIO JIMLIEBOrO CYETa 3aCTPaxOBaHHOMO /Mua B CUC-
TemMe nepcoHMOUUMPOBaHHOIO yyeTa POHAA MEHCUMOHHOIO U COLManbHOro CTpaxoBaHus Poccui-
ckon depgepaumm;

TCI - ToproBo-cepBUCHOE NpeanpuaTme;

®J1 - pmnsmueckoe nnLo;

IOJ1 - ropugmnyeckoe nmuo;

CAPEC-Common Attack Pattern Enumeration and Classification;

CPE - Common Platform Enumeration;

CVE - Common Vulnerabilities and Exposures;

CWE - Common Weakness Enumeration;

Ul — User Interface;

URL - Uniform Resource Locator.
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3. BBAMMOOEMCTBUE BAHKA POCCUM C YYACTHUKAMN MHDOPMALIMOHHOIO
OBMEHA

1. Y4aCTHUKM MHPOPMALIMOHHOIo obMeHa MHPopMUpYLoT BaHk Poccmny 06 nHUMaeHTax, CBA3aHHbIX
C peanvsaumen MHGOPMALIMOHHbIX Yrpo3, 06 MHUMOEHTaX ONMepPaLMOHHOM HAOEXHOCTH, O MaHU-
pyeMbIX MeponpUaTUSX MO PacKpbITUO MHPOPMaLUMKM B Ciydasax, NpegycMOTPEeHHbIX 3aKkoHOoAa-
TenbcTBOM Poccuickom ®epepauym, B TOM Y1Cie HOPMATMBHbIMM akTaMu baHka Poccun.

2. YYaCTHUKM MHOOPMaLMOHHOIro obMeHa B3arMOOEWCTBYIOT ¢ BbaHkoM Poccuy B COOTBETCTBUM
CO crnocobamu B3aMMOLENCTBUS, ONMMUCAHHbIMK B pasgene 4.

3. YcnoBusa n cpokm nHPopmmpoBaHusa BaHka Poccrnm 06 MHUMOEHTax, CBA3aHHbIX C peanmsaumen
MHOOPMaLMOHHBIX Yyrpo3, 06 MHUMOeHTax onepauyMoHHOM HaOeXXHOCTU, O MAaHUPYEMbIX MEpO-
NPUATUAX MO PACKPbITUIO, @ TakXKe HanpaBneHus OTBETOB Ha 3anpocbkl baHka Poccum onpepens-
IOTCA HACTOSALWMM CTaHOAPTOM B YacCTU, HE yperyampoBaHHOM 3aKOHOOATENbCTBOM POCCUIMCKOM
®epepaumn n baHka Poccum.

4. B HacTosiweM cTaHpapTe onpegeneHbl GOpMbl  NpeacTaBneHuss [OaHHbIX, WCMOMb3yeMble
Onsa B3amMopgencTemsa ¢ baHkoM Poccmm B onpepeneHHbiX 3akoHoOaTenbCTBOM Poccuin-
ckom ®depepauum, B TOM 4YKCe HOPMaTMBHbIMM akTamMy BbaHka Poccumn, cnydasx Hanpas-
neHva B baHk Poccum mn nonydyeHus ot baHka Poccun mnHdbopmauumm (B ToM umcne no ¢dop-
Me yBeOoOMNeHus O npeacTaBneHnn uHdbopmaumn, dopMe yBEeOOMNIEHUS O HarnpaBfeHUU
3anpoca 06 uckoyeHnn nHdopmMaumm, dopme yBeOoMeHMs O NpeacTaB/ieHMM OTBETa Ha 3a-
npoc, dopMe yBeAOMNEHNSI O PaCrpOCTPaHSEMbIX AaHHbIX, GOpMe yBEOOMIIEHUS O COObITUN).
CopepxaHune GopM NpencraBneHns gaHHbIX, Hanpasnsembix B baHk Poccunm npm nHdopmmposa-
HUK 00 MHUMAEHTAX, CBA3aHHbIX C peanm3auner MHOOPMaLMOHHBIX Yrpo3, 06 MHUMOEHTax one-
PaLMOHHOW HaOEXXHOCTU, O MAaHUPYEMbIX MEPOMPUATUSAX MO PaACKPbITUIO MHPOPMaLIMK, a TakxKe
OTBETOB Ha 3anpocbl baHka Poccmnm onpenenstoTcs HaCTOAWMM CTaHOAPTOM.

5. B HacTosiLLeM CTaHOapTe MCMONb3yeTcsa crenylowas cXxeMa HauMeHoBaHWs GopM NpegocTasne-
HMS JaHHbIX: <Tun GopMbl NpencTaBneHns gaHHbIX> <OBbEKT, K KOTOPOMY MNpuMeHsieTcs dopMa
npeacTaBfeHms AaHHbIX>_<[ononHuTenbHasa Knaccmdukaumsa B paMkax obbekTa>.
<Tun dopMbl MpeacTaBeHUs JAHHbBIX> MOXET MPUHMMaTb Criefylowme 3Ha4YeHUs:

e NTF — dopMa npencTaBneHus JaHHbIX, MICNOSb3yeMas y4acCTHVKaMM MHPOPMaLIMOHHOIo obme-
Ha ons yBegomneHuss baHka Poccumn. He npegycMmaTpuBaeT npepoctaBneHunsa dopManm3oBaH-
HOro oTBeTa;

e REQ - dopmMa npencraBneHus 3arnpoca, UCronb3yemMas ydacTHUMKaMy MHPOPMaALMOHHOMO 06-
MeHa unmn baHkoM Poccum onsa 3anpoca ceefeHun. NpepycMmaTprBaeT obsi3aTesnibHbin popMa-
NIN30BaHHbIN OTBET;

e RESP - dopMa npefcraBneHns OoTBETa Ha 3anpoc, UCMOosib3yeMas y4acTHMKaMmM nHbopmMaum-
OHHOro obmeHa unm BaHkoM Poccuu gns npefctaBrieHns ¢opManmM3oBaHHONO OTBETa Ha 3a-
nNpocC CBEOEHUN.

<OO6bEKT, K KOTOPOMY MpUMeEHSieTcss popMa NpeacTaB/IeHUs OAaHHbIX> MOXET MpUHUMaTb creny-

fowye 3HavYeHus:

e OWC - nepeBopf OeHEeXHbIX CpefcTB 6e3 cornacus KiameHTa UM cgenka C UCMosib30BaHMEM

$purHaHcoBOM NnNaTtdpopMbl 6e3 BONEN3bABNEHNS YY4aCTHMKA GUHAHCOBOM MaTdOpMbI;

ISI - MHUMAEHT 3aWwmnTbl MHGOPMaLUK;

ORI - MHUMOEHT onepauOHHOMN HAOEXXHOCTU;

Cl — KOMMblOTEPHbBIA UHLMOEHT;

CA - KoMMbtoTepHasa aTaka;

VLN - ya3BMMOCTb MHPOPMALMOHHOM 6€30MacHOCTU;

e |[EP - yyacTHWMK MHPOpMaLMOHHOro 0bMeHa.

<JononHuTenbHas kKnaccupumkaums B paMkax ob6bekTa> 3aBUCUT OT Ob6bekTa, K KOTOPOMY npuMe-

HseTcs popMa npencTaBneHVs OaHHbIX, U MPUBEOEHA B pasgenax HuKe.
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6. MNpepsanonHeHHble GOpMbl NMpPeacTaBneHUs OaHHbIX, UCMONb3yeMble B HAacTOSAWEM cTaHgapTe,
ABNAOTCA YaCTHbIM crlydaeM GOpM NpencTaBneHns OaHHbIX M OPUEHTUPOBaHbl Ha KOHKPETHYIO
cneunduky (HanpuMep, TUMN onepaunu, MHUMAEHTa 1 T.4.). Npea3anonHeHHble $opMbl NpeacTas-
JIeHUs OaHHbIX MOMYT MCMNONb30BaTbCca Ons MHGOPMMpOoBaHMA BaHka Poccr BMeCTO OCHOBHbIX
$opM NpencTaBneHnst OaHHbIX.

7. Ob6sa3aTenbHOCTb 3anofiHeHWs noner GopM NpeacTaBneHUs OaHHbIX onpenensieTca B COOTBeT-
CTBUM CO CleAyroLWMMY 3HAUEHUAMU:

a. O - none o6g3aTeNlbHO A1 3aMOSHEHUS;

b. YO - none ob6g3atencHO 419 3arMofHEHWS NPY BbINOMIHEHMM 3a0aHHOMO YC/10BUS;

c. H - none 3anonHaeTcsa Npu HaMMuMmM TEXHUYECKOM BO3MOYKHOCTU MONTyYEeHUsa JaHHOM MHdOop-
Mauuu.

8. MNonsa popM npeacTaBneHMs AaHHbIX OOMKHbI 3aMOHATLCA AaHHbIMW 6€3 MCMNob30BaHNA MeTo-
OOB CKpbITUS MHbOPMaLMK, B TOM Yncie WindpoBaHMA, MAaCKMPOBAHUSA UMW XeLWMPOBaHUS, eCiin
B MpaBuiax 3arnofIHeHUsa He yKa3aHO MHoe.

9. CocTaB AaHHbIX, HarpaensaeMbix B BaHk Poccun, npm nHGopMmMpoBaHmm 06 MHUMOEHTaX, CBA3aH-
HbIX C peanmnsaumeint MHGOPMALMOHHbBIX Yrpo3, MHUMAEHTaX OrnepaumoHHOM HaaeXXHOCTU, O nna-
HMPYEMbIX MEPOMPUATUAX MO PACKPLITUIO MHbOPMaLMK, HE OOMKEH BK/IOUYaTb B cebs cBeaeHus),

COCTaBdoWMe rocygapCTtBeHHYO Tamn HY.

B HacTosLweM CTaHOapTe OonmcaHbl cnengytouine CI)OprI npegcrtaBrieHNd OaHHbIX:

AAHHbIX

Kopn ¢opmbl npeacraBnenuns

HaumeHoBaHMe $popmbl NpeAcTaBNeHUs AAHHbIX

Pazpen, B koTopom
onucaHa ¢popma npega-
CTaBNEHUS AQHHbIX

NTF_OWC_SNPS

®opma NPeAcTaBEHNS YYACTHUIKAMI MHPOPMALMOHHOTO 0GMEHA — ONepaTopamm no nepe-
BO/ly AIEHEXHDIX CPEACTB, ONEPATOPAMM MIATEXHBIX CUCTEM, ONEPATOPAMM YCYT NAATEXHO
VHPACTPYKTYPbI AAHHbBIX 060 BCEX CNYYASIX W (/M) MOMbITKAX OCYLLECTBNEHNS NEPEBOAOB
AEHEeXHbIX CPeACTB 6e3 COrnacus KaneHTa

51
Mpunoxenne 1

dopMa NPeACcTaBEHNS YYACTHUKAMI MHPOPMALMOHHOTO 06MEHA — onepaTopamm

no ¢MHC|HCOBbIM cnenkam 6e3 BonensbaBneHns Y4YACTHUKA d)I/IHC]HCOBOVI I'IﬂGTd)OprI

NTF OWC_OEP 3NEKTPOHHbIX NAATGOPM AAHHBIX 060 BCEX Cy4AsX U (MnK) NOMbITKAX OCyLiecTBneHus nepe- | 5.2
- - BOJIOB iEHEXHbIX CpeacTB 6€3 COrnacus KNNeHTa, BKIOUaoLLMX MHopmaumio 06 onepaum- Mpunoxene 2
X N0 HOMUHANIBHOMY cyeTy 6e3 cornacua KnmeHTa-6eHepuumnapa
®opma nNpeacTaBieHNs YUACTHUKAMU MHGOPMALIMOHHOTO OOMEHA — OnepaTtopamu GuHAH- 53
NTF_OWC_OFP COBbIX N1ATGOPM [AHHbBIX 000 BCEX CAYHAAX U (MK) NONbITKAX OCYLLECTBNIEHNS ONepaLuil )

Mpunoxexne 3

REQ_OWC_ldentification
RESP_OWC_ldentification

(DODMO 3anpoca BaHka Poccum B Lensix Vlﬂ,eHTMd)MKGLlMI/I nony4yarenda cpeacrts Uan nnaTenb-
LMKa, a Takxe ¢0pMG npeacrtasneHna otseta EGHKy Poccun

5.4
Mpunoxexne 4

REQ_OWC_UUID
RESP_OWC_UUID

®opma 3anpoca barka Poccun B Lenax nonyyeHns AaHHbIx 06 onepauuu 6e3 cornacus

HO OCHOBAHMM CBEEHNIA O COBEPLUEHHbIX MPOTUBONPABHbIX JEACTBUSAX OT GpefepanbHOro
OPraHa UCNONHNUTENBHOW BAACTU B Chepe BHYTPEHHNX AN, a TaKxe popMa NpeacTasieHuns
oteeta bauky Poccuu

55
Mpunoxexne 5

REQ_OWC_Forward
RESP_OWC_Forward

®opma 3anpoca banka Poccuu B Lensix Nony4eHNs JAHHbIX 0 JEACTBUSX YHACTHUKA UH-
dopmaLMoHHOro 06MeHa, 06CYXMBAIOLLEr0 NONyYaTens CPeACcTB, N0 NePeBOAY AEHEXHbIX
CPeAcCTB, a TaKxe popma npeactasnexus otseta baxky Poccun

5.6
Mpunoxexne 6

REQ_OWC_Reverse
RESP_OWC_Reverse

®opma 3anpoca bauka Poccuu B Liensix nonyyeHns nHGopMaLnum o NAATeNbLnKax yKa-
30HHOMY B 3anpoce baxka Poccuun nonyyarento cpeacts, a Takxe Gopma npeactasieHns
otseta bauky Poccum

57
Mpunoxexne 7

REQ_OWC_Review
RESP_OWC_Review

®opma 3anpoca y4acTHUKa MHGOPMALMOHHOTO 06MeHa B C/ly4ae He0B6O0CHOBAHHOIO
Hanpasnexns B bank Poccun nHdopmaumm o nepeBogax 6e3 Cornacus KAUEHTa, a Takxe
dopma npeacraBnenns oteeta banka Poccumn

5.8
Mpunoxenne 8

REQ_OWC_Correction
RESP_OWC_Correction

®opma 3anpoca baHka Poccun 0 nOBTOpHOM HANpaBAeHUK MHGOpMaLMK O NepeBOAAx 6e3
cornacus KAMeHTa, a Takxe Gopma NpeacTaBneHus oteeta baxky Poccum

5.9
Mpunoxexue 9

NTF_OWC_DataUpdate

®opma npeacTaBneHNs YHACTHUKAMU MHGOPMALMOHHOTO 0OMEHA [LOMOMHUTENbHbIX W (MK)
YTOUHAIOLLMX CBELEHWA N0 PaHee HaNpaBaeHHON MHGopMaLn o nepeBoaax 6e3 cornacus
KNNEHTa

510
Mpunoxexue 10

NTF_ISI_Detect

®opma NpeacTaBaeHust YHACTHUKAMU MHGOPMALMOHHOrO 06MeHA ACHHBIX O BbISIBNEHUN
VHUMAEHTA 30LUMTHI MHOPMALMN

6.2
Mpunoxexue 12
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NTF_ISI _DataLeak

®opMa NPEACTABNEHNS YHACTHUKAMU MHPOPMALMOHHOTO 06MEHA ACHHBIX O BbISIBNIEHNM
HE3UKOHHOI0 PACKPbITUS GAHKOBCKOM TAMHBI M (1) 3ALMLLAEMOI HHOOPMALMM B COOT-
BETCTBUM C HOPMATUBHBIMY KTaMM Baxka Poccuu

6.3
Mpunoxenne 13

NTF_ISI_Investigation

®opma NpeacTaBieHNs YYACTHUKAMU UHPOPMALIMOHHOTO 0OMEHA AGHHbIX O PE3YNbTATAX
pPACCNenoBAHUS UHUMAGHTA 3ALWNTHI MHGOPMALMM UM HE3AKOHHOMO PACKPbITUS GAHKOB-
CKOA TAMHDI 1 (MnK) 3aLLMLLaeMOn NHGOPMALMN B COOTBETCTBUM C HOPMATUBHBIMU AKTAMM
Baxka Poccun

6.4
Mpunoxexve 14

REQ_ ISI _DataLeak
RESP_ISI _DataLeak

®opma 3anpoca banka Poccuu B Lensix NoaTeepKAeHNS GpaKTa HE3AKOHHOTO PACKPbITUS
GAHKOBCKOI TAWHBI U (MW) 3aLLMLLaeMOit MHGOPMALMK B COOTBETCTBUM C HOPMATUBHBIMM
aktamu banka Poccun

6.5
Mpunoxenne 15

NTF_ORI_Detect

®opMa NPEACTABNEHNSA YUACTHUKAMN UHOOPMALMOHHOTO 0GMEHA AAHHbIX O BbIABEHNM
MHLMAEHTA ONEPALMOHHON HOAEXHOCTH

6.6
Mpunoxexne 16

NTF_ORI_Investigation

®opma npefcTaBneHNst YHACTHUKAMU MHGOPMALIMOHHOTO 0OMEHA AGHHBIX O PE3yNbTaTax
pPACCNefOoBAHNSA UHLMAEHTA ONEPALMOHHON HOAEXHOCTH

6.7
Mpunoxexne 17

G)ODMG npeactasneHnd y4actHuKamu MHq)OpMOLlMOHHOI'O 00MeHa AAaHHbIX O KOMMbKOTEPHbIX

7.2

NTF_CI
WHUMAEHTAX Mpunoxexne 19
NTE CA ®opma npefcTaBneHnst yHacTHUKAMU MHGOPMALIMOHHOTO 06MEHA AGHHBIX O KOMMNBbIOTEPHbIX | 7.3
- arakax Mpunoxenue 21
NTE VLN dopma NpeacTaBneHns YHaCTHUKAMU MHGOPMALIMOHHOTO 0OMEHA AAHHBIX O BbISIBNEHHbIX 74

yA3BUMOCTAX MHGOPMALMOHHON 6e30NaCHOCTI

Mpunoxenne 23

REQ_IEP_Detect
RESP_IEP_Detect

®opma 3anpoca baxka Poccum B Lensix nonyyeHnsi CBeAEHN O BbISBNEHHO KOMMbIOTEP-
HOVA ATaKE MK YS3BUMOCTU MHPOPMALIMOHHO 6€30MACHOCTH, a TaKxXe Gopma npeacTasne-
Hus otBeTa BaHky Poccun

75
Mpunoxexne 24

REQ_IEP_IsWebSite
RESP_IEP_IsWebSite

®opma 3anpoca barka Poccun B Liensix NonyyeHns CBefeHnit 0 NPUHCANEXKHOCTU YHACTHUKY
MHHOPMALIMOHHOTO 06MeHa pecypca B ceTn MHTepHeT, a Takxe Gopma NpeacTasneHus
otseta bauky Poccuu

76
Mpunoxenne 25

REQ_IEP_CorrAccLock
RESP_IEP_CorrAccLock

®opma 3anpoca y4acTHUKa MHGopmaLmoHHoro obmeHa, ncnonb3ytowero CCHI ans
OCYLLECTBNIEHNS NEPEBOAA JEHEXHBIX CPEACTB, B LeNsX MPUOCTAHOBNEHMS/OTMEHDI
NPUOCTAHOBNEHUS OOMEHA 3NEKTPOHHBIMU COOBLLEHNSIMM NPV BbISBAEHUM UHLIMAEHTOB 30-
LUMTBI MHHOPMALMM NPY OCYLLECTBIEHNM NEPEBOLOB AEHEXHbIX CPEACTB C UCMOMb30BAHNEM
CCHIT Ha o6bekTax MHGOPMALMOHHON NHPPACTPYKTYPbI YHACTHUKOB MHGOPMALMOHHOTO
06MeHa, a Takxe dopma npeactasneHus oteeta bawka Poccum

8
Mpunoxenne 26

NTF_IEP_Publication

(DODMG npeacTaBneHnd y4acTHUKaMu MHq)OpMOLlVIOHHOI'O 00MeHa CBEAEHNIT O NNaHupy-
€MbIX MeponpuAaTUax no PACKPbITUO VIH(I)OpMGLI,MVI O BbIAIB/IEHHbIX UHUMAEHTAX 3ALWLNTDI
VIH¢0pM(]L|,VII/I WIN MHUMAEHTAX ONEPALNOHHON HALEXHOCTN

9
Mpunoxenne 27

[nsa npuHATUS pelieHns 06 MHPOPMMPOBAHUM YYACTHUK MHPOPMALIMOHHOMO O6MeHa MOXKeT UC-
Mosib30BaTb CXEMY MPUHATUSA pelleHuit 06 nHdopMmpoBaHnm BaHka Poccum (puc. 1).
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PUC. 1. CXEMA MPUHATNS PELLEHNA OB UHOOPMUPOBAHUM BAHKA POCCHIN O COBbITUSAX PEAJTU3ALIAN

NHOOPMALIMOHHBIX YTPO3

Brisisneno
HacTyImieHue
coObITHi,
YCTaHOBJICHHBIX
Bankom Poccun?

Sensiercs

BrusisieHo He BbisaBieHO
He spasercs
CobbITHe NpUBEIO B
bINOJIHAKTCA
(DopMHY VBenomienns K dakTueckoit v
NTF_OWC He TpedyeTcst peanusaLum prcKa He npusesio

HHPOPMHPOBAHHS

peanmnszanuu - o

HH(OPMATHOHHBIX o KOMHhIOl;,pHOM

yrpos? arake?
Brmonnstorest He Bemonusiorces
TIpuseno
®Dopma VBenomneHms
NTF_CA He TpedyeTea
Brsnenst
(uHaHCOBBIC
Brisnenst noTepu He BbisBens
opranu3anun?
Bbuiosusiores Bemosnnsiores
KpPHTEpUH KPHTEPUH
MHOPMHPOBAHH ST HHPOPMHUPOBaHHS
0 KOMIIbIOTEPHOM 0 KOMIIbIOTEPHOM
uHumjeHTEe? HHumeHTEe?
Bemonusiores He BoimonusioTest BrimonusaoTes He oimonusorest
Dopmbl Dopmb Dopmbi VBeaoMIeHu s
NTF_ISI, NTF_CI NTE_ISI NTF_CI He TpeGyeTcs

Cobbrrue prcka
peannzaiiu

yrpos

MHGPOPMALIHOHHBIX

Knaccudiaiis coobrmin
ONlepaIlIONIIOrO piCka B
KaueCTBe COBITHS PHCKA

peamalit yrpos

GesomaciocT i dopyant

CoGnmite onepauoiiioro
plCKa, CBATMIONO ©

Ssnsercs
onepaipeii 6e3
coracus win

KinenTa?

BOJICH3 bSIBJICHH S

Bemonnsores

HapYILICHHEM ONlepAILHONH Ol
HaJeRHOCTIH

IpesbiieHa
Jonycrumas 10Jis
Jerpajaunu?

TIpesbimena

Bemousiores
KPUTCPHHI
HHOPMHPOBAHH ST
0 KOMITbIOTEPHOM
nHMIeHTe?

Dopmbt
TF_ORI, NTF_C

He npesbiiena

VBenomnenns
He TpebyeTcs

He Buinonmsorest

Dopmbl
NTF_ORI
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4. CMOCOBbI BBAMMOOENCTBUA BAHKA POCCUM N YHACTHUKOB
NMHOOPMALMOHHOIO OBEMEHA

BsaunmopencTtBme baHka Poccum 1 yyacTHUKOB MHOOPMALIMOHHOIO OBMeHa OCyLLeCcTBASeTCS C
MCMOJIb3OBaHMEM TEXHUYECKOMN MHPPACTPYKTYpPbl (aBTOMATU3UPOBAHHOM cucTeMbl) BaHka Poccum —
ACOUN OUHLIEPT.

B cny4yae BO3HUKHOBEHUSA TEXHUYECKOM HEBO3MOXXHOCTM B3aMMOLENCTBUSA Y4aCTHUKOB MHOOP-
MaLMOHHOro obMeHa ¢ baHkoM Poccum ¢ ncnonbaoBaHmeM ACOU OuHLIEPT:

— YYaCTHUKN MHDOPMALIMOHHOIO B3aMMOLENCTBUSA OOSMKHbI HanpaBnsaTb MHbopMaumio B baHk
Poccuun ¢ ncnonb3oBaHMEM KOHTaKTHOM MHPopMauum OUHLIEPT, pasmeweHHon Ha obuum-
anbHOM canTe baHka Poccum B MHOOPMaALIMOHHO-TENIEKOMMYHUKALMOHHOM ceTh «MIHTEepHEeT».
NHdopMaums, HanpaBeHHas C NCMONb30BaHMEM KOHTaAKTHOM nHdopMaunm GuHLIEPT, nomx-
Ha 6bITb MOBTOPHO HampaeneHa B baHk Poccurm npm BO3OOGHOBNEHUN TEXHNYECKOM BO3MOXHO-
CTW B3aMMOOENCTBUS Y4aCTHUKOB MHPOPMALMOHHOIo obMeHa ¢ baHKoM Poccum ¢ MCcnonb3o-
BaHnem ACOUN OuHLEPT;

— BaHk Poccum HampaBnsieT 3anpocbl yYaCTHUKaM MHPOPMALMOHHOIO B3aMMOOENCTBUS C UC-
MOSIb30BaHMEM KOHTAKTHOM MHPOPMaLMK, NPpefoCTaBIEHHOM YYaCTHUKOM MHPOPMALMOHHOIO
obMeHa B KapTouke yyacTHMKa'.

T ®opma ACOUN DuHLEPT, copeprkalwasa nHbopMaumio 06 y4acTHMKe MHPOpMaLIMOHHOIo obMeHa.
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5. BBAMUMOLOENCTBUE YYACTHUKOB MHOOPMALMOHHOIO OBMEHA C BAHKOM
POCCUKN B CITYHAAX (U TPU MOTbITKAX) OCYLWECTBJ/IEHNA MEPEBOOOB
AOEHEXHbIX CPEOCTB BE3 COIMMACUA KITMEHTA, A TAKXKE B CITYHAAX (U NMPU
MOMbITKAX) OCYLWECTBEHUNA OMNEPALIMA, HAMNPABJTEHHbBIX HA COBEPLUEHME
®UHAHCOBbIX COENOK C MCMNONb30OBAHNEM ®UHAHCOBOW MNIATOOPMbI, BE3
BONEN3BABNEHUA YYACTHUKA GUHAHCOBOW MIIATOOPMbI

5.1. AIPEACTABNEHUWE YYHACTHUKAMUN MHOOPMALMOHHOIO OEMEHA - ONMEPATOPAMMU
Mo NEPEBOAY AEHEXHbIX CPEACTB, ONMEPATOPAMMU MJTATEXHbIX CUCTEM,
OMEPATOPAMU YCNYT NNATEXXHOU MHOPACTPYKTYPbl B BAHK POCCUU OAHHDbIX
OBO BCEX CITYHAAX U (MNTN) NOMNbITKAX OCYLWECTBJ/IEHUA NMEPEBOAOOB OEHEXXHbIX
CPEOCTB BE3 COIMMACUA KITMEHTA

CobbITns, NpU HACTYMIEHUM KOTOPbIX YYaCTHUKM MHOOPMAaLMOHHOIO ObMeHa — ornepaTopbl
Mo nepeBoay OEHEXHbIX CPeACTB, OrNepaTopbl NNATEXHbIX CUCTEM, ONepaTopbl YCYr MNAaTEXXHOW UH-
PpacTpyKTypbl OOMKHbI HanpaenaTb B BaHk Poccuuy gaHHble 060 Bcex cny4yasix u (Uam) norbiTkax
OCYLLECTB/IEHUS MEPEBOOOB OEHEXHbIX CPeACTB 6e3 cornacus knmeHTa (ganee — nHdopmaums o ne-
peBopax 6e3 cornacus KmeHTa), a Tak)ke CPOKM HarnpaBneHWs ykasaHHOM nMHbopMaumMy ycTaHOBe-
Hbl HOPMaTKBHbIM aKTOM BaHKka Poccum B COOTBETCTBUM C YacTsaMn 4, 6 n 7 ctatbun 27 PenepanbHo-
ro 3akoHa N2 161-d3 [3].

dopMa npefcTaB/ieHns ydyacTHMKaMM MHOOPMaLMOHHOIo obMeHa - onepaTtopaMu Mo MNepeBo-
0y OEHEeXHbIX CpencTB, ornepaTtopamMm MaaTeXHbIX CUCTEM, OnepaTopaMu yCiyr nnaTeXxHon nHopa-
CTPYKTYpbl OaHHbIX O NepeBogax 6e3 cornacus knmeHTta (NTF.OWC_SNPS) B baHk Poccum npuBege-
Ha B NpUIoXKeHU 1 K HacTosiLeMy CTaHJapTy.

5.2. NIPEOCTABJ/IEHUE YYMACTHUKAMUN MHOOPMALIMOHHOIO OBMEHA - ONMEPATOPAMU
SNEKTPOHHDbIX MJTAT®OPM B BAHK POCCUN OAHHbIX OBO BCEX CNTYYAAX U (UTN)
MOMNbITKAX OCYLWECTB/EHNA MEPEBOOOB AEHEXHbIX CPEOCTB BE3 COINACUA
KITUEHTA, BK/TIOYAIOWNX MTHOOPMALIMIO OB OMEPALMUAX MO HOMUHAJIbHOMY CYETY
BE3 COMACUA KITMEHTA-BEHEDOULIMAPA

CobbITHs, NPU HAaCTYM/IEHUMN KOTOPbIX YY4aCTHUKM MHPOPMaLMOHHOIO O6MeHa — onepaTopbl a1eK-
TPOHHbIX MIaTPOPM AOSMHKHbI HanpaBnsaTb B BaHk Poccuun gaHHble 060 Bcex cryyasx u (Mnu) no-
MbiITKaX OCYLLEeCTB/IEHUS MepeBOOOB [OEHEeXHbIX CpeacTB 6e3 cornacusi KNMeHTa, BKtovatowme
MHPOpPMaLMo 06 onepaumsax No HOMMUHANIbHOMY CcYeTy 6e3 cornacus KimeHTa — beHeduumapa (ga-
nee - nHpopMauus o nepeBogax 6e3 cornacus KNmMeHTa, BKoYatowas MHPopMaumo 06 onepaumsax
Mo HOMUWHaNbHOMY cyeTy 6e3 cornacus kKnmeHTa-6eHedMLMapa), a TakKe CPOKU HanpaBieHUs yka-
3aHHOWM MHPOPMaLMKM YCTAaHOBNEHbI HOPMATMBHbIM akTOM BaHka Poccrm B COOTBETCTBUU C YaCTaAMU
4,6 n 7 ctatbmn 27 GegepanbHOro 3akoHa N2 161-03 [3].

dopMa npepcTaBieHns ydyacTHUMKaMM MHGOPMaLIMOHHOIO ObMeHa — onepaTopaMu 3MEeKTPOHHbIX
nnatdopM nHbopMaLmm o nepeBopax 6e3 cornacms KneHTa, BKtovatrowen nHdopmaumio ob one-
paumMsx Mo HOMMHaNbHOMY cyeTy 6e3 cornacus knneHTa-beHeduumapa (NTF.OWC OEP) B BaHk
Poccum npuBeneHa B NpUNOXKeHU 2 K HAaCTOSILLEMY CTaHOapTY.

5.3. NIPEACTAB/IEHUE YYMACTHUKAMU NMHOOPMALIMOHHOIO OBMEHA - ONEPATOPAMU
®UHAHCOBbIX NJTAT®OPM B BAHK POCCUM OAHHbIX OBO BCEX CNNYYASAX U (UMW)
MOMbITKAX OCYLWECTBNEHNA ONEPALIMU, HAMNPABJTIEHHbIX HA COBEPLUEHUE
®UNHAHCOBbIX CAENOK C NCMOJIbBOBAHUEM ®UHAHCOBOW MNJTIAT®OPMbI, BE3
BOJTIEU3BABIEHNA YYACTHUKOB ®PUHAHCOBOU MNJTATOOPMbI

CobbITUSA, NPpU HaCTYMNEHUN KOTOPbIX YY4aCTHUKM MHPOPMALMOHHONO ObMeHa — onepaTtopbl Ppu-
HaHCOBbIX MMIAaTOOPM OO/MKHbI HanpaenaTb B BaHk Poccum obo Bcex cnydasx m (Mnm) NonbiTKax
OCYLLECTB/IEHNS OMNepaLmMii, HarpaBfeHHbIX Ha coBepLleHne GUHAHCOBbIX CAENOK C UCMONb30BaHM-
eM PpurHaHcoBoM Nnathopmbl, 6€3 BONensbsaBNeHUs yYacTHMKa dmrHaHcoBoW niaTtdopmbl (Danee -
onepaumy No GMHAHCOBbLIM CAe/kaM 6e3 BONeEN3bABMNEHNS YYACTHUKOB PUHAHCOBOW NnaTtdopMmbl),
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a TakKXKe CPOKM HarpaBfIEHUSA YKa3aHHOM MHOOPMALMM YCTaHOBJIEHbI HOPMATMBHbBIM aKTOM BbaHka
Poccumn B cootBeTcTBUM C YacTamm 2, 4 1 5 ctatbun 12 DepepanbHoro 3akoHa N2 211-D3.

dopMa npencraBneHUs ydyacTHMKaMm MHPOPMaLMOHHOIO obMeHa — ornepaTopamMu GUHAHCOBbIX
niaTPopM JaHHbIX 060 BCeX cryyasx v (Unm) nombiTKax OCYLLEeCTBEHUs onepaunii No G1UHaAHCOBbLIM
coenkam 6e3 BonemsbsaBeHMs ydacTHrKa duHaHcoBom nnatdopmbl (NTF. OWC _OFP) B BaHk Poccum
npuBeneHa B NpUIoXeH1n 3 K HacTosLWeMy CTaHOapTy.

5.4. BAMNMPOC BAHKA POCCUU B LENAX MOEHTUDOUKAL MU MONYYHATENA CPEOCTB UMK
MNATENbLWKUKA

3anpoc baHka Poccum K ydaCcTHUKY MHPOPMALMOHHOIro obMeHa HanpaBnisgeTca baHkoM Poccum
npuv NoNyYeHUn OT yyYacTHMKa MHPOPMaALMOHHOIO ObMeHa yBeOOMSeHUsl, cogepykallero nHdopma-
LUMIo O nepeBogax 6e3 cornacus KnMeHTa, B Lensax naeHTudbukaumm nonyyatens cpeacTts wam nna-
TerblUMKa B COOTBETCTBMM C YacTamu 4, 6 n 7 ctatbun 27 @egepanbHoro 3akoHa N2 161-D3 [3].

MNpn nony4yeHum 3anpoca B Lensax MAeHTUdMKaLMKM nonyyaTens CpeacTsB UM NnaTenbluyka y4acT-
HUKN MHPOPMALIMOHHOIrO 0bMeHa HanpaBnstoT MHPopMaumto B BaHk Poccum B cpoku, yCTaHOBEH-
Hble HOpMaTUBHbIM akToM BbaHka Poccum B cooTBeTCTBUM C YacTamMun 4, 6 1 7 ctatbm 27 degeparnb-
Horo 3akoHa N2 161-®3 [3].

®opma 3anpoca BaHka Poccum, HanpaenseMoro y4acTHUKY MHPOPMaLMOHHONO obMeHa B Liensx
noeHTudukaumm nonyyatTensa cpencTs wam nnatenbwmka (REQ_OWC Identification), a Takoke dopma
npencrtaBneHus oteeta banky Poccumn, copgepykalero nHbopMaumio, MAEHTUDULMPYHOLLYO NosyYa-
Tens cpencTts unu nnartenswmka (RESP_OWC Identification), npuBegeHbl B MpUIOXKeH1n 4 K HaCTo-
AleMy CTaHOapTy.

5.5. 3ANPOC BAHKA POCCHUMN B LUENAX MOJTYHEHUA JAHHbIX OB ONMEPALIUN BE3
COlTACUA HA OCHOBAHUM CBEAEHNN O COBEPLWEHHBIX MPOTUBOMPABHbIX
OENCTBUAX OT PEOEPAJIbHOIMO OPTAHA UCTOJTHUTEJIbHOW BJTACTU B COEPE
BHYTPEHHWX OEN
3anpoc baHka Poccuu onepaTtopy no nepeBody OEHEeXHbIX CpencTts (yBegomneHue ot baHka
Poccumn) HanpaBnsieTca BaHkoM Poccum npy nonyvyeHmm ot depgepasnbHOro opraHa MCNONMHUTENbHOM
BflacTu B chepe BHYTPEHHUX e/ CBEOEHUN O COBEPLUEHHbIX MPOTUBOMpPaBHbIX OENCTBUSX.
Mpn nony4yeHWn 3anpoca ornepaTop Mo rnepeBoy OEHEXHbIX CpefCTB HampaBnseT creayllme
$dopMbl NpeAcTaBneHns OaHHbIX B COOTBETCTBMU C YKa3aHHbIMW CPOKaMMU:
— dopMy npepcTaBnenus gaHHbix NTF.OWC_SNPS B cpoku, yCTaHOBNEHHblE HOPMAaTMBHbIM aK-
TOM BaHka Poccum B cooTBeTCTBUM C YacTamum 4, 6 n 7 ctatbn 27 depepanbHOro 3akoHa
Ne 161-®3 [3], B cnyyae knaccudmkaumm onepaumm rno nepeBoay OEHEXHbIX CPeacTs, MHPOpP-
MaLms O KOTopoW nosny4veHa oT baHka Poccunm Ha ocHOBaHUKM cBefeHun denepanbHOro opra-
Ha UCMNOMHUTENbHOW BNacTu B chepe BHYTPEHHMX AeST O COBEPLUEHHbIX MPOTUBOMPAaBHbIX Ael-
CTBUSX, KaK ornepaumn 6e3 cornacus KIneHTa;
- dopMy RESP_OWC_UUID B TeveHne paboyero gHsi, Cneayrolwero 3a gHeEM MNoslyyYeHmns 3anpoca
BaHka Poccum, B cnyyae ecnim Ha OCHOBaHWM CBefeHU M3 3anpoca baHka Poccum onepauus
Mo MepeBOAY AEHEXHbIX CPeacTB He Obla kKnaccupmumpoBaHa Kak ornepauusa 6e3 cornacus
KnreHTa nnm dopma npepcrasneHms gaHHbix NTF. OWC_SNPS no cCOOTBETCTBYOLLEN onepauumm
Oblna HanpasneHa B baHk Poccun paHee.
®dopmMa 3anpoca baHka Poccumn, HanpaBnseMoro ornepaTtopy Mo nepeBody AEHEXHbIX CpencTs,
B LleNnsX NMony4veHust gaHHbix o6 onepaummn 6e3 cornacus (REQ OWC_UUID), a Takxke dpopma npesn-
cTaBneHus oteBeTa baHky Poccum (RESP_OWC UUID), HanpaBnseMas B cnydvae, NnpeayCMOTPEHHOM
absaueM 4 paspgena 5.5 HacToswero craHgapTa, NpUBEAeHbl B MPUIOXKEHUM 5 K HAacTosLWEMY CTaH-
napry.
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5.6. 3BAMPOC BAHKA POCCUU B LLEENAX MNONTYYEHUA OAHHbBIX O OEMCTBUAX
YYACTHUNKA UHOOPMALMNOHHOIO OBMEHA, OBC/TY>)KXUBAIOLWEIO MOJTYYATENA
CPEACTB, MO NEPEBOAY OEHEXHbIX CPEAOCTB

3anpoc baHka Poccum K y4acTHMKY MHOOPMaLMOHHOIo obMeHa, 0bCy>XmMBaKoLWeMy rnonyyatens
cpepncTs, HanpaenseTcsa baHkoM Poccum npu nonyyvyeHun yBegoMneHusa mnm nHudopmaumm ob ocy-
LeCTBNEHNM MepeBofa AEHEXHbIX CpeacTB 6e3 cornacus KiameHTa B Lensx rnonyyeHms nHoopma-
UMY O OENCTBUSAX MO AasibHerweMy nepeBony OEHEXHbIX CPeACTB NoslyyaTeneM cpencTs B COOTBET-
CTBUM C YacTamun 4, 6 n 7 ctatbn 27 PegepanbHoro 3akoHa N2 161-03 [3].

Mpn nonyyeHmnn 3anpoca oT BaHka Poccunmn y4acTHUK MHPOPMaLMOHHOIO 06MeHa, 06Cy>KMBatko-
WM nmonyyaTens cpencTts, HanpaBnseT MHPOPMaLMIO O AENCTBUAX MO AaNbHEWWeMy nepesony ne-
HeXHbIX CpeacTB nonyyaTens cpefctTs B baHk Poccuun B CpokK, yCTaHOBNEHHbIE HOPMATUBHbIM aK-
TOM BaHka Poccum B cOOTBETCTBUM C YacTamMn 4, 6 n 7 ctatbn 27 OepepanbHoro 3akoHa N2 161-0O3
[3].

®opma 3anpoca baHka Poccum, HanpaBnseMoro y4acTHUKY MHPOPMaUMOHHOro obmeHa, obcny-
XMBatOLLEeMy nonydyatensa CpeacTs, B Lenax NonyyeHus OaHHbIX O ero OeNCTBUSX Mo nepesony ae-
HeXHbIX cpencTts (REQ _OWC_Forward), a Takoke dopmMa ois npeacrtaBnieHus orBeTa banky Poccuu,
cogepykalwero nHdopMaumio 0 AerCTBUAX y4acTHMKE MHPOPMaLMOHHOro obMeHa No nepesoay ne-
HeXHbIX cpeacTtB (RESP_OWC _Forward), npuBeaeHbl B NPUIIOXKEHWM 6 K HAaCTOSALWeEeMY CTaHOAPTY.

5.7. BANMPOC BAHKA POCCHUU B LLENAX NMONYYEHNA MHOOPMALIMU O NNATENbLMNKAX
YKA3AHHOMY B 3AMPOCE BAHKA POCCUU MOJTYYATEJ1IO CPEOCTB

3anpoc baHka Poccumn K y4acTHUKY MHPOPMaLMOHHOIO O6MeHa, 06CNy>)XMBatoLWeMy nosyyaTens
cpencTs, HanpaensieTcs baHkoM Poccuum npy NOyYeHUM OT yydacTHMKE MHPOPMALMOHHOro obme-
Ha yBeooMNeHUs nnm nHpopmaumm o6 ocyLeCTBNEHNN NepPeEBOLa AEHEXHbIX CPeacTB 6e3 cornacus
KIIMEHTa B Lensx nonyyeHms nHbopMaumm o niaTesblimkax yKkadaHHOMY MosyYaTesito CpeacTs B CO-
OTBETCTBUM C YacTsaMn 4, 6 1 7 ctaTbm 27 DepepanbHoro 3akoHa Ne 161-d3 [3].

Mpy nonyyeHun 3anpoca oT baHka Poccum y4acTHMK MHPOPMALMOHHOIO obMeHa, obcny»kmBa-
IOLWMIM mony4YaTenss CpeacTB, HanpasnseT MHOOPMaLMIO O MiaTesbluMKaX YKa3aHHOMY MosyyaTento
cpencTtB B baHk Poccuu B CpoKkU, yCTaHOBIEHHbIE HOPMaTKBHbBIM akToM BaHka Poccum B cooTBeT-
CTBUM C YacTaMmn 4, 6 n 7 ctatbm 27 @epepanbHoro 3akoHa N2 161-d3 [3].

®opma 3anpoca baHka Poccum, HanpaBnseMoro y4acTHUKY MHPOPMaUMOHHOro obmeHa, obcny-
XXMBatoLWeMy nosydyaTtens CpeacTB, B Lensx nonyyeHmns mHopMaumm o nnaTenblimkax yKasaHHOMY
nonydatento cpeacts (REQ_OWC Reverse), a Takke dopMa ons npeacrtaBneHnsa oteeta banky Poc-
cun, cogepykawero MHopMaLmio O niaTeNblmMKax yKkasdaHHOMY nonydaTtento cpeacts (RESP.OWC.
Reverse), npuBeneHbl B MPUIOXEHMM 7 K HAaCTOSsILLLEMY CTaHOAPTY.

5.8. 3ANMPOC YYHACTHUKA MHOOPMALIMOHHOIO OBEMEHA B CJTYHAE
HEOBOCHOBAHHOIO HAMPABJIEHUA B BAHK POCCUN MHOOPMALIMM O MEPEBOOAX
BE3 COMACUA KITMEHTA

3anpoc y4acTHuka MHbOPMaLMOHHOro obMeHa HampaBnseTcs B BaHk Poccuu npu BbiSBNeHUU
B paMKax peanim3yeMon YyYaCTHMKOM MHPOPMALMOHHONO OOMeHa CUCTEMbI YNpaBfieHUs pUCKaMun
cny4aeB HEODOCHOBaHHOIO HarnpaseHus MHOopPMaLMK O nepeBofax be3 cornacus KnrMeHTa no pa-
Hee HanpaBfeHHOMY yBegoMneHunto B baHk Poccum, B cCOOTBETCTBUM C YacTsaMn 4, 6 n 7 ctatbn 27
®epnepanbHoro 3akoHa N2 161-P3 [3].

No nTtoram paccMoTpeHus 3anpoca baHk Poccum HanpaBnseT yyacTHUKY MHPOPMaLMOHHOIO 06-
MeHa nHdOopMaLMIo O pacCCMOTPEHMM 3anpoca.

dopmMa 3anpoca yyacTHmka MHPOpMaLMoOHHOIro obMeHa, Hanpaenisemoro B baHk Poccuu, B cny-
Yae HeobOCHOBaHHOroO HamnpasneHuns B baHk Poccun nHbopMaumm o nepesogax 6e3 cornacus Kim-
eHTa (REQ_OWC_Review), a Takoke dopMa Osis npencraBneHms oTBeTa y4aCTHUKY MHDOPMALIMOHHOIO
obMeHa, ncnosnbadyemasa baHkoM Poccum (RESP_OWC Review), NnpuBeneHbl B NPUIOXKEHVN 8 K Ha-
CTOSILLLEMY CTaHOAPTY.
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5.9. BANMPOC BAHKA POCCUM O MOBTOPHOM HAMNPABTEHUN UHDOOPMALIMU
O NMEPEBOOAX BE3 COIMMACUA KITMEHTA

3anpoc baHka Poccum K ydaCcTHUKY MHPOPMaLMOHHOIro obMeHa HanpaBnsgeTca baHkoM Poccum
rMpuv NOYYEHUN OT yYacTHMKA MHPOPMALIMOHHOrO ObMeHa yBefoOMIeHUS Unn MHopmMaumm ob ocy-
LeCTBNEHNM MepeBofa AEHEXHbIX CpeacTB 6e3 cornacus KiameHTa C Lenbto MOyYeHUss YTOUHSIHO-
LWKMX CBEOEHUM K paHee HanpaBneHHon B baHk Poccum nHoopMaumm o nepeBopax 6e3 cornacus
KIIMeHTa, B COOTBETCTBUM C YacTaMmn 4, 6 n 7 ctatb 27 PegepanbHoOro 3akoHa N2 161-d3 [3].

Mpn nonyyeHun 3anpoca ot BaHka Poccum yyacTHUK MHOPMALIMOHHOIrO ObMeHa HampasnsieT
MOBTOPHYO MHbOPMaUMIO O nmepeBogax 6e3 cornacms KMeHTa B CPOKWM, YCTaHOBNEHHbIE HOPMa-
TUBHbIM akTOM BaHka Poccum B cOOTBETCTBUM C YacTsaMn 4, 6 u 7 ctatbm 27 PegepalibHOro 3ako-
Ha N2 161-P3 [3].

®opmMa 3anpoca baHka Poccum, HanpaBnsgeMoro y4aCTHUKY MHPOPMALMOHHOro obMeHa, O no-
BTOPHOM HanpaBneHun nHbopmMaumm o rnepesogax 6e3 cornacusa knmeHta (REQ _OWC Correction),
a Takke dopMa ons npencrasneHus otTeeta baHky Poccum, copepykallero NnoBTOPHYO MHGOpMaLLMIO
O nepeBopax 6e3 cornacusa knmeHTa y (RESP_OWC_Correction), npyBeLeHbl B NPUIOXKEHUM 9 K Ha-
CTOSILLEMY CTaHOAPTY.

5.10. MPEACTABJIEHUE YHACTHUKAMU NHOOPMALIMOHHOIO OBMEHA .
OOMONMHUTENbHbIX U (UWTN) YTOUYHAKOLWMX CBEOEHMU MO PAHEE HAMPABJIEHHOU
MHOOPMALIMM B BAHK POCCUU
YcnoBusi, Npy HAaCTYMAEHUN KOTOPbIX YYaCTHUKU MHOOPMALIMOHHONO OOMeHa HanpaeBnsatoT B baHk
Poccum pononHuTtenbHbie U (MX) YTOUHSIOWME CBEOEHMS MO paHee HamnpaBfieHHOW MHdopMaLuMm
B BbaHk Poccuun, Takke Cpoku HampaBfieHUs yKasaHHOM MHbOopMaLMKM YCTaHOBIEHbI HOPMAaTUB-
HbIM akToM BaHka Poccum B cooTBeTCTBUM C YacTamu 4, 6 n 7 ctatbn 27 DepepanbHOro 3akoHa
Ne 161-P3 [3].
dopMa npencTaBneHnst ydyacTHMKaMU MHPOPMALMOHHOIO OOMeHa [OMONHUTENbHbIX U (Mn)
YTOUHSIIOLWMX CBEOEHUM MO paHee HarmpaBfieHHOM MHPOPMaLMM O nepeBofax 6e3 cornacus KimeH-
Ta B baHk Poccumn (NTF_OWC_DataUpdate) npuBeneHa B npunoxeHum 10 K HacTosWweMy CTaHOapTy.
HaHHas dopMa opuMeHTMpOBaHa Ha aKTyanms3auuio CBeOEeHUM, HaxoJsalWMXcss B ©ase OaHHbIX
O C/ly4asixX M MornbITKax OCYLLECTBIEHUSA NepeBOOB OEHEXHbIX CPeaCcTB 6e3 cornacusa KimeHTa:
® O 3aKpbITUM BAHKOBCKOIroO CYeTa;
* O NMpeKpaLLeHNN UCMOMb30BaHNS MIIATEXXHOM KapTbl;
* O NpekpaeHn OenNCcTBMSA 0OroBopa aboOHEHTCKOrO OOCY>XKMBaHMSA MOABWMKHOM pagmoTtene-
POHHOM CBSA3M;
* O NMpeKpaLLeHNN UCMOMb30BaHUS 31EKTPOHHOIO CpeacTBa NiaTexa;
* 06 M3MEeHeHMN HOMEepa AOKYMEHTa, YAOCTOBEPSHOLWEro JIMYHOCTb;
* 06 M3MeHeHMN abOHEHTCKOrO HOMepa NOABMYKHOM pagmnoTened@oHHOM CBA3U KITMEHTa.

5.11. CXEMA B3BAUMOOENCTBUSA BAHKA POCCUUN U YYACTHUKOB MHOOPMALIMOHHOIO
OBMEHA MPU BbIABNEHUN CTYYAEB U (UJTN) MOMNbITOK OCYLWECTBTIEHUA MEPEBOOOB
AEHEXHbIX CPEACTB BE3 COIMACUSA KITMEHTA, A TAKXE MNMPW BbIABTEHNN CITYHAEB
U (MNTN) NONbITOK OCYLWECTBNEHUA ONEPALIUN, HANPABNEHHbBIX HA COBEPLIEHUE
®UNHAHCOBbIX CAENNOK C NCMOJIbBOBAHMEM PUHAHCOBOW NJTAT®OPMbI BE3
BONENU3BbABIEHNA YYACTHUKA PUHAHCOBOU NNTATOOPMbI

CxeMa B3aummopgemncTeumsa baHka Poccun 1 yyacTHMKOB MHPOPMALIMOHHOIO OOMeHa Mpu BbisiB-
JIEHHBIX Cry4asiX U (UNK) NOMbITKaX OCYLLECTBNEHUS NMEepeBOAOB AEHEXHbIX CpeacTB 6e3 cornacms
KJIMEHTa, @ TakXKe Mpu BbISIBAIEHHbIX C/yYasX U (MNM) MOmMbITKaX OCYLLECTBIEHUS onepaLmii, Hanpas-
JNIeHHbIX Ha coBeplUeHMe GUHAHCOBbIX CAENOK C MCMOMb30BaHNEM PUHAHCOBOM MiaTdopMbl 6e3 BO-
NensbaBeHns y4acTHMKa PUHaHCOBOW MiaTdopMbl, MpeacTaBfieHa Ha puc. 2.
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CxeMa B3amMopencTBms baHka Poccum 1 onepaTopoB Mo NepeBOfy OEeHEXHbIX CPeAcTB B CBSi-
31 ¢ nonyveHnem BaHkoM Poccuuy cBefeHMin 0 CoOBEpLUEHHbIX MPOTUBOMPaBHbIX AENCTBUAX OT de-
OeparbHOro opraHa UCMNONMHUTENbHOM BfacTu B chepe BHYTPEHHUX Aer, npeactaBfeHa Ha puc. 3.

PUC. 2. CXEMA B3AUMOLENCTBUS BAHKA POCCUM 1 YYACTHUKOB MHOOPMALIMOHHOTO OBMEHA MPY BbISIBNEHW
CNYYAEB V1 (M11) NOMbITOK OCYLLECTB/IEHNS NEPEBOAOB AEHEXHbIX CPE[ICTB BE3 COMIACUA K/IMEHTA, A TAKXE MPU
BbISIB/IEHWW C/TYHAEB W (11A) MOMBITOK OCYLLEECTB/IEHWS OMEPALL, HAMPAB/IEHHBIX HA COBEPLLEHWE ®UHAHCOBBbIX
CAENOK C MCMNOJIb30BAHNMEM ®UHAHCOBOW NJIAT®OPMbI BE3 BONEN3BABIEHNA YHACTHUKA ®UHAHCOBOU
MATOOPMbI

KpenuTnas opranusanus
NIATeIbIMKA, 0TIepaTop Bank Poccun
¢uHaHCOBBIX MIAT(OPM

Kpeaurnasi opranusauus JIpyrue KpeauTHbIe
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|
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cuactimi 4, 6 1 7 cratbn 27 deepanbHoro 3akona Ne 161-D3,
a TaKke HOPMATHBHOM akTe Barka Poccin B cooTBeTcTBIM
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PUC. 3. CXEMA B3AUMOAEWCTBISA BAHKA POCCWI 1 OMEPATOPOB MO NEPEBO/Y JEHEXHbIX CPEACTB B CBA3Y C
NONYYEHMEM BAHKOM POCCUM CBEJIEHMM O COBEPLLEHHbBIX MPOTUBOMPABHbBIX AEMCTBMAX OT ®EAEPA/IBHOTO OPTAHA
WCMOJIHUTE/IbHOW BJIACTU B COEPE BHYTPEHHWX AE/1

Kpeaurnasi opranuzauns
IIaTeJbUIHKA, ONlepaTop Bank Poccun
¢uHAHCOBBIX MIAT(OPM

®enepaibHblii opran
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| |
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6. BSAMMOOENCTBUE YYACTHNKOB MHOOPMALIMOHHOIO OBMEHA C BAHKOM
POCCUUN MNMPU BbIABJTEHUN MHUMNOEHTOB 3AWNTbI MHOOPMALIMA, B TOM

YMNCNE HE3SAKOHHOM PACKPbITUM BAHKOBCKOW TAMHbI, MEPCOHAJIbHbIX
OAHHbBIX N (UTN) MHBIX OAHHbLIX KITMEHTOB U1 PABOTHUKOB YHYACTHUKA
MHOOPMALIMOHHOIO OBMEHA, N UHUMAOEHTOB OMNEPALMOHHOM HALEXHOCTU

6.1. MEPEYEHb TUMNOB UHLUMAEHTOB 3ALLUTbI UH®OPMALIUN, COIMMACOBAHHbIN
C ®ENEPAJIbHbIM OPFTAHOM UCMOJTHUTEJIbHOU BNNACTH, YITOJTHOMOYEHHBLIM
B OBJTACTMN OBECTNEYEHUA BE3OMACHOCTU, U MUHLIMOEHTOB ONMEPALIMOHHOU
HALOEXHOCTWU B PABPE3E BUAOB NEATE/IbHOCTU KPEAUTHbBIX OPTAHU3ALIUN,
HEKPEONTHbIX ®PUHAHCOBbIX OPTAHN3ALIMN U CYBBEKTOB HALIWOHAJIbHOU
MNJATEXKHOU CUCTEMbI M COCTABNAOWNX MX TEXHONTOMTMYECKUMX MPOLLIECCOB

YYacTHMKM MHDOPMAaLMOHHOIo obMeHa B COOTBETCTBMM C ab3aueM BOCbMbIM MyHKTa 8 [lono-
XeHuss BaHka Poccum ot 17 anpens 2019 roga N2 683-I1 «O6 ycTaHOBNeHUM obsi3aTenbHbIX L5
KPeOUTHbIX OpraHM3aumi TpeboBaHWM K ObecrnevyeHuto 3almTbl MHPOpMaLMM NpU OcyllecTBe-
HMK BaHKOBCKOW OeATENbHOCTU B LeNsX MPOTUMBOOENCTBUS OCYLLECTB/IEHMIO MEPEBOJOB AEHEXHbIX
cpencTB 6e3 cornacusa kKnneHTa» (ganee — Nono)eHne baHka Poccum N2 683-11) [5], ab3auem BTO-
pbiM nyHkTa 1.15 MonoxeHus BaHka Poccum ot 20 anpens 2021 roga N2 757-1N «O6 ycTaHOBAEHUM
006s3aTerNbHbIX 01 HEKPeOUTHbIX GUHAHCOBbLIX OpraHun3aumi TpeboBaHNN K 06eCneyeHnio 3aLmThbl
MHdOPMaLMM MNPpU OCYLLECTBIEHUN OeATeNbHOCTU B chepe PUHAHCOBbBIX PbIHKOB B LEeNSX NpOTUBO-
LENCTBUS OCYLLECTBNEHNIO HE3AaKOHHbIX GUHAHCOBBIX onepaumn» (ganee — NonoxeHne baHka Poc-
cum Ne 757-1) [7], ab3auem BTOpbIM NMyHKTa 1.5 MonoxeHnmsa baHka Poccum oT 4 mioHa 2020 roga
Ne 719-T «O TpeboBaHMaX K obecrneyvyeHuto 3awmTbl MHGOPMaLMK NPU OCYLLECTBNEHUN NEPEBO-
[OB OEHEeXHbIX CPefCcTB M O Mopsiake ocyliecTBneHms BaHkoM Poccum KoHTpons 3a cobnopeHm-
eM TpeboBaHUM K obecneyeHunto 3awmnTbl MHGOPMaLUUK MPU OCYLLECTBIEHNM NEPEBOLOB OEHEXKHbIX
cpenctB» (manee — lNonoxeHne BaHka Poccum N2 719-11) [6] oonmkHbl MHPopMMpoBaTb baHk Poc-
CUKM O BbISIBNEHHbIX MHLUMOEHTaX 3aWwmTbl MHPOPMaLMK, BKITKOYEHHbBIX B MepeYeHb TUMNOB UHUMOEH-
TOB, COrNlacoBaHHbIN C pefepasibHbiM OPraHOM UCMONTHUTENBHOM BNACTM, YNOJIHOMOYEHHbIM B 0bia-
CTM obecneyeHmns 6e3onacHoOCTU.

YUYaCTHUKM MHPOPMALIMOHHOIO OBMeHa B COOTBETCTBMM C ab3aleM BTopbiM nNyHkTa 11 Monoxe-
Hu1s BaHka Poccum N2 787-11 [9], ab3auem BTopbiM nNyHKTa 1.15 MNMonoxxeHmns BaHka Poccum N2 779-T1
[10] pomkHbl MHPOpMUpoBaTb BaHk Poccuuy O BbISIBIEHHbIX MHUMOEHTax onepauyoHHOW HageXHOo-
CTW, BKJTKOYEHHbIX B MepeYeHb TUMNOB UHLMOEHTOB ONepaLMOHHOM HageXHOCTW.

NepeyeHb TUMNOB MHUMOEHTOB, COMMTacoBaHHbIN ¢ denepasnbHbiM OPraHOM WUCTMONMHUTENTbHOW Bia-
CTMW, YNOTHOMOYEHHbIM B 0bf1acTn obecneyeHnsi 6e30MacHOCTU, 3a UCKITIOYEHMEM Clly4YaeB Hesa-
KOHHOIO pacKpbITUsi 6BAaHKOBCKOM TaWHbl U (MNK) 3alumiLaemMonr MHpopMaLmm, B COOTBETCTBUM C HOP-
MaTMBHbIMM akTaMm BaHka Poccuu, 1 nepevyeHb TUMOB MHUMOEHTOB OMEPAaLMOHHOM HaOEXHOCTU
B pa3pe3e BUOOB AESATEbHOCTU KPeOUTHbIX OpraHM3auuin, HEKpeoUTHbIX PUHAHCOBbIX OpraHm3a-
UMM U CyObeKTOB HaLMOHANbHOM NNAaTEXHOM CUCTEMbI M COCTaBNSAIOWMX UX TEXHONOMMYECKNX NpOo-
LIeCCOB (Janee — rnepeyeHb TUMOB MHUMAEHTOB 3aWwuUTbl MHPOPMaLUM U MHUMOEHTOB ONepauyioHHOM
Ha4eXXHOCTW) NpuUBeAeHbl B MpuioxkeH1n 11 K HacTosweMy CTaHgapTy.

6.2. NIPEOCTABJIEHUE YHACTHUKAMUN MHOOPMALMOHHOIMO OBMEHA OAHHbIX
O BbIABJTIEHUN MHUMNOEHTA 3AWNTbl MHOOPMALIUA

[aHHble O BbISIBNEHNN UHLUMAOEHTA 3aWMTbl MHGOPMaLMKM HaMPaBNAOTCS yYacTHMKaMU MHdopMa-
LUMOHHOro obMeHa B baHk Poccum B cooTBeTCTBUM C ab3aueM BOCbMbIM MyHKTa 8 MNonoxkeHnst baHka
Poccum N2 683-I1 [5], ab3auem BTopbIM NyHkTa 1.15 MonoxeHunsa BaHka Poccum Ne 757-11 [7] n ab-
3aueM BTopbIM NyHkTa 1.5 MonoxeHnsa BaHka Poccum N2 719-11 [6] npu BbiISBNEeHUN KPpUTEPUEB UH-
dopMmMpoBaHMSa 06 MHUMOEHTE 3alMTbl MHPOPMaLMM B COOTBETCTBUU C MEPEYHEM TUMOB MHLUMOEH-
TOB 3aWuTbl MHPOPMaLMK, NpUBEOEHHbIM B pasaene 6.1.



CTO BP B®B0O-1.5-2023 23

Mpu BbISIBNEHUN YKa3aHHbIX KpUTEPUEB MHPOPMUPOBAHUS YHACTHUKU MHPOPMALIMOHHOIO ObMe-
Ha HamMpaBNsAOT OaHHbIE O BbIABNEHUU MHUMOEHTA 3alMTbl MHGOPMaLMM B COOTBETCTBUM CO Cneay-
IOLLMMM CPOKaMU, €CITM MHOE He NpefyCMOTPEHO HOPMaTUBHbIMU akTaMm BaHka Poccum:

— B TeyeHune 3 4acoB C MOMEHTA BbISIBIEHUS UHUMAOEHTa 3aWwmTbl MHPOPMaLUM O YH4aCTHUKOB
MHPOPMALIMIOHHOIO B3aMMOOENCTBUS, PEaM3YIOWMX YCUNEHHbIA UK CTaHOAPTHbIA YPOBEHb
3awmTbl HGopMauum B cootBeTcTBUM ¢ TOCT P 57580.1-2017 [12];

— B TeyeHme 24 4yacoB C MOMEHTA BbISIBMIEHUS MHUMOEHTA 3almTbl MHGOPMaLMKM O OCTalbHbIX
YYaCTHNKOB MHGOPMALIMOHHOIO B3aMMOOENCTBUS.

dopMa npepcTaBieHnst y4aCTHMKaMU MHPOPMaLMOHHOIO ObMeHa JaHHbIX O BbISIBIEHUM UHLM-
neHTa 3awmTbl HbopmMaumm (NTF_ISI Detect) B BaHk Poccum nprBegeHa B NpunoXeHmm 12 K HacTo-
AWeMy CTaHOapTy.

6.3. MPEACTABJIEHUE YHACTHUKAMU NHOOPMALIMOHHOIO OBMEHA OAHHbIX
O BbIABNNEHWUU HEBAKOHHOI'O PACKPbITUA BAHKOBCKOU TAUHbI U (UJ1N)
SALMWAEMOUN MHOOPMALUM B COOTBETCTBUMN C HOPMATUBHbBbIMN AKTAMU BAHKA
POCCUU
[aHHble O BbISIBNEHUM HE3aKOHHOIO PacKpbITUS GAHKOBCKOM TaMHbl U (M) 3alMLLAEMON UH-
dopMauum B COOTBETCTBUM C HOPMaTMBHbIMM akTaMun BaHka Poccum HanmpaBnsaloTcs yydacTHUKaMM
MHdOpMaLMOHHOro obMeHa B baHk Poccum npu BbIIBNEHUM YY4aCTHUKOM MHPOPMALMOHHOIO 06-
MeHa daKTa HE3aKOHHOIO PacKpbITUS BaHKOBCKOW TalHbl U (MNK) 3amaemMon MHdopMaumm B Co-
OTBETCTBUM C ab3aLeM BTOpbIM NMyHkTa 1.15 MonoxxeHnsa bBaHka Poccum N2 757-11 [7], ab3auamum nep-
BbIM M BOCbMbIM MyHKTa 8 lMNonoxxeHns BaHka Poccum N2 683-I1 [5] ¢ y4eTOM MONOXXEHUN MYyHKTOB
7.3 1 7.6 MNMonoxeHuns baHka Poccum ot 08.04.2020 N2 716-I «O TpeboBaHUAX K cUMcTeMe yrnpaB-
NEHUS OnepauMOHHbIM PUCKOM B KPEOUTHOM OpraHmsaumm u 6aHKOBCKOW rpynne» (nanee — [lo-
noxeHve baHka Poccum N2 716-I1) [11], ab3auem BTOpbIM MyHKTa 1.5 MonoxkeHuss BaHka Poccum
Ne 719-1 [6], Nnpu yCNoBMK YTO CBEAEHUSA O PpaKTe HE3AKOHHOIO PaCcKpPbITUS MePCOHaNbHbIX OaHHbIX
paHee He Obiny HampaBneHbl B baHk Poccuuy B pamMkax B3aMMOOENCTBUS YY4aCTHUKOB MHbOpPMaLM-
OHHOro obmMeHa ¢ baHkoM Poccum npu BbISIBNEHWM KOMMBIOTEPHbBIX MHUMOEHTOB, @ TakXke B CriyyasX,
npenycMoTpeHHbIX pasgesioM 6.5 HacToswero ctaHgapTa.
INpwn BbISIBIEHUM YKa3aHHOIO KpUTepus HarmpasneHns GopMbl MpencTaBneHns OaHHbIX YYaCcTHU-
KN MHDOPMALMOHHOIro ObMeHa HampaBnsAtoT AaHHble O BbISIBIEHMN HE3aKOHHOIO pPacKpbITUS GaH-
KOBCKOW TalHbl 1 (Mnn) 3alumiiaemMom nHpopMaumm B COOTBETCTBUM CO CNeayoLWMMM CPOKaMu, eCrim
MHOE He NMpeaycMOTpeHO HOpMaTUBHbIMKU akTamMum BaHka Poccuu:
— B TeYyeHue 3 YacoB C MOMEHTa BbIIBIEHUS MHUMOEHTa 3aWwuTbl MHPOPMaUUM ONsS yY4acTHU-
KOB MHHOPMALIMOHHOIMO B3aMMOOENCTBUS, PEanmn3yoWwmX YCUNEHHbIN UN CTaHAAPTHbIV YPOB-
HW 3aWmTbl MHGOpMaumm B cooTBeTcTBUM ¢ TOCT P 57580.1-2017 [12];

— B TeyeHme 24 4yacoB C MOMEHTA BbISIBNIEHUS MHUMOEHTA 3alMTbl MHPOPMaLMKM 151 OCTaNbHbIX
YYaCTHMKOB MHPOPMALIMOHHOIrO B3aMOLENCTBUS.

dopMa nNpefcTaBieHns y4acTHUMKaMM MHOOPMaLMOHHOIoO obMeHa OaHHbIX O BbIBNEHUU He3a-
KOHHOIO pacKpbITUS BAaHKOBCKOWM TalHbl U (MNX) 3almiaeMon MHGOopMaLMM B COOTBETCTBUM C HOpP-
MaTMBHbIMM akTaMm BaHka Poccum (NTF_ISI Dataleak) npviBegeHa B npunoXxxeHum 13 K HacTosLe-
My CTaHOapTYy.

6.4. NMPEOCTABJIEHUE YYMACTHUKAMU NHOOPMALIMOHHOIO OBMEHA OAHHDbIX
O PE3VYJIbTATAX PACCJTIEAOBAHUA UHUUOEHTA 3ALUATDI MHOOPMALMU nnun
HE3AKOHHOIO PACKPbITUA BAHKOBCKOW TAUHDbI K (WTN) SALLIMLLAEMONU
MHOOPMALMUN B COOTBETCTBMMN C HOPMATUBHbBbIMU AKTAMU BAHKA POCCUU

[aHHble 0 pe3ynbTaTtax paccnefoBaHms MHUMOEHTa 3aWwmnTbl MHOOPMaLMM UM HE3AaKOHHOIO pac-
KpbITMS 6aHKOBCKOW TaWHbl U (MIX) 3alimaemMon MHPopMaLmMmM B COOTBETCTBUMM C HOPMATKMBHbI-
MM akTamMm BaHka Poccum HampaBnsaoTcs ydyacTHMKaMU MHGOpMaLMoHHOro obMeHa B baHk Poccumn
B COOTBETCTBMM C ab3aueM BTopbIM nyHkTa 1.15 MonoxeHuss BaHka Poccum Ne 757-11 [7], ab3aua-
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MW MePBbIM M BOCbMbIM MNyHKTa 8 MonoxeHusa baHka Poccurm N2 683-I1 [5] ¢ y4eToM MONOXKEHUIN
NyHKTOB 7.3 U 7.6 MNMonoxeHusa baHka Poccum N2 716-11 [11], ab3auem BTOpbIM NyHKTa 1.5 Monoxxe-
HMa BaHka Poccum N2 719-T1 [6] B cnyyasix, ecnu paHee y4yacTHUMKOM MHMOPMaLMOHHOIro obMeHa
B BaHk Poccuu 6bina HanpasnieHa dopMa NpencTaBieHns OaHHbIX O BbISBNEHUN MHLUMOEHTA 3aLMThbl
MHPOPMaLMM NN HE3AKOHHOIO PacKpbiTUS BAHKOBCKOM TaWHbl U (M1) 3amaeMon nHdopMaumm
B COOTBETCTBUWM C HOPMaTMBHbIMK akTaMun baHka Poccuu.

Mpw BbIIBNEHWM YKA3aHHOIO KPUTEPUS HarmpaBiieHMs GOpMbl MPeacTaBNEHUSA OaHHbIX YYaCTHUKN
MHOPMaLMOHHOIro obMeHa HampaBAalT OaHHbIE O pe3ysbTaTax paccrefoBaHMSA MHUMAOEHTA 3allm-
Tbl NIV HE3AKOHHOIO PacKpbITUst 6AHKOBCKOW TalHbl 1 (K1) 3almiiaemMon MHpopMaumm B COOTBET-
CTBUWM C HOPMAaTUBHbIMM akTaMun BaHka Poccum B TeveHre 30 gHer ¢ MOMeHTa HanpaBieHus B baHk
Poccum dopmbl npenctaBneHns SaHHbIX O BbISIBIEHUM MHUMOEHTA 3alMTbl MHPOPMaLMM UIN HE3a-
KOHHOIO PacKpbITUS 6aHKOBCKOWM TalHbl U (M) 3amaeMon MHpopMaumm, ecnm MHoe He npenyc-
MOTpPEHO HOPMaTMBHbIMK akTaMun BaHka Poccun.

dopMa npeacTaBneHnsa yyacTHMKaMy MHPOPMaUMOHHONO ObMeHa JaHHbIX O pe3y/ibTatax pac-
cnefoBaHUs MHUMOEHTa 3awuTbl MHGOPMaLMK UM HE3AKOHHOIO pPacKpbiTUs ©aHKOBCKOWM TaWHbI
n (Mnm) 3awmaemMomn MHbopMaumMy B COOTBETCTBUM C HOPMaTMBHbIMW akTaMmn BaHka Poccuun (NTF_
ISI_Investigation) B BaHk Poccumn, npuBegeHa B NpUIoXKeHUM 14 K HacTosWweMy CTaHOapTy.

6.5. 3ANMPOC BAHKA POCCUU B LIENIAX MOAOTBEPXAEHUA ®AKTA HE3BAKOHHOIO
PACKPbITUA BAHKOBCKOW TAUHbI U (MNTN) SALLMLWLAEMOU MHD®OPMALIUA
B COOTBETCTBMUN C HOPMATUBHbIMN AKTAMN BAHKA POCCUU

3anpoc bBaHka Poccum K yyaCcTHUKY MHPOPMALMOHHONO oO6bMeHa Hanpasnsetcsa baH-
KOM Poccum B COOTBETCTBMM C 3aKoHOOATeNbCTBOM Poccuickon @epepaumm (B YacCTHO-
CTW, B COOTBETCTBMM C ab3auamMm MnepBbiM M BOCbMbIM NyHKTa 8 [MonoxeHums BbaHka Poccum
Ne 683-I1 [5] ¢ yueTOM NonoxxeHuin nyHkToB 7.3 1 7.6 MNMonoxkeHuns banka Poccum N2 716-11 [11]) npwr
BbISAB/IEHUM PaKTa HE3AKOHHOIO PACKpPbITUS BAHKOBCKOM TalHbl U (MK) 3almiLaeMon MHdopMaLmm
B COOTBETCTBMU C HOPMaTMBHbIMW akTaMM BaHka Poccunm B Lensx rnonyyeHus nooresepykaeHms dak-
Ta HE3aKOHHOIO PaCKPbITUS BAaHKOBCKOM TalHbl U (UK) 3almiiaeMon MHGopMaLmMy B COOTBETCTBUMN
C HOpMaTMBHbIMKW akTaMn BaHka Poccun.

MNpn nony4yeHun 3anpoca B LensxX NoATBepXXAeHUs dakTa HE3aKOHHOIo PackpbiTUS 6GaHKOBCKOM
TalHbl U (UNK) 3aWwmwaeMon nHdopMaLMm B COOTBETCTBUM C HOPMaTKBHbIMKW akTamMu baHka Poccun,
YYaCTHMKN MHPOPMaLMOHHOIO OBbMeHa HampasBnstoT crefyrowme GopMbl MpencTaBneHns OaHHbIX
B COOTBETCTBMU C YKa3aHHbIMW CPOKaMU:

- dopMy npepcTaBneHus gaHHbix NTF_ISI Dataleak B TeyeHue 24 4yacos, B C/ly4ae BbiSiBNEHWS

Ha OCHOBaHUWM CBeOEHUN U3 3arnpoca baHka Poccrm dpakTa HE3aKOHHOIO pPacKpbiTUS BaHKOB-
CKOWM TaMHbl 1 (MNK) 3awmaeMon MHdopMaLmMmM B COOTBETCTBUM C HOPMATUBHbIMK aKTaMu
BaHka Poccuu;

— ¢opMy RESP_ISI DatalLeak B TeyeHme 24 4yacoB, B C/ly4ae ecfiv Ha OCHOBaHUW CBEOEHUM

13 3anpoca baHka Poccuu He 6bin BbisiBNeEH GakT HE3aKOHHOIO PacKpbITUS BaHKOBCKOM TalHbI
n (Mnun) 3awmwaeMon nHdopMaLmMm B COOTBETCTBUM C HOPMaTUBHbIMK akTaMmn BaHka Poccun.
®opmMa 3anpoca baHka Poccum, HanpaBisseMoro y4acTHMKY MHPOPMaLMOHHOIO ObMeHa, B LIeNnsx
noaTBepXXaeHnst pakTa HE3aKOHHOIO PacKpbITUS BAHKOBCKOM TalHbl U (MN1) 3almiiaeMomn MHop-
MaLMy B COOTBETCTBUM C HOPMaTMBHbIMK akTaMm baHka Poccun (REQ_ISI Dataleak), a Takxke pop-
Ma OJi19 npencTaBneHms oteBeTa baHky Poccuu, cogepykawero nHbopMaumio o He BbisIBIEHHOM dak-
Te HE3aKOHHOIO PacKpbITUS GAHKOBCKOM TaHbl U (MNX) 3alumLLaeMor MHPOpMaLMM B COOTBETCTBUU
C HOpMaTMBHbIMU akTaMun baHka Poccum (RESP_ISI Dataleak), HanpaBnseMas B cnydvae, Nnpenycmo-
TPEHHOM ab3aueM 4 pasgena 6.5 HacTosdwero ctaHgapTa, MpyBeaeHbl B NpuioXkeHnn 15 K HacTos -
LeMy CTaHOapTy.
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6.6. NPEACTAB/TIEHUE YHYACTHUKAMU MHO®OPMALIMOHHOIO OBMEHA N AHHbIX
O BbIABJIEHUN MHUMNOEHTA ONEPALULUOHHOU HAOEXXHOCTU
[aHHble O BbISIBNEHNN VHLUMAOEHTA OMEPALIMOHHON HAaAEXHOCTY HaNpaBistoTCS YYaCTHUKAMU UH-
dopMaumoHHoro obmeHa B baHk Poccum B cooTBeTCTBMM € ab3aueM BTOpbIM nMyHKTa 11 MNonoxeHus
BaHka Poccum Ne 787-11 [9] n ab3auemM BTopbiM nyHKTa 1.15 MonoxkeHus BaHka Poccum N2 779-11 [10]
rMpu BbISBNEHUN KpUTEpMeB MHOOPMUPOBaAHUSA 006 MHUMAOEHTE ONMepPaLMOHHON HagEeXHOCTU B COOT-
BETCTBUM C MEPEYHEM UHUMOEHTOB 3alMTbl MHOOPMaLMK, NpUBEeOEHHbIM B pa3gene 6.1.
MNpn BbIIBNEHUW YKa3aHHbIX KpUTEpMEB MHOPOPMUPOBAHUS YYACTHUKU MHPOPMALIMOHHOIO 06-
MEHa HamnpasnstoT OaHHbIE O BbISBIEHNM MHUMOEHTa ONepauyoOHHON HaOEeXHOCTU B COOTBETCTBUM
CO crefyrwmMm CpokaMu, eCnv MHOE He NMpeayCcMOTPEHO HOPMaTUBHbIMKU akTaMu BaHka Poccuun:
— B TeyeHue 3 YaCcoB C MOMEHTA BbISIBMIEHUS MHLUMOEHTA ONepauioOHHON HAOEXXHOCTM OS5 y4YacT-
HUKOB WMHOOPMALIMOHHOIO B3aMMOLENCTBUSA, PEaI3YIOWMX YCUMNEHHbIM WX CTaHOAPTHbIN
YPOBHU 3aWwmThl MHbOpMaumm B cootBeTcTBMM ¢ FTOCT P 57580.1-2017 [12];

— B TeyeHue 24 4aCcoOB C MOMEHTA BbISBMEHUS UHLMOEHTA OMNepaLMOHHON HaOEeXHOCTW Ons
OCTa’sIbHbIX YYaCTHMKOB MHPOPMALIMOHHOIO B3aMMOOENCTBMS.

dopMa nNpepcTaBeHnst y4aCTHMKaMU MHPOPMaLMOHHOIo obMeHa JaHHbIX O BbISIBIEHUM UHLU-
OeHTa onepaunoHHom HagexxHocTn (NTF_ORI_Detect) B BaHk Poccum npuBeneHa B NpuioXeHun 16
K HacTosLweMy CTaHOapTy.

6.7. NTPEACTABNTEHUE YHACTHUKAMUN MHOOPMALIMOHHOIO OBMEHA [JAHHbIX
O PE3VYJIbTATAX PACCNEOOBAHNA UHUMNOEHTA ONMEPALMOHHOUM HAOEXHOCTU

OaHHble O pe3ynbTaTax paccnefoBaHUs MHUMOEHTa OnepauroHHOM HaOeXHOCTU HanpaBaaoTcs
y4YyacTHMKaMU MHOOPMaALIMOHHOIO obMeHa B BbaHk Poccum B COOTBETCTBMM C ab3aLeM BTOPbIM MyH-
kTa 11 MonoxeHuns Banka Poccum N2 787-1 [9] n ab3auem BTOpbIM nMyHKTa 1.15 MonoxeHwns BaH-
ka Poccum Ne 779-11 [10] B cnyyasix, ecnv paHee y4aCTHUKOM MHPOPMaLMOHHONO obMeHa bbina Ha-
npaBneHa B baHk Poccunm dopma npeacTtaBneHms OaHHbIX O BbIIBIIEHUN MHUMOEHTa ONepaLnoOHHOMN
HaOeXXHOCTW.

Mpw BbIIBNEHUM YKa3aHHOIO KpUTEPUS HarpaBiieHns GOpMbl MpeacTaBNeHUs OaHHbIX YYaCTHUKN
MHOPMaLMOHHOIro obMeHa HanpaBAslT JaHHble O pe3ynbTaTax paccefoBaHus MHUMOeHTa one-
pauUMOHHOM HageXXHOCTU B TeveHue 30 gHen ¢ MOMeHTa HanpasnieHusa B baHk Poccum dopmbl npen-
CTaBMeHUs OaHHbIX O BbIABEHUU UHLIMOEHTa ONnepauyoOHHON HageXHOCTU, eC/M MHOE He NpeaycMo-
TPEeHO HOpMaTMBHbIMU akTaMun BaHka Poccun.

dopMa npeacTaBeHus yydacTHMKaMu MHPOPMaUMOHHOIO O6MeHa [aHHbIX O pesynbraTax
paccnefoBaHUa  MHUMOEHTa onepaumoHHor HapgexHocTu (NTF_ORI Investigation) npuBeneHa
B MpUIOXKeHUM 17 K HaCcTosLWeMy CTaHOapTYy.

CxeMa B3aumopgencTeus baHka Poccum n yyacTHMKOB MHPOPMaUMOHHOrO obMeHa npu BbisiBrie-
HUN MHLUMOEHTOB 3aLlUMTbl MHOOPMALMU U MHUMOEHTOB OMNepaLMOHHON HaOEXHOCTU.

CxeMa B3aumopgencTeusa baHka Poccum n y4acTHMKOB MHGOPMaLMOHHOIO obMeHa npu BbiSBie-
HUW MHUMOEHTOB 3awmTbl MHPOPMaLUUM U MHUMOEHTOB ONepauyioHHOW HageXXHOCTU NpeacTaBreHa
Ha puc. 4.
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PUC. 4. CXEMA B3AUMOZENCTBWS BAHKA POCCUW 1 YYACTHUKOB MHOOPMALIMOHHOTO OBMEHA MPY BbISB/IEHWN
WHUMIOEHTOB 3ALLNTbI UHOOPMALMM N NHUMOEHTOB ONEPALMOHHOM HALEXHOCTH

Y4acTHHKH
HH(OPMALHOHHOT 0 Bank Poccun
odmena

|
anpoc RE ataLea,

| 3anpoc REQ_ISI_DataLeak

| (upu BoisiBiennn bankom Pocenn paxra ‘0 PACKPhITHS ii TaiiHbl,

—

|

| HHPOPMALMOHHOTO 0OOMEHa)
|
l—OTBC’T RESP_ISI_DataLeak (ecnn akt HE3aKOHHOIO PACKPBITI HE TIOATBEpRICH

]

|
Benonseno ycnosue HH)OPMHPOBaHH s :
00 WHIMICHTE 3aIIATEl MHYOPMALIHH, |
)M PACKPBITHH { Oif TaiiHbl, |
TIEPCOHANBHBIX TAHHBIX H (HIIN) HHBIX JAHHBIX KIHEHTOB
WM COTPY/IHUKOB Y4acTHHKA HH(OPMAIHOHHOTO 0OMeHa :
|
|
|
|
|
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7. BBAMMOOEWNCTBUE YYACTHMKOB MHD®OPMALIMOHHOMO OBMEHA C BAHKOM
POCCUW MPU BbIABNEHUUN KOMMbIOTEPHbIX MHLUMOEHTOB, KOMIMbIOTEPHbIX ATAK
N YA3BUMOCTEN MHO®OPMALIMOHHOW BE3OMACHOCTMU

7.1. NEPEYEHb KOMIMbBbIOTEPHbLIX MHUMNAOEHTOB U KOMIMbIOTEPHbLIX ATAK

NepeyeHb KOMMbIOTEPHbBIX MHUMOEHTOB U KOMMbIOTEPHbIX aTak, BKITOYAOWMM KpUTepmn MHOOop-
MMUPOBAaHMSA O KOMMbIOTEPHbIX MHLUMAEHTAX U KOMMbIOTEPHbIX aTakaxX, B COOTBETCTBUU C TpeboBaHM -
amu @epepanbHoOro 3akoHa Ne 187-03 [2], a Takke ¢ YacTamMn 4, 6 1 7 ctatbn 27 GenepanbHoOro 3a-
KoHa N¢2 161 ®3 [3], ab3aLeM BOCbMbIM NMyHKTa 8 MNonoxxeHuns bBaHka Poccum N2 683-I1 [5], ab3auem
BTOpbIM NyHKTa 1.15 MonoxxeHus BaHka Poccum N2 757-1 [7] n ab3auem BTOpbIM NyHkTa 1.5 Mono-
»eHusa BaHka Poccum N2 719-T1 [6] npuBeneH B npuiodkeHnn 18 K HacTosiWweMy cTaHOapTy.

7.2.MPEOCTABJIEHUE YMACTHUNKAMUN UHOOPMALMOHHOIMO OBMEHA OAHHbIX
O KOMMbIOTEPHbLIX MHUMOEHTAX

[aHHble O KOMMbIOTEPHbIX MHLUMAEHTAX HanpaBfsoTCa y4aCTHUKaMM MHPOPMaLMOHHOIO obMe-
Ha B baHk Poccum B COOTBETCTBUM C YacTbito 2 cTaTbm 9 PepepanbHoro 3akoHa N2 187-D3 [2],
nyHKTOM 5 Mopsagka nHdopmupoBaHms GCB Poccmm 0 KOMMNbIOTEPHbIX MHUMOEHTaX, pearmpoBaHus
Ha HUX, NPUHATUSA Mep MO NMKBUOALMM NOCNEOCTBUA KOMIMbIOTEPHbIX aTak, MPOBEAEHHbIX B OTHO-
LWEHUM 3HAYMMbIX OBBEKTOB KPUTUUYECKOW MHDOPMALIMOHHOM MHPpPACTPYKTYypbl Poccuickon depe-
paumu, yTB. NnpnkasomM OCB Poccum oT 19 mioHa 2019 r. N2 282 (gnanee — MNopspok, yTBEPXKOEHHbIN
npukaszom OCBE Poccum N2 282), ab3aueM BoCbMbIM NyHKTa 8 NonoxxeHus baHka Poccum N2 683-T1
[5], ab3auem BTOpbIM NyHKTa 1.15 MonoxkeHwns BaHka Poccum N2 757-11 [7] n ab3aueM BTOPbIM NyHKTa
1.5 MonoxeHust BaHka Poccum N2 719-11 [6] npu BbISBNEHUN KpUTepreB MHOOPMUPOBAHMS O KOM-
MblOTEPHOM MHLUMOEHTE B COOTBETCTBUMU C MEPEYHEM KOMMbIOTEPHbLIX UHUMOEHTOB, NpUBEOEHHbIM
B pasfgene 7.1, a Takke B cnyyasx, NpegyCMOTpeHHbIX pa3genoM 7.5 HacToswero ctaHgapTa.

IMNpwn BbISBNEHNU YKa3aHHbIX KpUTEPUEB MHDOPMUPOBAHUS YH4aCTHUKM MHPOPMALMOHHOIO ObMe-
Ha HanpasnsaOT MHPOPMaLMIO O KOMMBbIOTEPHOM MHUMOEHTE B COOTBETCTBUM CO CNEQYIOWMMU CPO-
KaMun:

— B TeueHne 3 4YacoB C MOMEHTa BbISIBIeHNSI KOMIMbIOTEPHOIO MHUMAEHTa B Cllyyae ero cBaA3u

C OYHKLUMOHMPOBAHMEM 3HAUYMMOIo O6beKTa KPUTUYECKOM MHPOPMALMOHHOM MHPPACTPYKTY-
pbl;

— B TeYeHune 24 4yacoB C MOMEHTA BbISIBNIEHUNSA KOMMbIOTEPHOIO MHUMAEHTa BO BCEX UHbIX Crlyya-
ax.

dopMa nNpefcTaBfeHns y4acTHUMKaMM MHGOPMALIMOHHOIrO obMeHa MHbOPMaLMKM O KOMMblOTep-
HbIX MHUMaeHTax (NTF_CI) npyBegeHa B NpuaoXxKeH1n 19 K HacTosWweMy cTaHOapTy.

B npunoxennn 20 npmBeneHbl cnepytowme GopMbl NpencTaBneHmns gaHHbIX, KOTOpble ABNSIOTCS
npeasanofniHeHHbIMKW BapuaHTamMu dopMbl NTF. Cl i OpyeHTUPOBaHbl Ha KOHKPETHbIE TUMbl KOMMbIO-
TEPHbIX MHUMOEHTOB B COOTBETCTBUMU C MEPEYHEM KOMIMbIOTEPHbIX MHLUMOEHTOB:

- ¢dopmMa npepcTaBneHns gaHHbix NTF_CI_DoS, ncnonbdyemas yyacTHMKamMyu MHPOPMaLMOHHOIO
obMeHa ons yBegomneHust BaHka Poccmm 0 KOMMNbIOTEPHOM UHLUMAEHTE — 3aMeieHnn paboThl
pecypca B pe3ysibTate atakm Tuna «OTKas B O6CTy>KMBaHUN»;

- ¢dopma npepcTaBnenusa gaHHbix NTF_CI_ApplicationCompromise, ncnonb3dyemMasi ydacTHUKaMmn
MHOPMaLIMOHHOIo obMeHa ansa yeegomneHms baHka Poccrn o KOMMbIOTEPHOM MHUMOEHTE —
YCMeLwHOoM aKcnayaTaumy ysa3BMMOCTU pecypca;

- dopmMa npepcTaBnenus paHHbix NTF_Cl_Malwarelnfection, ncnonb3yemMas yd4acTHUKaMW UH-
dopMaumoHHOro obMeHa s yeegomneHms baHka Poccuy 0 KOMMAbIOTEPHOM MHLMAEHTE — 3a-
Pa>k€HWM BUPYCHbIM MPOrpaMMHbIM obecrneyeHmneMm;

— dopmMa npepcTaBnenus gaHHbix NTF_Cl_AccountCompromise, ncrionb3yeMas ydacTHUKaMM UH-
dopMaumoHHOro obMeHa ans yesegomneHuss baHka Poccun 0 KOMMbIOTEPHOM MHUMOEHTE —
KOMMNpOMEeTaUMM y4eTHOM 3anncu;
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dopma npepnctaBneHms gaHHbix NTF_Cl_PhishingContent, ncnonbsyemas ydaCTHMKaMu MHoOp-

MaLMOHHOro obmeHa gns yBegomneHms baHka Poccun O KOMMbIOTEPHOM MHUMOEHTE — UC-

MONb30BaHMM KOHTPOJIMPYEMOIO pecypca At PULLMHIa;

- dpopmMa npepcTasnenmsa gaHHbix NTF_Cl ProhibitedContent, ncnonbsyemMasi y4aCTHUKaMU WH-
dopmaumoHHoro obmeHa ons yesegomrneHus banHka Poccun O KOMMbIOTEPHOM MHUMOEHTE —
nyonMKaumMm Ha KOHTPOSIMPYEMOM pecypce 3arpeLleHHON 3akoHOoOaTeNbCcTBOM Poccuickon
®epepauyn MHGopMaumu;

- ¢popmMa npepncrtaBneHus pgaHHbix NTF_Cl_SocialEngineering, ncronb3dyeMas yJYacTHUKAMU UH-
dopMaumoHHOro obMeHa ans ysegomneHus baHka Poccrm o KOMMbIOTEPHOM UHLMAEHTE — MO-
LWEeHHUNYECKUX OeNCTBUSAX C MCMOMb30BaHMEM METOLOB COLMANIbHON MHXXEHEPUN;

- ¢popmMa npegcTtaBneHmsa gaHHbix NTF_Cl TrafficHijacking, ncnonbdyemas y4YacTHMKaMM MHOOP-
MaLMOHHOro obMeHa ans yBegomreHmsa baHka Poccnm 0 KOMMbIOTEPHOM MHUMOEHTE — 3axXBa-
Te ceTeBoOro Tpaduka;

- ¢popmMa npepctaBneHusa gaHHbix NTF_Cl_ MalwareCommandControl, ncnonbsyemasi ydacTHMKa-
MU MHPOPMaLMOHHOIrO OobMeHa ansa yBegomneHmsa BaHka Poccun 0 KOMMNbIOTEPHOM UHLMOEH-
Te — BOBJIEYEHUWN KOHTPONMPYEMOro pecypca B MHPPACTPYKTYPY BUPYCHOroO MpOrpamMMHOro
obecneyeHus;

- dopmMa npepcrtaBneHms aaHHbix NTF_Cl_Spam, ncrnonb3yemas y4aCTHUKaMMU MHPOPMaLMOHHO-
ro oobmMeHa onga ysegomneHus baHka Poccmm o KOMMbIOTEPHOM MHUMAEHTE — paccCbiike cnaMm-
COOOLLEHUIN C KOHTPONIMPYEMOIO pPecypca;

- dopma npenctaBneHms gaHHbix NTF_Cl_UnauthorisedModification, ncnonb3yeMasi y4acTHUKa-
M1 MHPOPMALIMOHHOIrO ObMeHa s yBegomneHms baHka Poccum O KOMMbIOTEPHOM MHUMAOEH-
Te - HECAHKLMOHMPOBAHHOM U3MEHEHUM MHPOPMaLUK;

- dopmMa npepnctaBneHuns gaHHbix NTF_Cl_ UnauthorisedAccess, ncnonbdyemas ydaCTHUKaMU UH-
dopMaumoHHOro obMeHa g1s yBegomreHums baHka Poccrim 0 KOMNbIOTEPHOM MHLMAEHTE — He-
CaHKLUMOHMPOBAHHOM pa3rnaweHnm nHdopMaunm;

- dopmMa npepnctaBneHns pgaHHbix NTF_CI_SIM, ncnonb3dyemas yyacTHMUKaMy MHOOPMaLIMOHHOIO

obMeHa Ons yBegoMreHms baHka Poccuy O KOMMbIOTEPHOM MHLUMOEHTE — U3MEHeHUU (Mogme-

He) ngeHTndmrkKaTopa MobunbHoro aboHeHTa (IMSI), nopeHTUdKMKaTopa MOBMIIbHOrO 06opPyao-

BaHua (IMEI) nnn cMM-KapTbl.

7.3. MPEACTABJTIEHVME YYACTHUMKAMUN MHOOPMALMOHHOIMO OBMEHA OAHHbIX
O KOMIMbIOTEPHbIX ATAKAX

[JaHHble O KOMMbIOTEPHbIX aTakax HanpaBfsOTCA Y4YacCTHMKaMM MHPOPMaLMOHHOro ObMeHa
B BaHk Poccun B COOTBETCTBUM C YacTbio 2 cTaTbu O PenepanbHoro 3akoHa N2 187-P3 [2] 1 vacTta-
MU 4,6 n 7 ctatbm 27 degepanbHoro 3akoHa N2 161 @3 [3] npu BbisBAEHUU KpUTEpUEB MHPOPMMN -
pOBaHMS O KOMMbIOTEPHOM aTake B COOTBETCTBUM C MNepevyHEM KOMMbIOTEPHbIX aTak, NMPUBEOEHHbIM
B pa3gene 7.1, a Takke B cny4vasax, NpegyCcMOTpPeHHbIX pasfenoM 7.5 HacToswero ctaHgapTa.

NHdopMrpoBaHme baHka Poccrm 0 KOMMNbIOTEPHbIX aTakax ocyLlecTBiseTcsa B dopmaTe CBOLHOIO
yBEOOMIIEHMS 38 OTUYETHBIN NMepuog (Mepuron, 3a KOTOPbIM OCYLLECTBASETCS CBOA OaHHbIX O KOMMbIO-
TepHbIX aTakax). CBoA AaHHbIX BKHOYaeT B cebs arperaumio JaHHbIX MO OTAEbHbIM KOMIMbIOTEPHbIM
aTakaM OfHOro Tumna, B COOTBETCTBUM C MepeyYHEM KOMMbIOTEPHbIX aTak, NpUBEOEHHbIM B pasfe-
ne 7.1, B egnHyto GopMy nNpencrtaBneHms gaHHbiX. Arperauys AaHHbIX OCYLLECTBASETCS MO MOMASM
$popMbl NpeacTaBneHns OaHHbIX.

MNpwn BbIIBNEHNU YKa3aHHbIX KpUTEpUEB MHOOPMMUPOBAHMS YY4ACTHUKM MHPOPMALMOHHORO ObMe-
Ha HanpasnstoT MHOOPMALIMIO O KOMIMbIOTEPHbIX aTakax B OTYETHbIN Nepron B COOTBETCTBUM CO Clle-
OYIOLWVMU CPOKaMU:

— CBOJ OaHHbIX O KOMMbIOTEPHbIX aTakax B Crlyyasix, eC/in OObeKTOM BPegOHOCHOW aKTUBHOCTU

sBNSeTCs pecypc, IP-agpec KOTOporo B COOTBETCTBUU C PeeCTPOM afpeCcHO-HOMEpPHbIX pecyp-
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COB nMpuHagnexmT Poccuinckon ®egepauym, OCyLEeCTBASETCS 3a TpU KaneHAApHbIX OHS W Ha-
rMpaBnseTcs B TeueHre 3 KaneHOapHbIX OHEeN, Ceayowyx 3a OTYETHbIM MEPUOAOM;

— CBOL OaHHbIX O KOMMbIOTEPHbIX aTakaX B CllyyasiX, €C/in 06beKTOM BPEAOHOCHOM aKTUBHOCTU
SABNSETCS MHOM pecypc, OCYLLECTBASETCH 3a 7 KarleHAapHbIX OHEN 1 HampaBnsieTcs B TeyeHune
7 KaneHpapHbIX OHeM, CNeayowyx 3a OTYETHBIM MEPUOAOM;

— CBO[ OaHHbIX O KOMIMbIOTEPHbIX aTakax 3a Apyrowv nepuopn ocyLecTBASEeTCS Mo COrnacoBaHUO
¢ OHUEPT BbaHka Poccun.

dopmMa npencraBneHmns y4acTHMKaMm MHOOPMaLMOHHOIO 06MeHa OaHHbIX O KOMMbOTEPHbIX aTa-
Kax (NTF_CA) npuBefeHa B rnpunoxxeHum 21 K HacTosileMy CTaHJapTy.

B npunoxeHnn 22 npuBegeHbl cnegytowme GopMbl NpeacTaBieHns AaHHbIX, KOTOpble SABASKOTCS
rnpensarnonHeHHbIMM BapmaHTaMm dopMbl NTF_CA 1 OPUEHTUPOBaHbI Ha KOHKPETHbIE TUMbl KOMIMbHO-
TEPHbIX aTak B COOTBETCTBUW C NepeyHEM KOMMbIOTEPHbIX aTak:

- dpopmMa npepcrtaBneHmns gaHHbiXx NTF_CA_DoS, ncnonb3dyemas yydacTHUKaMy MHPOPMALIMOHHO-
ro obMeHa ong yBegomneHmsa baHka Poccum o KOMMbloTEpHbIX aTakax Tuna «OTka3 B obcny-
XUBaAHUN»;

- dpopmMa npepcraBneHus gaHHbix NTF_ CA_ExploitAttempt, ncnonbdyemas yd4aCcTHUKaMu MHbOpP-
MaLMOHHOro obmMeHa ons yesegomneHms baHka Poccmy O KOMMbIOTEPHbIX aTakax — MornbITKax
aKcnayaTtaumm ya3BmMMoCTeN;

- dopmMa npepctaBneHus paHHbix NTF_CA_InfectionAttempt, ncnonbsyemas y4acTHUKAMU UH-
dopMaumoHHOro obmMeHa ans yBegomneHmsa baHka Poccmm 0 KOMMbIOTEPHbIX aTakax — MonbIT-
Kax BHeApeHWs MoAynen BpegoOHOCHOIrO NpOrpaMMHOro obecneyeHust;

- dopma npepcraBneHus gaHHbiX NTF_CA_LoginAttempt, ncnonb3syemasi ydacTHMKaMM MHPoOpMa-
LUMOHHOro obMeHa ans ysegomneHns baHka Poccuy 0 KOMMbIOTEPHbBIX aTakax — HEYCMeLHbIX
MornbITKax aBTopm3saumnm;

- dopma npegcTtaBneHms gaHHbix NTF_CA_Phishing, ncrnonb3yemas y4acTHUKaMmM MHGOPMaLMOH-
HOro obMeHa ansa ysegomneHms baHka Poccrm 0 KOMMbIOTEPHbIX aTakax — BbiSBIEHUM OULINH-
rOBOW pacCbi/iKN UKW pecypca;

- dopma npencrtaBneHuns paHHbix NTF_.CA_SocialEngineering, ncnonb3yemasi y4aCcTHUKaMM UH-
dopMaumoHHoOro obmMeHa ons yBegomneHmsa baHka Poccrm o KOMMbOTEPHbIX aTakax — MOLLEH-
HUYECKUX OENCTBUNAX C UCMNONb30BaHMEM METOAOB COLMANbHOW UHXEHEePUN;

- dpopmMa npepncrtaBneHmns paHHbix NTF_CA_Scanning, ncnonbdyemas yyYacTHMKaMm MHopMaLum-
OHHOro obMeHa /i yBegomrneHus baHka Poccmy 0 KOMMbIOTEPHbIX aTakax — CETEBOM CKaHMU-
pOBaHUKM KOHTPOMPYEMOrO pecypca.

7.4.NPEACTAB/IEHNE YYACTHUKAMU UHOGOPMALIMOHHOIO OBMEHA JAHHbIX
O BbIABJIEHHbIX YA3BUMOCTAX MH®OPMALMNOHHOU BE3OIMNACHOCTU

[aHHble O BbISBIEHHbIX YS3BUMMOCTAX MHPOPMALMOHHOM 6€e30MacHOCTY HampaBAslOTCA y4yacT-
HMKaMK MHPOPMaLIMOHHOIro obMeHa B BaHk Poccmm B COOTBETCTBUM C YacTbto 2 cTaTbk O Pepe-
panbHOro 3akoHa N2 187-d3 [2], a Takke nonoxeHusmu baHka Poccum N2 757-T1 [7], N2 683-T1
[5], N2 719-T1 [6] npu BbIIBEHUM B pe3y/ibTaTe BbINOSIHEHMS MpoLeayp Mo KOHTPOSIKO OTCYTCTBUS
M3BECTHbIX (OMMCaHHbIX) YA3BMMOCTEN MHDOPMALIMOHHOM 6e30MacHOCTU UKW PerynsipHoro Tectm-
poBaHUs 06bekTOB MHDOPMALIMOHHOW MHOPACTPYKTYpbl Ha NpegMeT MPOHUKHOBEHWM W aHanu-
3a ysS3BMMOCTEN MHPOPMALIMIOHHOM 6e30MacHOCTV O6beKTOB MHPOPMALIMOHHOM MHPPACTPYKTYpPbI,
npenycMOTpeHHbIX nonoxeHnsamu BaHka Poccum N2 683-T1 [5], N2 719-T1 [6], N2 757-11 [7], ya3-
BMMOCTEN MHOPMaLMOHHONM 6e30MacHOCTN B O06bekTax MHPOPMALIMOHHOM UHOPACTPYKTYpPbI, MO-
JNTYYEHHbIX OT CTOPOHHEN OpraHu3auMmn-nocTaBLMKa MO JIMLEH3VMOHHOMY OOrOBOPY UM OOroBOpPY
MOCTaBKM, U MHOPMaLMSA O OaHHOM YA3BMMOCTU MHPOPMALMOHHOM 6e30MacHOCTM He pa3MelleHa
Ha oduLManbHOM CanTe OpraHM3aUMM-NMoCcTaBLLMKa NMB0 NPUKIaAHOM NPOrpaMMHOM obecrnedveHnu,
pacnpoCTpPaHAIEMOM YYaCTHUKOM MHPOPMaLMOHHOIrO OObMeHa CTOPOHHMM OpraHM3auusaM, a TakxKe
B C/lyYasiX, MpenyCcMOTpeHHbIX pa3nenoM 7.5 HacToswero ctaHgapTa.
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MNpwn BbISIBNEHUWM yKa3aHHbIX YCNOBUIA MHOOPMUPOBAHUS YYACTHUKN MHPOPMALIMOHHOIO OBMeHa
HanMpaBnstoT MHGOPMaLMIO O BbISIBIEHHbIX YA3BMMOCTAX MHPOPMaLMOHHOMN 6e30MacHOCTU B COOT-
BETCTBMW CO C/IeaYIOLMMMN CPOKaMU:

— B TeyeHme 24 4yacoB C MOMEHTa CaMOCTOSITE/IbHOIO BbISIBIEHUS YS3BUMOCTU MHOOPMALIMOH-

HoM 6e30nacHOCTU;

- B TeyeHue 3 gHeN C MOMEHTa MONyYeHUst OTYeTa CTOPOHHEN OpraHM3aumm, CoaepXKallero 1H-
dopMaumo 06 yas3BMMOCTSIX MHPOPMALMOHHOW 6e30MacHOCTY OBbEKTOB MHPOPMALMOHHOMN
MHPPACTPYKTYpbI.

dopMa npegcTaBneHms ydyacTHUKaMm MHOOPMaLMOHHONO OO6MeHa AaHHbIX O BbISIBIEHHbIX YS3BU-
MOCTAX MHbOopMaumoHHoM 6e3onacHocTn (NTF_VLN) npuBeaeHa B NpUIIOXKeHUM 23 K HacTosLWweMy
CTaHOapTy.

7.5. 3ANMPOC BAHKA POCCUN K YHACTHNKAM MHOPOPMALIMOHHOIO OBMEHA B LIEJTAX
NONTYYEHUA CBEAEHNN O BbIABNNIEHHOW KOMIMbIOTEPHOU ATAKE UJTU YA3BUMOCTU
NMHO®OPMALMNOHHOU BE3OMNACHOCTHU

3anpoc K y4YacTHUKY MHPOPMALMOHHOIO OBMeHa B LeNSX MOsyyYeHus CBeAEHUM O BbiSIBNEHHOM
KOMIMbIOTEPHOM aTake UM yI3BMMOCTU MHOOPMALIMOHHOM 6€30MacHOCTU Npy HEOBXOOMMOCTM Ha-
npaensieTcs baHkoM Poccuu npuy nMonyYeHuUr CBeOEHWIA O KOMMbIOTEPHOW aTake WM BbiBNEHHOMW
YA3BMMOCTU MHPOPMaLMOHHON 6e30MacHOCTY B 0bbekTe MHPOopMaTU3aLUMM YYacTHUKA MHPOpMa-
LIMOHHOIro O6MeHa C Lefibio Moy4vYeHUs NOATBEPXKOEHNS PaKTa KOMMbIOTEPHOM aTakm UM YS3BMMO-
CTU MHPOPMaLMOHHOM 6E30MacHOCTU B COOTBETCTBMU C YacTbto 2 cTaTbh 9 PepepanbHOro 3akoHa
N2 187-D3 [2], nyHKTOM 4 lNopsaka, yTBepXaeHHoro nprkasom O®Cb Poccum N2 282.

MNpw nony4yeHnm 3anpoca B LeNsx noyvYeHms CBEAEHUM O BbiIBIEHHOW KOMMbIOTEPHOW aTake uim
YA3BMMOCTU MHPOPMaLMOHHOW 6€30MacHOCTU YYaCTHUKM MHPOPMaLMOHHOIO ObMeHa HampaBnsaloT
cnepyowye GopMbl NpeacTaBeHUs aHHbIX B COOTBETCTBUM C YKa3aHHbIMU CPOKaMMU:

— popmMy npepncTaBneHms gaHHboix NTF_Cl B TeyeHne 3 4acoB B Crly4Yae BbIIBNIEHUSA HA OCHOBaHUM
cBefeHun 13 3anpoca baHka Poccmy KOMMNbIOTEPHOIO MHUMAEHTa, CBA3aHHOIMO C GYHKLMOHM -
pOBaHMEM 3HaYMMOro OObeKTa KPUTUUECKOM MHPOPMALIMOHHOM MHDPACTPYKTYpPb;

— popMy npepctaBneHus gaHHbix NTF_Cl B TeyeHue 24 4acoB B C/ly4vae BbisiB/IeHWS Ha OCHOBa-
HUK CBefeHuM 13 3anpoca BaHka Poccmy KOMMbIOTEPHOIO MHLMAEHTA, HE CBA3aHHOIO C QyHK-
LMOHMPOBAHMEM 3HAYMMOro 06beKTa KpUTHUYECKON MHPOPMALMOHHOW MHPPACTPYKTYpPbI;

— popMy npencraBneHus gaHHbix NTF_CA B TeueHMe 24 4acoB B C/ly4Yae BbISIB/IEHUS Ha OCHOBA-
HUK cBeOeHU 13 3anpoca baHka Poccmm KOMMNbOTEPHOM aTaku;

- dopMy npencTtaBneHms gaHHbix NTF_VLN B TeuyeHue 24 4acoB B Cnydae BbISIBNEHUS HA OCHO-
BaHMM CBeOeHUM M3 3anpoca baHka Poccum ya3BMMOCTU MHOOPMALMOHHOM 6e30MacHOCTMU
B 06bekTe MHPOpMaTMU3aLUK;

- dopMy RESP_IEP Detect B TeueHue 24 4yacos, B C/ly4ae ecny Ha OCHOBaHWM CBeAEHUN 13 3a-
npoca BaHka Poccum He 6biin BbiiBNEHbI KOMIMbIOTEPHbIE MHUMAOEHTbI, KOMMbIOTEPHbIE aTaku
W1 yasBUMOCTU MHPOPMaLMOHHOM 6e30MacHOCTU.

®opma 3anpoca baHka Poccuu, HanpaBnseMoro y4acTHUKY MHPOPMaLMOHHOMO obMeHa B Le-
NAX MONyYEHUS CBEAEHMIN O BbISIBIEHHOM KOMMbIOTEPHOM aTake UM ya3BMMOCTU MHOOPMALMOH-
HoWM 6e3onacHocTu (REQ_IEP Detect), a Takke dpopMa ons npencraBneHus orseta baHky Poccuu,
cogepawero MHbGoOpMaLmMIo O HEBbISBIEHUM KOMMbIOTEPHOW aTakmM UNu ya3BUMOCTU MHPOpMaLUU-
OHHOM 6e3omnacHocTu (RESP_IEP Detect), HanpaBnsiemMasa B cliydae, NpenyCMOTPEHHOM ab3aueM 7
pasgena 7.5 HacToswero ctaHgapTa, NpyUBeneHbl B MPUIOXKeHUY 24 K HacTosWeMy CTaHOapTYy.

7.6. 3AMPOC BAHKA POCCUM B LIENSIX MOMYYEHUS CBEQEHUI O MPUHALNEXHOCTU
YHYACTHUKY MHOOPMALIMOHHOIO OBMEHA PECYPCA B CETU MHTEPHET

3anpoc BaHka Poccum K y4aCTHUKY MHPOPMALMOHHOMO O6MeHa B LenaxX MosyYeHusa cBedeHUin
O MPUHALNEXHOCTM eMy pecypca B ceTu VIHTepHeT npu HeoBXOOMMOCTM HanpasnseTca BaHkoMm
Poccumn npu nony4yeHnmn nHdopMaLmm o pecypce B ceTn MIHTEPHET, COAep aLleM BPeAOHOCHbIN Kog,
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PUWMHIOBYO UMM 3aMpeLleHHY0 3akoHoOaTenbCcTBoOM P® mHpopMaumio, B paMKax yBeOoOMSIEHUS
O KOMMbIOTEPHbIX MHUMOEHTaxX UK atakax C LeNblo MOSyYeHUs NMOATBEPXKOEHMS MPUHAOJIEXXHOCTH
BbISIBJ/IEHHOIO pecypca B ceTu VMIHTEpPHET y4acTHUKY MHDOPMALIMOHHOIoO obMeHa B Liensx peanusa-
umm baHkoM Poccmm nonoxkeHun ctatbn 6.2 OepepanbHoro 3akoHa N2 86-D3 [1].

MNpw nonyyeHMn 3anpoca B Lensx rnosyyeHus cBegeHUn O MPUHALIEXHOCTU BbIIBIEHHOIO pe-
cypca B ceTu IHTepHeT y4acTHUKU MHPOPMALMOHHOIO obMeHa HanpaBnstoT MHOopMaUMIo B Teye-
HVe 24 yacoB C MOMeHTa nony4veHusa 3anpoca baHka Poccuu.

®opma 3anpoca baHka Poccum, HanpaBnseMoro y4acTHUKY MHPOPMaLMOHHOIO ObMeHa B Lensax
MonyyYeHms1 CBEAEHUN O MPUHAANEXHOCTU YYaCTHUKY MHPOPMALMOHHOIO OOMeHa pecypca B CETU
NHTepHeT (REQ_IEP_ IsWebSite), a Takke popMa ona npencraBneHms oteeta banky Poccuun, conep-
»Kawero MHPopMauuo O NPUHALNEXHOCTU YY4aCTHUKY MHDOPMALIMOHHOIO O6MeHa BbiSIBIEHHOIO pe-
cypca B ceTn NHTepHeT (RESP_IEP_IsWebSite), npuBeaeHbl B NpuiiodkeHn 25 K HacTosLweMy CTaH-
napry.

7.7. CXEMA BBAMMOOENCTBUSA BAHKA POCCUU U YYACTHUKOB MHOOPMALIMOHHOIO
OBMEHA MNPU BbIABJIEHNMN KOMMbIOTEPHbBIX MHLIMOEHTOB, KOMIMbIOTEPHbIX ATAK
n YA3BUMOCTEN MHOPOPMALMOHHOUW BE3OMACHOCTU

CxeMa B3aumMopgencteusa baHka Poccum 1 yyacTHUKOB MHPOPMaLMOHHONO obMeHa npu BbisiBie-
HUW KOMIMbIOTEPHbIX MHUMOEHTOB, KOMMbIOTEPHbIX aTak U ya3BMMOCTeEN MHPOPMaLMOHHOM 6e3onac-
HOCTM NpeacTaBneHa Ha puc. 5.

PUC. 5. CXEMA B3AUMOJEVCTBUS BAHKA POCCUMN N YYACTHUKOB UHOOPMALIMOHHOIO OBMEHA MPW BbISBJIEHIN
KOMTIbIOTEPHBIX NHUMAEHTOB, KOMTbIOTEPHBIX ATAK N YA3BUMOCTEN MIHOOPMALIMOHHOW BE3OMACHOCTHU

YdacTHHKH
HH( OpMaNHOHHOr 0 Bank Poccun HKIKHA
odmena

L

ycnoBue HHHOPMHUp |
0 KOMIBIOTEPHOM MHIIMJICHTE, aTaKe WK |
YA3BUMOCTH HH popMalmoH Holi Ge3onacHocTH |

| @
OPMEI IIPEJICTaBICHHA NaHHBIX > Iepenanpasnenue unpopmanun
NTF_CI, NTF_CA, NTF_VLN 0 KOMIIBIOTEPHOM MHLMICHTE,
aTaKe WM YA3BUMOCTH HH(OPMALMOHHOM
6esonacuoctn B HKIIKN

T

Anajn

=

3 TIOJTy4€HHBIX JIAHHBIX

P

¢ 3anpoc REQ_IEP_Is WebSite
|_| (Tipu HEOOXOIMMOCTH)

AmHamu3 3amnpoca
l

|
:—O'meT RESP_IEP_Is WebSite——)
|
|

»

AmHanu3 3anpoca

S

3anpoc uHpopmarmn
[ KOMHB!OTepHOi;I aTaKke WiIn ysI3BUMOCTH
3anpoc REQ_IEP_Detect UHQOPMALHOHHOI 0e30MaCHOCTH

(npr HeoBXoMIMOCTH)

pr-too-

(rpu HEOBXOAMMOCTH)

|

| Onna u3 Gopm NpecTaBIIeHN s TAHHBIX
——  NTF CI NTF C4, NTF VLN, —pl
| RESP_IEP Detect |

| ——epenanpasnenue orsera B HKIIKU—
| | |
| | |
| | |
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8. BBAMMOOEMCTBUE YYACTHNKOB MHOOPMALIMOHHOIO OBEMEHA N BAHKA
POCCUKN B LETAX MPUOCTAHOBJTEHNA/OTMEHbLI MPUOCTAHOBJIEHNA
OBMEHA 3JTIEKTPOHHbIMW COOBLLEHNAMU TTPU BbIABITEHNN MHUWOEHTOB
SAWNTBI MHOOPMALNK NMPU OCYLWECTBJTIEHUW MEPEBOOOB OEHEXHbIX
CPEACTB C MCMNONb30OBAHMEM CCHIM HA OBbEKTAX MHOOPMALMOHHOM
NHOPACTPYKTYPbl YHACTHNKOB MHO®OPMALUMNOHHOIO OBMEHA

3anpoc B baHk Poccuy © MpUOCTaHOBMEHWM/OTMEHE MPUOCTAHOBNEHNS OBMEeHa 3/1eKTPOHHbI-
MW COOBLLEHMSAMY HanpaBnsieTCca y4acTHUKaMM MHPOPMALMOHHOIO obMeHa — yyacTHukamu CCHIM
B baHk Poccuun B cooTBeTCTBUM C NMyHKTOM 19 lMonoxeHusa baHka Poccum oT 25 uong 2022 roga
Ne 802-I1 «O TpeboBaHMaX K 3aimTe MHOOPMaLMM B MIIAaTEXXHOM cucTeMe BaHka Poccum» (nanee —
MonoxeHne BaHka Poccum N2 802-I1) [8] npu BbISBNEHUN UHLUMOEHTOB 3alWUTbl MHOOPMaLMM MpU
OCYLLECTB/IEHMN NEPEBOLAOB OEHEXHbIX CPeACTB C Ucnonb3oBaHneMm CCHIN Ha obbekTax MHpopMa-
LMOHHOMN MHOPACTPYKTYpPbl Y4aCTHUKOB MHDOPMAaLIMOHHOIO ObMeHa, KOTopble MpUBENu UM MOryT
MPUBECTUN K OCYLLECTB/IEHMIO NEepPEBOAA AEHEXHbIX CPeAcTB 0e3 cornacus ydacTHUKa MHbopMaum-
OHHOro obMeHa.

Mpn BbISIBNEHUM YKa3aHHbIX YCNOBUN MHDOPMMUPOBAHUS YYACTHUKU MHPOPMALIMOHHOIO obMe-
Ha HampaenAlT MHOOPMaLMIO O MPUOCTAHOBNEHNN/OTMEHE MPUOCTAHOBEHNS OOMEHa 3/1EeKTPOH-
HbIMW COOBLEHNSAMU B COOTBETCTBUM MYHKTOM 18 [MonoxeHus Banka Poccum Ne 802-I. dop-
Ma 3anpoca y4YacTHMKa MHOOPMALIMOHHOIrO obMeHa, ncnonbaytowero CCHIM gna ocywecTBneHus
rnepeBoja OeHEeXHbIX CpeAcTB, HarnpasrisgseMoro B baHk Poccuun B uensx npuocTtaHoBNeHUs/oTMe-
Hbl MPUOCTAHOB/IEHNSI OOMEHa 3NMEKTPOHHbBIMU COOBLLEHUSIMU MPU BbISIBNEHNN UHLMAEHTOB 3allm-
Tbl MHPOPMaLMKM MPU OCYLLECTB/IEHUN MNEePEBOAOB AEHEXHbIX CPEeACTB C Mcrnonb3osaHmem CCHII
Ha ob6bekTax MHPOPMALMOHHOM MHOPACTPYKTYPbl YYACTHUKOB MHPOPMaALMOHHOIO obmeHa (REQ.
IEP_CorrAccLock), npuBegeHa B NpuioXKeHUn 26 K HaCTosILeMy CTaHOApTY.

Mpn nony4yeHun 3anpoca OT yyacTHMKa MHPOPMALMOHHOro obMeHa baHk Poccum HanpasnsieT
yBeJOMIeHME O pacCCMOTPEHMIM 3anpoca B COOTBETCTBUM C NMYHKTOM 19.5 MNonoxeHusa BaHka Poccumn
Ne 802-1 [8]. ®opMa o/is NpefcTaBfeHnst OTBeTa yY4aCcTHUKY MHPOPMaLMOHHONO 0bMeHa, coaepyka-
wero MHOpPMaLMIO O PAaCCMOTPEHMM 3arpoca O NMPUOCTAaHOBNEHNN/OTMEHE NPUOCTAaHOBEHUS 06-
MeHa 3N1eKTPOHHbIMU coobueHnsamu (RESP_IEP_CorrAcclock), npyBedeHa B NMpUIoXKeHun 26 K Ha-
CTOsILLLeMYy CTaHOAPTY.

CxeMa B3ammopencTemsa BaHka Poccum n yyacTHUKOB MHPOPMALIMOHHOIO obMeHa npu 3anpo-
ce Ha NPUOCTaHOB/IEHNE/OTMEHY NPUOCTaHOB/IEHNS] OOMEHa 3/TEKTPOHHBIMM COOBLLEHNSIMM MPU Bbl-
ABNEHUN UHUMOEHTOB 3almTbl MHOOPMaLMU NPU OCYLLECTBNEHUM MEepeBOOOB OEHEXHbIX CPeacTB
c ncnonb3oBaHMeM CCHIT Ha o6bekTax MHPOPMALMOHHOW MHPPACTPYKTYPbl yY4aCTHUKOB MHPOpMa-
LMOHHOro obMeHa npepcTaBieHa Ha puc. 6.
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PUC. 6. CXEMA B3AUMOLENCTBMS BAHKA POCCUN U YYACTHUKOB MH®OPMALIMOHHOIO OBMEHA MNP 3AMPOCE
HA NPUOCTAHOBJ/IEHNE/OTMEHY MPUOCTAHOBJ/TIEHMA OBMEHA 3/TEKTPOHHbIMW COOBLLEHWUAMM TPU BbISIBJIEHUN
WHUWAEHTOB 3ALNTLI UHOOPMALINW MPU OCYLLECTBAEHU NEPEBOAOB AEHEXHbBIX CPE[CTB HA OBbEKTAX
NHOOPMALMOHHOW NMHOPACTPYKTYPbI YHACTHNKOB NHOOPMALINOHHOIO OBMEHA

Y4acTHUKH HHOP HMOHHOT 0 Bank Poccun

]

|
|
|
Brrsenenue yCJ'IOBV[ﬁ JUIA 3anpera I
Ha CTIMCAHUC ICHCKHBIX CPCACTB I
| |

|

I Dopma npenctaiaenmst nauabix REQ IEP_CorrdccLock >

co 3HaueHreM [ON] _|
|

|

| 1. TIpoBepKka LEeIOCTHOCTH COOOLIEHUs
| 2. YcTaHOBKa 3ampeTa Ha CIHCaHHe

| JICHSKHBIX CPEJICTB IPH YCIICIIHOM

| KOHTPOJIE LIeIOCTHOCTH

|
|

|
l@———dopwma npencrasnenns nanuwix RESP_IEP_CorrA ccLock——————

—

Brsirnenue ycnoBuit Uit CHATHS 3ampeTa I
Ha CIIMCAHHE JICHEKHBIX CPEICTB |

I Dopma npenctaBnenus naunbX REQ IEP_CorrdccLock >

co 3HaueHueM [OFF]

|

|

| 1. IIpoBepka 1e10CTHOCTH cOOOIIEHUS
| 2. CusiTHe 3anpeTa Ha CIIUCaHHe

| JICHEKHBIX CPEJICTB TIPH yCHEUIHOM
|
|
|
|

KOHTPOJIE LIEJIOCTHOCTH
<

H—Q‘JopMa npencTabiaeHus qauHbIX RESP IEP Corrd ceLock————
| |
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9. HAMPABJTIEHME YHACTHUKAMN MHOOPMALMOHHOIO OBMEHA B BAHK POCCUIA
NMHDOOPMALKMN O MNAHUPYEMbIX MEPOTMPUATUAX IO PACKPbITUIO MHOOPMAL KA
O BbIABJTIEHHbIX MHUMOEHTAX 3AWNTBI MHOOPMALKUW NITN MHUWMOEHTAX
OMEPALIMOHHOWM HALOEXXHOCTU

[aHHble O MIaHMPyEMbIX MEPOMPUATUSX MO PACKPbITUIO MHPOPMALMM O BbIABNEHHbBIX MHLMOEH-
Tax 3aWmTbl MHOOPMaLMM UIN UHLUMAOEHTaX ONepauoOHHOW HAOEXHOCTM HanpaBsatoTCs yYacTHMKA-
MM MHPOPMaLIMOHHOIro obMeHa B baHk Poccum B cooTBeTCTBUM C ab3aueM 4yeTBepTbiM nyHkTa 1.15
MonoxeHwns baHka Poccum Ne 757-T1 [7], ab3auem peBatbiM NyHkTa 8 NMonoxeHunsa BaHka Poccum
Ne 683-I1 [5], ab3auemM TpeTbmM NyHKTa 1.5 MonoxeHunsa BaHka Poccum N2 719-11 [6], ab3aueM Tpe-
TbuM nyHkTa 11 MonoxxeHus BaHka Poccumn N2 787-11 [9] n ab3aueM TpeTbrM nyHKTa 1.15 MNMono)xeHus
BaHka Poccum N2 779-11 [10], npy HacTynneHnn Crnenyrowero ycroBus: Y4aCTHUKOM MHOOPMALMOH-
HOro obMeHa MIaHMPYIOTCS MEPOMNPUNATUS, BK/THOYas BbIMYyCK NPeCcc-penmn3oB 1 NMpoBefeHme rnpecc-
KOHdepeHUMn, pasMeLlleHne nHbopMaumm Ha oduLmManbHbIX carnTax B ceTu MIHTEpHET, B OTHOLEHWUM
MHUMOEHTOB 3aWmnTbl MHGOPMaLUUM MW MHUMOEHTOB OMEPaLMOHHOMN HAOEXKHOCTW.

MNpn BbIABNEHNN YKa3aHHOIO YCNoBuUs MHGOPMUPOBAHUS YYaCTHUKU MHPOPMaLMOHHOIo obme-
Ha HanpaBnstoT MHOOPMALMIO O MNaHUPYEMbIX MEPOMNPUATUSAX MO PaCKPbITUIO MHOPMaLUKM O Bbl-
SB/IEHHbIX MHUMOEHTaX 3aWwmnTbl MHPOPMaLMN UM MHLUMOEHTOB OMNepaLMOHHOM HAagEeXHOCTU B CO-
OTBETCTBMM CO CPOKaMW, YCTaHOBNEHHbIMX ab3aueM 4yeTBepTbiM NyHKTa 1.15 MNonoxkeHuss BaHka
Poccum Ne 757-11 [7], ab3auem geBaTbiM nyHKTa 8 MNMonoxxeHus BaHka Poccum N2 683-11 [5], ab3a-
LueM TpeTbmM nyHkTa 1.5 MonoxeHns Banka Poccmnm N2 719-11 [6], ab3auem TpeTbmM nyHkTa 11 MNo-
noxxeHus baHka Poccum N2 787-11 [9] n ab3aueM TpeTbuM nyHKkTa 1.15 MonoxxeHns baHka Poccum
Ne 779-11 [10].

dopMa HarnpaBreHUs yyYacTHMKaMn MHOOPMaUMOHHOro obMeHa B BaHk Poccum mHbopmaumm
O MJaHVPYEMbBIX MEPOMPUSATUSX MO PaCKpbITUIO MHPOPMaLUM O BbIABNEHHbIX MHUMOEHTaxX 3aly-
Tbl MHPOPMALMM UMM UHUMOEHTAX onepaunoHHon HagexHocTun (NTF_IEP_Publication), npuBeneHa
B MPpUIOXKEHUM 27 K HacTosWeMy CTaHOapTy.

CxeMa B3aumMopgencTeus baHka Poccum 1 yyacTHMKOB MHOOPMaLMOHHOIro obMeHa npu Hanpas-
neHn MHopMaLum O MAaHUPYEMbIX MEPONPUATUAX MO PAaCKpPbITUIO MHDOPMaLMK O BbISIBIIEHHbIX
MHUMOEHTaX 3awWmTbl MHPOPMaLMM UMK MHUMOEHTaxX OnepauyoOHHOM HageXXHOCTU npencTaBieHa
Ha puc. 7.

PUC. 7. CXEMA B3AUMOAENCTBUS BAHKA POCCUW 1 YYACTHUKOB MHOOPMALLMOHHOTO OBMEHA MPY HAMPABJTEHUM
NHOOPMALINI O NNAHNPYEMbIX MEPOMPUATUAX M0 PACKPbITUIO NHOOPMALNI O BbIABTEHHBIX MHLMAEHTAX 3ALLIATDI
NHOOPMALMW WM UHLUWAEHTAX ONMEPALINOHHOW HAAEXHOCTH

'Y4yacTHUKH HH()OPMALIMOHHOT 0 00MeHa Bank Poccun

]

BoisiBieHne ycrnoBuil HHOOPMHUPOBaHHs
0 MEPOTIPHATHHU 1O PACKPHITHIO HH(pOpMa K
|
|
|—<Dopma TpeAcTaBlIeHus 1aHHBIX N7 F_IEP_Publication—”

]

AHaJN3 NOJTyYEHHBIX CBEJICHH i

|

| <
| |

| |
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MPUNNOXEHWA

MPNNOXEHWE 1. POPMA NMPEACTAB/TIEHUA OAHHbBIX NTF_OWC_SNPS - POPMA
NMPEAOCTABJTIEHUA OAHHbIX YHACTHUKAMU MHOOPMALIMOHHOIO OBMEHA -
OMNEPATOPAMWU MO NEPEBOAY OEHEXHbLIX CPEACTB, ONEPATOPAMU MNATEXHbIX
CUCTEM, ONEPATOPAMMU YCNYT MJTIATEXXHOW MHOPACTPYKTYPbl OBO BCEX CNTYYASX
n (UnN) NOMbITKAX OCYLWECTBJIEHNA NEPEBOAOB OEHEXHbLIX CPEACTB BE3

COMACHuA KIMEHTA

Mopsp- | Kateropus anementa | Onucaxme ACOU Ul 06sa3aTenbHOCTb Ycnoeue o6a3arenb- Mpasuno 3anon- Mpumeyanue
KOBbI AAHHbBIX noneii HOCTH HeHus
Homep
1 Tun yBegomneHus Tvn yBeomneHus 0 - [NTF_OWC_SNPS] lMpeasanonHexHoe
none
2 MHdopmaums VHH YO Ecnn nnatenblumk — B cootBetcTBUM C dpop- | O6s3aTeNbHO 3an0n-
006 naeHTdukaro- 1opUanYecKoe NuLo, matom ®HC Poccun HseTcs o151 6bl 04HO
pax NAaTeNbLUMKA MHQYe NPY HAAUYnK 13 nonei
(npenTduuMpyoWwas
NAATeNbLLMKA)
3 Pesynbrar Bbluncne- YO Ecnn nnatenblumk — Pe3ynbrar Bblunce-
HWUS CNELMANbHOTO dusmnyeckoe nnuo HUS XeL-QyHKLNN
Koaa Homepa Y/l SHA-256
4 Pesynbrar Bbluncne- YO Ecnn nnatenblumk — Pe3ynbrar Bbluncne- -
HWUS CNELMANbHOrO dusnyeckoe nuuo, HUS XeL-QyHKLNN
koaa Homepa CHU/C npu HanuuUm SHA-256
5 ABOHEHTCKMIn Homep YO Ecnn nnatenblumk — B cooTBeTcTBUM ABOHEHTCKUI Homep
NOABWXHOW Pagmo- dunsmyeckoe nuuo, C MeXAyHapoaHoN NoABWMXHOW pagmo-
TenedoHHo CBS3N VHAYe NPy HaAMYMn CUCTEMOVA M NNAHOM TenedOoHHO CBA3N
Hymepauuu NNATEeNbLMKA, NOA-
TBEPXAEHHbI B COOT-
BetcTBUN ¢ n. 5.2.1
Monoxenuns N° 683-I
6 Kputepun nerntum- Kputepun nerntum- YO Ecnv nnatenbmk 13 knaccudukatopa Bbi6upatotcs Bce
HOCTW onepauun 6e3 | HoCTW onepauum 6e3 COOTBETCTBYET X0TS Obl | «<KpUTEpPUM NETUTUM- | KPUTEPUU NETUTUM-
COrNACUS, XapaKTepn- | CONACUS, XAPAKTepPH- OAHOMY W3 KPUTEPUEB | HOCTM (MPU3HAKM HOCTW onepauun 6es
3yloLLMe NNATENbLMKA | 3yloLne NNaTeNbLnKa NEruTMMHOCTH OCYLLEeCTBNEHNS Cornacus, XapakTepu-
nepeBoAd IEHEXHbIX | 3ytoLLne NNATeNbLUNKA
cpencTs 6e3 cornacus
KNMEHTA) onepaumumn
6e3 cornacus»,
npuBeAeHHOro
B Npunoxenuu 28
7 MHdopmaums Tun cpeacTBa naaTexa 0 - Bbi6op ogHoro 3Have- -
0 CpefcTBe NAATEXA | NAATEeNbLUMKA HUS U3 CNNCKA:
nAaTenbLymKa [HannyHbie]
[BaHkoBCKUiA cuet]
[MnatexHas kapta)
[A6OHeHTCKMin Homep
NOABWMXHOW paamno-
TeneoHHoON CBSA3M]
[9neKTpOHHbIi
Kowenek]
8 Homep 6aHKOBCKOrO YO Mone «Tun cpencTBa B cootetcTBUN -
cyeta nnarexa» = [baHkoB- | ¢ opmarom, onpe-
CKuiA cyeT) neneHHbIM Monoxe-
Huem baHka Poccum
N° 579-N
9 BUK onepatopa B cooTBetcTBUM -
no NepeBoay AeHeX- ¢ dopmatom, onpe-
HbIX CPEACTB AeneHHbIM Monoxe-
Huem baHka Poccum
N°732-N
10 Homep nnatexHon YO Mone «Tun cpencTea B cootBetcTBum C dpop- -

KapTbl

naarexa» = [Mnarex-
Hasa kapra)

matom ISO/IEC 7812
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Mopsp- | Kateropus anemeHnta | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
" ABOHEHTCKU A HoMep YO Mone «Tun cpepn- B cootetcTBUN -
NOABWXHON paano- CTBO NNATEXA» = C MEX[yHOPOAHOI
TeneoHHON CBA3N [AGOHEHTCKMIA HoMep | CUCTEMOIA U NNAHOM
NOABWXHON paano- Hymepaumuu
TeneoHHON CBSA3M]
12 VpeHTudukatop anek- YO Mone «Tun cpepcTBa B cootBetcTBUM C DOp- -
TPOHHOTO KOLIENbKA nnarexa» = [dnek- MATOM UAEHTUMKA-
TPOHHbIN KoLenek] TOPOB 3N1EKTPOHHbIX
KOLLeNbKOB, onpepe-
NEHHbIX 0NepaTopom
3NEKTPOHHbIX eHeX-
HbIX CPEACTB
13 WHH onepatopa snek- B cootBetcTBUM C DOp-
TPOHHbIX A@HEXHbIX MATOM, YTBEPXAEH-
CPe[CTB, BbINyCTUB- HbiM PHC Poccumn
LIEro 3NeKTPOHHbINA
Kolenek
14 MHdopmaumsa o cno- | TexHoNoruns ocyLect- 0 - Bbi6op ogHoro 3Haue- | [INT] — BHyTpEHHMi
cobe npoBeaeHns B/IEHNS NepeBoad HUS U3 CNNCKA: nepesoa
onepawuu AEHeXHbIX CpeacTs [INT] [CARD] - KapToY4Hble
[CARD] NAATEXHbIE CUCTEMBI
[WALLET] [WALLET] - nnatex-
[PS BR] Hble cUcTeMbl 6e3
[SPFS] OTKPbITUS cyeTa
[SWIFT] [PS_BR] — mex6aH-
[SBP] KOBCKME NepeBoabl
[MONEY] C UCNonb30BAHNEM
NncC BP
lMepeyeHb 3aBUCHT [SPFS] — mex6aH-
oT nons «Tun cpeacTaa | KOBCKME Nepesofbl
nnatexa naarenb- C NCNONb30BAHMEM
LMKO» cnocC
[SWIFT] - mex6aH-
KOBCKMeE Nnepesofpbl
C NCNONb30BAHMEM
SWIFT
[SBP] — mex6aHKoB-
CKue nepeBofbl C Uc-
nonb3osaxnem CBI1
[MONEY] - 6bIcTpble
AEHeXHble nepesoabl
6e3 oTKpbITUA cyeTa
15 natexHas cuctema YO [Mone «TexHonorus WNHH, B cootBeTcTBUN | B Cnyyae Hannumns

OCyLLeCTBNEHNS
nepeBoAa AEHEXHbIX
cpeacts» = [CARD],
[WALLET], [MONEY]

¢ popmatom ®HC
Poccuu, nnn [UHoe]

MHH y onepartopa
NNATEXHOW CUCTEMDI
UAn oneparopa anek-
TPOHHbIX AEHEXHBIX
CpepcTB yKa3biBaeTCs
MHH, nHaue 3HayeHne
[MHoe]
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- MpaBuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
16 Tvn onepauun 0 - «Bbibop ogHoro 3Ha- | [FUND] — BHeceHue
YEeHWS U3 CrnCKa: HOMMYHBIX AEHEXHDBIX
[FUND] cpencTs
[WITHDRAW] [WITHDRAW] — cHsTne
[TRANSFER] HOMIMYHBIX EHEXHBIX
[CROSS] cpencTs
[PURCHASE] [TRANSFER] -
[CHARGEBACK] nepeBoA AEHEXHbIX
[B2B] CpencTB Mexay 0aHo-
[B2C] TUNHBIMU CPEACTBAMM
[C2B] nnarexa
[C2C] [CROSS] - nepeBoa
[C2G] AEeHeXHbIX CpeacTs
C KOHBepTauuen
MepeyeHb 3aBu- MEXAY PA3HOTUMHbIMM
cuT OT nonei «Tun CPenCTBAMM NAATEXA
CpeacTBa naaTexa [PURCHASE] - no-
NNATEeNbLNKA» KynKa
n «MnatexHas [CHARGEBACK] — B03-
cucrema» BpaT
[B2B] — B2B-onepauum
B CBIl
[B2C] — B2C-onepauuu
B CBIl
[C2B] - C2B-onepauuu
B CBIl
[C2C] - C2C-onepauuu
B CBIl
[C26G] - C26G-
onepauuu B CBIN
17 MHdopmaums Tun cpeacTBa nnatexa YO Mone «Tun onepauuun» | «Bbi6op ofHOro 3Ha- -
0 CPeACTBe NNATeXA | NONyyaTens CpeacTs =[PURCHASE], [C2B], | yeHus u3 cnucka:
nonyyarens [B2B] 3anonHsertcs [HannyHbie]
npu Hanuuum [BaHkoBCKUiA cuert]
[MnatexHas kapta)
[A6oHeHTCKMin Homep
NOABWXHON paano-
TenepoHHON CBSA3M]
[9neKTpOHHbIi
Kowlenek]
MepeyeHb 3aBUCHT
ot nonei «MnatexHas
cuctemar u «Tun
onepauun»
18 Homep 6aHKOBCKOrO YO Mone «Tun cpepcTBa B cooTBetcTBUM -
cyeta nnarexa» = [baHkoB- | ¢ opmarom, onpe-
CKUiA cuert] nenexHbIM Monoxe-
Huem baHka Poccum
N° 579-N
19 BUK onepatopa B cooTBetcTBUM -
N0 NepeBoay AeHeX- ¢ dopmatom, onpe-
HbIX CPEACTB AenexHbiM Monoxe-
Huem baHka Poccum
N°732-N
20 Homep nnatexHon YO Mone «Tun cpepcTBa B cootBetcTBUM C DOp- -
KapTbl nnatexa» = [[natex- | matom ISO/IEC 7812
Has kapra)
21 ABGOHEHTCKUiA Homep YO Mone «Tun cpen- B cootetcTBUN -

MOABWMXHOW paamno-
TeneoHHON CBA3N

CTBO NAATEXA» =
[ABoHeHTCKUit Homep
NoABWMXHOW paamo-
TenepoHHON CBA3N]

C MeXayHapoaHon
CUCTEMOA W NIAHOM
Hymepauun
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Mopsp- | Kateropus anemexnta | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
22 VpeHTudukatop anek- YO Mone «Tun cpencTea B cootsetcTBuM C dpop- -
TPOHHOTO KOLLENbKa nnarexa» = [dnek- MATOM UAEHTUMKA-
TPOHHbIN KoLenek] TOPOB 3NEKTPOHHbIX
KOLLeNbKOB, onpepe-
NEHHbIX ONepaTopom
3NEKTPOHHbIX eHeX-
HbIX CPEACTB
23 WMHH oneparopa snek- B cootsetcTBUMN C Hop- -
TPOHHbIX A@HEXHbIX MATOM, YTBEPXAEH-
CPefCTB, BbIMyCTUB- HbiM ®HC Poccun
LIEro 3NeKTPOHHbINA
Kolenek
24 MHdopmaums WHH YO Mone «TexHonorus B cootBetctBMM C dop- | O6A3aTenbHO 3anon-
006 naeHTudukaropax oCyLLeCcTBAeHNs matom OHC Poccun HAeTCA X0Ts 6bl 0HO
nony4yaTens cpeacTs nepeBoAa AeHEeXHbIX 13 nonei
(noeHTMduumpytowas cpencts» = [INT]
nonyyatens cpeacTs)
25 Pesynbrat Bbluncne- Pe3ynbrar Bbluncne-
HWUS CNeLnanbHOro HUS XeL-QyHKLNN
Koaa Homepa AY/1 SHA-256
26 Pe3ynetat Bbluncne- Pesynbrar Bbluucne- | Mpu Hanuumm
HUS CNELMaANbHOro HUS XeL-QYHKLNN
Kona Homepa CHUC SHA-256
27 ABGOHEHTCKUIA Homep B cootetctBUN AGOHEHTCKNIl Homep
NOABWXHON paano- C MeX/yHAPOLHOI NOABWXHON pagno-
TenedoHHO CBS3N CUCTEMOIA 1 MNAHOM TenepoHHO CBSA3N
Hymepauuu nonyyaTens CpeacTs,
NOATBEPXKAEHHbI
B COOTBETCTBUM
cn. 5.2.1 MonoxeHuns
N° 683-1
28 Kputepun nerutum- Kputepun nerutnm- YO [Mone «TexHonorus N3 knaccudukatopa Bbibupatotcs Bce
HOCTM onepauuu 6e3 | HoCTW onepavum 6e3 OCYLLECTBNEHMS «Kputepuu Nerntum- | KpUTEPUU NErUTUM-
COrnacus, XapakTepu- | COrnacus, XapakTepu- nepeBoAa EHEXHbIX | HOCTU (MPU3HAKK HOCTU onepauuy 6e3
3yloLLmMe noayyatens | 3ytowue nonyyarens cpencts» = [INT], OCyLLeCTBNEHNS COrnacus, Xapakrepu-
CpencTs CpencTs 1 MoAyYaTeNb CPEACTB | NEPEBOAA AEHEXHbBIX | 3ytoLLue noayyatens
COOTBETCTBYET X0TS Obl | CPeACTB 6€3 cornacus | CpeacTs
O[IHOMY M3 KPUTEPUEB | KNIMEHTA) ONepaLmm
NErnTUMHOCTN 6e3 cornacus»,
NpUBEAEHHOrO
B Npuaoxexun 28
29 MHdopmaums, [ata v Bpems one- 0 - B cootetctBumM ¢ RFC | Mo MockoBCKOMY Bpe-
YCTAHABAMBAIOLLAS pauun 3339 menn [UTC +03:00]
onepauuio no nNepeeo-
Dy AEHEXHbIX CPEACTB
30 Cymma onepauun 0 - Cymma 6e3 yyeta -
Komuccum 6aHKa
C TOYHOCTbIO A0 ABYX
3HAKOB NOC/1e 3aMATOi
31 Batota onepauun 0 - 13 O6Liepoccuitckoro -
knaccudukatopa
BO/IOT
32 Cymma onepauuu YO Mone «Bantota onepa- | Cymma € TOYHOCTbIO -
B py6/15X N0 BHYTPEH- umu» # [RUB] [0 IBYX 3HOKOB noce
HeMy Kypcy 3anaToii
33 HasnayeHune nnatexa H - TekcroBoe none -
34 BWK onepatopa no ne- - B cootBetcTBUM -

PEeBOLY AEHEXHDIX
CpeacTs, 06CyXMBa-
loLLero noayyatens
cpeacts

¢ dopmatom, onpe-
nenexHbiM MNMonoxe-
Huem baHka Poccumn
N 732-M
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 065130TeNbHOCTDL YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
35 MpeHtudukarop one- YO Mone «TexHonorus B cootBetctBUM € dop- | SWIFT-code nnatenb-
paropa no nepesoay oCyLLecTBNeHNs matom SWIFT LMKa
AEHEXHbIX CPEACTB, nepeBoAa AeHEeXHbIX
06CnyXUBaKoLLEero cpeacts» = [SPFS],
nAaTenbLyKa, npu [SWIFT]
ncnonb3osarumn CMOC
nnn SWIFT
36 MpeHtudukarop one- B cootBetctBUM € dop- | SWIFT-code nonyuare-
paropa no nepesoay matom SWIFT NS CPeACTB
AEHEXHbIX CPEACTB,
06CNyXMBatoLLEro
nonyyaTens CpeacTs,
NPy UCNONb30BAHNN
CNOC nan SWIFT
37 Mpentudukarop one- B cootBetcTBUM C DOp- -
paunn SWIFT (Homep matom SWIFT
onepawuu)
38 MpeHtudpukatop YO Mpw onepauum B cooTBetcTBUM MerchantID
TOProBO-CEPBUCHOIO B 0APEeC TOpProo-cep- | ¢ GopmaTom, yTeepx-
npeanpuaTns BUCHOIO NPEANPUATAS | AEHHBIM NAATEXHOR
cnuctemoi
39 WHH ToproBo-cepsuc- YO Mpw onepauum B cootBetcTBUM C DOp- -
HOTO NpeanpuaTUs B OAPEC TOProBo-Cep- | MATOM, YTBEPXKAEH-
BUCHOrO Npeanpu- HbiM OHC Poccum
ATUS, NPU HANNYUKN
40 CcbInoyHbIin Homep YO Mone «TexHonorus B cootBetcTBUM Retrieval Reference
onepaumuu (TpPaH3ak- ocyLecTBneHns ¢ dopmatom, ytBepx- | Number (RRN)
Lm) nepeBoad EHEXHbIX | AEHHbBIM NIATEXHO
cpencts» = [CARD] cnuctemoi
4 Kop otBeTa onepauuu [Opo6peHa] Response Code
(TpaH3aKLmMm) [OTknoHeHa]
42 Koa npununHbl BO3- B cootBetcTBUM Reason Code
Bpata ¢ opmaTtom, yTBepX-
[EHHBIM MNATEXHOM
cucremoi
43 BIN onepatopa no ne- B cootBetcTBUM -
peBoaY AEHEXHbIX ¢ opmaTtom, yTBepX-
CPEACTB — 3KBANpepa [EHHBIM MNATEXHOM
cucremoin
44 Koa, oTpaxatowuii YO Mone «TexHonorus B cootBetcTBUM MCC
OCHOBHO BU, OCYLLECTBNEHNS ¢ opmatom, yTBepX-
LesTeNbHOCTH NepeBoAd JEHEXHbIX | AEHHbBIM NIATEXHO
TOProBO-CePBMCHOIO cpencts» = [CARD], cuctemoit
npeanpuaTus 1 3aM0NHEHNE JOHHO-
ro nons B ABTOPU3C-
LIMOHHbIX CO0bLLe-
HUSIX NPELYCMOTPEHO
cranaaptamm MC
45 3HaueHne TOKeHa npu YO Mone «TexHonorus B cootetcTBUM Token Number
TOKEHU3UPOBAHHOI OCYLLECTBNEHNS ¢ opmaTom, yTBepX-
onepauuun NepeBoad JEHEXHbIX | AEHHBIM NIATEXHO
cpencts» = [CARD], cucTemor
¥ NPOBOAMNACH
OnepaLus ¢ TOKeHU3m-
POBAHHOIA KapTON
46 Wpentudukarop CBIMN YO Mone «TexHonorus B cootBetcTBUM MemberID
oneparopa no nepe- OCYLLECTBNEHNS co ctanaapramu OMKL,
BOAY AEHEXHbIX nepesoaa feHexHbix | CbIl
CpencTs, 06CyxmBa- cpencts» = [SBP]
foLLEero noayyarens
CpencTs
47 WpeHtudukartop YO Mone «TexHonorus B cootBetcTBUM TRID

onepauuu CBM (Homep
onepawuu)

OCYLLECTBEHMS
nepeBoaa AEeHeXHbIX
cpeacTs» = [SBP]

co ctaHaaptamu OMKL,
cbn
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Mopspa-
KOBbIA
Homep

Kareropus anemeHTa
AAHHbIX

Onucaxue ACOU Ul

06513aTeNbHOCTDb
nonei

YcnoBue o6a3arenb-
HOCTH

Mpasuno 3anon-
HeHus

MpumeuaHue

48

WpeHtudukarop nna-
TeXHOM ccbinku CBI

YO

Mone «TexHonorus
OCYLLECTBNEHMS
nepeBoaa AEeHEXHbIX
cpeacTs» = [SBP]

1 «Tun onepauumn» =
[B2B], [C2B], [C26G],

1 onepaums BbINos-
HANACh C UCMONb30-
BOHMEM MNATEXHOM
CChINKM

B cooTBetcTBMM
co craHaaptamm OMKL,
Cbn

QRC_ID

49

50

51

MHdopmaums o6 one-
pauum 6e3 cornacus

Ycnosue ysepomne-
HUs 06 onepauun 6e3
cornacus

Bbi6op ogHOro 3Have-
HUS U3 CINCKA:

[Client OWC]

[Client Attempt]
[Participant]
[DB]

[IND]

[REQ]

[Client OWC] - yBe-
AOM/IEHME OT K/IMeHTa
06 OBC

[Client Attempt] — yBe-
AOM/IEHME OT K/IMeHTa
o nonbitke OBC
[Participant] — yBegom-
NEHNe 0T YHACTHUKA
nc

[DB] — Hanuuve B B,
06 OBC

[IND] — BbISiBNEHME
npu3sHakos 01-2525
[REQ] - nonyyve-

Hue nHdopmauum

0 COBEPLLEHHbIX
NPOTUBONPABHBIX
AEeCTBUSIX B PAMKAX
3anpoca bakka Poc-
cum 1 knaccudukaums
onepawuu no nepeeo-
Ay BEHeXHbIX CPeaCTB
KaK onepauuv 6e3
COrNACUs KMEHTA

WpeHtudukarop

(-b1) 3anpoca (-oB)
baHka Poccuu B Lensix
NoNyYeHUs AAHHBIX
06 onepauuu 6e3 co-
NACKS HO OCHOBAHUN
CBE/IEeHNIt 0 coBep-
LIEHHbIX NPOTUBO-
NPABHbIX AEACTBUSX
oT GpenepanbHoro
OpraHa UCMoNHUTENb-
HO¥i BNacTv B chepe
BHYTPEHHUX fen

YO

Mone «Ycnosue
yBefiomneHus o6 one-
pauuu 6e3 cornacus»
=[REQ]

B cooTBetcTBUM
¢ popmatom ACOU
OuHLIEPT.

IMpu yKasaHum He-
CKOMbKIX UeHTUM-
KATOPOB, HEOOXOAMMO
X NepeuncnsTb yepes

«»

MpeHtndukatop

(-bl) 3anpoca (-oB)
BbaHka Poccun B Liensix
NOAYYEHNS AAHHbIX
06 onepauum 6e3 co-
NIACUS HO OCHOBCHUM
CBeAeHNi o coBep-
LIEHHBIX NPOTUBO-
NPABHbIX JeACTBUSX
oT defepanbHoOro
OPraHa UCMOMHUTENb-
Hoil BNacTH B chepe
BHYTPEHHUX fen,

B PAMKOX KOTOPOro
onepawus no nepeo-
Ay BEHeXHbIX CPeaCTB
6bina knaccuouumpo-
BOHA KOK onepauus
6e3 cornacus KAmeHTa

[ata v Bpems peru-
CTPALMM YBEAOMAEHNS
06 onepauuu 6e3
COrNacusi Unu BbisiBNe-
HWUS NONbITKK Onepa-
v 6e3 cornacus

B coorBetctBumM ¢ RFC
3339

Mo MockoBCKOMY Bpe-
meHn [UTC +03:00]
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
52 Kputepuun nerntum- YO Ecnvn onepaums co- 13 knaccudukatopa Bbi6upatotcs Bce
HOCTW onepauum 6e3 OTBETCTBYET X0TA1 6bl | «KpuUTEPUU NETUTUM- | KPUTEPUM NIETUTUM-
COMNacUs, Xapakrepu- OfiHOMY M3 KpUTEPUEB | HOCTU (MPU3HAKM HOCTK onepauun 6e3
3yloLue onepaumno NEruTMMHOCTH OCyLLeCTBNEHNS cornacus, Xapaktepu-
nepeBoAd IGHEXHbIX | 3ytoLne onepauuio
cpeacTs 6e3 cornacus
KNWeHTa) onepauum
6e3 cornacus»,
npuBeAeHHOro
B Npuaoxexnu 28
53 Cymma yuwep6a 0 - Cymma onepauuu Yka3bIBaeTCH Cymma
C y4eToM Komucecum bakTuyeckux notepb
6aHKA C TOYHOCTbIO KNNeHTa
A0 1BYX 3HOKOB nocne
3anaTon
54 Wcnonb3oBaxue EBC YO Ecnn npentndukauns | [[a] -
AN naeHTNdUKaLm K/IMEHTA NPOBOANAACDH
KNMEHTa C NCNO/b30BAHMEM
EBC
55 MHdopmaumsa, ncnons- | Cnocob nposepeHns 0 - Bbi6op opHoro 3Haue- | [ATM] — ¢ ucnonb3osa-
3yemas onepaumuun HUS U3 CNNCKA: Huem 6aHKomata
LN naeHTUGMKaLmmn [ATM] [BRANCH] - B 0T-
YCTPONCTB [BRANCH] AeneHnn KpeauTHo
[DBO]. [MB] Opraxn3aumnu
[DBO]. [WEB] [DBO]. [MB] - ¢ nc-
[DBO]. [TC] nonb30BAHNEM
[ECOM] MOOUNbHOTO BaHKA
[POS] [DBO]. [WEB] — ¢ uc-
[SST] nonb30BAHNEM
OAHK-KNNEeHTA (TOHKNIA
K/INEHT)
[DBO]. [TC] - ¢ uc-
NoNb30BAHNEM GAHK-
KNNEHTa (TONCTbIRA
K/INEHT)
[ECOM] - c ucnonb-
30BUHWEM CPEACTB
3/1EKTPOHHOM
KoMepLuu
[POS] - ¢ ucnonbsosa-
Huem POS TepmuHana
[SST] - ¢ ucnonb3zo-
BAHWEM TepMUHANT
CaMoO0O6CNYXNBAHUS
56 WpeHtudukatop YO Mone «Cnoco6 npo- TekcToBoe none YHUKCONbHbBIA MAEHTU-
YCTPONCTBA BefleH!s onepauumn» = dukatop ycTponcTea,
[ATM], [POS] nnu [SST] C KOTOPOro ocyLiect-
B/ISIACb ONepauus
57 YHUKANbHbIA YnCno- YO lMone «Cnoco6 npo- B cootsetcTBMM IP-agpec ycrpoiictea
BOV MAeHTUGMKaTOp BefieHus onepauun» | ¢ dopmatom RFC 791
YCTPOWCTBA B CETU =[DBO]. [MB], [DBO]. | a1 RFC 2460
WHtepHet [WEB], [DBO]. [TC]
58 Cetesoit agpec H - B coorsetctaum ¢ pop- | MAC-aapec yctpoii-
KoMMbloTepa u (1) marom IEEE cTBA
KOMMYHWUKALMOHHOTO
YCTPOVCTBA (MAPLUPY-
TM3aTOpQ)
59 MexayHapoaHblit H - B cootBetcTBUM C dop- | HOMEp cum-KapTbl

naeHTndukaTop
A60HEHTA (MHAMBKU-
LYQNbHbIA HOMep
Qa6OHeHTa — dU3nye-
CKOro nnua)

matom ITU-T E. 118

(iccip)
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Bneyenns GuHLLEPT

Bneyenns GuHLLEPT
L1 NpOBeaeHus pac-
CNEA0BAHMUS LIEMOYKN
BbIBOAA AEHEXHbIX
cpencTs

Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 065130TeNbHOCTDL YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
60 MexayHapoaHblii H - B cootBetctBUM € dop- | IMSI ycTpoiicTBa
MAEHTUGMKATOP matom ITU-T E. 212
NoNb30BATENbCKOrO
060pyA0BAHNSA (OKO-
HeyHoro 060pyaoBa-
HUsl) a6OHeHTa — du-
314eCKOro nnua
61 Lindposoii otneyarok H - LinppoBoii otneuarok -
YCTPONCTBA YCTPOIACTBA, COOPAH-
Hbll B COOTBETCTBUM
C peKOMEeHAauuaMn
Banka Poccumn
62 ®uwwnrosblin URL H - B cooTBetcTBUM C dop- | 3anonHseTcs B cayyae
maTtom RFC 3986 MHULMALNAN TPAH3AK-
LK C ULINHFOBOrO
canta
63 O6patenne nnatens- | O6pallieHne B NpaBo- H - [CoBepLueHo] -
LLMKA B NPABOOXPAHN- | OXPOHUTENbHbIE
Te/bHble OPraHbl opraHbl
64 [lata BHeCEHS B KHU- YO «O6patyeHue B npaso- | B cootsetctBum ¢ RFC | Mo MockoBckomy Bpe-
ry yyeta coobLLeHuit OXPOHUTENbHbIE 3339 menu [UTC +03:00]
0 NPeCTynneHnax opraHbl» = [CoBep-
LIEHO], 3aNoNHaeTCs
KK MUHUMYM OZMH
13 610K0B
65 lMopsaaKoBbI HOMep B cootsetcTBUM C Hop- -
B KHUre yyeTta co- MQTOM, YCTAHOBNEH-
06LLEHWA O NpecTy- HbiM MBI Poccun
nNeHnax
66 [lata 3aBeaeHus YO B cootetctBumn ¢ RFC | Mo MockoBCKOMY Bpe-
YronoBHOro Aena 3339 meHn [UTC +03:00]
67 Homep yronosHoro B cootBetcTBUM C Hop- -
nena MQTOM, YCTAHOB/EH-
HbiM MB[1 Poccun
68 HeobxoanmocTb npu- | HeobxoanmocTs npu- YO Mpwn Heobxogumoctn | [[la] -
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MPUNNOXEHWE 2. POPMA NMPEOCTABJIEHUA OAHHbBIX NTF_OWC_OEP - ®OPMA
NMPEAOCTABJIEHNA YHACTHUKAMU UHOPOPMALIMOHHOIO OBMEHA - ONMEPATOPAMMU
SJIEKTPOHHbIX MJTAT®OPM JAHHbBIX OBO BCEX CITYYAAX U (MTN) MOMbITKAX
OCYLWECTBJIEHUA NEPEBOAOB OEHEXHbIX CPEACTB BE3 COINTTACUA KITUEHTA,
BKMIOYAIOWMNX UHPOPMALIUIO OB OMNEPALUNAX MO HOMUHAJIbBHOMY CHETY BE3
CornmAcuma KNMEHTA-BEHEOULIMAPA

Mopsap- | Kateropus anementa | Onucanne ACOU UI 06sa3arenbHoOCTb Ycnoeue o6a3arenb- Mpasuno 3anon- Mpumeuanune
KOBbI AAHHBIX noneii HOCTH HeHus
Homep
1 Tvn yBegomneHus Tvn yBegomneHus 0 - [NTF_OWC_OEP] lMpen3anonHeHHoe
none
2 Ycnoswe yBegomne- Ycnoswe yBegomne- 0 - Bbi6op ogHoro 3Haue- | [Client OWC] — yBe-
HUs 06 onepauun 6e3 | Hus 06 onepaumumn 6e3 HUS U3 CNNCKQ: AOMIEHNE OT KIEHTa
cornacus cornacus [Client OWC] 06 OBC
[Client Attempt] [Client Attempt] — yBe-
[DB] AOM/IEHIE OT K/IMEHTA
[UAA] o nonbitke OBC
[UAA] - BbifiBneHue
HECAHKLMOHNPOBAH-
HOro AOCTYNa K 06bekK-
TAM MHGOPMALMOHHOIA
MHGPACTPYKTYpbI
[DB] — Hannuve B B/
06 ObC
3 udopmaums VHH YO Ecnv nnatenbimnk — B cootsetctBum ¢ dpop- | O6a3atenbHo 3anon-
00 ngeHTndmkaTopax topuanyeckoe nuuo, matom ®HC Poccun HSeTCs X0TS Obl OAHO
KnuneHTa-6eHedu- MHOYe Npu Hamymn u3 nonei
unapa
4 Pesynbtar Bbluncne- YO Ecnv nnatenbumnk — Pesynbtar Bblumncne-
HWS CNELMANbHOTO pusnyeckoe 1L HUS XeL-QYHKLNN
Kona Homepa AY/ SHA-256
5 Pe3ynbTar Bbluncne- YO Ecnv nnatenbumnk — Pesynbtar Bblumncne- -
HWS CNELMANbHOro dusmnyeckoe nuuo, HUS XeL-GyHKLNN
koaa Homepa CHU/C npy HAMYUM SHA-256
6 MHdopmaums Homep HOMWHaNbHOTO 0 - B cootBetcTBUM -
006 naeHTndukaropax | cyera ¢ popmatom, onpe-
031, No HOMUHANb- AeneHHbIM Monoxe-
HOMY CUeTy KOTOporo Huem baHka Poccum
COBEpLUIEHA onepauus N° 579-N
6€e3 cornacus KnueH-
Ta-6eHeduunapa
7 HaumenoBaHue one- YO 06s53atenbHo 3anon- | U3 nepeunsi, dopmu- -
paropa no nepesogy HSIETCS OAHO M3 MOMEN | PYyeMOro Ha OCHOBO-
LIeHEXHbIX CPeacTs, HUM OpULManbHOrO
B KOTOPOM OTKPbIT CNPUBOYHNKA ONepa-
HOMUHONbBHBIA cYeT TOPOB M0 NepeBoay
DEHEXHbIX CPEACTB
8 BWK onepatopa no ne- B cootBetcTBUM -
pEeBOAY AEHEXHbIX ¢ dopmatom, onpe-
CpeacTs, B KOTOPOM AeneHHbIM Monoxe-
OTKPbIT HOMUHA/bHbIA Huem baHka Poccumn
cyert N°732-N
9 MHdopmaums Homep 6aHKOBCKOrO 0 - B cooTBeTcTBUM -
006 naeHTudukaropax | cyeta ¢ dopmatom, onpe-
nony4yaTens cpeacTs AeneHHbIM Monoxe-
B PAMKQAX Onepaumuu, Huem banka Poccumn
COBEPLUEHHO MO HO- N° 579-M
MUHONBHOMY CYeTy
6e3 cornacusa KnueH-
Ta-6eHeduunapa
10 HaumenoBaHue one- YO 06s53atenbHo 3anon- | U3 nepeunsi, popmu- -

paropa no nepeeoay
[LIeHeXHbIX CPeacTs,
B KOTOPOM OTKPbIT
6AHKOBCKMIA cyeT

HSIETCA OQHO W3 Nonen

pyemoro Ha 0CHOBa-
HUW 0dULMANbHOTO
CNPABOYHMKA ONepa-
TOPOB MO NepeBoay
JeHeXHbIX CpeacTs
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YCTPONCTBA

YCTPOICTBA, COOPAH-
HblIll B COOTBETCTBUM
C pekoMeHAaumsaMn
Baxka Poccun

Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 065130TeNbHOCTDL YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
" BUK onepatopa no ne- B cooTBetcTBMM -
peBoay AEHEXHbIX ¢ opmatom, onpe-
CpeacTs, B KOTOPOM AenexHbiM Monoxe-
OTKPbIT 6AHKOBCKNIA Huem baHka Poccum
cyer N°732-N
12 MHdopmaums o6 one- | [lata u Bpems one- 0 - B cootetctBumn ¢ RFC | Mo MockoBCKOMyY Bpe-
paummn, COBEPLIEHHON | pauuu 3339 meHu [UTC +03:00]
N0 HOMUHAbHOMY
cyety 6e3 cornacvs
KnueHTa-6eHedu-
unapa
13 Cymma onepauuu 0 - Cymma 6e3 yyeta -
Komuccuu 6aHKa
C TOYHOCTbIO A0 ABYX
3HOKOB NOC/E 3aNATOM
14 Bantota onepauum 0 - 13 O6wwepoccuniickoro -
Knaccudukatopa
BAMOT
15 Cymma onepauun YO lMone «Bantota onepa- | Cymma € TOYHOCTbIO -
B py615X N0 BHYTPEH- umu» # [RUB] [0 IBYX 3HOKOB nocne
HeMy Kypcy 3anaToii
16 MHdopmaums o6 one- | [lata v Bpems peru- YO Mone «Ycnosue yBe- B cootetctBumn ¢ RFC | Mo MockoBCKOMY Bpe-
pauun 6e3 cornacua | CTPALMM yBELOM/EHMS pomnenuns o6 onepa- | 3339 MeHn [UTC +03:00]
06 onepauun 6e3 unu 6e3 cornacus» =
COrNacus UK BbisiBAe- [Client OWC], [Client
HUSA NOMbITKN Onepa- Attempt]
L 6e3 cornacus
17 Kputepun nerutum- 0 - N3 knaccudukatopa Bbibupatotcs Bce Kpu-
HOCTM onepauuu 6e3 «Kputepuu nerutum- | Tepun NErmTUMHOCTH,
cornacus HOCTM onepaumm 6e3 | XapakTepusyioLme
cornacusi», NpUBefeH- | onepauuto 6e3 corna-
HOTO B MPUNOXEHUM CUS UM NNATENbLUMKA
28
18 Cymma ywep6a 0 - Cymma onepauuu Yka3biBaeTcs cymma
C y4eToM KoMUccum bakTuyeckux notepb
6AHKO C TOUHOCTbIO KNMeHTa
[0 1BYX 3HUKOB nocne
3anaton
19 YHUKQANbHBIA Yuncno- H - B cootBetcTBUM IP-agpec ycTpoiictea
BOW naeHTMdnKaTop ¢ popmatom RFC 791
YCTPOWCTBA B CETU wm RFC 2460
WHTepHet
20 CeteBoii agpec H - B cootetctBUM € dop- | MAC-aapec ycTpoii-
KoMMbloTepa u (1) marom IEEE cTBA
KOMMYHWUKALMOHHOTO
YCTPOWCTBA (MapLUpY-
TM30TOPQ)
21 MexayHapoaHblit H - B cootetcTBUM C dop- | HOMep cum-KapTbl
MAEHTUGMKaTop matom ITU-TE. 118 (ICCID)
a6OHEHTA (MHANBK-
LYQNbHbIA HOMep
QaOOHeHTa — du3nue-
CKOro nnua)
22 MexayHapoaHblit H - B cootsetctBum ¢ dpop- | IMSI ycTpoiicTaa
MAEHTUGMKaTop matom ITU-T E. 212
NoNb30BATENBCKOTO
060pynoBaHNs (0KO-
HeyHoro o6opynoBa-
HUS1) A6OHEHTA — du-
314€eCKOro Nnua
23 LindpoBsoii otneyarok H - Lndpogoii otneyatok -
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- MpaBuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
24 O6patenne nnatens- | O6palleHne B NpaBo- H - [CoBepLueHo] -
LLMKA B NPABOOXPAHN- | OXPOHUTENbHbIE
Te/bHble OPraHbl opraHbl
25 [lata BHeCEHMS B KHU- YO «O6paieHue B npaso- | B cootsetctBum ¢ RFC | Mo MockoBckomy Bpe-
ry y4eta coobLueHuit OXpaHuTenbHble opra- | 3339 meHu [UTC +03:00]
0 NPecTynneHnsx Hbl» = [CoBepLLeHO]
26 MopsakoBbIi HOMep B cootBetcTBUM C DOp- -
B KHUre yyeTa co- MOTOM, YCTOHOB/EH-
06LLEHWA O NpecTy- HbiM MB/1 Poccun
nNeHnax
27 [lata 3aBefeHns B cootetctBumM ¢ RFC | Mo MockoBCKOMY Bpe-
YronoBHOro fena 3339 menn [UTC +03:00]
28 Homep yronosHoro B cootBetcTBUM C DOp- -
pena MOTOM, YCTOHOB/EH-
HbIM MB[L Poccun
29 HeobxoanmocTb npu- | HeobxoanmocTs npu- YO Mpwn Heobxogumoctn | [[a] -

Bneyennss GuHLLEPT

Bneyennss OuHLLEPT
ANS NPOBEAEHMS pac-
CNEeA0BAHMS LIENOYKN
BbIBOAA AEHEXHbIX
cpencTs
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MPUNNOXEHWE 3. POPMA NMPEOCTABJIEHUA OAHHbBIX NTF_OWC_OFP - ®OPMA
NMPEAOCTABJIEHNA YHACTHUKAMU UHOPOPMALIMOHHOIO OBMEHA - ONMEPATOPAMMU
PUNHAHCOBDbIX MJTAT®OPM OAHHbLIX OBO BCEX CJTYHAAX U (UTN) MOMbITKAX
OCYLUECTB/IEHUSA ONEPALMA MO ®UHAHCOBbIM COE/IKAM BE3 BOIEU3bAB/IEHUSA
YYACTHUKA ®UHAHCOBOM NITATOOPMbI

Mopsapn- | Kateropus anementa | Onucanne ACOU UI 06sa3arenbHoOCTb Ycnoeue obasarenb- Mpasuno 3anon- Mpumeuanune
KOBbI AAHHBIX noneii HOCTH HeHus
Homep
1 Tvn yBegomneHus Tvn yBegomMneHus Tvn yBegoMneHus 0 [NTF_OWC_OFP] lMpen3anonHeHHoe
none
2 Ycnosue ysefomne- Ycnosue ysefomne- 0 - Bbibop ofHoro 3xave- | [Participant_
HUs 06 onepauun 6e3 | Hus 06 onepaummn 6e3 HUS U3 CNNCKQ: accWithdrawal] — yse-
BO/IEN3bAB/IEHNA BO/IEN3bAB/IEHNA [Participant_ NIOM/NIeHNe OT yyacT-
accWithdrawal] HUKA GUHAHCOBOW
[IND_accWithdrawal] | nnatpopmbl 0 cnuca-
[Participant_OWC] Hum [1C co cneumans-
[IND_OWC] HOro cyeta
[IND_accWithdrawal] -
CamocTosATeNbHOe
BbISIBNIEHNE CNIUCAHNS
NC co cneunanbHoro
cyeta
[Participant_OWC] -
yBeOM/EHNe
OT YYACTHUKA
dvHaHcoBOM Nnat-
dopmbl 0 caenke 6e3
BO/IEN3bABNEHNS
[IND_OWC] - camocro-
ATeNbHOe BbIsiBNIEHNE
CAenkun 6e3 Bonen3sb-
SBNEHNS
3 NHdopmauns, WHH 0 Ecnv tOJ1, nHaue npu | B cootBetcTBMM C Qop- | O6513aTENbHO 3aN0N-
YCTAHAB/IMBAOLLASA Hann4mnmn matom ®HC Poccum HseTCs XoTs 6bl 0AHO
MAEHTUMKaTo- u3 nonei
pbl noTpebutens
(noeHTMduumpytowas
NNATENbLLMKA)
4 Pe3synbtar Bbluncne- Ecnv ©/1 Pesynbtar Bblumncne-
HWS CNELMANbHOMO HUS XeL-QYHKLNN
Koaa Homepa AY/ SHA-256
5 Pe3synbtar Bbluncne- Ecnv ®J1, npu Ho- Pesynbtar Bblumncne-
HWS CNELMANbHOTO nyun HUS XeL-QYHKLNN
Kona Homepa CHUNC SHA-256
6 [laHHble 0 cneum- Homep cneumnanbHoro YO «Ycnosue ysefomne- | B cootetctaum -
anbHoM cyete OO, cyerta Hus» = {«Participant_ | ¢ dopmatom, onpe-
OTKPbITOM B KpeauT- accWithdrawal, neneHHbIM Monoxe-
HOI OpraHn3alnm «IND_accWithdrawal»} | Huem baxka Poccum
N° 579-N
7 HaumeHoBaHue kpe- YO Mone «<Homep 13 nepeunsi, popmu- -
LNTHOI OpPraHn3auum, CMeunanbHOro CYeTd» | pyeMoro Ha OCHOBG-
o6cnyxuBatoLLei 30MOMHEHO. HUK 0GULMANBHOTO
oon CNPABOYHMKA ONepa-
0653aTeNbHO 3aMoa- | TOPOB MO NePeBoAy
HSETCA OAHO M3 MONEN | AEHEXHbIX CPeaCTB
8 BUK kpeputHO# opra- B cootBetcTBUM -
HU3aLMM, 06CNYXKMBA- ¢ dopmatom, onpe-
toweit 0PN neneHHbIM Monoxe-
Huem baHka Poccum
N°732-N
9 MHdopmaums, VHH 0 - B cooTBetcTBUM C Hop- -
YCTAHAB/IMBAIOLLAS matom ®HC Poccun
naeHTndukaTopsbl
nony4yaTens cpeacTs
(nperTduUMpyoLWas
nonyyaTens CpeacTs)
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 065130TeNbHOCTDL YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
10 Homep 6aHKOBCKOrO 0 - B cooTBetcTBMM -
cyera ¢ opmatom, onpe-
AenexHbiM Monoxe-
Huem baxka Poccum
N° 579-N
1 HaumenoBaHue one- 0 - 13 nepeuns, popmu- -
paropa no nepesogy PyeMoro Ha 0OCHOBG-
AEHEXHbIX CPEACTB HM OPULMANbHOrO
CMPABOYHNKA Onepa-
TOPOB M0 NepeBoay
AEHEXHbIX CPEACTB
12 BUK onepatopa 0 - B cooTBetcTBUM -
no NepeBoay AeHeX- ¢ opmatom, onpe-
HbIX CPEACTB AenexHbiM Monoxe-
Huem baHka Poccuu
N°732-N
13 MHdopmaums, Bupa puHaHcoBOM YO «Ycnosue yBegomne- | Boibop opHoro 3Have- | [Bank] — caenka
YCTAHABAMBAOLLAS caenkn Hus» = {«Participant_ | Hus 13 cnnucka: N0 NPefOCTABNEHNIO
onepauuio (puHaHco- OWC», [Bank] 6AHKOBCKMX ycnyr
BYIO CAENKY) «IND_OWC»} [SIB] [SIB] - caenka
[PCB] N0 NPefoCTaBNEHNIO
(6nok 3anonHsetcs [FI] CTPAXOBbIX yCNyr
OTAENIbHO A9 KAX A0 [Other] [PCB] - caenka
onepauuu 6e3 Bo- N0 NPefOCTABNEHNIO
Nen3bABNeHus) YCNYr HO pbiHKe
LieHHbIX Bymar
[FI] - coenka ¢ dpuHaH-
COBbIMW UHCTPYMEH-
Tamu
[Other] — cpenka
N0 NPefOCTABNEHNIO
MHbIX NPeayCMOTPEH-
HbIX NpaBUAaMn Gu-
HAHCOBO NNATGOPMbI
ycnyr GUHaHCOBOro
XapakTepa, CoBepLua-
eMblx Mexay GUHaH-
COBbIMW OPraHN3aLN-
AMU U SMUTEHTAMM
1 noTpebutensamm
GUHAHCOBbIX ycnyr
C NCNONb30BAHMEM
duHaHcoBOI Nnatdop-
Mbl, 30 UCKNIOYEHNEM
A0roBopoB 6AHKOB-
CKOro cyeta (Bknaaa),
30K/I0YAEMbIX B CBA3M
C OCYyLLECTBNIEHN-
eM notpebutenem
GUHAHCOBbIX ycnyr
npeanpuHAMaTenb-
CKOVl ieATeNbHOCTH
14 [lata v Bpems one- 0 - B cootsetctBumn ¢ RFC | Mo MockoBcKoMy Bpe-
pauuu 3339 meHn [UTC +03:00]
15 Cymma onepaumn 0 - Cymma € TOYHOCTbIO -
[0 ABYX 3HOKOB nocne
3anaton
16 Bantota onepauum 0 - 13 O6uiepoccuitckoro -
Knaccupukaropa
BO/IOT
17 Cymma onepauun YO Mone «Bantota onepa- | Cymma ¢ TOYHOCTbIO -

B py6/1siX MO BHYTPEH-
HeMy Kypcy

unmn» # [RUB]

[0 ABYX 3HOKOB nocne
3ansaTon
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matom RFC 3986

Mopsp- | Kateropus anemeHnta | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
18 MHdopmaums o6 one- | [lata v Bpems peru- YO Mone «Ycnosue B cootetctBumM ¢ RFC | Mo MockoBCKOMyY Bpe-
pauun 6e3 Bonensb- | CTPALMM YBELOM/EHMS yBeLOMEHUs! 3339 meHu [UTC +03:00]
ABNEHNS 06 onepauuu 6e3 06 onepaumm 6e3 co-
(6nok 3anonHsetcs BO/NEN3bABNEHNS rnacus» = [Participant_
LIS KAXKAO0W onepaumm accWithdrawal],
13 6noka «MHdopma- [Participant_OWC]
LS, YCTAHABANBAKO-
was onepauuto (ou-
HOHCOBYIO CAENKY)»
19 Kputepuun nerutum- 0 - 13 knaccudukatopa BbiGupatotcs Bce
HOCTW onepauumn 6e3 «Kputepuun nerutum- | KpUTEPUM NErnTUM-
BONEN3bABNEHUS HOCTV onepauun 6e3 | HOCTW, XapaKTepu3y-
cornacus», NpuBefeH- | lowme onepaumio 6e3
HOTO B MPUAOXEHUM BONEN3bABNEHUS UK
28 notpeburens
20 Cymma yuwep6a 0 - CyMMa € TOYHOCTbIO Yka3bIBaeTcs Cymma
A0 1BYX 3HOKOB Nocne | GakTnyecknx notepb
3anaToi KNNeHTa
21 Wcnonb3oBaxue EBC YO Ecnn npentndukauns | [[a] -
AN naeHTNdUKaLm K/IMEHTa NPOBOANNACH
KNMEeHTa C NCNOb30BAHMEM
EBC
22 YHWKQNbHbIA Yncno- H - B cooTBetcTBUM IP-agpec ycTpoiictea
BOV MAeHTUGMKaTOp ¢ dopmatom RFC 791
YCTPOWCTBA B CETU nnn RFC 2460
WHtepHet
23 CeteBoit appec H - B cootBetctBUM € dpop- | MAC-appec ycTpoii-
KoMmnbloTepa u (1) marom IEEE cTBA
KOMMYHWUKALMOHHOTO
YCTPOVCTBA (MAPLLPY-
TM3aTOpQ)
24 MexayHapoaHblii H - B cootBetcTBUM C dop- | HOmMep cum-kapTbl
MAEHTUGMKATOP matom ITU-T E. 118 (ICCID)
Qa6OHEHTA (MHANBK-
LYQNbHbIA HOMep
Aa6OHEHTA — Pu3nye-
CKOro nnua)
25 MexayHapoaHblit H - B cootBetctBUM € dop- | IMSI ycTpoiicTBa
MAEHTUGMKaATOp matom ITU-T E. 212
NoNb30BATENHCKOTO
060pyA0BAHNSA (OKO-
HeyHoro 060pyaoBa-
H1S) A6OHEHTa — dun-
31U4ECKOro Nnua
26 Lindpogoii otneuatok H - Lindposoii otneuatok -
yCTPOiicTBA yCTpOWCTBA, COOGPAH-
Hbll B COOTBETCTBUM
C PEKOMEHAALMAMN
BaHka Poccum
27 ®uwmnrosbiii URL H - B cootetcTBUM C dop- | 3anonHseTcs B cnyyae

VHWLMALNAN TPAH3AK-
LN C GULIMHIOBOrO
canta
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- MpaBuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
28 O6patenne nnatens- | O6palleHne B NpaBo- H - [CoBepLueHo] -
LLMKA B NPABOOXPAHN- | OXPOHUTENbHbIE
Te/bHble OPraHbl opraHbl
29 [lata BHeCEHMS B KHU- YO «O6paieHue B npaso- | B cootsetctBum ¢ RFC | Mo MockoBckomy Bpe-
ry y4eta coobLueHuit OXpaHuTenbHble opra- | 3339 meHu [UTC +03:00]
0 NPecTynneHnsx Hbl» = [CoBepLLeHO]
30 MopsakoBbIi HOMep B cootBetcTBUM C DOp- -
B KHUre yyeTa co- MOTOM, YCTOHOB/EH-
06LLEHWA O NpecTy- HbiM MB/1 Poccun
nNeHnax
31 [lata 3aBefeHns B cootetctBumM ¢ RFC | Mo MockoBCKOMY Bpe-
YronoBHOro fena 3339 menn [UTC +03:00]
32 Homep yronosHoro B cootBetcTBUM C DOp- -
aena MOTOM, YCTOHOB/EH-
HbIM MB[L Poccun
33 HeobxoanmocTb npu- | HeobxoanmocTs npu- H - [Aa] -

Bneyennss GuHLLEPT

Bneyennss OuHLLEPT
ANS NPOBEAEHMS pac-
CNEeA0BAHMS LIENOYKN
BbIBOAA AEHEXHbIX
cpencTs
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MNMPUNOXEHUE 4. POPMA MNMPEAOCTABJ/IEHNA OAHHbIX REQ_OWC_IDENTIFICATION -
POPMA 3ATPOCA BAHKA POCCUN B LENTAX UAEHTUPUKALIUU NONTYHATENIA CPELOCTB

NI NNATENTbLLUKA

Mopsapn- | Kateropus anementa | Onucanne ACOU UI 06sa3arenbHoOCTb Ycnoeue obasarenb- Mpasuno 3anon- Mpumeuanune
KOBbI AAHHBIX nonei HOCTH HeHus
Homep
1 Tun 3anpoca/oteeta | Tun 3anpoca/oTBeTa 0 - [REQ_OWC_ lMpea3anonHeHHoe
Identification] none
2 Cy6bekT 3anpoca Cy6bekT 3anpoca 0 - [Monyuatens cpeacts] -
[Mnatenbuynk]
3 MHdopmaums Tvn cpeacTBa naatexa 0 - Bbi6op ogHoro 3Have- -
0 CpefcTBe NnaTexa HWS M3 CINCKA:
nosnyyarens cpeacrs [HannyHbie]
WIN NNATENbLUMUKA [BaHkoBCKUiA cuer]
[MnatexHas kapta]
[ABoHeHTCKUit Homep
NOLBMXHON paamno-
TeneoHHON CBA3N]
[9neKTpOHHbIi
Kowlenek]
4 Homep 6aHkoBCKOrO YO Mone «Tun cpepcTea B cootetcTBUM -
cyeta nnatexa» = [baHkos- | ¢ dopmaTtom, onpe-
CKNiA cyeT] neneHHbiM Monoxe-
Huem baHka Poccum
N° 579-M
5 BWK onepatopa B cootBetcTBUM -
1o nepeBoay feHex- ¢ dopmatom, onpe-
HbIX CPEACTB AeneHHbIM Monoxe-
Huem baHka Poccum
N°732-N
6 Homep nnatexHon YO Mone «Tun cpepcTea B cootBetcTBUM C DOp- -
KapTbl nnatexa» = [Mnatex- | matom ISO/IEC 7812
Has kapTa)
7 ABOHEHTCKMIn Homep YO Mone «Tun cpepn- B cootetcTBUM -
NOABWXHOW Pagmo- CTBO NAATEXA» = C MeXAYHapoaHoN
TenedoHHo CBS3N [AGOHEHTCKMIA HOMEep | CUCTEMOIE U NAAHOM
NOABWXHON paano- HyMepaLuuu
TenedoHHoON CBSA3M]
8 MpeHTudukatop anek- YO Mone «Tun cpencTea B cootBetcTBUM C hOp- -
TPOHHOTO KOLIENbKA naatexa» = [Anek- MATOM UAEHTUOMKA-
TPOHHbIN KOLLenek] TOPOB 3N1EKTPOHHBIX
KOLLIeNbKOB, onpepe-
NIEHHbIX ONEPATOPOM
3NEKTPOHHbIX JeHeX-
HbIX CPEACTB
9 WHH onepatopa snek- B cootBetcTBUM € Hop- -

TPOHHbIX IEHEXHbIX
CpencTs, BbIMyCTUB-
LIero 3MeKTPOHHbIA
KoLenek

MATOM, YTBEPXKAEH-
HbiM ®HC Poccum
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- MpaBuno 3anon- MpumeuaHue
KOBbIii AAHHBIX nonei HOCTH HeHus
Homep
10 MHdopmaumsa o cno- | TexHonorus ocyLect- 0 - Bbi6op ogHoro 3Haue- | [INT] — BHyTpeHHMi
co6e npoBefeHust B/IEHNS NepeBoAd HWS U3 CIUCKA: nepesog
onepawuu AEHeXHbIX CpeacTs [INT] [CARD] - KapTOy4Hble
[CARD] NAATEXHbIE CUCTEMBI
[WALLET] [WALLET] - nnatex-
[PS BR] Hble cUCTeMbl 6e3
[SPFS] OTKPbITUS CyeTa
[SWIFT] [PS_BR] — Mex6aH-
[SBP] KOBCKME NepeBoabl
[MONEY] C UCNoNb30BAHNEM
Nnc 6P
lMepeyeHb 3aBUCHT [SPFS] — mex6aH-
ot nons «Tun CPeACTBA | KOBCKUE NepeBofbl
nnaTexa naatenb- C UCMONb30BAHNEM
LMKO» cnoC
[SWIFT] - mex6aH-
KOBCKMe NepeBofbl
C UCMONb30BAHNEM
SWIFT
[SBP] — mex6aHKoB-
CKWe NepeBofbl C UC-
nonb3osaxnem CBI1
[MONEY] - 6bIcTpble
AEHeXHble NepeBoAbl
6e3 oTKpbITUS cyeTa
1 MnatexHas cuctema YO Mone «TexHonorus MHH, B cootBetcTBUM | B cnyuae Hannuns
oCyLLecTBNeHNs ¢ popmatom ®HC MHH y onepartopa
nepeBoaa feHexHblx | Poccuu, nan [UHoe] NAATEXHON CUCTEMBI
cpencts» = [CARD], WK oneparopa anek-
[WALLET], [MONEY] TPOHHbIX AEHEXHBIX
CPEnCTB YKa3bIBaETCS
MHH, nHaue 3HayeHne
[MHoe]
12 Tvn onepauumn 0 - Bbi6op ogHoro 3Haue- | [FUND] — BHeceHue

HUA U3 CNUCKA:
[FUND]
WITHDRAW]
TRANSFER]
CROSS]
PURCHASE]
CHARGEBACK]
B28]

B2C]

28]

2]

€26]

lMepeyeHb 3aBu-
cut ot nonei «Tun
CPeACTBA NAaTexa
NAATENbLMKA»

n «MnatexHas
cmctema»

HOMMYHBIX AEHEXHDBIX
CpeacTs

[WITHDRAW] — cHsaTHe
HOMMYHBIX AEHEXHDBIX
CpeacTs

[TRANSFER] -
nepeBoA ieHeXHbIX
CPEACTB MEXAY 0AHO-
TUNHBIMKY CPEACTBAMM
nnarexa

[CROSS] - nepeBoa
AEHEXHbIX CPEACTB

C KOHBepTauuen
MEXAY PA3HOTUMHbIMM
CPeAcTBaMM NAaATeXa
[PURCHASE] - no-
Kynka

[CHARGEBACK] — B03-
Bpar

[B2B] — B2B-onepauum
B CBIl

[B2C] — B2C-onepauuu
B CBIl

[C2B] - C2B-onepauuu
B CBIl

[C2C] - C2C-onepauuu
B CBIl

[C2G] - C26G-
onepauyuu B CBN
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OCHOBHOW BUA,
[eaTenbHoCTU
TOProBO-CEPBUCHOIO
npeanpuaTus

OCYLLEeCTBNEHNS
NepeBoAd AEHEXHbIX
cpencts» = [CARD],

1 3aM0/HEHUE aHHO-
ro nons B aBTOpM3a-
LMOHHbIX co00LLe-
HUSIX NPELYCMOTPEHO
craHpaptamm MC

¢ popmaTtom, yTBepx-
[EHHBIM MNATEXHO
cuctemoit

Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 065130TeNbHOCTDL YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
13 MHdopmaums, [ata v Bpems one- 0 - B cootetctBumM ¢ RFC | Mo MockoBCKOMyY Bpe-
YCTAHABAMBAIOLLAS pauun 3339 meHu [UTC +03:00]
onepaumio no nepeeso-
Dy AEHEXHbIX CPEACTB
14 Cymma onepauuu 0 - Cymma 6e3 yyeta -
Komuccum 6aHKa
C TOYHOCTbIO A0 ABYX
3HOKOB NOC/E 3aNATOM
15 Bantota onepauum 0 - 13 O6wwepoccuiickoro -
Knaccudukatopa
BAMOT
16 Mpentudukarop one- YO Mone «TexHonorus B cootBetctBUM € dpop- | SWIFT-code nnatenb-
paropa no nepesoay oCyLLecTBNEeHNs matom SWIFT LMKa
AEHEXHbIX CPEACTB, nepeBoAa eHEXHbIX
06CcnyxuBaroLLero cpencts» = [SPFS],
nAaTenbLymKa, npu [SWIFT]
ncnonbzosarumn CMOC
nnn SWIFT
17 Mpentudukarop one- B cootBetctBUM € dop- | SWIFT-code nonyuare-
patopa no nepesoay matom SWIFT NS CPeAcTs
LEHEXHbIX CPEACTB,
06CnyXMBatOLLEro
nony4atens CpeacTs,
NPy UCNONb30BAHNN
CMoC nan SWIFT
18 Wpentndukartop one- B cootsetcTBUM C Hop- -
pauuun SWIFT (Homep marom SWIFT
onepauum)
19 Wpentndukarop YO IMpu onepauunn B cootetcTBUN MerchantID
TOProBo-CEePBUCHOIO B OAPEC TOProBo-cep- | ¢ GopmaTom, yTepx-
npeanpuaTus BUCHOTO NPEANPUATAS | AEHHBIM NIATEXHO
cucremon
20 WHH Toprogo-cepsuc- YO Mpu onepauum B cootBetcTBUM C Hop- -
HOTO NpeanpuaTUs B OAPEC TOProBo-cep- | MATOM, YTBEPXKAEH-
BUCHOIO Npeanpu- HbiM @HC Poccum
ATUS, NPU HANNYUKM
21 CcbInoyHbIA Homep YO Mone «TexHonorus B cootBetcTBUM Retrieval Reference
onepauuu (TPaH3ak- OCyLLeCTBNEHNS ¢ popmatom, ytBepx- | Number (RRN)
L) nepeBoad EHEXHbIX | AEHHBIM NIATEXHO
cpencts» = [CARD] cnucremoi
22 Kop otBeTa onepauuu [Opo6peHa] Response Code
(TpaH3aKLMK) [OTknoHeHa]
23 Koa npununtbl BO3- B cootBetcTBUM Reason Code
BpaTa ¢ opmaTtom, yTBepX-
[EHHBIM MNATEXHOM
cnuctemoit
24 BIN onepatopa no ne- B cootBetcTBUM -
pEeBOAY AEHEXHbIX ¢ opmaTtom, yTBepx-
CPeAcTB — 3KBANPEPA LEHHBIM MAATEXHON
cnuctemoit
25 Koga, oTpaxatowuii YO Mone «TexHonorus B cootBetcTBUM McCC
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- MpaBuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
26 3HaueHWe TOKeHa npu YO Mone «TexHonorus B cooTBetcTBMM Token Number
TOKEHM3MPOBAHHO OCyLLeCTBNEHNS ¢ opmaTtom, yTeepx-
onepaumuun nepeBoAd IEHEXHbIX | AEHHbBIM NAATEXHOR
cpencts» = [CARD], cnuctemoit
1 NPOBOAKNACH
onepauus ¢ ToKeHU3u-
POBAHHO KapPTON
27 Wpentudukarop CBIMN YO Mone «TexHonorus B cooTBetcTBMM MemberID
oneparopa no nepe- oCyLLecTBNeHNs co craHaaptamu OMKL|
BOAY [EHEXHBIX nepeBoaa feHexHoix | CBIM
cpencTs, 06CnyxuBa- cpencts» = [SBP]
foLero noayyarens
cpeacrs
28 WpeHtudukarop YO Mone «TexHonorus B cooTBetcTBUM TRID
onepauuu CBIM (Homep oCyLLeCTBAEHNS co craHaaptamu OMKL,
onepawuu) nepeBoaa feHexHoix | CBIM
cpencts» = [SBP]
29 Wpentudukarop nna- YO Mone «TexHonorus B coorBetcTBUM QRC_ID
TeXHoIA ccbinku CBI oCyLLeCcTBAEeHNs co craHaaptamm OMKL|,
nepeBoaa feHexHoix | CBI
cpencts» = [SBP]
1 «Tun onepauum» =
[B2B], [C2B], [C2G],
1 onepaums Bbinon-
HANACb C NCMNONb30-
BAHWEM NNATEXHOI
CCbINKM
30 Kputepuu nerutum- Kputepun nerutum- YO Mpu Hannuuu N3 knacecuukatopa -
HOCTM onepauun 6e3 | HocTu onepauumn 6e3 «Kputepuu nerutum-
cornacus cornacus HOCTU (MPU3HAKK
OCyLLeCTBNEHNS
nepeBoad eHeXHbIX
cpencTs 6e3 cornacus
KNIMEHTa) onepauum
6e3 cornacus»,
NpUBEAEHHOro
B Npunoxexun 28
31 HeobxoanmocTb HeobxoanmocTb YO Mpwn Heobxogumoctn | [[a] -

NPUOCTAHOBAEHMS 30~
UNC/IEHUA IEHEXHbIX
cpeacts

NPUOCTAHOB/NEHNS 30~
UNCNEHNA IEHEXHbIX
cpeacts

ocyulecTBneHusa
NpUOCTaHOBEHUA
3a4yuncneHus
OEeHeXHbIX CPeacTs
Wnu yBenmyeHuna
OCTATKA 3/TEKTPOHHbIX
OEeHeXHbIX CPeacTs
nony4yarena cpeancrs

®dopma npeacrasneHuns aaHHbix RESP_OWC_ldentification — ®opma npeacraBneHus oteeta Ha 3anpoc baxka Poccum

B Henax MAeHTVI(I)MKUI.WIVI nony4yarens CpeacTs Win nnarebwuka

Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 065130TeNbHOCTDb YcnoBue o6a3arenb- Mpaeuno 3anon- MpumeyaHue
KOBbIii AAHHBIX nonei HOCTH HeHus
Homep
1 Tun 3anpoca/oteeta | Tun 3anpoca/oTBeta 0 - [RESP_OWC_ lMpea3anonHeHHoe
Identification] none
2 Cratyc Craryc 0 - [KnueHT n onepaums -

HanaeHbl]

[KnueHT He HaiipeH]
[Onepauus He Hai-
AeHa]
[P2P-onepauus]
[Heobxoammo ponon-
HWUTENIbHOE BpeMs s
paccmoTpeHus]
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 065130TeNbHOCTDL YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep

3 MHdopmaums WHH YO «Cratyc» = [Knuent B cootBetctBMM C dop- | O6A3aTenbHO 3anon-
006 naeHTndukatopax 1 onepauus Haiigexbl] | matom GHC Poccumn HAETCA X0Ta Obl 0HO
nonyyatens cpeacTs 1 H0J1, nHaye npu 13 nonei
1AW NNATENbLUNKA HAMMYNM

4 Pesynbrtat Bbluncne- «Cratyc» = [Knuent Pe3ynbrar Bbluncne-

HWUS CNeLnanbHOro 1 ONepaumns HamaeHbl] | HUS Xew-GyHKLUN
Koaa Homepa AY/1 non SHA-256
5 Pesynbrtat Bbluncne- «Cratyc» = [Knuent Pe3ynbrar Bbluncne- IMpu Hannunm
HWUS CNeLnanbHOro 1 ONepaumns HanaeHbl] | HUS Xew-GyHKLUN
koaa Homepa CHU/C n OJ1, npn Hanuyun SHA-256
6 AGOHEHTCKMiIA Homep «Cratyc» = [Knuent B cootBetcTBUM ABOHEHTCKUI HoMep
NOABWXHON paano- 1 ONepaumns HaAeHbI] | ¢ MeXAYHAPOLHO NOABWXHON paano-
TenepoHHOM CBA3MN 1 ®J1, npn Hannyumn CUCTEMOIA U NNTHOM TenepoHHOM CBA3N
Hymepaumuu nonyyatens CpeacTs,
NOATBEPXKAEHHDIN
B COOTBETCTBUM
¢ n. 5.2.1 Monoxenus
N° 683-

7 Kputepun nerutum- Kputepun nerutum- YO «Craryc» = [KnneHt N3 knaccudukatopa Bbibupatotcs Bce
HOCTM onepauuu 6e3 | HoCTW onepavuy 6e3 1 onepauus Haaexsl] | «<Kputepun nerutum- | KpUTEPUU NETUTUM-
COrNacus, XapakTepu- | COrnacKs, XapakTepu- 1 MONyYaTeNb CPEACTB | HOCTU (MPU3HAKK HOCTM onepaumm 6e3
3yloLLmMe noayyatens | sylowye nonyyatens VNN NNATENbLUMK OCYLLECTBNEHMS COrNacus, Xapaktepu-
CPEACTB UMK NAATeNb- | CPEACTB UM NNATENb- COOTBETCTBYET XOTS Obl | NEPEBOAA AGHEXHDBIX | 3ytOLLMe nonyyatens
LmKa LmKa OfIHOMY W3 KpUTEpUeB | CpeacTB 6€3 cornacus | CPeacTs Uav NnaTenb-

NEruTUMHOCTU K/IMEHTa) onepavym LWMKa
6e3 cornacus»,
NpUBEAEHHOro
B Npuaoxexun 28

8 MHdopmaums o cpen- | Tun cpeacTBa naatexa YO «Cratyc» = [Knnent Bbi6op ofgHOro 3Have- -

CTBe nnatexa 1 ONepaums HaOMAEHbI] | HUS U3 CIMCKA:
[HannyHbie]
[BankoBckuit cyet]
[MnatexHas kapta]
[ABoHeHTCKUi Homep
NoABWXHOW paamo-
TeneoHHON CBA3N]
[OneKTpoHHbIiA
Kowlenek]

9 Homep 6aHKoBCKOrO YO «Cratyc» = [Knunent B cooTBetcTBUM -

cyeta 1 onepauus HaiaeHsl), | ¢ opmatom, onpe-
[P2P-onepauusi] n «Tun | aeneHHbim Monoxe-
cpencTa naatexa» = | Huem bawka Poccun
[BankoBckuit cyet] N° 579-N
10 BUK onepatopa B cootBetcTBUM -
o nepeBoay feHex- ¢ dopmarom, onpe-
HbIX CPEACTB AeneHHbIM Monoxe-
Huem baHka Poccum
N°732-N
1 Homep nnatexHon YO «Cratyc» = [Knnent B cootBetcTBUM C DOp- -
KapTbl 1 onepauus HaiigeHsl), | matom ISO/IEC 7812
[P2P-onepaums] n «Tun
CPefCTBA NAATEXA» =
[MnatexHas kapta]
12 AGoHeHTCKUiA Homep YO «Craryc» = [KnneHt B cootsetctBUN -
NOABWXHOW paamo- 1 onepauuns HangeHbl], | ¢ MexayHapoaHO
TenepoHHO CBA3M [P2P-onepauus] n «Tun | cucTemoii 1 NNAHOM
CPeACTBA NAATEXA» = | HYMepaLum
[AGoHeHTCKUi Homep
NOABWXHO paamo-
TenepoHHON CBA3N]
13 VpeHTudukarop anek- YO «Craryc» = [KnueHt B cootBetcTBUM C DOp- -

TPOHHOIO KoLeNbka

1 OnepaLus HaiaeHsl),
[P2P-onepaums] n «Tun
CPeACTBA MAATeXA»

= [9NeKTPOHHBbI
Kolenek]

MATOM UAEeHTUOUKA-
TOPOB 3N1EKTPOHHBIX
KOLLE/IbKOB, OMpefie-
NIEHHBIX OMEPATOPOM
3MEKTPOHHBIX LEHEX-
HbIX CPeACTB
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- MpaBuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
14 WHH onepatopa snek- B cootBetcTBUM C DOp-
TPOHHbIX A@HEXHbIX MATOM, YTBEPXAEH-
CPeLCTB, BbIMyCTUB- HbiM ®HC Poccun
LIEro 3NeKTPOHHbIN
Kolenek
15 MHdopmaums, ncnons- | Cnocob nposepeHus YO Mpw Hannuun nudop- | Beibop ogHoro 3Have- | [ATM] — ¢ ncnonb3osa-
3yemas onepaumuun mauuu o cnocobe Npo- | HUS 13 CNUCKa: Huem 6aHKoMata
LN naeHTUGMKaLmm BEfieHUs onepaumuu [ATM] [BRANCH] - B 0T-
YCTPOWNCTB [BRANCH] AeNneHnn KpeauTHo
[DBO]. [MB] Opraxn3aumnu
[DBO]. [WEB] [DBO]. [MB] - ¢ nc-
[DBO]. [TC] nonb30BAHNEM
[ECOM] MOOUNBHOTO BaHKA
[POS] [DBO]. [WEB] — ¢ uc-
[SST] nonb30BAHNEM
OAHK-KNNEeHTA (TOHKNIA
K/INEHT)
[DBO]. [TC] - ¢ uc-
NoNb30BAHNEM GAHK-
KNWeHTa (TONCTbIRA
KNINEHT)
[ECOM] - ¢ ucnonb-
30BUHWEM CPEACTB
3NEKTPOHHOI KOM-
mepLmumn
[POS] - ¢ ucnonbsosa-
Huem POS-tepmuHana
[SST] - ¢ ucnonb3zo-
BAHWEM TepMUHANT
CaMOO0O6CNYXNBAHUS
16 WpeHtudukarop YO Mone «Cnoco6 npo- TekcToBoe none YHUKCONbHbBIA UAEHTU-
yCTPONCTBA BeAeHMs onepauumn» = dukatop ycTponcTea,
[ATMY], [POS] nnu [SST] C KOTOPOro ocyLecT-
BNSNACH Onepauuns
17 YHWKQNbHbIA Yncno- YO Mone «Cnoco6 npo- B cootBetcTBUM IP-aapec ycTpoiictea
BOW naeHTMduKaTop BefieHus onepauun» | ¢ dopmatom RFC 791
YCTPOICTBA B CETU =[DBO]. [MB], [DBO]. | unu RFC 2460
WHTepHet [WEB], [DBO]. [TC]
18 CeteBoit appec H B cootBetctBUM C dop- | MAC-aapec ycTpoii-
KoMmnbloTepa u (1) matom IEEE cTBA
KOMMYHWUKALMOHHOTO
YCTPOVCTBA (MAPLUPY-
TM3aTOpQ)
19 MexayHapoaHbii H - B cootsetctBUm C dpop- | Homep cum-kapTbl
naeHTuduKaTop marom ITU-T E. 118 (ICCID)
A6OHEHTA (MHANBN-
LYQNbHbIA HOMep
A6OHEHTA — Pu3nye-
CKOro nnua)
20 MexayHapoaHblit H - B cootBetctBUM C dop- | IMSI ycTpoiicTBa
naeHTuduKaTop martom ITU-T E. 212
Nob30BATENLCKOTO
060pyA0BAHNSA (OKO-
HeyHoro 06opyaoBa-
H1S) A6OHEHTa — dun-
314eCKOro nLa
21 Lindposoii otneyarok H - Linpposoii otneuarok -
ycTpoiicTBa YCTpOIiCTBA, COBPAH-
Hbll B COOTBETCTBUM
C PeKOMeHAaunamMn
BaHka Poccum
22 MpuoctanoBnexne 3a- | MpUOCTAHOBNEHME 30- YO REQ_OWC_ [MpuroctaHoBneHo] -
UMCTIEHNA [JEHEXHDBIX | YACIIEHUS IRHEXHbIX Identification: [HeBo3moxHO npu-
cpeacrs cpeacts «HeobxoammocTb OCTOHOBWTD]

NPUOCTAHOBNEHMS 30-
UNCNEHNS IEHEXHbIX
cpeacTs» = [[la]
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NMPUNOXEHUE 5. DPOPMA NMPEACTABJTIEHUA OAHHbBIX REQ_OWC_UUID - ®OPMA
3AMPOCA BAHKA POCCUU B LLENAX NOJNTYHYEHUA OAHHDbBIX OB OMNMEPALIUN BE3
COrmAcua HA OCHOBAHUU CBEOEHWW O COBEPLUEHHbIX MPOTUBOMPABHbIX
OENCTBUAX OT ®EQEPANTbHOO OPFAHA UCMNOJIHUTE/IbHOM BJIACTU B COEPE
BHYTPEHHWX OEN

paTopa 3NEKTPOHHbIX
DIeHeXHbIX CPeacTs,
BbIMYCTUBLUETO 31eK-
TPOHHbIN KOLLIENeK

pyemoro Ha 0CHOBa-
HUW 0dULMANbHOTO
CNPABOYHMKA ONepa-
TOPOB 3/1EKTPOHHbIX
JeHeXHbIX CpeacTs

Mopsapn- | Kateropus anementa | Onucanne ACOU UI 06sa3arenbHoOCTb Ycnoeue obasarenb- Mpasuno 3anon- Mpumeuanune
KOBbI AAHHBIX noneii HOCTH HeHus
Homep
1 Tun 3anpoca/oteeta | Tun 3anpoca/oTBeTa 0 - [REQ_OWC_UUID] lMpea3anonHeHHoe
none
2 NHdopmauns, WHH 0 Ecnv tOJ1, nHaue npu | B cootBetcTBMM € Qop- | O6513aTENbHO 3an0N-
YCTAHAB/IMBAIOLLAS HaMuumn martom ®HC Poccun HAeTCs X015 Obl 04HO
MAEHTUGUKATOPBI u3 none
NAATeNbLMKA
(noeHTnduumpytowias
NNATENbLLMKA)
3 Pe3ynbTar Bbluncne- Ecnn /1 Pesynbtar Bbluncne-
HWUS CNELMANbHOrO HUS XeL-QyHKLNN
Koaa Homepa Y/l SHA-256
4 Pe3synbtar Bbluncne- Ecnv ®J1, npu Hao- Pesynbtar Bblumncne-
HWUS CNELMANbHOrO nYun HUS XeL-QYHKLNN
Kona Homepa CHUNC SHA-256
5 ABOHEHTCKMIn Homep Ecnn ®J1, npu Ha- B cootBetcTBUM
NOABWXHOW paano- nYun C MeX/yHAPOLHO
TenedoHHON CBA3N CUCTEMOIA U NNAHOM
HyMepaLuuu
6 MHdopmaums o cno- Homep nnatexHon YO Mpw onepauwm nna- B cootBetcTBUM C DOp- -
cobe npoBefeHns KapTbl TEMbLUMKA C UCMOb- matom ISO/IEC 7812
onepauuu naatenb- 30BUHMEM NATEXHON
LLIMKOM KapTbl
7 ABOHEHTCKMIn Homep YO Mpw onepauum nna- B cooTBeTcTBUM -
NOABWXHOW Pagmo- TENbLMKA C UCMOMb30- | C MEXAYHAPOAHON
TenedoHHo CBS3N BOHMEM ABGOHEHTCKOrO | CUCTEMOW U MAIAHOM
HOMEPA NOABWXHO HyMepaLuuu
pagunotenedoHHo
CBSI31 UK ONepaLmuu
C NCMONb30BAHMEM
CbI (C2C, C2B, B2C)
8 Homep 6aHKoBCKOrO YO Mpw onepauwm nna- B cooTBeTcTBUM -
cyeta TeNbLUMKA C UCMONb30- | ¢ popmaTom, onpe-
BOHWEM OAHKOBCKOTO | fieNneHHbIM Monoxe-
CYeTa 1M onepaumn Huem banka Poccumn
C NCMONb30BAHMEM N° 579-N
CbI (B2C, B2B)
9 BUK onepatopa B cooTBeTcTBUM -
no nepesogy ¢ dopmatom, onpe-
LIeHeXHbIX CPeacTs, neneHHbIM Monoxe-
06CNyXMBatOLLETO Huem banka Poccumn
NNATeNbLIMKA N° 732-1
10 WpeHtndukarop anek- YO IMpw onepauuu nna- B cootsetcTBum ¢ dpop- -
TPOHHOTO KOLIENbKA TeNbLUMKA C UCMOMb30- | MATOM UAEHTUOMKA-
BOHWEM 3N1IEKTPOHHOTO | TOPOB 3NEKTPOHHbIX
KoLLenbKa KOLLeNbKOB, onpepe-
NEHHbIX ONepaTopom
3NEKTPOHHbIX JeHexX-
HbIX CPEACTB
1 HaumeHoBaHwe one- M3 nepeuns, dopmu- -
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 065130TeNbHOCTDL YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
12 Mpentudukatop 6aH- YO Mpw onepauum B cooTBetcTBMM -
KOMATQ MK 3NEKTPOH- nNaTenblyka B agpec | ¢ Gopmatom, yTeepx-
HOro TepMuHana TOProBO-CEPBUCHOIO | AE€HHbIM NAATEXHO
npeanpuaTus unn cuctemoit
onepawmuu ¢ Ncnonb3o-
BAHWeM BaHkomata
13 Anpec pacnono- B cooTBetcTBMM -
XeHus 6aHKomata C CTPYKTYpoOit aapeca
WU 3NEKTPOHHOTO OUAC
TepMUHaNa
14 HaumenoBaHue one- YO Mpw onepauum 13 nepeunsi, popmu- -
paropa no nepesogy C NCNOb30BAHMEM PyeMOro Ha 0CHOBG-
AEHEXHbIX CPEACTB, 6aHkomara HM OPULMANbHOrO
06Ccnyxm1BatoLLero CMPABOYHNKA Onepa-
6aHkoMaT TOPOB M0 NepeBoay
AEHEXHbIX CPEACTB
15 MHdopmaums o6 Homep nnatexHon YO Mpw onepauum B cootBetcTBMM C dop- | 3anonHsoTCS Npy
cnocobe nonyyeHus KapTbl C UCNONb30BAHNEM matom ISO/IEC 7812 HaAMuum nHGopmauum
NEeHEeXHbIX CPeacTs NNATEXHON KAPTbl 0 Ccnoco6e nonyyeHns
nonyyarenem nonyuyarens AEHEXHbIX CPEeACTB
nonyuyatenem
16 ABOHEHTCKUiA Homep YO IMpu onepaumnn B cootetcTBUN
NOABWXHON paano- C NCNONb30BAHUEM C MEX[yHAPOAHO
TenedoHHO CBS3N QBOHEHTCKOrO HOMEPa | CUCTEMOW U NNAHOM
nonyyarens Hymepauuu
17 Homep 6aHkoBCKOro YO IMpu onepaumnn B cootetcTBUN
cyera C UCNONb30BAHNEM ¢ dopmarom, onpe-
GaHKOBCKOrO cyeTa AeneHHbIM Monoxe-
nonyyarens Huem baHka Poccum
N° 579-N
18 BUK onepatopa no ne- B cootBetcTBUM
peBoay AEHEXHbIX ¢ dopmarom, onpe-
CpeacTs, 06C/yXMBa- AeneHHbIM Monoxe-
foLLero nonyyatens Huem baHka Poccum
N°732-N
19 NpeHTndukatop anek- YO Mpu onepauuu B cootBetcTBUM C Hop-
TPOHHOTO KOLIENbKA C NCMONb30BAHUEM MATOM UAEHTUOMKA-
3N1eKTPOHHOrO KO- TOPOB 3N1EKTPOHHBIX
LenbKa NOAYYATeNst | KOLIEbKOB, ONpefe-
NIEHHbIX ONEPATOPOM
3NEKTPOHHbIX JEHEX-
HbIX CPEACTB
20 HanumenoBaHue one- 13 nepeunsi, popmu-
paATOPa 3N1EKTPOHHDBIX PyeMoro Ha 0CHOBO-
LEHEXHbIX CPEACTB, HUM 0pULManbHOrO
BbIMYCTUBLUETO SEK- CNPABOYHNKA Onepa-
TPOHHbIN KOLIENeK TOPOB 3N1EKTPOHHBIX
[EHEXHbIX CPEACTB
21 WHH Toprogo-cepsuc- YO Mpu onepauum B cootBetcTBUM C Hop-
HOTO NpeanpuaTUs NNATENbLWKA B AAPEC | MATOM, YTBEPXKAEH-
TOproBo-cepsucHoro | Heim ®HC Poccum
npeanpuaTus unu
onepawuu ¢ UCnosb-
3oBaHuem CBIT (C2B,
B2B)
22 Wpentudukarop B cootBetcTBUM
TOProBo-CEPBNUCHOIO ¢ opmaTtom, yTBepX-
npeanpuaTus [EHHBIM MNATEXHOM
cnuctemoit
23 HaumenosaHue one- YO Mpw onepauwm ¢ nc- 13 nepeunsi, popmn-

paropa no nepesogy
OEHeXHbIX CpeacTs,
06CyXM1BaKLLEero
nonyyarens

nonb3oBaHnem CbI1

PyeMOro Ha OCHOBQ-
HUM OPULMANBHOTO
CMPABOYHNKA Onepa-
TOPOB M0 Nepesoay
[IEHEXHbIX CPEACTB
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Mopsp- | Kateropus anemexnta | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIVi AAHHbIX noneii HOCTH HeHus
Homep
24 MHdopmaums, [ata v Bpems one- 0 - B cootetctBumM ¢ RFC | Mo MockoBCKOMY Bpe-
YCTAHABAMBAIOLLAS pauun 3339 meHu [UTC +03:00]
onepaumio
25 Cymma onepauuu 0 - CyMMa C TOYHOCTbIO -
A0 [1BYX 3HOKOB nocne
3anaron
26 Bantota onepauum 0 - 13 O6wwepoccuiickoro -
Knaccudukatopa
BAMOT
27 WpeHtudukarop YO Mpw onepauwm nna- B coorBetcTBUM -
onepauuu CBIN (Homep TeNbLMKA € Ucnonb3o- | co craHaaptamu ONKL,
onepawuu) BaHuem CBI1 ()]
28 BWK onepatopa no ne- YO IMpu onepaumnn B cootetcTBUN -
peBOaY AEHEXHbIX nnaTenbLyka B aspec | ¢ popmatom, onpe-
CPELCTB — 3KBANpepa TOProBO-CEPBUCHOTO | AeneHHbIM Monoxe-
npeanpuatus Huem baHka Poccum
N°732-N
29 CcbInoyHbIn Homep YO Mpw onepauum B cootBetcTBMM Retrieval Reference
onepaumuu (TpPaH3ak- nnatenblyka B agpec | ¢ dopmatom, yteepx- | Number (RRN)
Lm) TOProBO-CEePBUC- [EHHBIM NNATEXHOM
HOrO NpeanpuaTUs cucTemoit
C NCNONb30BAHMEM
NAATEXHON KaPTbl
30 Wpentudukarop dun- YO Mpw onepauum B cootBetcTBUM -
CKQAbHOTO JOKYMEHTA nnaTenbyka B agpec | ¢ ipe6osaHusmu de-
TOProBO-CEPBUCHOIO | 1€PA/IbHOIO 30KOHA
npeanpuaTus N° 54-03
3 [ononuutenbHble ce- | lononHMTENbHbIE CBE- YO Mpw otcyTcTBUN TekcToBoe none TekcToBOE ONUCAHME
[ieHns o cnocobe nNpo- | AeHus o cnocobe npo- BbILLIEYKA3AHHON cnocoba npoBeaeHus
BefeHus onepauumn BefeHus onepauuu nHGopmaLmumn onepauuu
32 MHdopmaums [lata BHECEHMS B KHU- YO B cnyuae BHeceHns B cootetctBumn ¢ RFC | O643atenbHo 3anon-
06 o6pateHumn ry y4eTa cooOLueHuit B KHUTY y4eTa co- 3339. HSIeTCS OfiHA W3 Nap
K/IMEHTA, CBA3UHHOIO | O NPECTYNNEHNAX 06LLEeHWii 0 Npecty- Mo MOCKOBCKOMY Bpe- | nonei
C OCYLLECTBNEHNEM nAeHnsax MeHu [UTC +03:00]
nepeBoAoB AEHEXHbIX
cpefcTB 6e3 cornacus
B denepanbHblii
OpraH UCNONHNTENb-
HOW BNaCTv B chepe
BHYTPEHHUX fen
33 opsakoBbIi HOMep B cootBetcTBUM C DOp-
B KHUre y4yeTta co- MCTOM, YCTOHOB/EH-
00LLEeHWA 0 NpecTy- HbiM MB[1 Poccun
nNeHnax
34 [ata 3aBeaeHus YO B cnyyae 3aBenenns | B cootBetctBum ¢ RFC
YronoBHOro Aena YronoBHOro Aena 3339.
Mo mockoBckoMmy Bpe-
menu [UTC +03:00]
35 Homep yronosHoro B cootBetcTBUM € Hop-

nena

MATOM, YCTAHOB/NEH-
HbiM MB[1 Poccun

®dopma npepcraBnexuns gaHHbix RESP_OWC_UUID - ®opma npeactasneHus orseta Ha 3anpoc banka Poccun B uensix
nosy4YeHus JaHHbIX 06 onepauun 6e3 cornacusi Ha 0CHOBAHMM CBEeHUI O COBEPLUEHHbIX MPOTUBONMPABHbIX AENCTBUAX
oT ¢peaepasibHOro OPraHa UCNO/THUTENIbHOM BNACTU B cpepe BHYTPEHHNX aen

Mopsap- | Kateropus anementa | Onucanne ACOU UI 06s3arenbHOCTb Ycnoeue obasarenb- Mpasuno 3anon- Mpumeuanune
KOBblIii AUHHBIX nonei HOCTH HeHus
Homep

1 Tun 3anpoca/oteeta | Tun 3anpoca/oTeeTd 0 - [RESP_OWC_UUID] lMpea3anonHeHHoe

none
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Mopspa-
KOBbIA
Homep

Kareropus anemeHTa
AAHHbIX

Onucaxue ACOU Ul

06513aTeNbHOCTDb
nonei

YcnoBue o6a3arenb-
HOCTH

MpaBuno 3anon-
HeHus

MpumeuaHue

2

Cratyc

Craryc

0

[OBC yxe HanpaBneHa
B bank Poccun]
[KnueHT He HaiipeH]
[Onepauus He Hai-
AeHa]

[Heobxoammo ponon-
HWUTENbHOE BpeMs s
paccmoTpeHus]

MpeHtudukarop yse-
nomnenus o6 onepa-
L 6e3 cornacus

MpeHtudukarop yse-
Aomnenus 06 onepa-
L 6e3 cornacus

YO

«Cratyc» = [OBC
HanpaeneHa B bak
Poccum]

B cooTBetcTBUM
¢ popmatom ACOU
OuHLIEPT

MpeHtndukatop
yBefomeHus o6 one-
pauuu 6e3 cornacus,
paHee HaNpaBeHHo-
ro B ®uHLIEPT yyact-
HUKOM NHHOPMALMOH-
Horo obmeHa
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NMPUNOXEHUE 6. POPMA MNPEAOCTABJIEHUA OAHHbBbIX REQ_OWC_FORWARD - ®OPMA
3AMPOCA BAHKA POCCUU B LEENIAX MONYYEHUA OAHHbIX O OENCTBUAX YYACTHUKA
NMHDPOPMALMOHHOIO OBMEHA, OBCJ/TYXXUBAIOWEIO MONTYYATENA CPEACTB,

no NEPEBOAY OEHEXHbLIX CPEAOCTB

Mopsapn- | Kateropus anementa | Onucanne ACOU UI 06sa3arenbHoOCTb Ycnoeue obasarenb- Mpasuno 3anon- Mpumeuanune
KOBbI AAHHBIX noneii HOCTH HeHus
Homep
1 Tun 3anpoca/oteeta | Tun 3anpoca/oTBeTa 0 - [REQ_OWC_Forward] | lMpea3anonHeHHoe
none
2 MHdopmaums VHH YO Ecnan nnatenblumk — B cootBetctBUM C dop- | O6A3aTenbHO 3anon-
00 ngeHTudmkaTopax topuanyeckoe nuuo, matom OHC Poccun HSAeTCs X0TS Obl OAHO
nonyyarens cpeacTs MHa4e Npu HaAMummn 13 nonei
(noeHTMduumpytowas
nonyyatens cpeacTs)
3 Pe3ynbTar Bbluncne- YO Ecnv nnatenbmnk — Pesynbtar Bblumncne-
HUS CMEeLnanbHoro dusmnyeckoe nnuo HUS XeL-QYHKLNN
Koaa Homepa AY/1 SHA-256
4 Pe3synbtar Bbluncne- YO Ecnv nnatenbumnk — Pesynbtar Bblumncne- -
HUS CMEeLmnanbHoro dusnyeckoe nuuo, HUS XeL-QYHKLNN
kopa Homepa CHUNC npu HaNUYUK SHA-256
5 ABOHEHTCKMIn Homep YO Ecnn nnatenblumk — B cootBetcTBUM ABOHEHTCKMIT HoMep
NOABWXHOW paano- dusnueckoe nuuo, C MeXAYHapOAHON NOABWXHOI paamno-
TenedoHHON CBA3N MHOYe NPy HaYmn CUCTEMOVA U NNAHOM TenepoHHoI CBA3N
HyMepauuu nnaTenbLyka, noa-
TBEPX/EHHbIi B CO-
oretctBMM € N. 5.2.1
Monoxenus N° 683-I
6 MHdopmaums Tun cpeacTBa naatexa 0 - Bbi6op ofHOro 3Have- -
0 CpeacTBe NAATEXA | NONy4aTeNs CPeAcTs HUS U3 CNNCKA:
nonyyarens [HannyHbie]
[baHkoBCKuit cyeT]
[MnatexHas kapta)
[AGOHEHTCKUiT HOMEp
NOLBWXHON paano-
TenedoHHoM cBA3N]
[9nekTpoHHbIiA
KoLenek]
7 Homep 6aHKOBCKOrO YO Mone «Tun cpencTea B cootetcTBUM -
cueta naarexa» = [baHkoB- | ¢ dopmarom, onpe-
CKUii cyert] nenexHbiM MNonoxe-
Huem baHka Poccum
N° 579-N
8 BUK onepatopa B cooTBeTcTBUM -
N0 NepeBoay AeHeX- ¢ dopmatom, onpe-
HbIX CPEACTB AeneHHbIM Monoxe-
Huem baHka Poccum
N°732-N
9 Homep nnatexHon YO Mone «Tun cpencTea B cootBetcTBUM C DOp- -
KapTbl nnarexa» = [Mnarex- | matom ISO/IEC 7812
Has KapTa)
10 AGOHEHTCKMIn Homep YO Mone «Tun cpepn- B cootetcTBUM -
NOABWXHOW Paamo- CTBO NAATEXA» = C MeXAyHapPoLHON
TenedoHHoON CBA3N [AGOHEHTCKMIA HOMEep | CUCTEMOIA U NAAHOM
NOABWXHON paano- Hymepaumuu
TeneoHHON CBS3M]
1 WpeHtndukatop anek- YO Mone «Tun cpeacTsa B cootBetcTBUM C DOp- -

TPOHHOIO Kowenbka

naarexa» = [Inek-
TPOHHbI Kowenek]

MATOM MaeHTudnKa-
TOPOB 3/1EKTPOHHbIX
KOLUENbKOB, onpefe-
NeHHbIX ONepaTopom
3/1EKTPOHHbIX AEHEX-
HbIX CPEACTB




CTO BP B®B0O-1.5-2023

o1

Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 065130TeNbHOCTDL YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
12 WHH onepatopa snek- B cootBetcTBUM C DOp- -
TPOHHbIX A@HEXHbIX MATOM, YTBEPXAEH-
CPeLCTB, BbIMyCTUB- HbiM ®HC Poccun
LIEro 3NeKTPOHHbINA
Kolenek
13 MHdopmaums, [ata v Bpems one- 0 - B cootetctBumn ¢ RFC | Mo MockoBCKOMyY Bpe-
YCTAHABAMBAIOLLAS pauum 3339 meHu [UTC +03:00]
onepaumio no nepeeo-
Dy AEHEXHbIX CPEACTB
14 Cymma onepauuu 0 - Cymma 6e3 yyeta -
Komuccuu 6aHKa
C TOYHOCTbIO A0 ABYX
3HOKOB NOC/E 3aNATOM
15 Bantota onepauum 0 - 13 O6wwepoccuniickoro -
Knaccudukatopa
BAMOT
16 Mpentudukarop one- YO Mone «TexHonorus B cootBetctBUM € pop- | SWIFT-code nnatenb-
patopa no nepesogy OCyLLEeCTBNEHNS matom SWIFT LMKa
LEHEXHbIX CPEACTB, nepeBoad eHeXHbIX
06CnyXuUBaKoLLero cpeacts» = [SPFS],
naaTtenbLyKa, npu [SWIFT]
ncnonb3osanuy CMOC
nan SWIFT
17 Mpentudukarop one- B cootBetctBUM € dpop- | SWIFT-code nonyuare-
patopa no nepesogy matom SWIFT NS CPeAcTs
LEHEXHbIX CPEACTB,
06CnyXMBatoLLEro
nonyyaTens CpeacTs,
NPy UCNONb30BAHNN
CMoC nan SWIFT
18 Wpentudukartop one- B cootsetctBum ¢ $pop- -
pauuu SWIFT (Homep marom SWIFT
onepauum)
19 Wpentudukarop YO Mpw onepauum B cootBetcTBUM MerchantID
TOProBO-CEPBUCHOTO B OAPEC TOProBo-cep- | ¢ GopmMaTom, yTBepx-
npeanpuaTus BUCHOTO NPEANpUATAS | AEHHBIM NIATEXHO
cucremoi
20 WHH Toprogo-cepBuc- YO Mpu onepauum B cootBetcTBUM € dop- -
HOTO NpeanpuaTUs B OAPEC TOProBo-Cep- | MATOM, YTBEPXKAEH-
BUCHOrO Npeanpu- HbiMm @HC Poccum
ATUS, NPU HANNYUKM
21 CcbInoyHbI HomMep YO Mone «TexHonorus B cootBetcTBUM Retrieval Reference
onepauuu (TpaH3ak- OCyLLeCTBNEHNS ¢ popmatom, ytBepx- | Number (RRN)
L) NepeBoAd JEHEXHbIX | AEHHBIM NIATEXHO
cpeacTs» = [CARD] cucremoit
22 Kop, otBeTa onepauun [Ono6peHa] Response Code
(TpaH3aKLmm) [OTKnoHeHa]
23 Ko npnunHbl BO3- B cootBetcTBMM Reason Code
BpaTa ¢ opmaTtom, yTBepx-
[EHHBIM MNATEXHOM
cnuctemoit
24 BIN onepatopa no ne- B cootBetcTBUM -
peBOaY AEHEXHbIX ¢ opmaTtom, yTBepx-
CPeAacTB — 3KBANpepa LEHHbIM MAATEXHON
cuctemoit
25 Koga, oTpaxatowuii YO Mone «TexHonorus B cootBetcTBUM MCC

OCHOBHOW BUA,
[eaTenbHoCTH
TOProBO-CEPBUCHOIO
npeanpuaTus

OCYLLEeCTBNEHNS
NepeBoAd AEHEXHbIX
cpencts» = [CARD],

1 3aM0/HEHUE aHHO-
ro nons B aBTOpMU3a-
LMOHHbIX CO00LLe-
HUSIX NPELYCMOTPEHO
craHgaptamm MC

¢ popmaTtom, yTBepx-
[IeHHbIM NNIATEXHOW
cucTemoi
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Mopsp- | Kateropus anemeHnta | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
26 3HaueHne TOKeHa npu YO Mone «TexHonorus B cooTBetcTBMM Token Number
TOKEHM3MPOBAHHO OCyLLeCTBNEHNS ¢ opmaTtom, yTeepx-
onepaumuun nepeBoAd IEHEXHbIX | AEHHbBIM NAATEXHOR
cpencts» = [CARD], cnuctemoit
1 NPOBOAKNACH
onepauus ¢ ToKeHU3u-
POBAHHOI KAPTOM
27 Wpentudukarop CBIN YO Mone «TexHonorus B cooTBetcTBMM MemberID
oneparopa no nepe- oCyLLecTBNeHNs co craHaaptamu OMKL|
BOAY [EHEXHBIX nepeBoaa feHexHoix | CBIM
cpencTs, 06cnyxumBa- cpencts» = [SBP]
foLero noayyarens
cpeacrs
28 MpeHtudukarop YO Mone «TexHonorus B cooTBetcTBUM TRID
onepauuu CBIM (Homep oCyLLeCTBAEHNS co craHaaptamu OMKL,
onepawuu) nepeBoaa feHexHoix | CBIM
cpencts» = [SBP]
29 Wpentudukarop nna- YO Mone «TexHonorus B coorBetcTBUM QRC_ID
TeXHoii ccbinku CBI oCyLLeCcTBAEeHNs co craHaaptamm OMKL|,
nepeBoaa feHexHoix | CBI
cpencts» = [SBP], «Tun
onepauuu» = [B2B],
[C2B], [C2G], v one-
paLMs BbINOMHANACH
C NCNOb30BAHNEM
NNATEXHON CChINKN
30 Ceepnexusa 06 aHa- KonuuectBo gHe H - Llenoe uncno >0 -

nnse onepauum 6e3
cornacua

[0 W NOCNe YKA3AHHO
onepawmu, 3a KoTo-
pble Heob6xoanMo
NPOaHANN3UPOBATL
onepauuu nonyyarens
cpeacTs

®opma npeacraBneHuns aaHHbix RESP_OWC_Forward — ®opma npeactaBneHus oteetd Ha 3anpoc baHka Poccun B uensix
NoNy4eHUs AAHHbIX O AENCTBUAX YYUCTHUKA MHGOPMALIMOHHOIro 06MeHa, 06CNyXMBAIOLLEro NOy4aTeNs CPeaAcTs,
no nepeBoAy AEHEXHbIX CPEACTB

Mopsp- | Kateropus anemeHnta | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- Mpaeuno 3anon- MpumeuaHue
KOBbIA AAHHBIX nonei HOCTH HeHus
Homep
1 Tun 3anpoca/oteeta | Tun 3anpoca/oTBeta 0 - [RESP_OWC_Forward] | lMpea3anonHexHoe
none
2 Cratyc Craryc 0 - [KnueHT n onepaums -
HanaeHbl]
[KnueHT He HaipeH]
[Onepauus He Hai-
AeHa]
[Heobxoanmo ponon-
HWUTENbHOE BpeMs s
paccmoTpeHus]
3 JNEeMEeHT, Ha 0CHOBaA- | InemeHT REQ_OWC_ YO «Cratyc» = [Knuent OAHO nnm cosokyn- -

HWUM KOTOPOro npeao-
CTaBNEHbI CBeeHNA

Forward, Ha ocHoBa-
HUW KOTOPOTO Npeso-
CTABNEHbI CBEAEHUS

1 ONepaums HaaeHbl]

HOCTb YKA3AHHbIX
B 30NpoCe 3HAYEHUH,
PAa3AeneHHbIX;
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- MpaBuno 3anon- MpumeuaHue
KOBbIii AAHHBIX nonei HOCTH HeHus
Homep
4 MHdopmaumsa o cno- | TexHonorus ocyLect- YO «Cratyc» = [Knuent Bbi6op ogHoro 3Haue- | [INT] — BHyTpeHHMi
co6e npoBefeHust B/IEHNS NepeBoAd 1 ONepaums HOMAEHbI] | HUS U3 CIMCKA: nepesog
onepawuu AEHeXHbIX CpeacTs [INT] [CARD] - KapTOy4Hble
[CARD] NAATEXHbIE CUCTEMBI
[WALLET] [WALLET] - nnatex-
[PS BR] Hble cUCTeMbl 6e3
[SPFS] OTKPbITUS CyeTa
[SWIFT] [PS_BR] — Mex6aH-
[SBP] KOBCKME NepeBoabl
[MONEY] C UCNoNb30BAHNEM
Nnc 6P
lMepeyeHb 3aBUCHT [SPFS] — mex6aH-
ot nons «Tun CPeACTBA | KOBCKUE NepeBofbl
nnaTexa naatenb- C UCMONb30BAHNEM
LMKO» cnoC
[SWIFT] - mex6aH-
KOBCKMe NepeBofbl
C UCMONb30BAHNEM
SWIFT
[SBP] — mex6aHKoB-
CKWe NepeBofbl C UC-
nonb3osaxnem CBI1
[MONEY] - 6bIcTpble
AEHeXHble NepeBoAbl
6e3 oTKpbITUS cyeTa
5 MnatexHas cucrema YO Mone «Cratyc» = MHH, B cootBetcTBUM | B cnyuae Hannuns
[KnueHt n onepauns | ¢ popmatom ®HC MHH y onepartopa
HainaeHbl] n «TexHono- | Poccuu, nnm [UHoe] NAATEXHON CUCTEMBI
1S OCYLLeCTBNEHUS MW ONepaTopa anek-
nepeBoAa AEHEXHbIX TPOHHBIX fLEHEXHbIX
cpencts» = [CARD], Cpe[cTB yKa3bIBAETCS
[WALLET], [MONEY] WMHH, nHave 3HaueHne
[MHoe]
6 Tvn onepauumn YO «Cratyc» = [Knuent «Bbibop ogHoro 3Ha- | [FUND] — BHeceHue

11 ONepaums HaaeHbi]

YeHnsa N3 Crnncka:
[FUND]
WITHDRAW]
TRANSFER]
CROSS]
PURCHASE]
CHARGEBACK]
B28]

B2C]

28]

2]

€26]

lMepeyeHb 3aBu-
cut ot nonei «Tun
CPeACTBA NAaTexa
NAATENbLMKA»

n «MnatexHas
cmctema»

HOMMYHBIX AEHEXHDBIX
CpeacTs

[WITHDRAW] — cHsaTHe
HOMMYHBIX AEHEXHDBIX
CpeacTs

[TRANSFER] -
nepeBoA ieHeXHbIX
CPEACTB MEXAY 0AHO-
TUNHBIMKY CPEACTBAMM
nnarexa

[CROSS] - nepeBoa
AEHEXHbIX CPEACTB

C KOHBepTauuen
MEXAY PA3HOTUMHbIMM
CPeAcTBaMM NAaATeXa
[PURCHASE] - no-
Kynka

[CHARGEBACK] — B03-
Bpar

[B2B] — B2B-onepauum
B CBIl

[B2C] — B2C-onepauuu
B CBIl

[C2B] - C2B-onepauuu
B CBIl

[C2C] - C2C-onepauuu
B CBIl

[C2G] - C26G-
onepauyuu B CBN
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Mopsp- | Kateropus anemexnta | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
7 MHdopmaums Tun cpeacTBa nnatexa YO «Cratyc» = [Knuent Bbibop ofgHoro 3Have- -
0 cpeacTBe Naarexa 1 ONepaumns HaMAeHbI] | HUS U3 CNUCKA:
nonyyarensi [HannyHbie]
[BaHkoBCKUiA cuert]
[MnatexHas kapta)
[A6oHeHTCKMin Homep
NOABWXHON paano-
TenepoHHON CBSA3M]
[9neKTpOHHbIi
Kowlenek]
MepeyeHb 3aBUCHT
ot nonei «MnatexHas
cuctemar n «Tun
onepauun»
8 Homep 6aHKOBCKOrO YO Mone «Cratyc» = B cooTBetcTBMM -
cyeta [KnneHT n onepaums | ¢ popmatom, onpe-
HanaeHbl] v «Tun nenexHHbIM Monoxe-
CpeAcTBa naatexa» = | Huem baxka Poccuu
[BaHkoBCKUiA cuert] N° 579-N
9 BUK onepartopa B cooTBetcTBUM -
no NepeBoay AeHeX- ¢ dopmatom, onpe-
HbIX CPEACTB AenexHbIM Monoxe-
Huem baHka Poccum
N°732-N
10 Homep nnatexHon YO Mone «Cratyc» = B cootBetcTBUM C DOp- -
KapTbl [KnueHnT v onepauns | matom ISO/IEC 7812
HainaeHbl] v «Tun
CPeACTBA NNATEXA» =
[MnatexHas kapta)
1 ABGOHEHTCKUIA Homep YO Mone «Crartyc» = B cootetcTBUN -
NOABWXHON paano- [KnueHT 1 onepauus | C MEXAYHAPOLHO
TenepoHHO CBA3M HainaeHbl] v «Tun CUCTEMOIA U NNAHOM
CPEeACTBA NAATEXA» = | HYMepaLum
[ABoHeHTCKUiA Homep
NoABWMXHOW paamo-
TenepoHHON CBA3N]
12 Mpentuukarop anek- YO Mone «Crartyc» = B cootsetcTBIM C Hpop- -
TPOHHOTO KOLIENbKA [KnueHT v onepauns | MATOM UAEHTUOUKA-
HaineHbl] n «Tun TOPOB 3/1EKTPOHHbIX
CPeACTBA NAATEXA» KOLLENbKOB, onpepe-
= [NeKTPOHHbIN NIEHHbIX ONEPATOPOM
KoLuenek] 3NEKTPOHHbIX JeHeX-
HbIX CPEACTB
13 VMHH oneparopa snek- B cootsetcTBum C Hpop- -
TPOHHbIX JEHEXHbIX MOTOM, YTBEPXKAEH-
CPeqCTB, BbINyCTUB- Hbim ®HC Poccum
LIEro 3/1eKTPOHHbIN
KoLenek
14 MHdopmaums VHH YO Mone «TexHonorus B cootBetctBUM C dop- | O6A3aTenbHO 3anon-
006 naeHTudukaropax OCyLLEeCTBNEHNS matom ®HC Poccum HseTCs X0Ts 6bl 0AHO
nony4atens CpeacTs nepeBoAa AEHeXHbIX 13 nonei
(voeHTMduumpytowas cpencts» = [INT]
nony4atens cpeacTs)
15 Pe3ynbrat Bbluncne- Pe3ynbrar Bbluncne-
HWUS CNELMANbHOrO HUS XeL-QYHKLNN
Koaa Homepa AY/1 SHA-256
16 Pesynbrar Bbluncne- Pe3ynbrar Bbluncne- MMpun Hannunn

HUS CNELManbHOro
kopa Homepa CHUNC

HUS XeLw-GyHKLMM
SHA-256
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 065130TeNbHOCTDL YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
17 ABOHEHTCKU A HoMep B cooTBetcTBMM ABOHEHTCKUI Homep
NOABWXHON paano- C MeX/yHapOoaHO NOABWXHON paano-
TenepoHHOM CBA3M CUCTEMOIA U NNCHOM TeneoHHO CBA3N
Hymepaumuu nonyyaTens CPeacTs,
NOATBEPXKAEHHDIN
B COOTBETCTBMM C M.
5.2.1 TonoxeHus
N° 683-

18 MHdopmaums, [ata v Bpems one- YO «Cratyc» = [Knuent B cootetctBumM ¢ RFC | Mo MockoBCKOMY Bpe-
YCTAHABAMBAIOLLAS pauum 1 onepaums Haiigexsl] | 3339 MeHu [UTC +03:00]
onepaumio no nepeso-

Dy AEHEXHbIX CPEACTB
19 Cymma onepauuu YO «Cratyc» = [Knuent Cymma 6e3 yyeta -
1 ONepaumns HaiaeHbl] | Komuccuu 6aHKa
C TOYHOCTbIO A0 ABYX
3HOKOB NOC/E 3aNATOM
20 Bantota onepauum YO «Cratyc» = [Knuent 13 O6wwepoccuniickoro -
1 onepauuns HaiaeHbl] | kKnaccudukaropa
BAMOT
21 Cymma onepauun YO IMone «Bantota onepa- | Cymma € TOYHOCTbIO -
B py615X N0 BHYTPEH- umu» # [RUB] [0 IBYX 3HOKOB nocne
HeMy Kypcy 3anaToii
22 HaszHnayeHune nnatexa H - TekctoBoe none -
23 BWK onepatopa no ne- YO «Craryc» = [KnneHt B cootetcTBUN -
peBOaY AEHEXHbIX 1 onepauus Haigexsl] | ¢ dopmatom, onpe-
CPefCTB, 06CYXMBA- AeneHHbIM Monoxe-
foLero nonyyatens Huem baHka Poccum
cpepcTs N° 732-1
24 Mpentudukarop one- YO Mone «TexHonorus B cootBetctBUM € pop- | SWIFT-code nnatenb-
partopa no nepesogy OCyLLeCTBNEHNS matom SWIFT LMKa
LEHEXHbIX CPEACTB, nepeBoad eHeXHbIX
06CcnyxuBaroLLero cpeacts» = [SPFS],
naaTenbLKa, npu [SWIFT]
ncnonb3osanuy CMOC
nan SWIFT
25 Mpentudukarop one- B cootBetctBUM € dpop- | SWIFT-code nonyuare-
partopa no nepesogy matom SWIFT NS CPeacTs
LEHEXHbIX CPEACTB,
06CnyX1BatoLLEro
nony4atens CpeacTs,
NPy UCNONb30BAHNN
CMoC nan SWIFT
26 Vpentudukarop one- B cootBetcTBUM C DOp- -
paunn SWIFT (Homep matom SWIFT
onepauum)
27 Mpertudukatop YO Mpw onepauum B cootetcTBUM MerchantID
TOProBo-CEPBUCHOIO B 0/jpec TOproBo-cep- | ¢ hopmMaTom, yTBepx-
npeanpuaTus BUCHOTO NPEANpUATAS | AEHHBIM NIATEXHO
cucremoi
28 WHH Toproso-cepBuc- YO Mpu onepauum B cootBetcTBUM € Hop- -
HOrO NpeanpuaTUs B OPEC TOProBo-Cep- | MATOM, YTBEPXKAEH-
BUCHOrO Npeanpu- Hbim @HC Poccum
ATUS, NPU HANNYUKM
29 CcbInoyHbIn HomMep YO Mone «TexHonorus B cootBetcTBUM Retrieval Reference
onepauuu (TpaH3aK- OCyLLeCTBNEeHNS ¢ popmatom, ytBepx- | Number (RRN)
L) NepeBoad JEHEXHbIX | AEHHBIM NIATEXHO
cpeacts» = [CARD] cucTemoit
30 Kop otBeTa onepauuu [Opo6peHal Response Code
(TpaH3aKLmMK) [OTknoHeHa]
31 Ko npnunHbl BO3- B cootBetcTBUM Reason Code

BpaTa

¢ opmaTtom, yTBepx-
JEHHbIM MIATeXHO
cucTemoit
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Mopsp- | Kateropus anemeHnta | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
32 BIN onepatopa no ne- B cooTBetcTBMM -
peBoay AEHEXHbIX ¢ opmaTtom, yTeepx-
CpeacTs — 3KBaiipepa AEHHbIM NNATEXHOM
cnuctemoit
33 Kop, oTpaxatoLumii YO Mone «TexHonorus B cootBetcTBUM MCC
OCHOBHO BUf, OCyLLeCTBNEHNS ¢ opmaTtom, yTeepx-
AeATeNbHOCTH nepeBoAd IEHEXHbIX | AEHHbBIM NAATEXHOR
TOProBO-CEPBUCHOIO cpencts» = [CARD], cucTemoit
npeanpuaTns 1 3aN0NHEHNe LAHHO-
ro nons B ABTOPU3C-
LIMOHHbIX coOobLLe-
HUAX NPEfyCMOTPEHO
craHpaptamm MNMC
34 3HaueHne TOKeHa npu YO Mone «TexHonorus B cooTBetcTBUM Token Number
TOKEHM3MPOBAHHO OCyLLeCTBNEHNS ¢ opmaTtom, yTeepx-
onepaumuu nepeBoAd IEHEXHbIX | AEHHbBIM NAATEXHOR
cpencts» = [CARD], cucTemoit
1 NPOBOAKNACH
onepauus ¢ ToKeHn3m-
POBAHHOW KPTOM
35 Wpentudukarop CBIN YO Mone «TexHonorus B cootBetcTBUM MemberID
oneparopa no nepe- oCyLLecTBAeHNs co craHaapramm OMKL|,
BOAY [EHEXHBIX nepeBoaa feHexHoix | CBI
cpencTs, 06CnyxmBa- cpencts» = [SBP]
foLero noayyarens
cpeacrs
36 MpeHtudukatop YO Mone «TexHonorus B cooTBetcTBUM -
onepauuu CBIN (Homep oCyLLecTBNeHNs co craHaaptamu OMKL|,
onepawuu) nepeBoaa feHexHbix | CBIM
cpenct» = [SBP]
1 «Tun onepauumn» =
[C2C], [B2C]
37 Wpentudukarop nna- YO Mone «TexHonorus B cootBetcTBUM QRC_ID
TEXHOM ccbinkn CBIN oCyLLecTBNeHNs co craHaaptamu OIMKL|
nepeBoaa feHexHbix | CBI
cpenct» = [SBP]
1 «Tun onepauumn» =
[B2B], [C2B], v one-
paums BbINOMHANACH
C NCMONb30BAHMEM
NNATEXHON CCbIIKU
38 Nudopmauma, ucnonb- | Cnocob nposeaeHns YO «Cratyc» = [KnneHt Bbi6op ofHoro 3Haue- | [ATM] — ¢ ncnonb3osa-

3yemas
N9 naeHTUGUKaLmMmn
YCTPOWNCTB

onepayum

11 ONepaLys HaiaeHbl]

HUA U3 CNUCKa:

Huem 6aHKomata
[BRANCH] - B oT1-
AeNeHNn KpeauTHON
Oprax1saLum

[DBO]. [MB] - ¢ uc-
noNb30BAHNEM
MOGUIbHOTO 6AHKA
[DBO]. [WEB] - ¢ uc-
noNb30BAHNEM
GAHK-KNNEHTa (TOHKNIA
KNNEHT)

[DBO]. [TC] - ¢ nc-
noNb30BAHNEM BAHK-
K/IMEHTA (TONCTbI
KNNEHT)

[ECOM] - c ucnonb-
30BUHMEM CPeACTB
3/1EKTPOHHON KOM-
mepLumn

[POS] - ¢ ucnonbzosa-
Huem POS TepmmuHana
[SST] - ¢ ucnonb3zo-
BOHMEM TepMUHANA
CaMoO06CNYXNBAHUS
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- MpaBuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
39 MpeHtudukatop YO Mone «Cnoco6 npo- TekcToBoe none YHUKQNbHbIA NAEHTH-
yCTpoiicTBa BeAEH!s onepauumn» = dukatop ycTpoincTea,
[ATMY], [POS] nnu [SST] C KOTOPOro ocyLecT-
BNSNACH Onepauuns
40 Anpec ycTpoiicTBa um YO Mone «Cnoco6 npo- TekcToBoe none Appec ycTpoiicTBa unm
OTAENEHNS KPeAUTHON BeAeHns onepamumn» OTAENEeHNS KPeAUTHON
OpraHn3aummn =[ATM], [BRANCH], OpraHn3aumnu
[POS] nnn [SST]
4 YHWUKQNbHbIA Yncno- YO Mone «Cnoco6 npo- B cooTBetcTBUM IP-aapec ycTpoiictea
BO MaeHTMdUKaTop BefieHus onepauun» | ¢ dopmatom RFC 791
YCTPOICTBA B CETU =[DBO]. [MB], [DBO]. | unu RFC 2460
WHTepHet [WEB], [DBO]. [TC]
42 CeteBoit appec H - B cootBetctBUM C dop- | MAC-appec ycTpoii-
KOMMbtOTEPA U (MN1N) matom [EEE cTBA
KOMMYHWUKALMOHHOTO
YCTPONCTBA (MApLLPY-
TM3aTOPA)
43 MexayHapoaHbIi H - B cootsetctBUm C dpop- | Homep cum-kapTbl
naeHTuduKaTop marom ITU-T E. 118 (ICCID)
A6OHEHTA (MHANBKN-
LYaNbHbIA HOMep
Aa6OHEHTA — Pu3nye-
CKOro nnua)
44 MexayHapoaHbiit H - B cootsetctBum ¢ dpop- | IMSI ycrpoiictea
naeHTuduKaTop martom ITU-T E. 212
Nob30BATENLCKOTO
060pyA0BAHNA (OKO-
HeyHoro 06opyaoBa-
HKR) A6OHEHTa — dun-
314eCKOro AnLa
45 Lindposoii otneyarok H - Linpposoii otneuarok -
ycTpoiicTBa YCTpOiiCcTBA, COBPAH-
Hblil B COOTBETCTBUM
C pPeKoMeHaaumsamMn
BaHka Poccum
46 ®uwunrosbiin URL H - B cootBetcTBUM C dop- | 3anonHseTcs B cnyyae
matom RFC 3986 MHALMALMN TPAH3AK-
LMK € ULINHIOBOTO
caita
47 Kputepuun nerntum- Kputepun nerntum- YO Mone «Cratyc» = 13 knaccuukatopa Bbi6bupatotcs Bce

HOCTV onepauum 6e3
cornacusi

HOCTV onepauum 6e3
cornacus

[KnuneHT n onepaums
HalineHbl], 1 onepauns
COOTBETCTBYET XOTA Obl
O[IHOMY U3 KpuTepnes
NeruTMMHOCTH

«Kputepuu nerntum-
HOCTU (MPU3HAKK
ocyLecTBneHns
NepeBoAa AEHEXHbIX
cpencTs 6e3 cornacus
KNMEeHTa) onepaumumn
6e3 cornacus»,
NPUBEAEHHOTO

B NPUNOXeHUM 28

KpUTEpPUU NIErUTUM-
HOCTU onepauumn 6e3
cornacusi
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NMPUNOXEHUE 7. DPOPMA NMPEACTABJTIEHUA OAHHbBIX REQ_OWC_REVERSE - DOPMA
3AMNMPOCA BAHKA POCCUU B LLENAX NOJNTYHYEHUA MHDOOPMALIUN O NNATEJIbLULMKAX
YKASAHHOMY B 3AMNPOCE BAHKA POCCUU NMOJTYHATENIO CPELOCTB

Mopsapn- | Kateropus anementa | Onucanne ACOU UI 06sa3arenbHoOCTb Ycnoeue obasarenb- Mpasuno 3anon- Mpumeuanune
KOBbI AAHHBIX noneii HOCTH HeHus
Homep
1 Tun 3anpoca/oteeta | Tun 3anpoca/oTBeTa - [REQ_OWC_Reverse] | lpeasanonHeHHoe
none
2 MHdopmaums VHH YO Ecnan nnatenblumk — B cootBetctBUM C dop- | O6A3aTenbHO 3anon-
00 ngeHTudmkaTopax topuanyeckoe nuuo, matom OHC Poccun HSAeTCs X0TS Obl OAHO
nonyyarens cpeacTs MHa4e Npu HaAMummn 13 nonei
(noeHTMduumpytowas
nonyyarens CpeacTs)
3 Pe3ynbTar Bbluncne- YO Ecnv nnatenbmnk — Pesynbtar Bblumncne-
HUS CMEeLnanbHoro dusmnyeckoe nnuo HUS XeL-QYHKLNN
Koaa Homepa AY/1 SHA-256
4 Pe3synbtar Bbluncne- YO Ecnv nnatenbumnk — Pesynbtar Bblumncne- -
HUS CMEeLmnanbHoro dusnyeckoe nuuo, HUS XeL-QYHKLNN
kopa Homepa CHUNC npu HaNUYUK SHA-256
5 AGOHEHTCKNIA HOMEpP YO Ecnv nnatenbwmk — B cootBetcTBUM AGOHEHTCKMIA
NOABWXHOW paamo- dusnueckoe nuuo, C MeXAYHapOAHON HOMep NOABWXHO
TenedoHHON CBA3N MHOYe NPy HaYmn CUCTEMOVA U NNAHOM paanotenedpoHHOI
HyMepauuu CBA3M NNATENbLLMKA,
NOATBEPXKAEHHbI
B COOTBETCTBMM C M.
5.2.1 MonoxeHus
N° 683-1
6 MHdopmaums Tun cpeacTBa naatexa 0 Mone «Tun onepauun» | Bbibop ogHOro 3HaYe- -
0 CpPeACTBe NaTexa | Nonyyatens Cpeacrs =[PURCHASE], [C2B], | Hus 13 cnucka:
nonyyarens [B2B] 3anonxsetcs [HannyHbie]
NP1 Hanuuum [BankoBCKuii cyeT]
[MnatexHas kapta)
[AGOHEHTCKUiT HOMEp
NOLBWXHON pagno-
TenedoHHoI cBA3N]
[9nekTpoHHbIiA
Kolenek]
7 Homep 6aHKOBCKOrO YO Mone «Tun cpencTea B cootetcTBUM -
cueta nnarexa» = [baHkoB- | ¢ dopmarom, onpe-
CKUii cyert] nenexHbiM MNonoxe-
Huem baHka Poccum
N° 579-N
8 BUK onepatopa B cooTBeTcTBUM -
N0 NepeBoay AeHeX- ¢ dopmatom, onpe-
HbIX CPEACTB AeneHHbIM Monoxe-
Huem baHka Poccum
N°732-N
9 Homep nnatexHoin YO Mone «Tun cpencTea B cootBetcTBUM C DOp- -
KapTbl nnarexa» = [Mnatex- | matom ISO/IEC 7812
Has KapTa)
10 AGOHEHTCKMIn Homep YO Mone «Tun cpepn- B cootetcTBUM -
NOABWXHOW Paamo- CTBO NAATEXA» = C MeXAyHapoLHON
TenedoHHoON CBA3N [AGOHEHTCKMIA HoMep | CUCTEMOIE U NNAHOM
NOABWXHON paano- HymepaLuu
TeneoHHON CBSA3M]
1 WpeHtudukatop anek- YO Mone «Tun cpeacTsa B cootBetcTBUM C DOp- -

TPOHHOIO Kowenbka

naarexa» = [Inek-
TPOHHbI Kowenek]

MATOM MaeHTudnKa-
TOPOB 3/1EKTPOHHbIX
KOLUENbKOB, onpefe-
NeHHbIX ONepaTopom
3/1EKTPOHHbIX AEHEX-
HbIX CPEACTB
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 065130TeNbHOCTDL YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
12 WHH onepatopa snek- B cootBetcTBUM C DOp- -
TPOHHbIX A@HEXHbIX MATOM, YTBEPXAEH-
CPeLCTB, BbIMyCTUB- HbiM ®HC Poccun
LIEro 3NeKTPOHHbINA
Kolenek
13 MHdopmaums, [ata v Bpems one- 0 - B cootetctBumn ¢ RFC | Mo MockoBCKOMyY Bpe-
YCTAHABAMBAIOLLAS pauum 3339 meHu [UTC +03:00]
onepaumio no nepeeo-
Dy AEHEXHbIX CPEACTB
14 Cymma onepauuu 0 - Cymma 6e3 yyeta -
Komuccuu 6aHKa
C TOYHOCTbIO A0 ABYX
3HOKOB NOC/E 3aNATOM
15 Bantota onepauum 0 - 13 O6wwepoccuniickoro -
Knaccudukatopa
BAMOT
16 Mpentudukarop one- YO Mone «TexHonorus B cootBetctBUM € pop- | SWIFT-code nnatenb-
patopa no nepesogy OCyLLEeCTBNEHNS matom SWIFT LMKa
LEHEXHbIX CPEACTB, nepeBoad eHeXHbIX
06CnyXuUBaKoLLero cpeacts» = [SPFS],
naaTtenbLyKa, npu [SWIFT]
ncnonb3osanuy CMOC
nan SWIFT
17 Mpentudukarop one- B cootBetctBUM € dpop- | SWIFT-code nonyuare-
patopa no nepesogy matom SWIFT NS CPeAcTs
LEHEXHbIX CPEACTB,
06CnyXMBatoLLEro
nonyyaTens CpeacTs,
NPy UCNONb30BAHNN
CMoC nan SWIFT
18 Wpentudukartop one- B cootsetctBum ¢ $pop- -
pauuu SWIFT (Homep marom SWIFT
onepauum)
19 Wpentudukarop YO Mpw onepauum B cootBetcTBUM MerchantID
TOProBO-CEPBUCHOTO B OAPEC TOProBo-cep- | ¢ GopmMaTom, yTBepx-
npeanpuaTus BUCHOTO NPEANpUATAS | AEHHBIM NIATEXHO
cucremoi
20 WHH Toprogo-cepBuc- YO Mpu onepauum B cootBetcTBUM € dop- -
HOTO NpeanpuaTUs B OAPEC TOProBo-Cep- | MATOM, YTBEPXKAEH-
BUCHOrO Npeanpu- HbiMm @HC Poccum
ATUS, NPU HANNYUKM
21 CcbInoyHbI HomMep YO Mone «TexHonorus B cootBetcTBUM Retrieval Reference
onepauuu (TpaH3ak- OCyLLeCTBNEHNS ¢ popmatom, ytBepx- | Number (RRN)
L) NepeBoAd JEHEXHbIX | AEHHBIM NIATEXHO
cpeacTs» = [CARD] cucremoit
22 Kop, otBeTa onepauun [Ono6peHa] Response Code
(TpaH3aKLmm) [OTKnoHeHa]
23 Ko npnunHbl BO3- B cootBetcTBMM Reason Code
BpaTa ¢ opmaTtom, yTBepx-
[EHHBIM MNATEXHOM
cnuctemoit
24 BIN onepatopa no ne- B cootBetcTBUM -
peBOaY AEHEXHbIX ¢ opmaTtom, yTBepx-
CPeAacTB — 3KBANpepa LEHHbIM MAATEXHON
cuctemoit
25 Koga, oTpaxatowuii YO Mone «TexHonorus B cootBetcTBUM MCC

OCHOBHOW BUA,
[eaTenbHoCTH
TOProBO-CEPBUCHOIO
npeanpuaTus

OCYLLEeCTBNEHNS
NepeBoAd AEHEXHbIX
cpencts» = [CARD],

1 3aM0/HEHUE aHHO-
ro nons B aBTOpMU3a-
LMOHHbIX CO00LLe-
HUSIX NPELYCMOTPEHO
craHgaptamm MC

¢ popmaTtom, yTBepx-
[IeHHbIM NNIATEXHOW
cucTemoi
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Mopsp- | Kateropus anemeHnta | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
26 3HaueHne TOKeHa npu YO Mone «TexHonorus B cooTBetcTBMM Token Number
TOKEHM3MPOBAHHO OCyLLeCTBNEHNS ¢ opmaTtom, yTeepx-
onepaumuun nepeBoAd IEHEXHbIX | AEHHbBIM NAATEXHOR
cpencts» = [CARD], cnuctemoit
1 NPOBOAKNACH
onepauus ¢ ToKeHU3u-
POBAHHOI KAPTOM
27 Wpentudukarop CBIN YO Mone «TexHonorus B cooTBetcTBMM MemberID
oneparopa no nepe- oCyLLecTBNeHNs co craHaaptamu OMKL|
BOAY [EHEXHBIX nepeBoaa feHexHoix | CBIM
cpencTs, 06cnyxumBa- cpencts» = [SBP]
foLero noayyarens
cpeacrs
28 MpeHtudukarop YO Mone «TexHonorus B cooTBetcTBUM TRID
onepauuu CBIM (Homep oCyLLeCTBAEHNS co craHaaptamu OMKL,
onepawuu) nepeBoaa feHexHoix | CBIM
cpencts» = [SBP]
29 Wpentudukarop nna- YO Mone «TexHonorus B coorBetcTBUM QRC_ID
TeXHoii ccbinku CBI oCyLLeCcTBAEeHNs co craHaaptamm OMKL|,
nepeBoaa feHexHoix | CBI
cpencts» = [SBP], «Tun
onepauuu» = [B2B],
[C2B], [C2G], v one-
paLMs BbINOMHANACH
C NCNOb30BAHNEM
NNATEXHON CChINKN
30 Ceepnexusa 06 aHa- KonuuectBo gHe H - Llenoe uncno >0 -

nnse onepauum 6e3
cornacua

[0 W NOCNe YKA3AHHO
onepawmu, 3a KoTo-
pble Heob6xoanMo
NPOaHANN3UPOBATL
onepauuu nonyyarens
cpeacTs

®dopma npeacraBneHuns aaHHbix RESP_OWC_Reverse — ®opma npeacraBneHns otBeta Ha 3anpoc banka Poccum B uensx
nony4yeHns MHGOPMALMK O NNATENIbLYUKAX YKA3AHHOMY NONy4aTenio CpeacTs

Mopsp- | Kateropus anemeHnta | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- Mpaeuno 3anon- MpumeuaHue
KOBbIA AAHHBIX nonei HOCTH HeHus
Homep
1 Tun 3anpoca/oteeta | Tun 3anpoca/oTBeta 0 - [RESP_OWC_Reverse] | lMpea3anonHexHoe
none
2 Cratyc Craryc 0 - [KnueHT n onepaums -
HanaeHbl]
[KnueHT He HaipeH]
[Onepauus He Hai-
AeHa]
[Heobxoanmo ponon-
HWUTENbHOE BpeMs s
paccmoTpeHus]
3 JNEMEHT, HO OCHOBA- | dnemeHT RESP_OWC_ YO «Cratyc» = [Knuent OAHO nnm cosokyn- -
HWK KoTOpOro Npedo- | Reverse, HO OCHOBA- 1 0Nepaums HaNAEHbI] | HOCTb YKA3AHHbIX
CTOB/EHbI CBEAIEHUSI | HUM KOTOPOrO Npego- B 30MPOCe 3HAYEHNN,
CTOB/IEHbI CBEAEHNS pPa3aeneHHbIx «;»
4 CsepeHus o nna- Tun cpeacTBa nnatexa YO «Cratyc» = [Knunent Bbi6op ogHOro 3Have- -

TeNbluMKe, ocyLye-
CTBMBLLUEM NepeBos,
[EHEeXHbIX CPeaCTs
nosy4yaTento Cpeacts,
B 30BMCUMOCTH OT CMO-
co6a peanuzaunm
NepeBoaa AeHeXHbIX
cpeacts

nony4yarens cpeacrs

11 ONepaums HaaeHbi]

HWS U3 CIUCKA:
[HannyHbie]
[BaHkoBCKUiA cuert]
[MnatexHas kapta)
[A6oHeHTCKMin Homep
NOABIKHON Paamno-
TenepoHHON CBSA3M]
[9neKTpOHHbIi
Kowlenek]
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 065130TeNbHOCTDL YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
5 Homep 6aHKOBCKOrO YO Mone «Tun cpepcTea B cootetcTBUN -
cyeta nnarexa» = [baHkoB- | ¢ opmarom, onpe-
CKUiA cyert] nenexHbIM Monoxe-
Huem baxka Poccum
N° 579-N
6 BUK onepatopa B cooTBetcTBUM -
no NepeBoay AeHEeX- ¢ opmatom, onpe-
HbIX CPEACTB AenexHbIM Monoxe-
Huem baHka Poccum
N°732-N
7 Homep nnatexHon YO Mone «Tun cpepcTBa B cootBetcTBUM C DOp- -
KapTbl nnarexa» = [Mnarex- | matom ISO/IEC 7812
Has kapra)
8 AGOHEHTCKMiIA Homep YO Mone «Tun cpep- B cooTBetcTBUM -
NOABWXHON paano- CTBO NAATEXA» = C MeX/yHapOoaHO
TeneoHHON CBA3N [AGOHEHTCKMIA HoMep | CUCTEMOIA U NNAHOM
NOABWXHON paano- Hymepaumumn
TeneoHHON CBA3M]
9 MpeHTudukatop anek- YO Mone «Tun cpepcTea B cootBetcTBUM C DOp- -
TPOHHOTO KOLLIeNbKA nnarexa» = [dnek- MATOM UAEHTUGMKA-
TPOHHbIN KoLenek| TOPOB 3N1EKTPOHHBIX
KOLLENbKOB, onpepe-
NEHHbIX ONepaTopom
3NEKTPOHHbIX JEeHEX-
HbIX CPEACTB
10 WMHH oneparopa 3nek- B cootsetcTBUM C Hop- -
TPOHHbIX JEHEXHBbIX MTOM, YTBEPXKAEH-
CPeqCTs, BbINyCTUB- Hbim @HC Poccumn
LIEro 31eKTPOHHbIN
Koenek
1 Kputepun nerutum- Kputepun nerutum- YO Mone «Cratyc» = [Knu- | U3 knaccudukatopa | Boibupatotes Bce
HOCTM onepauuu 6e3 | HoCTW onepavuy 6e3 €HT 1 onepaums Hail- | «KpuTepuu NeruTUM- | KpUTEPUU NIETUTUM-
COrnacus, XapakTepu- | COrnacus, XapakTepu- AEHbI], N NNATENbLUMK | HOCTU (MPU3HAKM HOCTM onepaumm 6e3
3yloLLMe NNATENbLMKA | 3yloLye NAATeNbLUMKA COOTBETCTBYET XOTS Obl | OCYLIECTBNEHUS COrNacus, Xapaktepu-
OfIHOMY W3 KPUTEPUEB | NEPEBOAA AEHEXHbBIX | 3ylOLLMe NAaTeNbLnKa
NernTMMHOCTH cpencTs 6e3 cornacus
K/IMEHTa) onepawum
6e3 cornacus»,
NpUBEAEHHOrO
B Npuaoxexun 28
12 Mudopmauus o cno- | TexHonorus ocyuiect- YO «Craryc» = [KnneHt Bbibop ogHoro 3Have- | [INT] — BHyTpeHHN

cobe npoBefeHns
onepauuu

BNneHusa nepesofd
OEeHEeXHbIX CpeacTB

11 ONepaLys HaiiaeHbI]

HUA U3 CnnUCKa:

lMepeueHb 3aBUCHUT

oT nonsi «Tun cpeacTea
naarexa nnatenb-
LLMKA»

nepesoj
[CARD] - KapTo4Hble
NAATEXHbIE CUCTEMBI
[WALLET] — nnatex-
Hble cUcTeMbl 6e3
OTKPbITUS CcyeTa
[PS_BR] — mex6aH-
KOBCKME NepeBoabl
C UCNOMb30BAHNEM
MncC BP

[SPFS] — mex6aH-
KOBCKME NepeBoabl
C UCNOMb30BAHNEM
CnocC

[SWIFT] - mex6aH-
KOBCKME NepeBoabl
C UCNOMb30BAHNEM
SWIFT

[SBP] — mex6aHKoB-
CKMe nepeBofbl C UC-
nonb3oBaHnem CBI1
[MONEY] - 6bIcTpble
AeHexHble nepeBoabl
6€e3 OTKpbITUS cyeTa
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Mopsp- | Kateropus anemeHnta | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
13 MnatexHas cucrema YO Mone «Cratyc» = MHH, B cootBeTcTBUM | B cnyuae Hanuuns
[KnueHt n onepaums | ¢ popmatom ®HC MHH y onepartopa
HainpeHbl] n «TexHono- | Poccuu, nnm [UHoe] NAATEXHON CUCTEMDI
1S OCYLeCTBNEHNS WY ONepaTopa snek-
nepeBoAa AeHEeXHbIX TPOHHbIX IEHEXHbIX
cpencts» = [CARD], CpefcTB yKa3bIBAETCS
[WALLET], [MONEY] WMHH, nHave 3HaueHne
[MHoe]
14 Tvn onepauun YO «Cratyc» = [Knuent Bbi6op ogHoro 3Haue- | [FUND] — BHeceHue
1 ONepaumns HaAeHbI] | HUS U3 CNUCKa: HOMMYHBIX AEHEXHDbIX
[FUND] cpencTs
[WITHDRAW] [WITHDRAW] — cHsTHe
[TRANSFER] HOMYHBIX EHEXHBIX
[CROSS] cpencTs
[PURCHASE] [TRANSFER] -
[CHARGEBACK] nepeBoA AEHEXHDBIX
[B2B] CpencTB Mexay 0fHoO-
[B2C] TUNHBIMY CPEACTBAMM
[C2B] nnarexa
[C2C] [CROSS] - nepeBoa
[C2G] DEeHeXHbIX CpeacTs
C KOHBepTauuen
MEXAY PA3HOTUMHbIMM
MepeyeHb 3aBu- CPeACcTBaMM NAaATeXa
cut ot nonei «Tun [PURCHASE] - no-
CPeACTBa NAaTexa KynKa
NAATENbLMKA» [CHARGEBACK] - B03-
n «[narexHas Bpar
cuctemar» [B2B] — B2B-onepauum
B CBIl
[B2C] — B2C-onepauuu
B CBIl
[C2B] - C2B-onepauuu
B CBIl
[C2C] - C2C-onepauuu
B CBIl
[C2G] - C26G-
onepauuu B CBIN
15 MHdopmaums, [ata v Bpems one- 0 «Cratyc» = [Knuent B cootetctBumn ¢ RFC | Mo MockoBCKOMyY Bpe-
YCTAHABAMBALOLLAS pauun 1 onepaums Haigexbl] | 3339 MeHu [UTC +03:00]
onepaLmio no nepeso-
Dy AEHEXHbIX CPEACTB
16 Cymma onepauuu 0 «Cratyc» = [Knuent Cymma 6e3 yyeta -
1 ONepaumns HaiaeHbl] | Komuccuun 6aHKa
C TOYHOCTbIO A0 ABYX
3HOKOB NOC/E 3aNATOM
17 Bantota onepauum 0 «Craryc» = [KnueHt 13 O6wwepoccuiickoro -
1 onepauus HaiaeHsl] | knaccudukaropa
BOJIOT
18 Mpentudukatop one- YO Mone «TexHonorus B cootBetctBUM € dpop- | SWIFT-code nnatenb-
partopa no nepesoay OCyLLEeCTBNEHNS matom SWIFT LLMKa
LEHEXHbIX CPEACTB, nepeBoad eHeXHbIX
06CcnyxuBaroLLero cpeacTs» = [SPFS],
naaTtenbLnKa, npu [SWIFT]
ncnonb3osanuy CIMOC
nan SWIFT
19 Mpentudukarop one- B cootetctBUM € dpop- | SWIFT-code nonyuare-
patopa no nepesoay matom SWIFT N9 CPeAcTs
LEHEXHbIX CPEACTB,
06CNyXMBAIOLLErO
nony4atens CpeacTs,
NPy UCNONb30BAHNN
CMoC nan SWIFT
20 Mpentudukarop one- B cootBetcTBUM C DOp- -
pauun SWIFT (Homep matom SWIFT

onepauum)
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- MpaBuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
21 MpeHtudukatop YO Mpw onepauum B cooTBetcTBMM MerchantID
TOProBO-CEPBUCHOIO B 0APEC TOpProo-cep- | ¢ GopmaTom, yTBepx-
npeanpuaTns BUCHOIO NPEANPUATAS | AEHHBIM NAATEXHOR
cnuctemoit
22 WHH Toproso-cepsuc- YO Mpw onepauum B cooTBetcTBUM C DOp- -
HOro NpeanpuaTUs B 0APEC TOProBo-cep- | MATOM, YTBEPXAEH-
BUCHOrO Npeanpu- HbiM PHC Poccumn
ATUS, NPU HANNYUKN
23 CcbInoyHbIn Homep YO Mone «TexHonorus B cooTBetcTBUM Retrieval Reference
onepauuu (TpaH3ak- oCyLLeCTBAEHNS ¢ popmatom, ytBepx- | Number (RRN)
L) nepeBoAd IEHEXHbIX | AEHHbBIM NAATEXHOR
cpencts» = [CARD] cucTemoit
24 Kop otBeTa onepauuu [Opo6peHa] Response Code
(TPaH3aKLmMm) [OTknoHeHa]
25 Kop npuunHbl BO3- B cootBetcTBUN Reason Code
Bpara ¢ opmartom, yTBepx-
[EHHBIM NNATEXHOM
cuctemon
26 BIN oneparopa no ne- B cooTBetcTBMM -
peBoay AEHEXHbIX ¢ opmaTtom, yTBepX-
CPeacTB — 3KBapepa [EHHBIM NNATEXHOM
cucremon
27 Kop, otpaxatoLuii YO [Mone «TexHonorus B cootetcTBUN MCC
OCHOBHO1 BUA, OCYLLECTBNEHNS ¢ opmartom, yTBepx-
LesTeNbHOCTH nepeBoad JEHEXHbIX | AEHHBIM NIATEXHO
TOProBO-CePBMCHOIO cpencts» = [CARD], cucremoin
npeanpuaTus 1 30aMN0NHEHNE JAOHHO-
ro nons B ABTOPU3C-
LIMOHHbIX coobLe-
HUSIX NPELYCMOTPEHO
cranpapramu MNC
28 3HaYeHNe TOKEHA Npun YO Mone «TexHonorus B cootBetcTBUM Token Number
TOKEHU3UPOBAHHOIA OCYLLEeCTBNEHNS ¢ opmaTtom, yTBepX-
onepauuu nepeBoAd JEHEXHbIX | AEHHBIM NIATEXHO
cpencts» = [CARD], CUCTEMON
¥ NPOBOAMNACH
onepaLus ¢ TOKEHU3M-
POBAHHOI KAPTOM
29 Wpentnoukartop CBI YO Mone «TexHonorus B cootBetcTBUM MemberID
oneparopa no nepe- OCyLLeCTBNEHNS co ctaHgaptamu ONKL,
BOAY AEHEXHbIX nepeBoaa feHexHbix | CBIM
CpefncTs, 06CnyxmBa- cpencts» = [SBP]
foLLero noayyartens
cpencTs
30 WpeHtndukatop YO Mone «TexHonorus B cootBetcTBUM -
onepauuu CBI (Homep oCyLLecTBAEeHNs co ctaHgaptamu OMKL,
onepawum) nepeBoaa feHexHbix | CBI
cpencT» = [SBP]
n «Tun onepauum» =
[C2C], [B2C]
31 WpeHtudukartop nna- YO Mone «TexHonorus B cootBetcTBUM QRC_ID
TeXHON ccbinku CBIM oCyLLeCTBAEeHNs co ctanaapramu OMKL,

nepeBoAa AEHEXHbIX
cpeacts» = [SBP]

n «Tun onepauum» =
[B2B], [C2B], n one-
pauus BbINONHANACH
C UCMONb30BAHNEM
MNATEXHOI CChIKN

cbn
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HOCTM onepauum 6e3
cornacua

HOCTM onepauum 6e3
cornacua

[KnueHT n onepaums
HaiaeHbl], n onepauus
COOTBETCTBYET XOTS Obl
OfIHOMY W3 KpUTEpUeB
NernTMMHOCTH

«Kputepuu nerntum-
HOCTY (MPU3HAKM
0CyLWecTBNEHNs
nepeBoaa AeHeXHbIX
cpeacTs 6e3 cornacus
KNWEHTa) onepaumm
6e3 cornacus»,
NpUBEAEHHOro

B Npunoxexuu 28

Mopsp- | Kateropus anemeHnta | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIii AAHHBIX nonei HOCTH HeHus
Homep

32 Kputepuun nerntum- Kputepuun nerntum- YO Mone «Cratyc» = 13 knaccudukatopa Bbibupatotcs Bce

Kputepun nerutnm-
HOCTW onepauum 6e3
cornacusa
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NMPUNOXEHUE 8. POPMA NMPEACTABJIEHUA OAHHbIX REQ_OWC_REVIEW - ®DOPMA
3AMPOCA YHACTHUKA UHOPOPMALIMOHHOINO OBMEHA B CJTYHYHAE HEOBOCHOBAHHOIO
HAMPABJTEHNA B BAHK POCCUN NHOPOPMALIMU O MEPEBOOAX BE3 COITACUA

KJIMEHTA
Mopsap- | Kateropus anementa | Onucanne ACOU UI 06sa3arenbHoOCTb Ycnoeue o6a3arenb- Mpasuno 3anon- Mpumeuanune
KOBbI AAHHBIX noneii HOCTH HeHus
Homep

1 Tvn yBegomneHus Tvn yBegomneHus 0 - [REQ_OWC_Review] lMpen3anonHeHHoe
none
2 Ceepenus, ngeHtmomu- | UHH YO Ecnv nnatenbmk — B cootBetcTBUM ¢ dpop- | 0693aTenbHO 3anon-
LMpyloLLmMe KnneHTa, 1OpUANYECKoe NuLo, matom ®HC Poccum HseTCs XoTs 6bl 0AHO
HaxoadLwerocs B 6ase MHAYe NPy HaIUYum 13 nonei
LAHHBIX O CyYasx
1 NOMbBITKAX OCYLLECT-
B/IEHUs NepeBOfoB
LIEHEXHDBIX CPeACTB
6e3 cornacns KNneHTa
3 Pe3ynbTar Bbluncne- YO Ecnv nnatenbmnk — Pesynbtar Bblumncne-
HUS CNEeLmnanbHoro dusmnyeckoe nnuo HUS XeL-QYHKLNN
Koaa Homepa Y/l SHA-256
4 Pesynbtar Bbluncne- YO Ecnv nnatenbumnk — Pesynbtar Bblumncne- -
HUS CNEeLmnanbHoro dusnyeckoe nuuo, HUS XeL-QYHKLNN
kopa Homepa CHUNC npu HaNUYUu SHA-256
5 AGOHEHTCKMNIA HOMEP YO Ecnv nnatenbwmk — B cootBetcTBUM AGOHEHTCKMIA
NOABWXHON paano- dusnyeckoe nuuo, C MeX/yHApPOLHO HOMEP NOABWXHO
TenedOoHHON CBA3N MHOYe Npu Haymn CUCTEMOIA U NNAHOM paanotenedoHHOI
HyMepaLuuu CBS3M NNATENbLUMKA,
NOLATBEPXKAEHHbI
B COOTBETCTBMM C M.
5.2.1 MonoxeHus
N° 683-M
6 CBeeHus 0 KneH- Homep 6aHkoBCKOro YO Mone «Tun cpeactBa | B cootBeTCTBUN 3anonHatTCs He-
Te, HOXOASLEMCS cyeTa nnatexa» = [baHkos- | ¢ dopmatom, onpe- 06X0fMMble AAHHbIE
B 603€e JAaHHbIX CKUii cyeT] AeneHHbIM Monoxe- K/INEHTA, XapaKTe-
0 C/ly4asix ¥ nonbiT- Huem baHka Poccum pu3ytoLLne CpeacTBo
KOX OCYLLLeCTB/IeHUS N° 579-M NaaTexa KanexTa,
nepeBoAoB AEHEXHbIX B 30BMCUMOCTM OT CMo-
cpencts 6e3 cornacus co6a peannsauum
K/IMEHTA, B 30BUCH- nepeBoad LeHEeXHbIX
MOCTI OT cnocob6a pe- CpeacTs.
a7M3auMmn NepeBoaa
LIeHEXHDbIX CPeACTB 0653atenbHO 3anon-
HSIETCS OAHO M3 Moneit
7 BWK onepatopa B cootBetcTBUM
N0 NepeBoay AeHeX- ¢ dopmatom, onpe-
HbIX CPEACTB AeneHHbIM Monoxe-
Huem baHka Poccum
N°732-N
8 Homep nnatexHoin YO Mone «Tun cpencTea B cootBetcTBUM C hOp-
KapTbl nnatexa» = [Mnatex- | matom ISO/IEC 7812
Has kapTa)
9 AGOHEHTCKMIn Homep YO Mone «Tun cpepn- B cootBetcTBUM
NOABWXHOW pagmo- CTBO NAATEXA» = C MeXAyHapoaHoON
TenedoHHoOM CBSA3N [AGOHEHTCKMIA HOMep | CUCTEMOIA U NAAHOM
NOABWXHON paano- Hymepauuu
TenedoHHoON CBS3M]
10 MpeHTudukatop anek- YO Mone «Tun cpencTea B cootBetcTBUM C dOp-
TPOHHOTO KOLIENbKA naaTexa» = [Anek- MATOM UAEHTUGMKA-
TPOHHbIN KoLenek] TOPOB 3N1EKTPOHHBIX
KOLLeNbKOB, onpepe-
NEHHbIX ONepaTopom
3NEKTPOHHbIX JeHexX-
HbIX CPEACTB
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 065130TeNbHOCTDL YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
" WHH onepatopa snek- B cootBetcTBUM C DOp-
TPOHHbIX A@HEXHbIX MATOM, YTBEPXAEH-
CPeLCTB, BbIMyCTUB- HbiM ®HC Poccun
LIEro 3NeKTPOHHbIN
Kolenek
12 WpeHtudukarop YO Mpw onepauum B cooTBetcTBUM
TOProBO-CEPBUCHOrO B 0APEC TOProBo-cep- | ¢ GopmaTom, yTBepx-
npeanpuaTns BUCHOIO NPEeANPUATAS | AEHHBIM NAATEXHOR
cnuctemoit
13 WHH ToproBo-cepsuc- YO Mpw onepauum B cootBetcTBUM C DOp-
HOro NpeanpuaTUs B 0APEC TOProBo-cep- | MATOM, YTBEPXAEH-
BUCHOrO Npeanpu- Hbim PHC Poccumn
ATUSA, NPU HANNYUK
14 MoTuBMpOBAHHOE MoTuBMpOBAHHOE 0 - TekcToBoe none -
060CHOBAHME 060CHOBAHME

®dopma npeactaBieHns AaHHbIXx RESP_OWC_Review — ®opma npeacTaBaeHns OTBETA HA 30MNPOC YYACTHUKA MHGOPMa-
LIMOHHOro 06MeHa B cnyyae He060CHOBAOHHOrO HanpaeneHus B bank Poccun nHpopmauum o nepesopax 6e3 cornacus

KNUeHTa
Mopsp- | Kateropus anemexnta | Onucaxue ACOU Ul 06513aT€NbHOCTDL YcnoBue o6a3arenb- MpaBuno 3anon- MpumeyaHue
KOBbIA AAHHBIX nonei HOCTH HeHus
Homep

1 Tvn yBegomnexns Tun yBegomnexns 0 - [RESP_OWC_Review] | lpea3anonHexHoe

none

2 Cratyc paccmotpennsi | Ctartyc paccMoTpeHus 0 - [MpuHsaTOo] -
3anpoca 3anpoca [OTKnoHeHo]

3 CeepeHus, ngeHtmdu- | MHH YO Ecnn nnatenbLimk — B cootBetctBMM C dop- | O6A3aTenbHO 3anon-
LMpyroLme KnneHra, topuanyeckoe amuo, | matom ®HC Poccun HSETCH 0AHO M3 nonei
yAaneHHble 13 6a3bl MHaye Npu Hanu4um
DAHHBIX O Cy4asx
1 NOMbITKAX OCYLLeCT-

B/IeHNs NepeBoaoB
DeHEXHbIX CPeacTs
6e3 cornacusa KAneHTa
4 Pesynbrtat Bbluncne- YO Ecnn nnatenblumk — Pe3ynbrar Bbluncne-
HWUS CNeLManbHOro dusnyeckoe nnuo HUS XeL-PyHKLNN
Koaa Homepa AY/1 SHA-256
5 Pesynbrat Bbluncne- YO Ecnan nnatenbLumk — Pe3ynbrar Bbluncne-
HWUS CNeLnanbHOro dusnyeckoe nuuo, HUS XeL-PyHKLNN
koaa Homepa CHU/C npu Hanuuum SHA-256
6 ABOHEHTCKU A HoMep YO Ecnn nnatenbimk — B cootBetcTBUM
NOABWXHON paano- dusnyeckoe nuuo, C MeX/yHapOoaHOi
TenepoHHO CBA3M MHaye Npu Hanu4nm CUCTEMOIA U NNTHOM
Hymepaumuu

7 CBefieHus 0 KNneH- Homep 6aHKOBCKOrO YO Mone «Tun cpepcTBa B cootBetcTBUM 3anonHaTCa He-
T€, UCK/IOYEHHOM cyera nnatexa» = [baHKoB- | ¢ popMaTom, onpe- 06X0aMMble AGHHblE
13 603bl AAHHBIX CKii cyeT] AeneHHbIM Monoxe- KNNEHTA, XapaKTe-

0 C/Iy4asix ¥ NonbiT- Huem baxka Poccum pu3ytoLne CpeacTso
KOX OCyLLeCTBNEHNS N° 579-N NAaTexa KJMeHTa,
nepeBoAoB AEHEXHbIX B 30BMCUMOCTM OT CMO-
cpeacts 6e3 cornacus co6a peanusauum
K/IMEHTA, B 30BUCH- nepeBoad eHEeXHbIX
MOCTK OT cnocob6a pe- cpeacTs
a/13aumMmn NnepeBoaa
[EHEXHDBIX CPeACTB
8 BUK onepatopa B cooTBetcTBUM
o NepeBoay AeHEeX- ¢ dopmatom, onpe-
HbIX CPEACTB AeneHHbIM Monoxe-
Huem baHka Poccum
N°732-N
9 Homep nnatexHon YO Mone «Tun cpepcTea B cootBetcTBUM C DOp-

KapTbl

nnarexa» = [Mnarex-
Has kapra)

matom ISO/IEC 7812
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- MpaBuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
10 ABOHEHTCKU A HoMep YO Mone «Tun cpepn- B cootetcTBUN
NOABWXHON paano- CTBO NNATEXA» = C MEX[yHOPOAHOI
TenegoHHON CBA3N [AGOHEHTCKMIA HoMep | CUCTEMOIA U NNAHOM
NOABWXHON paano- Hymepaumuu
TeneoHHON CBA3N]
1 MpeHTudukatop anek- YO Mone «Tun cpepcTBa B cootBetcTBUM C DOp-
TPOHHOTO KOLIENbKA nnarexa» = [dnek- MATOM UAEHTUMKA-
TPOHHbIN KoLenek] TOPOB 3N1EKTPOHHbIX
KOLLeNbKOB, onpepe-
NEHHbIX 0NepaTopom
3NEKTPOHHbIX JeHeX-
HbIX CPEACTB
12 WHH onepatopa snek- B cootBetcTBUM C DOp-
TPOHHbIX A@HEXHbIX MATOM, YTBEPXAEH-
CPefCTB, BbINyCTUB- HbiM PHC Poccumn
LIEro 3NeKTPOHHbINA
Kollenek
13 WpeHtudukarop YO Mpw onepauum B coorBetcTBUM
TOProBO-CEPBUCHOIO B 0APEeC TOpProo-cep- | ¢ GopmaTom, yTeepx-
npeanpuaTns BUCHOIO NPEANPUATAS | AEHHBIM NAATEXHON
cnuctemoi
14 WHH ToproBo-cepsuc- YO Mpw onepauum B cootBetcTBUM C DOp-
HOrO NpeanpuaTus B OAPEC TOProBo-Cep- | MATOM, YTBEPXKAEH-
BUCHOrO Npeanpu- HbiM OHC Poccum
ATUS, NPU HANNYUKN
15 060ocHoBaHKE 0O6ocHoBaHWE YO «Cratyc paccmo- TekcToBoe none -

TPEeHUs 3anpoca» =
[OTknoHeHo] unu npun
HeobxoanMoCTH
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NMPUNTOXEHUE 9. POPMA NMPEAOCTABJIEHUA OAHHbBbIX REQ_OWC_CORRECTION -
®POPMA 3ATNPOCA BAHKA POCCUNM O NMOBTOPHOM HAMPABJIEHUN UHOOPMALIUU
O NMEPEBOOAX BE3 COITTACUA KITUEHTA

Mopsapn- | Kateropus anementa | Onucanne ACOU UI 06sa3arenbHoOCTb Ycnoeue obasarenb- Mpasuno 3anon- Mpumeuanune
KOBbI AAHHBIX noneii HOCTH HeHus
Homep
1 Tun 3anpoca/oteeta | Tun 3anpoca/oTBeTa 0 - [REQ_OWC_Correction] | lMpea3anonHeHHoe
none
2 MpeHtndukatop Vpentudukarop yse- 0 - B cooTBetcTBUM MpeHtndukatop
YBEOM/IEHNS UNn [IOM/IeHNa UK OTBETA ¢ popmatom ACOU YBEAOM/IEHNS NN
oTBeTa Y4aCTHUKA MHOpMa- OuHLEPT OTBETA Ha 3aMpoc,
LIMOHHOTO 06MeEHa paHee HanpaBneH-
Horo B OuHLIEPT
YYACTHUKOM MHGOP-
MALMOHHOTO 06MeHa
1 cofepxalyero
cBegeHus, Tpebyto-
LLME YTOUHEHNS UK
KOPPEKTUPOBKM
3 Cratyc Craryc 0 - [KnuneHT He HaiipeH] -
[Onepauus He Hait-
AeHa)
4 CsepieHus, Tpedyto- WHH YO 3anonHsioTcs nons B cootBetcTBUM ¢ dop- | 06a3aTenbHO 3anon-
LLne yTOuHeHns 13 ysegomnenns unn | matom ®HC Poccun HseTCs X0Ts 6bl 0AHO
OTBETA YYACTHUKA 13 nonei
MHPOPMALIMOHHOTO
obMeHa, Tpebdytowne
YTOYHEHNS.
3anonHaeTcs Kak Mu-
HIUMYM OOHO M3 Nnonei
5 Pe3ynetat Bbluncne- Pesynbtar Bbluncne-
HWUS CNELMANbHOTO HUS XeL-QYHKLNN
Kona Homepa AY/ SHA-256
6 Pe3ynetar Bbluncne- Pesynbtar Bbluncne- -
HWUS CNELMANbHOro HUS XeL-QyHKLNN
koaa Homepa CHU/C SHA-256
7 ABOHEHTCKMIn Homep B cootBetcTBUM AGOHEHTCKMIA HOMEP
NOABWXHOW Pagmo- C MeXAYHapOoAHoON NOABWMXHOW paamno-
TenedoHHo CBS3N CUCTEMOVA M NNIAHOM TenedoHHO CBA3N
HyMepaLuuu NNATENbLMKA, NOA-
TBEPXAEHHbIN B CO-
oretctBMM € N. 5.2.1
Monoxenuns N° 683-I
8 Homep 6aHKoBCKOrO B cooTBeTcTBUM -
cueta ¢ dopmatom, onpe-
nenexHbiM Monoxe-
Huem baHka Poccum
N° 579-N
9 BUK onepatopa B cooTBeTcTBUM -
N0 NepeBoay AeHeX- ¢ dopmatom, onpe-
HbIX CPEACTB AeneHHbIM Monoxe-
Huem baHka Poccum
N°732-N
10 Homep nnatexHon B cootBetcTBUM € dop- -
KapTbl matom ISO/IEC 7812
1 AGOHEHTCKMiIn Homep B cootBetcTBUM -

NOABWXHOW Paamno-
TenedoHHo CBS3N

C MeXAyHapPOoLHON
CUCTEMOIA M NNIAHOM
Hymepauum
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 065130TeNbHOCTDL YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIVi AAHHbIX noneii HOCTH HeHus
Homep
12 VpeHTudukatop anek- B cootBetcTBUM C DOp- -
TPOHHOTO KOLIENbKA MATOM UAEHTUMKA-
TOPOB 3NEKTPOHHbIX
KOLLeNbKOB, onpepe-
NEHHbIX ONepaTopom
3NEKTPOHHbIX eHeX-
HbIX CPEACTB
13 WHH onepatopa snek- B cootBetcTBUM C Dop- -
TPOHHbIX A@HEXHbIX MATOM, YTBEPXAEH-
CPe[CTB, BbIMyCTUB- HbiM ®HC Poccun
LIEro 3NeKTPOHHbINA
Kolenek
14 [ata v Bpems one- B cootetctBumn ¢ RFC | Mo MockoBCKOMY Bpe-
pauum 3339 MeHu [UTC +03:00]
15 Cymma onepauuu Cymma 6e3 yyeta -
Komuceuu 6aHKa
C TOYHOCTbIO A0 ABYX
3HOKOB NOC/E 3aNATOM
16 Bantota onepauum 13 O6wwepoccuiickoro -
Knaccudukatopa
BA/OT
17 Cymma onepauun CymMma € TOYHOCTbIO -
B py6/15X N0 BHYTPEH- [0 1BYX 3HUKOB nocne
HeMy Kypcy 3anaToii
18 HasHaueHue nnatexa TekcToBoe none -
19 BUK onepatopa no ne- B cootBetcTBUM -
peBoaY AEHEXHbIX ¢ dopmatom, onpe-
CPefCTB, 06CYXMBA- AeneHHbIM Monoxe-
foLLero nonyyatens Huem baHka Poccum
cpeacTs N° 732-1
20 Mpentuukartop one- B cootsetctBum ¢ dpop- | SWIFT-code nnatens-
paropa no nepesoay marom SWIFT LMKa
LEHEXHbIX CPEACTB,
06CnyX1BatoLLEro
NAATENbLMKA, NPK
ncnonb3osanuy CMOC
nin SWIFT
21 Vpentudukarop one- B cootetctBUM € dpop- | SWIFT-code nonyuare-
patopa no nepesogy matom SWIFT NS CpeancTs
LEHEXHbIX CPEACTB,
06CnyXMBatOLLEro
noNyyaTens CpeacTs,
NPy UCNONb30BAHNN
CMoC nan SWIFT
22 Mpertudukarop one- B cootBetcTBUM C DOp- -
pauwnn SWIFT (Homep matom SWIFT
onepauum)
23 peHtndukatop B cootBetcTBUM MerchantID
TOProBO-CEPBUCHOTO ¢ opmaTtom, yTBepX-
npeanpuaTus [EHHBIM NNATEXHOM
cuctemoit
24 VHH Toproso-cepsuc- B cootBetcTBUM C dOp- -
HOTO NpeanpuaTUs MATOM, YTBEPXKAEH-
HbiMm ®HC Poccum
25 CcblNoYHbI HOMEp B cootBetcTBUM Retrieval Reference
onepauuu (TpPaH3aK- ¢ popmatom, ytBepx- | Number (RRN)
L) [EHHBIM MNATEXHO
cnuctemoit
26 Kop otBeTa onepauuu [Opo6peHal Response Code
(TpaH3aKumMm) [OTKnoHeHa]
27 Kop npununHbl BO3- B cootBetcTBUM Reason Code

BpATa

¢ popmaTtom, yTBepx-
[IeHHbIM NNIATEXHO
cucTemoi
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 065130TeNbHOCTDL YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
28 BIN onepatopa no ne- B cooTBetcTBMM -
peBoay AEHEXHbIX ¢ opmatom, yTeepx-
CpeacTs — 3KBaiipepa AEHHbIM NNATEXHOM
cnuctemoit
29 Kop, oTpaxatoLmii B cootBetcTBUM MCC
OCHOBHO BUf, ¢ opmaTtom, yTeepx-
AeATeNbHOCTH AEHHbIM NNATEXHOM
TOProBO-CEPBUCHOrO cuctemoit
npeanpuaTns
30 3HaueHne TOKeHa npu B cooTBetcTBUM Token Number
TOKEHM3MPOBAHHO ¢ opmaTtom, yTeepx-
onepaumuun AEHHbIM NNATEXHO
cnuctemoi
31 Wpentudukatop CBIN B cooTBetcTBUM MemberID
oneparopa no nepe- co craHaaptamm OMKL|,
BOAY [EHEXHBIX Cbnn
CpeacTs, 06C/yXMBa-
foLero noayyarens
cpeacrs
32 WpeHtudukatop B cooTBetcTBUM -
onepauuu CBIN (Homep co craHaaptamu OMKL|
onepawuu) ()]
33 Wpentudukarop nna- B cootBetcTBUM QRC_ID

TEXHOM ccbinkn CBIN

co craHaaptamu OMKL|
Cbn

dopma npeacrasneHuns aaHHbix RESP_OWC_Correction — ®dopma npeacrasneHuns oteera Ha 3anpoc baHka Poccum o no-
BTOPHOM HUMNPABAEHUM UHPOPMALUM O NepeBOAAX 63 COrNacus KNIMeHTa

Mopsp- | Kateropus anemeHnta | Onucaxue ACOU Ul 06513aTeNbHOCTb YcnoBue o6a3arenb- Mpasuno 3anon- MpumeyaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
1 Tun 3anpoca/oteeta | Tun 3anpoca/oTBeta 0 - [RESP_OWC_ lMpea3anonHeHHoe
Correction] none
2 YTOUHEHHbIe unm WHH YO 06s3atenbHo 3anon- | B cootBetctBum ¢ pop- | 0653a1€NbHO 30M0N-
CKOPPEKTUPOBAHHbIE HseTcst xoTs 6bl 0aHO | MaTom PHC Poccum HseTCst XoTst 6bl 0AHO
CBefleHNs no one- 13 none. u3 none
pauun
3anonHsioTca nons,
BXOAALLMe B COCTAB
30Npoca Ha YTouHe-
HIe NN KOPPEKTUPOB-
Ky, paHee Hanpas-
NEHHOrO YYaCTHUKY
MHPOPMALIMOHHOTO
o6MeHa, KoTopble
ObIN YTOYHEHDI UK
CKOPPEKTMPOBAHDI
3 Pesynbrat Bbluncne- Pe3ynbrar Bbluncne-
HWUS CNeLnanbHOro HUS XeL-PyHKLNN
Koaa Homepa AY/1 SHA-256
4 Pesynbrtat Bbluncne- Pe3ynbrar Bbluncne- -
HWUS CNeLnanbHOro HIUS XeL-PyHKLNN
koaa Homepa CHU/C SHA-256
5 ABOHEHTCKUiA Homep B cootetcTBUN AGOHeHTCKNIl Homep
NOABWXHON paano- C MeX/yHApPOLHOIA NOABWXHON paguo-
TeneoHHo CBA3M CUCTEMOIA U NNCHOM TenedoHHoM CcBa3N
Hymepauuu NNATeNbLMKA, NOA-
TBEPX/AEHHbIi B CO-
oreetcTBUM c n. 5.2.1
MonoxeHus N° 683-1
6 Homep 6aHKOBCKOrO B cooTBetcTBUM -

cyeta

¢ popmatom, onpe-
AeneHHbIM Monoxe-
Huem baHka Poccun
N° 579-N
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 065130TeNbHOCTDL YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIVi AAHHbIX noneii HOCTH HeHus
Homep
7 BUK onepatopa B cooTBetcTBMM -
no NepeBoay AeHEeX- ¢ opmatom, onpe-
HbIX CPEACTB AenexHbiM Monoxe-
Huem baxka Poccum
N°732-N
8 Homep nnatexHon B cootBetcTBUM C DOp- -
KapTbl matom ISO/IEC 7812
9 ABOHEHTCKU HoMep B cooTBetcTBUM -
NOABWXHON paano- C MeX/yHapoaHOi
TenepoHHO CBA3MN CUCTEMOIA U NNTHOM
Hymepaumuu
10 Wpentnukatop anek- B cootsetcTBUM C Hpop- -
TPOHHOTO KOLIENbKA MATOM UAEHTUMKO-
TOPOB 3N1EKTPOHHbIX
KOLLeNbKOB, onpepe-
NEeHHbIX ONepaTopom
3NEKTPOHHbIX JeHEX-
HbIX CPEACTB
1 WMHH oneparopa snek- B cootsetcTBUMN C Hop- -
TPOHHbIX JEHEXHbIX MTOM, YTBEPXKAEH-
CPe[CTB, BbIMyCTUB- HbiM OHC Poccum
LIEro 31eKTPOHHbIN
Koenek
12 [ata v Bpems one- B cootetctBumn ¢ RFC | Mo MockoBCKOMY Bpe-
pauuu 3339 menu [UTC +03:00]
13 Cymma onepauun Cymma 6e3 yueta -
Komuccum 6aHka
C TOYHOCTbIO A0 ABYX
3HAKOB NOC/1e 3aMATOi
14 Bantota onepauum 13 O6Lwwepoccuniickoro -
Knaccupukaropa
BA/IOT
15 Cymma onepauun CyMMa € TOYHOCTbIO -
B py6/1sX N0 BHYTPEH- [0 ABYX 3HOKOB Nocne
HeMy Kypcy 3anaToii
16 HasHaveHne nnatexa TekctoBoe none -
17 BUK onepatopa no ne- B cootBetcTBMM -
peBOaY AEHEXHbIX ¢ dopmatom, onpe-
CpefcTB, 06CNYXMBA- AeneHHbIM Monoxe-
loLLero nosyyatens Huem baHka Poccum
cpeacrs N° 732-1
18 Wpentndukartop one- B cootsetctBum ¢ pop- | SWIFT-code nnatens-
partopa no nepesony matom SWIFT LKA
LEHEXHbIX CPEACTB,
06CNyXMBatoLLErO
NAATENbLMKA, NPK
ncnonb3osanuu CMOC
nan SWIFT
19 Mpentudukarop one- B cootgetctBum ¢ dpop- | SWIFT-code nonyyare-
partopa no nepesony matom SWIFT NS CpeacTs
LEHEXHbIX CPEACTB,
06CNyX1BatoLLEro
nonyyaTens CPeacTs,
NPy UCNONb30BAHNN
CNOC nan SWIFT
20 Mpentudukarop one- B cootBetcTBUM C dOp- -
pauuu SWIFT (Homep matom SWIFT
onepaumu)
21 WpeHtndukartop B cootBetcTBUM MerchantID
TOProBO-CEPBUCHOTO ¢ opmaTtom, yTBepx-
npeanpuaTus [EHHBIM MNATEXHOM

cucTemoit
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 065130TeNbHOCTDL YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIVi AAHHbIX noneii HOCTH HeHus
Homep
22 WHH Toproso-cepsuc- B cootBetcTBUM C DOp- -
HOro NpeanpuaTUs MATOM, YTBEPXAEH-
Hbim PHC Poccum
23 CcbInoyHbIn Homep B cooTBetcTBMM Retrieval Reference
onepauuu (TpaH3ak- ¢ popmatom, ytBepx- | Number (RRN)
Ln) AEHHbIM NNATEXHOM
cucremon
24 Kop otBeTa onepauuu [Opo6peHa] Response Code
(TpaH3aKumMm) [OTknoHeHa]
25 Kop npununHbl BO3- B cootBetcTBUM Reason Code
Bparta ¢ opmatom, yTeepx-
AEHHbIM NNATEXHOM
cucremon
26 BIN onepatopa no ne- B cooTBetcTBUM -
pPeBOaY AEHEXHbIX ¢ opmartom, yTBepx-
CPeacTB — 3KBaipepa [EHHBIM NNATEXHOM
cucremon
27 Koga, oTpaxatoLunii B cootBetcTBUM MCC
OCHOBHO1 BUA, ¢ opmartom, yTBepx-
LesATeNbHOCTH [EHHBIM NNATEXHOM
TOProBO-CEPBUCHOIO cucTemoit
npeanpuaTus
28 3HaueHne TOKeHa npu B cooTBetcTBUM Token Number
TOKEHU3UPOBAHHOIA ¢ opmartom, yTBepx-
onepauuu [EHHBIM NNATEXHO
cucremoin
29 peHtndukartop CBI B cootBetcTBUM MemberID
oneparopa no nepe- co ctaHgaptamu ONKL,
BOAY AEHEXHbIX CbI
CpencTs, 06cnyxmBa-
foLLEero noayyartens
cpencTs
30 WpeHtndukatop B cootBetcTBUM -
onepauuu CBIN (Homep co craHaaptamu OIKL|,
onepawum) CbI
31 WpeHtudukatop nna- B cootBetcTBUM QRC_ID

TEXHOM ccbinkn CBIN

co ctaHgaptamu ONKL,
Cbn
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MPUNNOXEHWE 10. DOPMA NPEAOCTABJIEHNA OJAHHBIX NTF_OWC_DATAUPDATE - ®OPMA
NMPEAOCTABJIEHNA YHACTHUKAMU UHOPOPMALMOHHOIO OBMEHA OOMONTHUTENbHbIX
N (UNTN) YTOYHSAIOWMX CBEOEHUIA NO PAHEE HAMNPABTEHHOW MHO®OPMALIUK

O NEPEBOAAX BE3 COIMACUA KITMEHTA (O NMPEKPALWEHWUN OENCTBUSA BAHKOBCKOIO

CYETA, MJTIATEXXHOW KAPTbI, BOFOBOPA ABOHEHTCKOIO OBC/TY>XXUBAHUSA

NoABUXXHOWN PAONOTENE®OHHOW CBA3U UNN SNTEKTPOHHOIO CPELCTBA MJIATEXA,
A TAKXE SAMEHE HOMEPA JOKYMEHTA, YOOCTOBEPAIOWEIO JIMHHOCTb, NJ1U
ABOHEHTCKOIO HOMEPA NMOABUXHOW PAOUOTENED®OHHOW CBA3U KJITMEHTA,
HAXOOALWENOCA B BA3E JAHHbBIX O CNTYHAAX U MOMNbITKAX OCYLWECTBJIEHUA

MEPEBOOOB OEHEXHbIX CPEACTB BE3 COITTACUA KITMEHTA)

Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHUs
Homep
1 Tun yBegomnenns Tvn yBegomnexns 0 [NTF_OWC_ lMpea3anonHeHHoe
DataUpdate] none
2 Tun onepauumn Tun moandukaumm 0 [EXPIRE] [EXPIRE] - B cnyuae
CBefeHNii 0 KneHTe [BLOCK] npeKkpaLieHns aen-
[REPLACE] CTBUS NNATEXHON Kap-
Tbl UM SNEKTPOHHOTO
CpeAcTBa NAaTexa
B CBA3M C UCTEYEHNEM
CPOKQ [iencTBUS
[BLOCK] - B cnyuae
npekpatiexns aen-
CTBNS OAHKOBCKOTO
cyeTa, NNAaTexHoml
KapTbl, 4OroBopa
a6oHeHTCKoro obcny-
XWBAHUS NOABMKHO
paanotenedoHHo
CBSA3M UK 3NEKTPOH-
HOro CpeAcTBa
nnarexa B CBA3N
¢ 6NoKMPOBKOIA
[REPLACE] - B cnyuae
30MeHbl HoMepa Ao-
KyMeHTa, yAocToBeps-
IOLLEro IMYHOCTb, UK
a6OHEHTCKOro Homepa
NOABWXHON paauo-
TeneoHHO CBA3N
KNNeHTa
3 [lata v Bpemsi [ata v Bpems npekpa- 0 B cootBetctBumn ¢ RFC | Mo MockoBckomy Bpe-
LeHns feiicTaus/3a- 3339 meHn [UTC +03:00]
MEHbI
4 MaeHTndukaumorHble | Pesynstat Bbluncie- YO Ecnn ©J1 Pesynbrat Bbiuncne- | 0643atenbHo 3anon-
LAHHBIE KNNEHTa HWUS CNELMaANbHOro HUS XeL-QYHKLNN HSIETCH OAHO M3 Nnonei
Koaa Homepa Y/l SHA-256
5 WHH Ecan tON1 B cootBetcTBUM C dop-
matom ®HC Poccum
6 CsepieHus o knnente, | Homep 6AHKOBCKOrO YO B cnyuae npekpa- B cootBeTcTBUN
noTepsiBLUNe AKTYA/b- | CYETd LeHns feiicTauns ¢ dopmatom, onpe-
HOCTb B CBSI3U C Npe- 6UHKOBCKOrO CYeTa AeneHHbIM Monoxe-
KpaLLeHNeM feicTBUS Huem baHka Poccum
1IN 30MEeHOM N° 579-N
7 Homep nnatexHoi YO B cnyuae npekpa- B cootBetcTBUM C Hop-
KapThl LeHNs LenCTBNUS matom ISO/IEC 7812
NAATEXHON KAPTbl
8 AGOHEHTCKMIA HoMEp YO B cnyuae npekpauwe- | B cootBetctBuMm € poc-

NOABWMXHO pagmo-
TenedoHHo CBS3N

HUS [LeACTBMS UK
30MeHbl A60HEHTCKOro
HOMepa NOABUXHO
paanotenepoHHo
cBA3M

CUIACKOWN CucTemoi
¥ NNAHOM HyMepauum
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Mopsp- | Kateropus anemeHnta | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
9 VpeHTudukatop anek- YO B cnyuae npekpa- B cootBetcTBUM C DOp- -
TPOHHOTO KOLIENbKA LeHns peiicTans MATOM UAEHTUGMKA-
3N1EeKTPOHHOr0 TOPOB 3NEKTPOHHbIX
KoLLenbKa KOLLeNbKOB, onpepe-
NEHHbIX ONepaTopom
3NEKTPOHHbIX eHeX-
HbIX CPEACTB
10 HaumeHoBaHue one- YO Mone «MpeHTnduka- 13 nepeuns onepa- -
paTopa 3neKTPOHHbIX TOP 3NEKTPOHHOIO KO- | TOPOB 3NEKTPOHHbIX
AEHEXHbIX CPEACTB, LIENbKA» 3aMONHEHO. | AEHEXHbIX CPEACTB,
BbIMYCTUBLUETO 3/1€eK- pasmeLLeHHoro
TPOHHbIN KOLenek 0643atenbHo 3anon- | Ha cante baxka
HSAeTCH 0AHO M3 noneit | Poccum
" WHH onepatopa snek- B cootBetcTBUM C DOp- -
TPOHHbIX A@HEXHbIX MATOM, YTBEPXKAEH-
CPefCTB, BbINyCTUB- Hbim PHC Poccumn
LIEro 3NeKTPOHHbIN
Kolenek
12 AKTyanbHble cBeAeHus | Pesynstat Bbluncne- YO «Tun moandukaumm Pe3ynbrar Bbluncne- -
HWUS CNeLnanbHOro CBELIEHNN O KNNEHTE» | HUS XeLU-QYHKLNN
Koaa Homepa AY/1 =[REPLACE] n 3ameHa | SHA-256
HOMepa AOKYMEHTa,
yAOCTOBEPAIOLLEr0
JIMYHOCTb
13 ABOHEHTCKUIA Homep «Tun Moandukaumm B cootBetcTBUM C poc- -

MOABWMXHOW paamno-
TeneoHHON CBA3N

CBEAEHUI O KNINEHTEY
=[REPLACE], n 3ameHa
a60OHEHTCKOro Homepa
NoABWMXHOW paamno-
TenepoHHON CBA3N

CUNCKON CUCTEMOIA
W NIIGHOM HyMepauum




NMPUNOXEHUE 11. NEPEYEHb TUNOB UHLUIMOEHTOB 3AWNTBI UHOOPMALIUN, COIMMACOBAHHbIV C ®EOEPAJIbHbIM
OPIFAHOM UCNOJTHUTEJIbHOU BJTACTHUN, YIOJTHOMOYEHHbBIM B OBJTACTU OBECMNEYEHNA BE3OMACHOCTU, K UHLUMUOEHTOB

OMEPALUMOHHOW HALOEXHOCTW B PA3PE3E BUOOB OEATE/IbHOCTU KPEOUTHbIX OPFTAHU3ALUN, HEKPEOAUTHbIX

®UHAHCOBbIX OPFTAHU3ALMA U CYBBLEKTOB HALUMOHAJIbHON MNTATEXXHOW CUCTEMbl U COCTABJISAIOLLMNX
NX TEXHOJTOM'MYECKUX MPOLIECCOB

Kon Bupa Haumeno- Kop Bupa Haumeno- Kop texHonorunye- HaumenoBaxue Koa tuna | Koa nHum- HaumeHoBaHMe nHumaeHTa Kputepuit unpopmuposanma BusHec-aaHHbIE
(Hanpasne- | BaHue BUpa | (Hanpas- BOHWE BUAA CKoro npouecca TEXHO/IOrMYECKOro | MHLMAEHTA AeHTa MHLUMAEHTA 3aLm-
HuA) pes- | (Hanpasne- nexus) (HanpaBneHus) npouecca Tbl UHPOPMaALMK

TeNbHOCTN HuA) pes- nesTeNb- | AEATENbHOCTHU
$uHaHCo- TENbHOCTH HOCTH - $punHaHcoBoON
BOW Opra- | GpMHAHCOBOW | HUHCOBOIA opraxlusa-
HU3ALMM | OPrOHM3ALMM | OPraHU3a- | LUK BTOPOro
nepsoro nepBoro | LUK BTOPOro YPOBHS
YPOBHS YPOBHS YPOBHS
[BANK] [eatenbHoctb | [UNI] KpeputHas [accept OrWithdrawal | TexHonornyeckuit [DT_BAC] [DT_BAC_ | HUMAEHT, CBA3AHHDIV C npe- BbifiBneHne $pakta npesbileHns
KpeauTHOM oprasusams FundsPP] npouecc, obecneun- BANK_1] BblLUEHWEM [ONYCTUMON [O/N [loNyCTUMOW Lo/M flerpasaunm
oprasusaumnmn C yHUBEpCab- BAIOLLMIA NpUBNe- [lerpanaLmm TeXHONOrMYeCKoro | TEXHONOMMYEeCKoro npouecca,
1 HebaH- HOW NINLeH3NeN UeHune leHeXHbIX npouecca, yCTaHOBEHHOM YCTAHOB/IEHHOI KpeanTHO
KOBCKOM [BASE] CpeacTB Gpu3nyeckux KPEeAUTHOI OpraHu3aumei (cur- OPraHn3aumnen (CUrHaNbHbIM
KpeauTHoi KpeputHas NUL, BO BKNOAbI HOMbHBIM 3HAYEHUEM) 3HaYeHnem)
oprasusaumnmn opraHnsaumns
c 6asoBoi
[RNKO] NnueHsnen
PacuetHas
HeOUHKOBCKAA
[PNKO] KpeanutHas
opraHnsauuns
MnatexHas
[NDKO] HebUHKOBCKAA
KpeauTHas
opraHnsauuns
HebankoBckas
Aeno3nTHo-
KpeauTHas
opraHnsauuns

€¢0C-5'L-0909 49 O1D
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK
TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_BAC_ | MHUMAeHT, CBA3AHHDI C npe- BbisiBneHune Gpakta npeBbilweHns -
BANK_2] BblLIEHWEM LONYCTUMOI [0 [ONYyCTUMOV AoV Aerpaganm
[erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW KPeLUTHOM
KpeauTHO opraHuauuei (cur- OPraHM3aumneit (CUrHanbHbIM 3Ha-
HONbHBIM 3HOYEHNEM), O TAKXE UeHneM), a TaKKe AoNyCTUMOro
[0MyCTUMOr0 BPEMEHU NPOCTON BPEMEHN NPOCTos W (1nn) aerpa-
W (Mnu) nerpagaLnm TeXHoNo- AALMM TEXHONOrMYECKOro NpoLec-
rNYeCcKoro npoLeccd, yCTaHoB- €0, YCTOHOBNIEHHOIO KPeaNTHO
NEHHOr0 KPeaMTHON OPraHM3a- OpraHn3auueit (CUrHanbHbIM
UMe (CUrHANbHBIM 3HAYEHUEM), | 3HAYEHUEM), He MPEBBILIAIOLLEro
He NPeBbILAIOLLEro 2 YacoB 2 yacos ANt 6AHKOB, pasmep
ansg 6aHKOB, Pa3Mep KTMBOB OKTMBOB KOTOPbIX COCTABNSET
KoTopbix coctaBnsiet 6onee 500 | 6onee 500 munnnapaos pybnei
MUAAMApaoB py6nei u 6onee, n 6onee, 4 yaco Ans 6AHKOB
4 yacos s 6AHKOB C YHUBEP- C YHUBEPCA/bHOW NNLEH3NEN,
CONbHOW NMLEH3NEN, pasmep pa3Mep aKTUBOB KOTOPOrO CO-
GKTMBOB KOTOPOTrO COCTABASET cranset menee 500 munanapgos
meHee 500 munnnappoBs pybneii, | pybneii, 6 Yacos ans 6aHKOB
Ha nepuog 6onee 6 4acoB ans ¢ 6a30BOi1 MLEH3MEIH
6AHKOB ¢ 6A30BOI NNLIEH3NENR
[acceptOrWithdrawal- | TexHonoruyeckmit [DT_BAC] [DT_BAC_ | MHUMAeHT, CBA3AHHDI C npe- BbisiBneHne dakta npesbllleHns -
FundsLP] npouecc, obecneun- BANK_1] BblLLEHWeM AONyCTUMON f0NN [0NyCTUMOI 40N AerpaaaLmm

BAIOLLMA NpuBe-
YeHue JeHexXHbIX
CpefcTB lopuanye-
CKUX 1L BO BKNASbI

AerpagaLmmn TeXHoNorn4eckoro
npowecca, yCTaHOB/IEHHOW
KpeauTHOR opraHusauueii (cur-
HO/IbHBIM 3HAYEeHWeM)

TEXHOMOrMYEeCKoro npoecca,
YCTOHOB/IEHHOW KPEeLUTHOM
OpraHn3auueit (CUrHanbHbIM
3HAYEHUEM)
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_BAC_ | MHUMAeHT, CBA3AHHDI C npe- BbisiBneHune Gpakta npeBbilweHns -
BANK_3] BblLIEHWEM LONYCTUMOI [0 [ONYyCTUMOV AoV Aerpaganm
[erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW KPeLUTHOM
KPEAMTHO opraHusaumneit OPraHM3aumneit (CUrHanbHbIM 3Ha-
(CUrHAIbHBIM 3HAYEHWEM), yeHuem), a TaKxe AonycTumMoro
a TAKXe [oNnyCTUMOro BPEMEHU BPEMEHM NPoCTos W (1nn) aerpa-
npocTos v (1nn) aerpaaammn AALMY TEXHONOrMYECKOro NpoLec-
TEXHOMOrMYEeCKoro npoteccd, €0, YCTOHOBNIEHHOrO KPeANTHO
YCTAHOBNIEHHOTO KPEAUTHO OpraHn3auueit (CUrHanbHbIM
OpraHn3aumei (CUrHanbHbIM 3HOYEHMEM), HE NPEBbILLAIOLLErO
3HOYEHWEM), He NPEeBbILAOLEro | 2 4acoB Ans 6AHKOB, pasmep
2 yacos A1t 6AHKOB, pasmep QKTUBOB KOTOPbIX COCTABASIET
QKTUBOB KOTOPbIX COCTABASAET 6onee 500 munnnappos pybnei
6onee 500 munnuapaos pybneir | u 6onee, 4 4acoB ans 6AHKOB
1 6onee, 4 4yacos Ana 6AHKOB C YHUBEPCANbHO NnLeH3ue,
C YHUBEPCANbHOW NNLEH3NEN, pa3Mep aKTUBOB KOTOPOrO CO-
pa3Mep aKTMBOB KOTOPOTO CO- ctasnsietr meHee 500 munanapnos
craensier meHee 500 munnnapnos | pybnen, 6 yacos s 6AHKOB
py6nei, 6 yacos Ans 6AHKOB ¢ 6a30BOi1 MLEH3MeIl, 6 YacoB
¢ 6a30BO# MLEH3MeEIR, 6 YaCcoB NS HeOUHKOBCKMX KPELUTHbIX
NS HeOAHKOBCKNX KPeaUTHbIX OpraHn3aunii
OpraHn3aumni
[placementOfFunds] | TexHonoruyeckuit [BAC] [BAC_ MHUMAEHT, CBA3AHHDII € pa3- BbisiBneHune cobbitui, cBA3aHHbIX | Het Tpe6oBaHns
npouecc, obecneun- BANK_4] MelLLeHNeM NpuBEeYEHHbIX C pa3MeLLEeHNeM NPUBNEYEHHDBIX | K BU3HEC-AaHHbIM

BAIOLLMA pa3me-
LLieHWe npuBne-
YEHHbIX BO BKIAAbI
JEHeXHbIX CpeacTs
busnueckux n (unm)
IOPUANYECKNX NN,
0T CBOEro UMEeHU

1 30 CBOW cyeT

BO BK/AZbI JEHEXHbIX CPELCTB
dusnueckux u (nnn) opuam-
UECKMX /UL, OT CBOET0 UMEHN

1 3a cBo#A cyeT B pesynbrate HCA
K 06beKTaM NHGOPMALMOHHOM
NHOPACTPYKTYPbI KPEAUTHO
OpraH13auum

BO BKNQJbI AEHEXHbIX CPEACTB
busnueckux u (nnn) opuan-
YECKNX 1L, OT CBOETO UMEHM

1 30 CBOIi cyet B pe3ynbrare HC/,
K 06bEKTAM MHPOPMALIMOHHON
MHPPACTPYKTYPbI KPEAUTHOR
OPraHN3aLun 1, Kotopble Gukcu-
PYIOTCS KPEAMTHOW OpraHn3aumei
B 603€e JaHHbIX 0 COObITUAX
ONEepPALMOHHOTO PUCKA W NOTEPSIX,
NOHECEHHbIX BCNEACTBME €ro pe-
anusauum, B COoTBeTcTBMM ¢ n. 1.2
MonoxeHus 716-M

VHUMAEHTA 30LUMTBI
nHbopmaumun
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_BAC] [DT_BAC_ | MHUMAeHT, CBA3AHHDI C npe- BbisiBneHne dakta npesblleHns -
BANK_1] BblLIEHWEM LONYCTUMOI [0 [ONYyCTUMOV AoV Aerpaganm
[erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW KPeLUTHOM
KpeauTHO opraHuauuei (cur- OpraHM3aumnet (CMrHanbHbIM
HO/IbHBIM 3HAYEHWEeM) 3HAYEHUEM)
[DT_BAC_ | MHUMAeHT, CBA3AHHDI € npe- BbisiBneHne dakta npesblleHns -
BANK_3] BblLLEHNEeM AONyCTUMON f0NN [0NyCTUMOI 0/ AerpaaaLmm

[erpafaLmm TeXHONornyeckoro
npowecca, yCTaHOB/IEHHOW
KPEAMTHO OpraHusaumeit
(CUrHONBbHBIM 3HAYEHNEM),

a TAKXE [JOMyCTUMOro BPEMEHM
npocTost v (Mnu) Aerpagaumnu
TEXHO/I0rMYeCcKoro npotecca,
YCTAHOBNIEHHOTO KPEAUTHOM
OPraHM3aumneit (CMrHanbHbIM
3HOYEHWEM), He NPEeBbILAIOLLEro
2 yacos A1t 6AHKOB, pasmep
QKTUBOB KOTOPbIX COCTABASET
6onee 500 munnunappos pybnei
1 6onee, 4 4yacos Ana 6AHKOB

C YHUBEPCANbHOW NNLEH3NEN,
pa3Mep aKTMBOB KOTOPOTO CO-
craensietr meHee 500 munnnappnos
py6nei, 6 yacos Ans 6AHKOB

¢ 6a30BOi MLEH3MEIR, 6 YaCcoB
NSt He6AHKOBCKUX KPELUTHbIX
OpraHn3aLmnin

TEXHO/I0rMYeCKoro npouecca,
YCTOHOB/IEHHOW KPEeLUTHOM
OPraHM3aumneit (CUrHanbHbIM 3Ha-
YeHuem), a TaKxe AonycTumMoro
BPEMEeHW NpocTos v (Mnu) aerpa-
AAUMM TEXHONOTMYECKOro npoLec-
€0, YCTAHOBNIEHHOTO KPEAMTHOM
OpraHu3aumeit (CMrianbHbIM
3HAYEHUEM), He MPEBBILIAIOLLEro
2 yacos ANt 6AHKOB, pasmep
QKTUBOB KOTOPbIX COCTABNSIET
6onee 500 munnnappos pybnei

n 6onee, 4 yaco Ans 6AHKOB

C YHUBEPCAbHOW NNLEH3NEN,
pasmep aKTMBOB KOTOPOTO CO-
crasnsier meHee 500 munanapos
pybneii, 6 yacos Ans 6aHKoB

¢ 6a30B0i1 IMLEH3MeIl, 6 YacoB
NSt HeOUHKOBCKUX KPELUTHbIX
OpraHn3aumn
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[maintainAccountPP] | TexHonoruyeckui [BAC] [BAC_ VHUMAEHT, CBA3AHHDII C U3Me- BbisiBneHune cobbiTuin, CBA3aHHbIX | Het Tpe6oBaHns
npouecc, obec- BANK_3] HEeHMeM OCTaTKA Ha 6AHKOBCKOM | C U3MEHEHWEeM OCTATKA Ha 6aH- K GU3HEC-AaHHbIM
neynBaoLwni cyerte B pesynbrate HCL K nH- KOBCKOM cyete B pesynbrate HCL | nHuMaeHTa 3awuTbl
OTKPbITUE W BEAEHNE dopMaumnoHHon MHOPACTPYKTYpE | K MHOOPMALMOHHON MHOPACTPYK- | MHGopmMaLum
6AHKOBCKMX CHETOB KPeaMTHOI OPraHn3auum TYPE KPEANUTHOM OPraHn3aLmm, Ko-
dunsmueckunx nuy, TOpble GUKCUPYIOTCH KpeanTHON
opraxu3aumeit B 6a3e AAHHbIX
0 co6bITUSIX ONEePALMOHHOrO
PUCKA 1 NOTEPSIX, MOHECEHHbIX
BC/IEACTBUE €ro pPeanu3aumm,
B cooTBeTCTBUYM C . 1.2 Monoxe-
Hus 716-T
[DT_BAC] [DT_BAC_ | HUMAeHT, CBA3AHHDIN € npe- BbisiBneHne dakta npesblleHns -
BANK_1] BbILLEHWEeM AONyCTUMON f0NN [0NyCTUMOI 0N AerpaaaLmm
[erpaaaumn TeXHONOrMYeCcKoro | TeXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTOHOB/IEHHOW KPEeLUTHOM
KpeauTHOR opraHusauueii (cur- OpraHu3aumneit (CMrianbHbIM
HOMIbHBIM 3HAYEHWeM) 3HAYEHUEM)
[DT_BAC_ | MIHUMAeHT, CBA3AHHDIN C npe- BbisiBneHne $akta npesblleHns -
BANK_4] BblLLEHWeM A0NyCTUMON fONu [0NyCTUMON 40N AerpaaaLmm

[erpafaLmm TeXHONornyeckoro
npowecca, yCTaHOB/IEHHO
KpeauTHOW opraHusauueii (cur-
HOMbHBIM 3HAYEHNeM), O TaKXKe
[0MYCTUMOrO BPEMEHU NPOCTOSt
¥ (MNn) perpapaumm TexHono-
rMYeckoro npouecca, ycTaHoB-
NEHHOTO KPEANTHOW OpraHm3a-
LMeit (CUrHAaNbHBIM 3HAYeHneM),
He NpeBbILAtOLLEro 2 YacoB

(30 nckntoyeHne HeGAHKOBCKMX
KpeauTHbIX OPraH13aLuii)

TEXHONOrMYeCKoro npoecca,
YCTOHOB/IEHHOW KPeLUTHOM
OpraHn3auuei (CUrHanbHbIM
3HOYEHMEM), O TAKXe [oNyCTU-
MOr0 BpeMEeHU NpocTosi U (unu)
AerpaaaLmmn TeXHONornyeckoro
npoLecca, yCTAHOBNEHHOTO
KPeANTHOI opraHusauuen
(CUrHONBHBIM 3HAYEHNEM),

He NPeBbILLAOLLErD 2 YaCOB
(30 nckntoyeHne HeGAHKOBCKUX
KPeanTHbIX OPraHn3aLni)
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[maintainAccountLP] | TexHonoruyeckuit [BAC] [BAC_ VHUMAEHT, CBA3AHHDII C U3Me- BbisiBneHune cobbiTuin, CBA3aHHbIX | Het Tpe6oBaHns
npouecc, 06e- BANK_3] HEeHMeM OCTaTKA Ha 6AHKOBCKOM | C U3MEHEHWEeM OCTATKA Ha 6aH- K GU3HEC-AaHHbIM
CNeYymBatoLLIniA cyerte B pesynbrate HCL K nH- KOBCKOM cyete B pesynbrate HCL | nHuMaeHTa 3awuTbl
OTKPbITUE W BEAEHNE GOpMaLMOHHON MHOPACTPYKTYPE | K MHOPACTPYKTYPE KPEAUTHON nHdopmaumn
6AHKOBCKMX CHETOB KPeaMTHOI OPraHn3auum OpraHn3aumn, Kotopble GUkCupy-
IOPUANYECKUX L, 10TCA KPEAMTHO OpraHm3aumeit
B 603€e JaHHbIX 0 COObITUAX
ONEepPALMOHHOTO PUCKA W NOTEPSIX,
NOHECEHHbIX BCNEACTBME €ro pe-
anu3aumu, B cOOTBETCTBUM C N. 1.2
MonoxeHus 716-T
[DT_BAC] [DT_BAC_ | MHUMAeHT, CBA3AHHDI C npe- BbisiBneHne dakta npesbllleHns -
BANK_1] BblLLEHNEeM AONyCTUMON foNN [0NyCTUMOI 0N AerpaaaLmm
[erpagaumn TeXHONMOrMYeckoro | TeXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTOHOB/IEHHOW KPEeLUTHOM
KpeauTHO! opraHusauueii (cur- OpraHu3aumeit (CMrianbHbIM
HO/IbHBIM 3HAYEeHWeM) 3HAYEHUEM)
[DT_BAC_ | MHUMAeHT, CBA3AHHDIN C npe- BbisiBneHne $akta npesblleHns -
BANK_5] BbILLEHWeM A0NyCTUMON fONn [0NyCTUMON AOMU AerpaaaLmm

[erpafaLmm TeXHONornyeckoro
npowecca, yCTaHOB/IEHHO
KpeauTHO! opraHusauueii (cur-
HOMbHBIM 3HAYEHNeM), O TaKXKe
[0MYCTUMOrO BPEMEHM NPOCTOSt

¥ (MNn) perpapalmm TexHonoruye-
CKOro NpoLecca, yCTaHOBNEHHOTO
KpeauTHO! opraHusauueii (cur-
HO/MIbHBIM 3HAYEHWeM), He NPeBbl-
LatoLLero 2 4acos

TEXHONOrMYeCcKoro npotecca,
YCTOHOB/IEHHOW KPEeLUTHOM
OpraHn3auuei (CUrHanbHbIM
3HOYEHMEM), O TAKXe [oNyCTU-
MOr0 BpeMEeHU NpocTosi U (unu)
AerpaaaLmmy TeXHoNornyeckoro
npoLecca, yCTAHOBIEHHOTO
KPEeLUTHOI OpraHu3aumei (cur-
HONbHbLIM 3HAYEHUEM), HE NPEBbI-
LwaoLero 2 4acos
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHue BMAA (Hanpas- BUHMWe BUAA cKoro npouecca TEXHONOrMYECKOro | MHUUAEHTA LeHTd VNHUMAEHTA 3aLLU-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENIbHOCTU Hus) pes- peateNb- | AeATeNIbHOCTU
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3OUMM | OPraHM3ALMW | OPraHu3d- | LMW BTOPOro
nepeoro nepeoro LMK BTOporo YPOBHS
YPOBHS YPOBHS YPOBHS
[transferOfFundsBy- | TexHonoruueckui [MTR] [MTR_ VHUMAEHT, CBA3AHHDII C OCyWecT- | BoisBneHune MHLMAEHTOB, Her Tpe6oBaHus
OrderPP] npouecc, obecneun- OPDS_1] B/IEHNEM NEePeBOAd AEHEXHbIX CBSI3AHHbBIX C OCYLLECTBEHNEM K GU3HEC-AaHHbIM
BAIOLLMIA OCYLLECT- CpefcTB HO OCHOBAHWW HECAHKLM- | NEPeBOAA AeHEXHbIX CPeCTB VHUMAEHTA 3aLWUMTbl
B/IEHME NepeBoaoB OHMPOBAHHO MOANDULMPOBAHHO- | HO OCHOBAHUU HECAHKLMOHM- nHbopmaumu
LOEHEXHbIX CPeACTB ro pacnopsikenus knventa OMAC | poBaHHO MOANOULMPOBAHHOMO
N0 NOpPyY€eHMI0 pacnopsixenus kaventa OMNAC,
dunsmueckunx nuy, KOTOPble GUKCUPYIOTCS KPEAUTHO
N0 NX 6AHKOBCKUM opraxu3aumeit B 6a3e AAHHbIX
cyetam 0 co6bITUSIX ONEePaLMOHHOrO
PUCKA ¥ NOTEPSIX, MOHECEHHbIX
BCNEeACTBUE €ro Peann3aumm,
B cooTBeTCTBUM C . 1.2 Monoxe-
Hus 716-T
[MTR_ MHUMAEHT, CBA3AHHDII € OCyWecT- | BbisBneHne MHUMAEHTOB, Het Tpe6oBaHus
OPDS_2] B/IEHNEM NEepPeBOad AEHEXHbIX CBSI3AHHbBIX C OCYLLECTBNEHNEM K GU3HEC-A0HHbIM
CPefCTB C UCKAKEHHBIMU NepeBOO0B JEHEXHbIX CPEACTB VHLUMAEHTA 3aLWUMTbl
pekBusutamu B peaynbrate HCLl | ¢ MCKaXeHHbIMW PEKBU3UTAMM nHbopmaumuun
K 06beKTaM NHGOPMALMOHHOM B pe3ynbrate HCL k o6bekTam
nHppactpyktypbl ONAC MHOOPMALMOHHOR UHOPACTPYK-
Typbl OMNAC, KoTopble dukcupy-
10TCA KPEAMTHO OpraHmsaumei
B 603€e JaHHbIX 0 COObITUAX
OMNepauyoHHOro pucka 1 noTepsix,
NOHeCEeHHbIX BCeACTBUE ero pea-
nU3auum, B COOTBETCTBMM C N. 1.2
Monoxenus 716-1
[DT_MTR] [DT_MTR_ | MHUMAeHT, CBA3AHHDI C npe- BbisiBneHne dakta npesblleHns -
OPDS_1] BblLLEHWeM A0NyCTUMON fONu [0NyCTUMON A0 AerpaaaLmm

AerpagaLmmy TeXHoNorn4ecKoro
npowecca, yCTaHOB/IEHHOW
KpeauTHOW opraHusauueii (cur-
HOMIbHBIM 3HAYEeHWeM)

TEXHONOrMYeCcKoro npotecca,
YCTOHOB/IEHHOW KPeLUTHOM
OpraHn3auuei (CUrHanbHbIM
3HAYEHUEM)

€C0C-5'L-09d9 49 010
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_MTR_ | MHUMAEeHT, CBA3AHHDI C npe- BbisiBneHune Gpakta npeBbilweHns -
OPDS_2] BbILLEHWEeM AONyCTUMON fOM [0NyCTUMOi A0/ AerpaaaLmm
[erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW KPeLUTHOM
KPEAMTHO opraHusaumneit OPraHM3aumneit (CUrHanbHbIM 3Ha-
(CUrHAIbHBIM 3HAYEHWEM), yeHuem), a TaKxe AonycTumMoro
a TAKXe [oNnyCTUMOro BPEMEHU BPEMEHN NPOCTos W (1nn) aerpa-
npocTos v (1nn) aerpaaammn AALMY TEXHONOrMYECKOro NpoLec-
TEXHOMOrMYEeCKoro npoteccd, €0, YCTOHOBNIEHHOIO KPeaNTHO
YCTAHOBNIEHHOTO KPEAUTHO OpraHn3auueit (CUrHanbHbIM
OpraHn3aumei (CUrHanbHbIM 3HOYEHMEM), HE NPEBbILLAIOLLErO
3HOYEHWEM), He MPEeBbILAOLWEro | 2 4YacoB Ans 6AHKOB, pa3Mep dK-
2 yacos A1 6AHKOB, PA3MEP GK- | TUBOB KOTOPbIX COCTABNSIET 6onee
TMBOB KOTOpPbIX coctaBnsiet 6onee | 500 munnuapaos pybneit n 6onee
500 munnnapaos pybneit u 6onee | UM NPU3HAHHBIX 3HAYUMBIMU
UN NPU3HAHHBIX 3HAYUMbBIMK HQ PbIHKE NNATEXHbIX yCnyr, 4 va-
HO PbIHKE NNATEXHDBIX YCAYr, 4 4a- | OB A1 GAHKOB C YHUBEPCAbHON
COB Nl 6AHKOB C YHUBEPCANbHOI | NULEH3NEN, pa3Mep aKTUBOB
NnMueH3neit, pasmMep aKTMBOB KoToporo coctaensier MeHee 500
KoToporo coctasnsieT meHee 500 | munnnappos pybneii, 6 yacos ans
MUNAMApAOB pybnen, 6 4acos Ans | 6aHKOB ¢ 6A30BON NMULLEH3NEN
6AHKOB ¢ 6A30BOI NNLIEH3NENR
[transferOfFundsBy- | TexHonoruyeckuit [MTR] [MTR_ VHUMAEHT, CBA3AHHDII € OCyWecT- | BbisBneHne MHLMAEHTOB, Her Tpe6oBaHus
OrderLP] npouecc, obecneun- OPDS_1] B/IEHNEM NEePeBOad AEHEXHbIX CBSI3AHHbIX C OCYLLECTBNEHNEM K GU3HEC-A0HHbIM

BAIOLLMA OCYLLECT-
B/IEHME NepeBoaoB
JeHeXHbIX CpeacTs
N0 NOpyYeHnto
IOPUANYECKNX NN,
B TOM yuncne 6aHKOB-
KOPPECMNOHAEHTOB,
no nx 6AHKOBCKNM
CYeTaMm, 3a UCK/Lo-
YeHueM nepeBosoB
N0 PACMopsHKEHNIM
YYQACTHUKOB NAATEX-
HOW CUCTEMDI

CPEenCTB HO OCHOBUHUM HECAHKLM-
OHWUPOBAHHO MOAUULMPOBAHHO-
ro pacnopsbkenus knventa OMNAC

nepeBoaa eHeXHbIX CPeacTs
HO OCHOBAHMM HECAHKLMOHM-
POBAHHO MOANOUUMPOBAHHOO
pacnopsixenus kaventa OMNAC,
KOTOpbIe GUKCUPYHOTCS KPEAUTHOM
opraxu3aumeit B 6a3e AAHHbIX

0 co6bITUSIX ONEepPaLMOHHOrO
PUCKA 1 NOTEPSIX, MOHECEHHbIX
BC/IEACTBUE €r0 Peanmsaumm,

B cooTBeTCTBUM C . 1.2 Monoxe-
Hus 716-T

VHUMAEHTA 30LUMTBI
nHbopmaumun

co
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHue BMAA (Hanpas- BUHMWe BUAA cKoro npouecca TEXHONOrMYECKOro | MHUUAEHTA LeHTd VNHUMAEHTA 3aLLU-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENIbHOCTU Hus) pes- peateNb- | AeATeNIbHOCTU
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3OUMM | OPraHM3ALMW | OPraHu3d- | LMW BTOPOro
nepeoro nepeoro LMK BTOporo YPOBHS
YPOBHS YPOBHS YPOBHS
[MTR_ MHUnAOEeHT, CBA3AHHBIN C ocyLlwecT- | BbigBNeHne MHUMAEHTOB, Her Tpe6oBaHus
OPDS_2] B/IEHNEM NEePeBOAd AEHEXHbIX CBSI3AHHbBIX C OCYLLECTBEHNEM K GU3HEC-AaHHbIM
CPeLCTB C UCKAKEHHBIMU NepeBoAo0B EHEXHbIX CPEACTB VHUMAEHTA 3aLWUMTbl
pekBusutamu B peaynbrate HCL | ¢ MCKaXeHHbIMW PEKBU3UTAMM nHdopmaumn
K 06beKTaM NHGOPMALMOHHOM B pe3ynbrate HCZ k o6bekTam
nHppactpyktypbl ONAC MHOOPMALMOHHOR UHOPACTPYK-
Typbl OMNAC, KoTopble dukcupy-
10TCA KPEAMTHO OpraHu3aumeit
B 603€e JaHHbIX 0 COObITUAX
OMNepauyoHHOro pucKa 1 noTepsix,
NOHECEeHHbIX BCNeaCTBUe ero pe-
QnM3aumum, B COOTBETCTBIN C M. 1.2
MonoxeHus 716-T
[DT_MTR] [DT_MTR_ | MHUMAeHT, CBA3AHHDI € npe- BbisiBneHne dakta npesblleHns -
OPDS_1] BblLLEHWEeM AONyCTUMON f0NN [0NyCTUMOI 0N AerpaaaLmm

AerpaaaLmmn TeXHoNorM4ecKoro
npowecca, yCTaHOB/IEHHOW
KpeauTHO! opraHusauueii (cur-
HO/IbHBIM 3HAYEeHWeM)

TEXHOMOrMYeCKoro npoecca,
YCTOHOB/IEHHOW KPEeLUTHOM
OpraHn3aumei (CUrHanbHbIM
3HAYEHUEM)

€C0C-5'L-09d9 49 010
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_MTR_ | MHUMAEeHT, CBA3AHHDI C npe- BbisiBneHune Gpakta npeBbilweHns -
OPDS_3] BbILLEHWEeM AONyCTUMON fOM [0NyCTUMOi A0/ AerpaaaLmm
[erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW KPeLUTHOM
KPEAMTHO opraHusaumneit OPraHM3aumneit (CUrHanbHbIM 3Ha-
(CUrHAIbHBIM 3HAYEHWEM), yeHuem), a TaKxe AonycTumMoro
a TAKXe [oNnyCTUMOro BPEMEHU BPEMEHN NPOCTos W (1nn) aerpa-
npocTos v (1nn) aerpaaammn AALMY TEXHONOrMYECKOro NpoLec-
TEXHOMOrMYEeCKoro npoteccd, €0, YCTOHOBNIEHHOIO KPeaNTHO
YCTAHOBNIEHHOTO KPEAUTHO OpraHn3auueit (CUrHanbHbIM
OpraHn3aumei (CUrHanbHbIM 3HOYEHMEM), HE NPEBbILLAIOLLErO
3HOYEHWEM), He MPEeBbILAOLWEro | 2 4YacoB Ans 6AHKOB, pa3Mep dK-
2 yacos A1 6AHKOB, PA3MEP GK- | TUBOB KOTOPbIX COCTABNSIET 6onee
TMBOB KOTOpPbIX coctaBnsiet 6onee | 500 munnuapaos pybneit n 6onee
500 munnnapaos pybneit u 6onee | UM NPU3HAHHBIX 3HAYUMBIMU
UN NPU3HAHHBIX 3HAYUMbBIMK HQ PbIHKE NNATEXHbIX yCnyr, 4 va-
HO PbIHKE NNATEXHDBIX YCAYr, 4 4a- | OB A1 GAHKOB C YHUBEPCAbHON
COB Nl 6AHKOB C YHUBEPCANbHOI | NULEH3NEN, pa3Mep aKTUBOB
NnMueH3neit, pasmMep aKTMBOB KoToporo coctaensier MeHee 500
Kotoporo coctapnsieT meHee 500 | munnnapaos pybneii, 6 4yacos
MUAAMApAoB pybnen, 6 yacos 119 6AHKOB € 6G30BOI NIMLEH3U-
ans 6aHKOB ¢ 6A30BOM NNLEH3U- | el U HEOAHKOBCKUX KPeanTHbIX
el N HeOAHKOBCKUX KpeanTHbIX OpraHn3aumin
OpraHn3aumni
[transferOfFunds- TexHonornyeckuit [MTR] [MTR_ MHUMAEHT, CBA3UHHDbII BbisiBNeHne MHUMOEHTOB, Her Tpe6oBaHus
WithoutAccount] npouecc, obecneun- OPDS_3] C OCYLLECTB/IEHNEM NEPEBOAA CBSI3AHHbIX C OCYLLECTBEHNEM K BU3HEC-A0HHbIM

BAIOLLMA OCYLLECT-
B/IeHWe NepeBofoB
AEHEXHbIX CPEACTB
6€e3 OTKpbITUS
OGOHKOBCKMX CHETOB,
B TOM YnCne snek-
TPOHHbIX lEHEXHbIX
CpenacTB (3a uckto-
UEeHWeM NoYTOBbIX
nepeBofoB)

DEHEXHbIX CPeACTB 6€3 0TKPbITUS
6UHKOBCKMX CUETOB, B TOM unc/ie
3M1EKTPOHHBIX AEHEXHbIX CPEACTB
(30 MCKMIOYEHNEM NOYTOBbBIX
nepeBOAOB), HO OCHOBAHWUY He-
CAHKLMOHMPOBAHHO MOANDH-
LMPOBAHHOIO PACMOPSXEHMS
knueHta OMNAcC

nepeBoaa ieHeXHbIX cpeacTs 6e3
OTKPbITUSI GAHKOBCKMX CYETOB,

B TOM UYNC/Ie INEKTPOHHBIX
DEHEXHbBIX CPEACTB (30 UCKNHO-
UEeHWeM NOYTOBbIX NEPEBO/IOB),
HO OCHOBAHMM HECAHKLMOHM-
POBAHHO MOANOUUMPOBAHHOO
pacnopsixenus kanenta OMNAC,
KOTOpbIE GUKCUPYHOTCS KPEAUTHOM
opraxu3aumeit B 6a3e AAHHbIX

0 co6bITUSIX ONEepPALMOHHOrO
PUCKA 1 NOTEPSIX, MOHECEHHbIX
BC/IEACTBUE €r0 Peanmsaumm,

B cooTBeTCTBUM C . 1.2 Monoxe-
Hus 716-T

VHUMAEGHTA 30LUMTBI
nHbopmaumun

I%4S)
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHue BMAA (Hanpas- BUHMWe BUAA cKoro npouecca TEXHONOrMYECKOro | MHUUAEHTA LeHTd VNHUMAEHTA 3aLLU-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENIbHOCTU Hus) pes- peateNb- | AeATeNIbHOCTU
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3OUMM | OPraHM3ALMW | OPraHu3d- | LMW BTOPOro
nepeoro nepeoro LMK BTOporo YPOBHS
YPOBHS YPOBHS YPOBHS
[MTR_ MNHUMAEHT, CBA3AHHDI BbiiBNeHWE UHLMAEHTOB, Her Tpe6oBaHus
OPDS_4] C OCYLLECTB/IEHNEM NEPEBOAA CBSI3AHHbBIX C OCYLLECTBEHNEM K 6U3HEC-AaHHbIM
LeHeXHbIX cpefcTB 6e3 OTKPbITUS | NePEBOAOB AEHEXHDBIX CPEACTB VHUMAEHTA 3aLWUMTbl
6UHKOBCKMX CYETOB, B TOM Yncne | 6€3 OTKPbITUSI BAHKOBCKUX Cye- nHbopmaumu
3NEKTPOHHbIX IEHEXHbIX CPEACTB | TOB, B TOM YNC/E 3NEKTPOHHbIX
(30 MCKNtOYEHNEM NOYTOBbIX [EeHeXHbIX CPefCTB (30 UCKNIo-
NepeBOAOB), C UCKAXEHHbIMM YeHUEeM NoYTOBbIX NepeBOaOB),
pekBusutamu B peaynbrate HCLl | ¢ MCKaXeHHbIMW PEKBU3UTAMM
K 06beKTaM NHGOPMALMOHHOM B pe3ynbrate HCZ k o6bekTam
nHppactpyktypbl ONAC MHOOPMALMOHHOR UHOPACTPYK-
Typbl OMNAC, KoTopble dukcupy-
10TCA KPEAMTHO OpraHu3aumeit
B 603€e JaHHbIX 0 COObITUAX
OMNepauyoHHOro pucka 1 noTepsix,
NOHeCEeHHbIX BCNeaCTBUe ero pe-
anM3aumum, B COOTBETCTBIN C M. 1.2
MonoxeHus 716-1
[DT_MTR] [DT_MTR_ | HUMAeHT, CBA3AHHDI € npe- BbisiBneHne dakta npesblleHns -
OPDS_1] BbILLEHNEeM AONyCTUMON f0NN [0NyCTUMOI 0N AerpaaaLmm

AerpaaaLmmy TeXHoNorn4ecKoro
npowecca, yCTaHOB/IEHHOW
KpeauTHOW opraHusauueii (cur-
HOMIbHBIM 3HAYEHWeM)

TEXHOMOrMYEeCKoro npoecca,
YCTOHOB/IEHHOW KPEeLUTHOM
OpraHn3aumei (CUrHanbHbIM
3HAYEHUEM)
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK
TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_MTR_ | MHUMAEeHT, CBA3AHHDI C npe- BbisiBneHune Gpakta npeBbilweHns -
OPDS_3] BbILLEHWEeM AONyCTUMON fOM [0NyCTUMOi A0/ AerpaaaLmm
[erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW KPeLUTHOM
KPEAMTHO opraHusaumneit OPraHM3aumneit (CUrHanbHbIM 3Ha-
(CUrHAIbHBIM 3HAYEHWEM), yeHuem), a TaKxe AonycTumMoro
a TAKXe [oNnyCTUMOro BPEMEHU BPEMEHN NPOCTos W (1nn) aerpa-
npocTos v (1nn) aerpaaammn AALMM TEXHONOrMYECKOro NpoLec-
TEXHOMOrMYEeCKoro npoteccd, €0, YCTOHOBNIEHHOIO KPeaNTHO
YCTAHOBNIEHHOTO KPEAUTHO OpraHn3auueit (CUrHanbHbIM
OpraHn3aumei (CUrHanbHbIM 3HOYEHMEM), HE NPEBbILLAIOLLErO
3HOYEHWEM), He MPEeBbILAOLWEro | 2 4YacoB Ans 6AHKOB, pa3Mep dK-
2 yacos A1 6AHKOB, PA3MEP GK- | TUBOB KOTOPbIX COCTABNSIET 6onee
TMBOB KOTOpPbIX coctaBnsiet 6onee | 500 munnuapaos pybneit n 6onee
500 munnnapaos pybneit u 6onee | UM NPU3HAHHBIX 3HAYUMBIMU
UN NPU3HAHHBIX 3HAYUMbBIMK HQ PbIHKE NNATEXHbIX yCnyr, 4 Ya-
HO PbIHKE NNATEXHDBIX YCAYr, 4 4a- | OB A1 GAHKOB C YHUBEPCAbHON
COB Nl 6AHKOB C YHUBEPCANbHOI | NULEH3NEN, pa3Mep aKTUBOB
NnMueH3neit, pasmMep aKTMBOB KoToporo coctaensier MeHee 500
Kotoporo coctapnsieT meHee 500 | munnnapaos pybneii, 6 4yacos
MUAAMApAoB pybnen, 6 yacos 119 6AHKOB € 6G30BOI NIMLEH3U-
ans 6aHKOB ¢ 6A30BOM NNLEH3U- | el U HEOAHKOBCKUX KPeanTHbIX
el N HeOAHKOBCKUX KpeanTHbIX OpraHn3aumin
OpraHn3aumni
[operationin- TexHonornyeckuii [DT_BAC] [DT_BAC_ | MHUMAeHT, CBA3AHHDI € npe- BbisiBneHne dakta npesblleHns -
FinancialMarket] npouecc, obecneun- BANK_1] BblLLEHNEeM AONyCTUMON f0NN [0NyCTUMOI 0/ AerpaaaLmm

BAIOLLMIA BbINON-
HeHue onepauui
HO GUHAHCOBBIX

PbIHKAX

AerpagaLmmy TeXHoNorn4ecKoro
npowecca, yCTaHOB/IEHHOW
KpeauTHO! opraHusauueii (cur-
HOMIbHBIM 3HAYEeHWeM)

TEXHOMOrMYEeCKoro npoecca,
YCTOHOB/IEHHOW KPeLUTHOM
OpraHn3auueit (CUrHanbHbIM
3HAYEHUEM)
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_BAC_ | MHUMAeHT, CBA3AHHDI C npe- BbisiBneHune Gpakta npeBbilweHns -
BANK_6] BblLIEHWEM LONYCTUMOI [0 [ONYyCTUMOV AoV Aerpaganm
[erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW KPeLUTHOM
KpeauTHO opraHuauuei (cur- OpraHM3aumnet (CMrHanbHbIM
HONbHBIM 3HOYEHNEM), O TAKXE 3HOYEHMEM), O TAKXe [oMyCTU-
[0MyCTUMOr0 BPEMEHU NPOCTON MOro BPEMEHW NpocTos u (unv)
W (Mnu) nerpagaLnm TeXHoNo- AerpaaaLmy TeXHONOrn4eckoro
rNYeCcKoro npoLeccd, yCTaHoB- npoLecca, yCTAHOBIEHHOO
NEHHOTO KPEANTHOW OpraHm3a- KPEANTHOI opraHnsauuen
UMeit (CUrHAaNbHBIM 3HAYEHUEM), | (CUFHANBHBIM 3HAYEHUEM),
He npeBblLatoLLero 24 4yacos He npesbllatoLlero 24 yacos
(30 nckntoyeHne HeGAHKOBCKMX (30 ucknoyeHne HeGAHKOBCKUX
KpPeauTHbIX OPraHn3aLmii) KPeamTHbIX OPraHn3aLni)
[cashOperation] TexHonornyeckuii [BAC] [BAC_ MHUMAEHT, CBA3AHHBII C He- BbisiBneHne cobbiTuit, CBA3CAH- Het Tpe6oBaHus
npouecc, obecneun- BANK_1] COHKLUMOHMPOBAHHOW Bblaayei HbIX C HECAHKLUMOHMPOBAHHOM K GU3HEC-A0HHbIM
BAIOLLMIA BbINON- HONNYHBIX AEHEXHbIX CPEACTB BbIAAYEI HOMYHBIX AEHEXHDBIX VHUMAEHTA 3aLWNTbI
HEHWe KACCOBbIX KPEAMTHO OpraHusaumei CPEeACTB KPEANTHOW OPraHm3a- nHdopmamn
onepauui Lmei, Kotopble GUKCUpytoTCst
B 603€e JaHHbIX 0 COObITUAX
ONEepPALMOHHOTO PUCKA W NOTEPSIX,
NOHECEHHbIX BCNEACTBME €ro pe-
anusauum, B COOTBeTcTBMM € . 1.2
MonoxeHus 716-M
[BAC_ MHUNAEHT, CBA3GHHDIA C HECAHK- | BbisBneHne cobblTuii, CBA3AH- Het Tpe6oBaHus
BANK_2] LIMOHNPOBAHHBIM 304MCNEHNEM HbIX C HECAHKLIMOHMPOBAHHbIM K BM3HEC-AAHHbBIM

[EHEXHbIX CPEACTB

304MCIEHNEM AEHEXHbIX CPeaCTB
HO CYeT MyTeM NpUeMa HaZIMYHbIX
LEHEeXHDBIX CPeACTB KPeANTHOM
OpraHu3aumeit, kotopble Gukcn-
pytotcsa B 6a3e AAHHbIX 0 COBbI-
TUSIX ONEPALMOHHOTO PUCKA U MO-
TepsiX, NOHECEHHbIX BCeACTBUE
€ro peanu3auum, B COOTBETCTBUM
¢ n. 1.2 Nonoxexns 716-M

VHUMAEGHTA 30LUMTBI
nHbopmaumun
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK
TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_BAC] [DT_BAC_ | MHUMAeHT, CBA3AHHDI C npe- BbisiBneHne dakta npesblleHns -
BANK_1] BblLIEHWEM LONYCTUMOI [0 [ONYyCTUMOV AoV Aerpaganm
[erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW KPeLUTHOM
KpeauTHO opraHuauuei (cur- OpraHM3aumnet (CMrHanbHbIM
HO/IbHBIM 3HAYEHWEeM) 3HAYEHUEM)
[DT_BAC_ | MHUMAeHT, CBA3AHHDI € npe- BbisiBneHne dakta npesblleHns -
BANK_4] BblLLEHNEeM AONyCTUMON f0NN [0NyCTUMOI 0/ AerpaaaLmm
Aerpagaummn TeXHONOrMYeCcKoro | TeXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTOHOB/IEHHOW KPEeLUTHOM
KpeauTHOW opraHusauuei (cur- OpraHu3aumnet (CMrianbHbIM
HONbHBIM 3HAYEHNEM), O TAKXE 3HOYEHMEM), O TAKXe [oNyCTU-
A0MyCTUMOro BPEMEHI NPOCTON MOro BPEMEHW NpocTos u (unv)
W (Mnu) nerpasaunm TeXHoNo- AerpaaaLmn TeXHONorn4eckoro
rNYeCcKoro npoLeccd, yCTaHoB- npoLecca, yCTAHOBIEHHOTO
NEHHOTO KPEANTHOW OpraHm3a- KPEANTHO opraHnsauuen
LMeii (CUrHAaNbHBIM 3HAYEHUEM), | (CUrHANbHBIM 3HAYEHUEM),
He NPeBbILAIOLLEro 2 YacoB He NPeBbILLAOLLErD 2 YaCOB
(30 nckntoyeHne HeGAHKOBCKMX (30 nckntoyeHne HeGAHKOBCKUX
KpeauTHbIX OPraHu3aLmii) KPeamTHbIX OPraHn3aLni)
[onlineServices] TexHonornyeckuii [DT_BAC] [DT_BAC_ | MHUMAeHT, CBA3AHHDIN € npe- BbisiBneHne dakta npesblleHns -
npouecc, obecne- BANK_1] BblLLEHWeM A0NyCTUMON fONu [0NyCTUMON AONU AerpaaaLmm

YMBAKOLLMIA paboTy
OH/NAIH-CEPBUCOB
ANCTAHUMOHHOTO
06CNYXNBAHNS U J0-
CTYNa K ocyLecTsne-
HUIO onepauunii

AerpagaLmmn TeXHoN0rn4ecKoro
npowecca, yCTaHOB/IEHHO
KpeauTHO! opraHusauueii (cur-
HOMIbHBIM 3HAYEeHWeM)

TEXHONOrMYeCKoro npoecca,
YCTOHOB/IEHHOW KPeLUTHOM
OpraHn3auuei (CUrHanbHbIM
3HAYEHUEM)
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_BAC_ | MHUMAeHT, CBA3AHHDI C npe- BbisiBneHune Gpakta npeBbilweHns -
BANK_4] BblLIEHWEM LONYCTUMOI [0 [ONYyCTUMOV AoV Aerpaganm
[erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW KPeLUTHOM
KpeauTHO opraHuauuei (cur- OpraHM3aumnet (CMrHanbHbIM
HONbHBIM 3HOYEHNEM), O TAKXE 3HOYEHMEM), O TAKXe [oMyCTU-
[0MyCTUMOr0 BPEMEHU NPOCTON MOro BPEMEHW NpocTos u (unv)
W (Mnu) nerpagaLnm TeXHoNo- AerpaaaLmy TeXHONOrn4eckoro
rNYeCcKoro npoLeccd, yCTaHoB- npoLecca, yCTAHOBIEHHOO
NEHHOTO KPEANTHOW OpraHm3a- KPEANTHOI opraHnsauuen
UMeit (CUrHAaNbHBIM 3HAYEHUEM), | (CUFHANBHBIM 3HAYEHUEM),
He NPeBbILAIOLLEro 2 YacoB He NPeBbILLAOLLErD 2 YaCOB
(30 nckntoyeHne HeGAHKOBCKMX (30 ucknoyeHne HeGAHKOBCKUX
KpPeauTHbIX OPraHn3aLmii) KPeamTHbIX OPraHn3aLni)
[placementBPD] TexHonornyeckuii [BAC] [BAC_ VHUMAEHT, CBA3AHHDII C HApY- BbisiBneHne kpeauTHoi oprannsa- | Het pe6oBanns
npouecc, obecneun- BANK_5] LIEHUEM LieNIOCTHOCTM (MOAMEHDI, | uneit GAKTa HapyLIEHUs LenocT- | K GU3Hec-AaHHbIM
BAIOLLMIA pa3melLLe- YAANEHUS) AN HOPYLIEHWEeM 1O- | HOCTU (MOAMEHDI, YAANEHUS) VHUMAEHTA 3aLWNTbI
Hue 1 06HOBNEHNe CTOBEPHOCTM (BHECEHNS QUKTUB- | MW HOPYLLEHUS LOCTOBEPHOCTU | MHOPMALUN
6GromMeTpuyecKnx HbIX GUOMETPUYECKNX NePCOHANb- | (BHECEHMS GUKTUBHBIX BUOMETPU-
NepPCOHANbHbIX HbIX JAHHbIX) OUOMETPUYECKNX YECKNX NEePCOHAMbHbIX AAHHbIX)
AAHHBIX B €MHOIA NepPCOHANbHBIX AAHHbIX 6GMOMETPUYECKIX NEPCOHAMBHbIX
6romeTpuyeckon NAHHbIX
cucteme
[DT_BAC] [DT_BAC_ | MIHUMAeHT, CBA3AHHDIN C npe- BbisiBneHne $akta npesblleHns -
BANK_1] BblLLEHWeM A0NyCTUMON fONN [0NyCTUMON 40N AerpaaaLmm

AerpagaLmmn TeXHoN0rn4ecKoro
npowecca, yCTaHOB/IEHHO
KpeauTHOW opraHusauueii (cur-
HOMIbHBIM 3HAYEHWeM)

TEXHONOrMYeCKoro npoecca,
YCTOHOB/IEHHOW KPeLUTHOM
OpraHn3auuei (CUrHanbHbIM
3HAYEHUEM)
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa uHum- HaumeHoBAHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA CKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLyu-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoW
BO#A Oopra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_BAC_ | MHUMAeHT, CBA3AHHDI C npe- BbisiBneHune Gpakta npeBbilweHns -
BANK_4] BblLIEHWEM LONYCTUMOI [0 [ONYyCTUMOV AoV Aerpaganm
[erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW KPeLUTHOM
KpeauTHO opraHuauuei (cur- OpraHM3aumnet (CMrHanbHbIM
HONbHBIM 3HOYEHNEM), O TAKXE 3HOYEHMEM), O TAKXe [oMyCTU-
[0MyCTUMOr0 BPEMEHU NPOCTON MOro BPEMEHW NpocTos n (unv)
W (Mnu) nerpagaLnm TeXHoNo- AerpaaaLmy TeXHONOrn4eckoro
rNYeCcKoro npoLeccd, yCTaHoB- npoLecca, yCTAHOBIEHHOTO
NEHHOTO KPEANTHOW OpraHm3a- KPEANTHOI opraHnsauuen
UMeit (CUrHAaNbHBIM 3HAYEHUEM), | (CUFHANBHBIM 3HAYEHUEM),
He NPeBbILAIOLLEro 2 YacoB He NPeBbILLAOLLErD 2 YaCOB
(30 nckntoyeHne HeGAHKOBCKMX (30 ucknoyeHne HeGAHKOBCKUX
KpPeauTHbIX OPraHn3aLmii) KPeamTHbIX OPraHn3aLni)
[usageBPDforlA] TexHonornyeckuii [BAC] [BAC_ VHUMAEHT, CBA3AHHDIA C TOXHO- | BoiiBneHne KpeauTHoii opranm- | Het Tpe6oBaHus
npouecc, obecneun- BANK_6] MONOXMTENbHON UAEHTUGUKA- 3aumein GakTa NOXHOMON0XM- K GU3HEC-A0HHbIM
BCQIOLWMIA NOEHTH- umeii u (unu) ayteHTuukaume TENbHO UAEHTUOUKALMM W (MAK) | MHLMAEHTA 3ALUMTbI
dukaumio n (nnm) C UCNoNb30BaHNEM BUOMETPYU- AYTEHTUPUKALMM C UCMONB30BA- | NHHOPMALMK
ayTeHTMGUKaLmIo YECKNX NEPCOHAbHbIX AAHHBIX Hem GUOMETPUYECKIX Nepco-
C NCNONb30BAHMEM bu3nyeckux nuL, B TOM Yucne HONbHBIX AAHHBIX GU3NYECKIX
B1OMETPUYECKUX C NPUMEHEHNEM MHPOPMALIMOH- | NNL, B TOM YKC/Ie C MPUMEHEHNEM
NePCOHANbHbIX [AH- HbIX TEXHONOTNI 6€3 UX IMYHOTO | NHHOPMALIMOHHBIX TEXHONOT Uil
HbIX GU3NYECKNX NNLL, npucyTcTamns 6€3 UX IMYHOro NPUCYTCTBUSA
B TOM uncne ¢ npume-
HeHneM HGopmaum-
OHHbIX TEXHONMOT NI
6€e3 ux IMYHoro
npucyTcTBNS
[BAC_ MHUMAEHT, CBA3UHHDII C MaeH- BbisiBNeHne KpeanTHo opra- Het Tpe6oBaHus
BANK_7] TMdMKALMEN U (MN) ayTeHTH- Hu3aumein Gakta naeHTduKa- K GU3HEeC-AAHHbIM

dukaumen c ncnonb3oBaHMem
6MOMETPUYECKIMX NEPCOHABHbIX
AAHHBIX GU3NYECKUX UL,

B TOM YMC/Ie C NPUMEHEHNEM
MHOOPMALMOHHBIX TEXHONOT Wit
6€3 NX IMYHOrO NPUCYTCTBUS, NPU
nogMeHe GU3NYECKUM NNLOM
6MOMETPUYECKIMX NEPCOHANBHbIX
AAHHBIX

LMK 1 (Mnn) ayTeHTUdMKaLmum

C UCNonb30BaHNEM GUomMeTpy-
UeCKUX NePCOHAbHbIX AAHHbIX
GU3NYECKNX NnL, B TOM Yncne

C NpUMeHeHneM NHGOPMALMOH-
HbIX TEXHONOT Wit 6€3 UX JIMYHOTO
NPUCYTCTBMS, NPU NogMeHe Gusn-
UeCKUM INLOM GUOMETPUYECKNX
NepPCOHANbHBIX LAHHBIX

VHUMAEGHTA 30LUMTBI
nHbopmaumun
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK
TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_BAC] [DT_BAC_ | MHUMAeHT, CBA3AHHDI C npe- BbisiBneHne dakta npesblleHns -
BANK_1] BblLIEHWEM LONYCTUMOI [0 [ONYyCTUMOV AoV Aerpaganm
[erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW KPeLUTHOM
KpeauTHO opraHuauuei (cur- OpraHM3aumnet (CMrHanbHbIM
HO/IbHBIM 3HAYEHWEeM) 3HAYEHUEM)
[DT_BAC_ | MHUMAeHT, CBA3AHHDI € npe- BbisiBneHne dakta npesblleHns -
BANK_4] BbILLEHWEeM AONyCTUMON fONN [0NyCTUMOI 0/ AerpaaaLmm
Aerpagaummn TeXHONOrMYeCcKoro | TeXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTOHOB/IEHHOW KPEeLUTHOM
KpeauTHOW opraHusauuei (cur- OpraHu3aumnet (CMrianbHbIM
HONbHBIM 3HAYEHNEM), O TAKXE 3HOYEHMEM), O TAKXe [oNyCTU-
A0MyCTUMOr0 BPEMEHU NPOCTON MOro BPEMEHW NpocTos u (unv)
W (Mnu) nerpasaunm TeXHoNo- AerpaaaLmn TeXHONorn4eckoro
rNYeCcKoro npoLeccd, yCTaHoB- npoLecca, yCTAHOBIEHHOTO
NEHHOTO KPEANTHOW OpraHm3a- KPEANTHO opraHnsauuen
LMeii (CUrHAaNbHBIM 3HAYEHUEM), | (CUrHANbHBIM 3HAYEHUEM),
He NPeBbILAIOLLEro 2 YacoB He NPeBbILLAOLLErD 2 YaCOB
(30 nckntoyeHne HeGAHKOBCKMX (30 nckntoyeHne HeGAHKOBCKUX
KpeauTHbIX OPraHu3aLmii) KPeamTHbIX OPraHn3aLni)
[OPDS] OnepaTop no nepeBoay AEHEXHbIX CPEACTB TexHonornyeckue npouecchl OMAC BXoaaT B COCTAB TEXHONOMMYECKNUX NPOLECCOB KPeAUTHbIX OPraHU3aLmii -
[OEDS] OnepaTop 3M1eKTPOHHbIX AEHEXHbIX CPEACTB TexHonornyeckue npoueccbl 03C BXoASAT B COCTAB TEXHONOTNYECKMUX NPOLECCOB KPEAUTHBIX OPraHN3aLmii -
[OUPI] Onepa- [0oC] OnepaumoHHblii | [providingMessaging] | O6ecneuyenve [MTR] [MTR_ MHUMAeHT, cBA3aHHDII ¢ ocywecT- | Monyyenne OYMN (OL) yee- Her Tpe6oBaHus
TOp ycnyr LEeHTp o6meHa 3C npm 0C_1] B/IEHNEM NEePeBOAd AEHEXHbIX [OM/IEHUIA B NpeyCMOTPEHHOIA K GU3HEC-AAHHbBIM
NNATEXHOW B3AMMO/ENCTBUN CPEACTB C UCKAXKEHHbIMU norosopom dopme ot ONAC nan | MHUMAEHTA 3ALUMTbI
HOpaCTpyK- ¢ 0Nac, knuewta PEKBM3MTAMW HO OCHOBAHWUM HE- | COMOCTOSITE/NIbHOE BbISIBNIEHNE nHdopmaumn
Typbl onac, oyuo, oynm CAHKLMOHUPOBAHHO MOAnbULM- bakTa ocywwecTBNeHNs NnepeBoad

(MK, PL)

poBaHHoro 3C ONJAC, knueHta
ONAC, OYNW npu obecneyeHnm
obmeHa 3C

JEHEXHbBIX CPEACTB C UCKAXEHHDI-
MU PEKBU3UTAMM HO OCHOBOHMM
HECAHKLMOHNPOBAHHO MOANM-
unpoBanHoro 3C OMNAC, knueHTa
ONAC, OYMNW npu obecneyeHunm
obmeHa 3C
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa uHum- HaumeHoBAHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA CKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLyu-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoW
BO#A Oopra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepBoro | LM BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[MTR_ MHUmMAEeHT, cBA3aHHDII ¢ ocywecT- | Monyyenne OYMN (OL) yee- Her Tpe6oBaHus
0C_2] B/IEHNEM NEePeBOAd AEHEXHbIX [OM/IEHWIA B NpeyCMOTPEHHOIA K GU3HEC-AaHHbIM
CPEACTB C UCKAXKEHHbIMU norosopom dopme ot ONAC nan | MHUMAEHTA 3ALUMTbI
pekBusutamu B pesynbrate HCLl | camoctosTenbHoe BbisiBneHne nHdopmaumn
K 06beKTaM NHGOPMALMOHHOM bakTa ocywecTBneHnsa nepesoaa
nHppactpyktypbl OYTU (OL) npu | BEHEXHbIX CPEACTB C NCKAXKEH-
obecneyeHnn obmena 3C HbIMU PEKBU3NUTAMN B pe3ynibrate
HCA k 06bekTam uHdopmaum-
OHHOW MHPpacTpykTypbl OYTN
(OMKL) npu o6ecneyeHum
obmeHa 3C
[PKC] MnarexHbli [acceptance- BbinonHewnue npoue- | [MTR] [MTR_ MHUmMAeHT, cBA3aHHbIi ¢ ocywect- | Monyyexne OYMA (MKLL) Her Tpe6oBaHus
knupuHrosblid | ForExecution] [yp npuema K uc- OPKC_3] B/IEHNEM NEePeBOaA AEHEXHbIX yBEeLOM/IEHUIA B NPefyCMOTPEH- K GU3HEC-AAHHbIM
LEeHTp nonHexuto 3C ONAC, CPefCTB C UCKAKEHHbIMU PEKBU- | HO AOrOBOPOM dhopme nnn VHUMAEHTA 3ALWMUTbI
oynu (ou), oyno 3UTAMU HO OCHOBAHUM HECAHKLM- | COMOCTOATENbHOE BbISIBNIEHNEe nHbopmaumun
OHMPOBAHHO MOANDULNPOBAHHO- | GAKTA OCYLLECTBAEHUS NEPEBOAA
ro 3C npu BbINONHEHUN NPoLeayp | AEHEXHbIX CPEACTB € NCKAXEH-
npuema K ucnonHexmto 3C HbIMU PEKBU3NUTAMM HA OCHO-
BOAHWUN HECAHKLNOHMPOBAHHO
mMoanduumposanHoro 3C ONAC,
knuenta ONAC, OYMNA (OLL) npu
BbINOMHEHWW NpoLeayp npuema
K ncnonnenmio 3C
[MTR_ MHUmMAEeHT, cBA3aHHDII ¢ ocywecT- | Monyyexne OYMA (MKL) Her Tpe6oBaHus
OPKC_4] B/IEHNEM NepeBOaa AEHEXHbIX yBeLOM/IEHUIA B NPefyCMOTPEH- K GU3HEC-AAHHbIM

CPELCTB C UCKUKEHHbIMU
pekBusutamu B pesynbrare HC/,
K 06beKTaM MHGOPMALMOHHOM
nHppactpyktypbl OYTN (MKLL)
Npv BbINONHEHUN NpoLieayp npu-
ema K ncnonHenuo 3C

HOI LOroBopoM Gopme unu
CaMOCTOSITENbHOE BbISBNEHNE
GaKTa oCyLLecTBNEHNS NepeBoad
[EHEeXHDBIX CPEACTB C UCKAXEH-
HbIMW PEKBU3UTAMM B pe3y/braTe
HCA k 06bekTam uHdopmaum-
OHHOW MHPpacTpykTypbl OYTN
(NMKL) npw BbINONHEHWUW NpOLEayp
npuema K ucnonHexuio 3C

VHUMAGHTA 30LUMTBI
nHbopmaumun
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepBoro | LM BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[determinationOfPCP] | Onpeaenexne nna- [MTR] [MTR_ MHUmMAeHT, cBA3aHHbII ¢ ocywecT- | Monyuenne OYMN (MKLL) yse- Her Tpe6oBaHus
TEXHBIX K/IMPUHIOBbIX OPKC_5] B/IEHNEM onepaumum no 6aH- [OM/IEHWIA B NpeyCMOTPEHHOIA K GU3HEC-AAHHbBIM
nosuuuii Ans ucnon- KOBCKIM (KOPPECNOHAEHTCKNM) [0roBOpoM GopMe Uan CamocTo- | MHUMAEHTA 3aLNTbI
HeHus NpUHATLIX IC cyetam OMNJAC ¢ nckaxeHHbIMK ATenbHoe BbisiBNieHMe GakKTa ocy- | nHGopmauum
PEKBM3MTAMM HO OCHOBOHUM He- | LECTBNEHUS onepaumuy no 6aH-
CAHKLMOHNPOBAHHO MOANGULM- | KOBCKUM (KOPPECMOHAEHTCKUM)
poBaHHoro 3C OMAC, OYMU (OU), | cuetam OMNAC ¢ ncKaxeHHbIMK
OYWNO npu dopmmposanmum 3C PEKBU3UTAMM HO OCHOBAHUM He-
ans ucnonHexns OYMU (PLL) COHKLWOHUPOBAHHO MOAUGULM-
posaHHoro 3C ONAC, OYNK (OL),
OYMO npu dopmmposanum 3C
ans ucnonHexus OYNU (PLL)
[MTR_ MHumMAeHT, cBA3aHHbIi ¢ ocywect- | Monyuexne OYMA (MKLL) Her Tpe6oBaHus
OPKC_6] B/IEHNEM onepaumum no 6aH- yBeLOM/IEHUIA B NPefyCMOTPEH- K GU3HEC-AAHHbIM
KOBCKNM (KOPPECNOHAEHTCKUM) HOI LOroBOpoM Gopme unu VHLUMAEHTA 3aLUMTbI
cyetam OMNAC ¢ MCKaXeHHbIMK CAMOCTOATENbHOE BbISIBNIEHNE nHbopmaumun
pekBusutamu B peaynbrate HCL | dakTta ocyliectBneHus onepaumm
K 06beKTaM NHGOPMALMOHHOM N0 6AHKOBCKUM (KOPPECMOHAEHT-
nHppactpyktypbl OYTN (MKLL) ckum) cyetam OMNAC ¢ uckaxeH-
npu dopmupoBannm IC ans uc- HbIMU PEKBU3NUTAMN B pe3ynibrate
nontexus OYMNN (PLL) HCA k 06bekTam nHdopmaum-
OHHOW MHPpacTpykTypbl OYTN
(NMKL) npn popmupoanumn 3C ans
ucnonHenns OYMU (PL)
[MTR_ MHUMAeHT, cBA3aHHDII ¢ ocywecT- | Monyuexne OYMA (MKL) Het Tpe6oBaHus
OPKC_7] B/IEHWEM onepaumum no 6aH- yBeLOM/IEHUIA B NPefyCMOTPEH- K GU3HEC-AAHHbIM

KOBCKWM (KOPPECNOHAEHTCKUM)
cyetam OMNAC ¢ MCKaXeHHbIMK
PEKBU3UTAMM HA OCHOBOHUM
HECAHKLUMOHMPOBAHHO MOAN(U-
unpoBaHHoro 3C ONAC, OYMNun
(OLl), OYNO npw HanpaBneHuu
usBeLexnunin ONAC

HOI fLOroBopoM Gopme unu
CaMOCTOSITe/IbHOE BbISIBIEHME
GaKTa OCyLLECTBNEHNS Onepaumm
N0 6AHKOBCKUM (KOPPECMOHAEHT-
ckum) cyetam OMNAC ¢ nckaxeH-
HbIMW PEKBU3UTAMM HO OCHO-
BOHWUN HECAHKLUNOHUPOBAHHO
moanduumposanHoro 3C ONAC,
OYNK (0U), OYMO npu Hanpasne-
HuK n3BeLeHwnii ONacC

VHUMAGHTA 30LUMTBI
nHbopmaumuun
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa uHum- HaumeHoBAHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA CKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLyu-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoW
BO#A Oopra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepBoro | LM BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[MTR_ MHUmMAeHT, cBA3aHHbIi ¢ ocywect- | Monyyexne OYMA (MKLL) Her Tpe6oBaHus
OPKC_8] B/IEHNEM onepaumum no 6aH- yBEeLOM/IEHUIA B NPefyCMOTPEH- K GU3HEC-AAHHbBIM
KOBCKUM (KOPPECNOHAEHTCKUM) HOV BOroBopoM Gpopme unm VHUMAEHTA 30LLUT
cyetam OMAC ¢ MCKaXEHHbIMK CAMOCTOATENIbHOE BbISIBNEHME nHdopmaumn
pekBusutamu B peynbrate HCL | dakta ocywiectBneHus onepaumm
K 06beKTaM NHGOPMALMOHHOM no 6aHKOBCKNUM (KOPPECMOH-
nHppactpyktypbl OYTN (MKLL) AeHTCkuM) cuetam OMNAC
NpW HANPABAEHUM U3BELLEHWI C NCKAXEHHBIMW PEKBU3UTAMM
onac B pe3ynbrate HCA K 06bekTam 1H-
bopMaunoHHon nHGPACTPYKTYpbI
OYNW (MKL) npu Hanpasnexuu
n3BeLenuit ONAC
[RC] PacyeTHblit [executionOfOrder] WcnonHenwe no- [MTR] [MTR_RC_1] | MHumMAeHT, cBA3aHHBIA ¢ ocywecT- | MonyyeHne OYMN (PLL) Her Tpe6oBaHus
LEeHTp crynuaLmx ot OYMN B/IEHNEM onepaumum no 6aH- yBeLOM/IEHUIA B NPefyCMOTPEH- K GU3HEC-AAHHbIM
(NKL) 3C npw cnu- KOBCKNM (KOPPECNOHAEHTCKUM) HOI LOroBOpoM Gopme unu VHLUMAEHTA 3aLUMTbl
CAHWUU U 3QUNUCTIEHNN cyetam OMNJAC Ha ocHOBAHMMK CAMOCTOATENbHOE BbISIBNIEHNE nHbopmaumun
AEHEXHbIX CPEACTB HECAHKLMOHNPOBAHHO MOANPU- | GAKTA OCYLLECTBNEHNS OnepaLum
N0 KOPPeCrnoHAEeHT- unpoBaHHoro 3C OYMK (MKL) N0 6AHKOBCKUM (KOPPECMOHAEHT-
ckum cuetam ONAC ckum) cyetam ONAC Ha ocHo-
BOAHWUN HECAHKLNOHMPOBAHHO
mMoanduumposanHoro 3C OYMN
(NKL)
[MTR_ MHUmMAeHT, cBA3aHHbII ¢ ocywecT- | Monyyenne OYMN (PLL) Her Tpe6oBaHus
RC_2] B/IEHWEM onepaumum no 6aH- yBeLOM/IEHUIA B NPefyCMOTPEH- K GU3HEC-AAHHbIM
KOBCKWM (KOPPECNOHAEHTCKUM) HOI LOroBopoM Gopme unu VHLUMAEHTA 3aLUMTbI
cyetam OMNAC ¢ MCKaXEeHHbIMK CAMOCTOSATENbHOE BbISIBIEHNE nHbopmaumun
pekBusutamu B peaynbrate HCL | dakta ocyLiectBneHus onepawumum
K 06beKTaM MHGOPMALMOHHOM N0 6AHKOBCKUM (KOPPECMOHAEHT-
nHGpactpyktypbl OYMN (PLL) ckum) cyetam OMNAC ¢ uckaxeH-
HbIMW PEKBU3UTAMW B pesynbTate
HCA k 06bekTaM MHOPMALIMOH-
Hoil nHdpactpyktypbl OYTN (PLL)
[OUI0] Oneparop ycnyr UHGOPMALMOHHOrO 0O6MEHA HeT 1pe6oBaHMs Mo MHGOPMMPOBAHMIO 06 UHLMAEHTAX
[OPS] Oneparop NAATEXHON CUCTEMbI HeT Tpe60oBaHMsS Mo MHGOPMMPOBAHUIO 06 UHLMAEHTAX
[BPA] baHkoBckuii | - HeT Tpe60oBaHMs Mo MHGOPMMPOBAHMIO 06 UHLMAEHTAX
(n]:ggsmbm [BPS] BGHKOBCKVIVVI Het Tpe60BaHNS N0 MHPOPMUPOBAHNIO 06 MHLMAEHTAX
NNATEXHbINA

cybareHt
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepBoro | LM BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[PA] MnatexHblid arperatop HeT Tpe6oBaHMs Mo MHGOPMMPOBAHMIO 06 UHLMAEHTAX
[PCB] Ocyuecr- [PCB_BRO] | Ocyuwectsne- [refundOfFunds] TexHonornyeckuii [FM] [FM_PCB_ | MHUMAeHT, CBA3AHHBINA ¢ BO3Bpa- | MonyyeHue yBenomaeHus Xew OYN van UHH
BNeHNe Hue 6pokep- npouecc, obecne- BRO_1] TOM K/MEHTAM [IeHEXHbIX CPEACTB | OT KNMEHTA U CAMOCTOSATENbHOE | KIMEHTA (MoCTpa-
LedaTenbHOCTH CKOA flesiTent- UMBAIOLLMIA BO3BPAT HO OCHOBAHWUK TPEGOBAHMS BbISIBIeHNe 6pokepoM dakTa AABLUEV CTOPOHbI)
npodeccmo- HOCTH K/INEHTAM [IEHEXHbIX KNMEHTa, CHOPMUPOBAHHOIO 6€3 | NepeBOAA AEHEXHbIX CPEACTB
HONbHBIX cpeacTs €ro cornacus, B TOM YnACNE HA OC- | HO OCHOBAHWUW TPe6OBAHMS
YUYOCTHUKOB HOBOHWM MOANGULIMPOBAHHOTO KNneHTa, chopmMmnpoBaHHoro 6e3
PbIHKA LieH- TpebOBAHNS KNEHTA €ro cornacus, B TOM Ynucne Ha oc-
HbIX Bymar HOBAHWUN MOANGULMPOBAHHOTO
Tpe6OBAHNS KNNEHTA
Npentudukatop
pacnopsxeHus
HO OCyLLeCTBNEHNE
nepeBoAa feHex-
HbIX CPEACTB
WHH kpegutHon
OpraH13aLmm, B Ko-
TOPYIO HANPABEHO
pacnopsixeHue
N° cyeta nonyua-
TeNns B KPeANUTHOM
OpraH1saumumn
WHH kpeautHoi
OpraH1saumumu nony-
yatens
[FM_PCB_ | MHuMAeHT, CBA3AHHBIA ¢ BO3Bpa- | MonyyeHue yBenomaeHus Xew AYN vnn UHH
BRO_2] TOM K/MEHTAM [IEHEXHbIX CPEACTB | OT KIMEHTA UM CAMOCTOATENbHOE | KWMEHTA (MoCTpa-

B pe3ynbrate HCA K MHdpacTpyk-
Type 6pokepa 1 MHGPaACTPyK-
Type B3anmopeiicTeus 6pokepa
¥ KPeLuTHON OPraHu3aLmm

BbliBNeHNne 6pokepomM GpakTa
nepeBoAa ieHEeXHbIX CPeacTB

B pe3ynbrate HCA k nHdpacTpyk-
Type 6poKepa unu MHGPaACTPyK-
Type B3anmopeiicTeus 6pokepa
W KPEAUTHOW OPraHn3aLmm

[ABLUET CTOPOHBI)

WpeHtudpukatop
pacnopsixeHus

HO OCyLUeCTBNEeHMe
nepeBoad JeHex-
HbIX CPEeACTB
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa uHum- HaumeHoBAHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA CKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLyu-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoW
BO#A Oopra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepBoro | LM BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
WHH kpeanTHom
OpraH13aLmm, B Ko-
TOPYIO HANPABEHO
pacnopsixeHue
N° cyeta nonyua-
TeNns B KPEANUTHON
OpraH1saumumn
WHH kpeautHoi
OpraH1saumumu nony-
yatens
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHune dakta npesblleHns -
PCB_ BblLLEHWeM AONyCTUMON fONN [0NyCTUMON AOMU AerpaaaLmm
BRO_1] [erpafaLmm TeXHONornyeckoro TEXHO/I0rMYeCKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTAHOBNIEHHON GUHAHCOBO
(dWHAHCOBOI opraHusauneit — opraxu3aumnein — 6pokepom
6pokepom
[DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesblleHns -
PCB_ BblLUEHMEeM AOMYCTUMO 40K A0MyCTUMON A0ONKN AerpaaaLmmn
BRO_2] [erpafaLmm TeXHONornyeckoro TEXHOM0rMYeCKoro npoLecca,
npouecca, yCTaHOBNEHHO YCTAHOB/NEHHOW GUHAHCOBOIA Op-
bnHaHCOBOI oprannsaumneit — raHn3aunen — 6POKEPOM, d TaKxe
6pokepomM, a TaKxe AonyCTU- A0MYyCTUMOro BpEMEHI NpocTos
MOro BpeMeHu NpocTos u (1) ¥ (1nv) Lerpapaunm TexHonornye-
Aerpagaummn TeXHONOrMYeckoro | CKOro npoLeccd, yCTaHOBAEHHOTO
npoueccd, yCTaHOBNEHHOI0 GUHAHCOBOI OpraHnsaumnei —
bnHaHCOBOI oprannsaumneit — 6pOKepoM, He NPEBbILLAtOLLEr0
6pPOKEPOM, He NPEBbLILLAKOLLEro 24 yacos
24 yacos
[executionOfOrders] | TexHonoruyeckui [FM] [FM_PCB_ | MIHUMAEHT, CBA3AHHBIi C UC- lMonyyeHue yBenomneHus Co6CTBEHHDI KOp,
npouecc, obecneun- BRO_3] NOMHEHNEM NOPYYEHUS KNNEHTA | OT KNIMEHTA UK CAMOCTOSTENbHOE | YHOCTHUKA TOProB

BIOLLMA UCMONHEHNE
MOPYYEHUI KIMEHTOB
Ha coBepLUeHme cae-
JIOK C UEHHbIMM ByMa-
rOMM 1 30KNI0YeHe
[L0r0BOPOB, ABASIO-
LMXCH NPOU3BOAHbI-
M1 GUHAHCOBBIMM
MHCTPYMEHTaMM

HO CoBepLUEeHUe CAeNKM, CHop-
MMPOBAHHOTO 6e3 ero cornacus,
B TOM YMC/IE HO OCHOBAHUM
MOLMOULMPOBAHHOO NOPYYeHNs!
KNWeHTa

BbliBNeHNe 6pokepoM GpakTa
VCMO/HEHUS NOPYYEHUS KIIMEHTA
HO COBepLUEHNe caenku, chop-
MUPOBAHHOTO 6€3 ero cornacus,
B TOM YMC/Ie HO OCHOBOHMM
MOANGULMPOBAHHOIO NOPYYeEHNs
KNMeHTa
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Kop Bupa
(HanpaBne-
Hus) pes-
TENbHOCTH
$puHaHco-
BOIA opra-
HU3aLUK
nepsoro
YPOBHS

HaumeHo-
BOHUWeE BUAA
(HanpaBne-

Hus) pes-
Te/IbHOCTU
duHaHcoBoW

opraHusauum
nepeoro
YPOBHS

Koa Bupa
(Hanpas-
neHus)
nesTenb-
HOCTH OK-
HUHCOBOIA
opraHusa-
LK BTOPOro
YPOBHS

HaumeHo-
BAHKE BUAA
(HanpaBneHus)
eATeNbHOCTH
$uHaHcoBoM
opraxmsa-
LMK BTOPOro
YPOBHSA

Koa rexHonoruye-
cKoro npouecca

HaumeHoBaHKne
TEXHONIOrMYeCcKoro
npouecca

Koa tTuna
MHUMAEHTA

Koa nHuu-
LeHTd

HaumeHoBaHUe MHUMAEHTA

Kputepuii unpopmupoBanus

Bu3Hec-AaHHbIE
MHLUMAEHTA 3aLLy-
Tbl UHPOpMaLun

Kop knueHta
YYACTHUKA TOProB
(nocTpapaBLei
CTOPOHbI)

Xew AYN nnn UHH
KNMeHTa (noctpa-
AABLUEI CTOPOHBI)

MpeHtudukarop 3a-
SBKM, HONPAB/EH-
HOW OpraHn3aTopy
TOProBun

WHH opraxusatopa
TOProBu

Xew AYN vnn UHH
KNWeHTa (BTOPOiA
CTOPOHbI MO BHE-
6upxeBoii caenke)

WpeHtudpukatop
BHEOMPXEBOro
A0roBopa

[FM_PCB_
BRO_4]

WNHUMAEHT, CBA3AHHDIN € UcnonHe-
HWEM NOPYYeHUs KIMEHTA Ha CO-
BEpLUEHWE CAeNKM B pesynbrate
HCA k nndpactpyktype 6pokepa
UM MHGPACTPYKTYpE B3AUMOAE-
cTBUSI GPOKEPA 1 OPraHU3aATOPa
TOProBn

Monyyexune yBesomnerus

OT KINEHTA UK CAMOCTOSTENbHOE
BbliBNeHNe 6pokepoM GpakTa
VCMOIHEHUS NOPYYEHUS KIIMEHTA
HO COBEpLLEHNE CAENKM B pe-
3ynerate HCA Kk uHdpactpyktype
6pokepa 1 MHGpPacTpykType
B3AUMOAENCTBIUA BPOKepa 1 op-
raHM3aTopa TOProBn

Co6CTBEHHbIA KOf,
YYOCTHUKA TOProB

Kop knueHta
YUACTHUKA TOProB
(nocTpapaBLei
CTOPOHbI)

Xew AYN vnn UHH
KNWeHTa (noctpa-
[ABLUET CTOPOHbI)
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
WpeHtndukatop 3a-
SIBKM, HONPAB/EH-
HOW OpPraHn3aTopy
TOProB/u
WHH opraxusatopa
TOProB/n
Xew AYN vnn UHH
KNWeHTa (BTOpOi
CTOPOHbI MO BHe-
6upxeBoii caenke)
WpeHtudukatop
BHEOMPXEBOro
aorosopa
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHune dakta npesblleHns -
PCB_ BblLUEHMEM AOMYCTUMO 40K A0MyCTUMON 0NN AerpaaaLmmn
BRO_1] [erpafaLmm TeXHONornyeckoro TEXHOI0rMYeCKoro npoLecca,
npouecca, yCTaHOBNEHHO YCTAHOB/IEHHOW GUHAHCOBOA
dWHAHCOBOI opraHusauneit — opraxu3aumnein — 6pokepom
6pokepom
[DT_FS_ VHUMAEHT, CBA3AHHDII € npe- BbisiBneHune $akta npesblleHns -
PCB_ BblLUEHWEeM AOMYCTUMO 40K A0MyCTUMON A0NKM AerpaaaLmmn
BRO_3] [erpafaLmm TeXHONornyeckoro TEXHOMI0rMYeCKoro npoLecca,

npouecca, yCTaHOBNEHHO
(GWHAHCOBOW opraHusauneit —
6poKepoM, a TaKxe [ONyCTUMOro
BPEMEHM NPOCTOsi U (Mnm) Aerpa-
AALMK TEXHONOrMYECKOro npoLec-
€0, YCTAHOBNEHHOr0 GUHAHCOBOM
opraxusauueil — 6pokepom,

He NpeBbILAoLLEro 2 YacoB

ANS OPraHU3aLMii, 00S3aHHbBIX
€o6NI0AATb YCUNGHHDbIA UK
CTAHAAPTHBIA YPOBEHb 3aLUNTHI
nHGopMaumum, 4 4acoB ANs NHbIX
OpraHu3amnin

YCTAQHOBIEHHON GUHAHCOBOIA Op-
raHusauneit — 6pPOKepPOM, a Takxe
A0NyCTUMOrO BPEMEHU NPOCTOst

1 (1nv) Lerpapaunm TexHonoruye-
CKOro NpoLeccd, yCTAHOBNEHHOTO
(dMHAHCOBOI opranunsauneit —
6POKEPOM, He MPEBbILAIOLLEro

2 4acoB A1 OPraHN3ALMIA,
06930aHHbIX COBNMIOAATL YCUNEH-
HbIA UK CTAHAAPTHbIA YPOBEHb
30LWmMTbl MHGopMaumm, 4 yacos
ANS UHBIX OPraHN3aLmin
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[accounting- TexHonornyeckuii [FM] [FM_PCB_ | MiHUMAEeHT, CBA3GHHDI C BHECEHM- | BoisBneHne 6pokepoM GpakTa Her Tpe6oBaHus
OfOperation] npouecc, obecneun- BRO_5] €M 3anuceii BO BHYTPEHHUiA y4eT | BHECEHUS 3anuceil BO BHYTPeH- K GU3HEC-AAHHbBIM
BAIOLLMA BHECEHME B pe3ynbrate HCA K MHOpacTpyk- | Huid yuet B pesynbrate HCA VHUMAEHTA 30LWMTbI
30anncen BO BHYTPeH- Type 6pokepa K MHOpacTpykType 6pokepa nHdopmaumn
HUIA yyet
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesblleHns -
PCB_ BblLLEHNEeM AONyCTUMON f0NN [0NyCTUMOI 0N AerpaaaLmm
BRO_1] [erpafaLmm TeXHONornyeckoro TEXHO/I0rMYeCKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTAHOBNIEHHON GUHAHCOBOA
bWHAHCOBOM opraHusauneit — opraxuaumnein — 6pokepom
6pokepom
[DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
PCB_ BblLLEHWeM AoNyCTUMON foNu [0NyCTUMON AOMU AerpaaaLmm
BRO_4] [erpafaLmm TeXHONornyeckoro TEXHO/I0rMYeCKoro npouecca,

npowecca, yCTaHOB/IEHHO
dWHAHCOBOW opraHusauneit —
6poKepoM, a Takxe AonycTu-
MOro BpeMeHu NpocTos u (1)
AerpagaLmmn TeXHoN0rn4ecKoro
npoueccd, yCTaHOBNEHHOTO
dWHAHCOBOW opraHusauneit —
6POKEPOM, He NPEBbILAIOLLEro
12 yacos

YCTAHOBIEHHON GUHAHCOBOIA Op-
raHusaupeii — 6pPoKepoM, a Takxe
[0MyCTUMOr0 BPEMEHM NpOCTost

1 (Mnv) Lerpapaunm TexHonoruye-
CKOro MpoLeccd, yCTAHOB/IEHHOMO
(bMHAHCOBOI opraHusauneit —
6pPOKEPOM, He MPEBbILAIOLLEro
12 yacos

€C0C-5'L-09d9 49 010
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[PCB_DIL] OcywecTsne- [performance- TexHonornyeckuii [FM] [FM_PCB_ | MHUMAeHT, CBA3AHHBI C coBep- BbisiBnenune aunepom dakta Her Tpe6oBaHus
Hue punepckoii | OfDeals] npouecc, 06e- DIL_1] LWEHUEM CAENKM KYNAN-NPOAdXKM | COBEPLUEHNS CAENKM KYNan-Npo- | K GU3HEC-AAHHbIM
[edaTenbHoCTH CneynBatoLLni LieHHbIx 6ymar B pe3ynbrate HCIL | aaxu LieHHbIX 6ymar B pe3ynbTate | MHLUMAEHTA 3aLUKTbI
COBEpLUEHME CAENOK K MHOPACTPYKTYype annepa HCL k uHdpactpyktype aunepa nHdopmaumn
KyNAn-npoaaxm LeH-
HbIX 6ymMar oT CBOEro
MMEHM 1 30 CBOW cYeT
nytem ny6/MyHoro
006bsABNEHMA LieH
NOKYMKM 1 (Mnn)
NPOLAXM ONpefeneH-
HbIX LleHHbIX 6ymar
€ 065130TeNbCTBOM
NOKYMKK W (Mnu) npo-
AQXN 3TUX LIEHHbIX
6ymar no o6b-
SBEHHbIM ULLOM,
OCYLLECTBASIOLLUM
YKO3QHHYIO fiesiTenb-
HOCTb, LIEHAM
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesblleHns -
PCB_ BblLLEHWeM AONyCTUMON foNN [0NyCTUMOI 40N AerpaaaLmm
BRO_1] [erpafaLmm TeXHONornyeckoro TEXHO/I0rMYeCKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTAHOBIEHHON GUHAHCOBOIA
bWHAHCOBOM opraHusauneit — OpraHn3aumeit — ounepom
ANNepom
[DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
PCB_DIL_2] | BblleHWeM AonycTumMon fonu [0NyCTUMON 40U AerpaaaLmm

AerpagaLmmy TeXHoNorn4ecKoro
npowecca, yCTaHOB/IEHHOW
dWHAHCOBOM opraHusauneit —
AWNEPOM, O TAKXe JOoNyCTUMOro
BPEMEHM NPOCTOsi U (Mnu)
AerpagaLmmn TeXHoN0rn4eckoro
npoueccd, yCTaHOBAEHHOrO
(dWHAHCOBOW opraHusauneit —
AWNEPOM, He NPEBbILIAIOLLErD
24 yacos

TEXHO/I0rMYeCKoro npouecca,
YCTAHOBIEHHON GUHAHCOBOIA Op-
raHWM3auMen — Aunepom, a TaKxe
[0NyCTUMOrO BPEMEHU NPOCTOst

¥ (Mnv) Lerpapaunm TexHonoruye-
CKOro NpoLeccd, yCTAHOBNEHHOTO
dMHAHCOBOM opranusauneit —
ANNepoMm, He NPeBbILLatoLLEro

24 yacos

OLL
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[accounting- TexHonornyeckuii [FM] [FM_PCB_ | MHUMAeHT, CBA3AHHBIV C BHECEHU- | BbisiBnenne aunepom dakta Her Tpe6oBaHus
OfOperation] npouecc, obecneun- DIL_2] €M 3anuceii BO BHYTPEHHUiA y4eT | BHECEHUS 3anuceil BO BHYTPeH- K GU3HEC-AAHHbBIM
BAIOLLMA BHECEHME B pe3ynbrate HCA K MHOpacTpyk- | Huid yuet B pesynbrate HCA VHUMAEHTA 30LWMTbI
30anncen BO BHYTPeH- Type aunepa K MHGPACTPYKType annepa nHdopmaumn
HUIA yyet
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesblleHns -
PCB_ BblLLEHNEeM AONyCTUMON f0NN [0NyCTUMOI 0N AerpaaaLmm
BRO_1] [erpafaLmm TeXHONornyeckoro TEXHO/I0rMYeCKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTAHOBNIEHHON GUHAHCOBOA
bWHAHCOBOM opraHusauneit — OpraHn3aumeit — ounepom
ANNepom
[DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
PCB_DIL_3] | BblleHneM aonycTumon fonu [0NyCTUMON AOMU AerpaaaLmm

AerpagaLmmn TeXHoN0rM4ecKoro
npowecca, yCTaHOB/IEHHO
dWHAHCOBOW opraHusauneit —
AWNEPOM, O TAKXe JOoNYyCTUMOro
BPEMEHM NPOCTOsi U (Mnu)
AerpagaLmmn TeXHoN0rn4ecKoro
npoueccd, yCTaHOBNEHHOTO
dWHAHCOBOW opraHusauneit —
AWNEPOM, He NPEBbILIAIOLLErD
12 yacos

TEXHO/I0rMYeCKoro npouecca,
YCTAHOBIEHHON GUHAHCOBOIA Op-
raHWM3aunen — Aunepom, a TaKkxe
[0NyCTUMOrO BPEMEHU NPOCTOst

1 (Mnv) Lerpapaunm TexHonoruye-
CKOro NpoLeccd, yCTAHOBNEHHOTO
(bMHAHCOBOI opraHusauneit —
ANNepoMm, He NPeBbILLatoLLEro

12 yacos
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[PCB_FDIL] | OcywectBne- [performance- TexHonornyeckuii [FM] [FM_PCB_ | MHuMAeHT, CBA3CGHHDII € 3aKnoYe- | Boisnexnne aunepom dakta Her Tpe6oBaHus
Hue peatenbHo- | OfDeals] npouecc, obecneun- FDIL_1] HMEeM OT CBOEr0 MMEHW 1 30 CBOI | 30K/IOYEHNS OT CBOETO UMEHM K GU3HEC-AaHHbIM
cTn dopekc- BAIOLLMIA 30K0YE- cyert caenku B pesynsrate HCA 1 30 CBOW CYET CAENMKW B PE3Y/b- | UHLMAEHTA 3ALWNTI
annepa HUWe 0T CBOEro UMeHN K MHOpaCTpyKType Gpopekc-an- tate HC k nHdpactpyktype nHdopmaumn
1 30 CBOWA CYeT C du- nepa dopekc-gunepa
3U4ECKUMU TILOMMY,
He ABNALLNMUCS
VHAMBNAYANbHBIMA
npeanpuHumarens-
MU, He HO OPraHn30-
BOHHbIX TOPrax Ao-
rOBOPOB, YKA3AHHbIX
B NyHKTe 1CTATHY
41 ®epepanbHOro
30KOHA 0T 22 anpens
1996 ropa N° 39-03
«O pbIHKe LIeHHbIX
6yMClI'»
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesblleHns -
PCB_ BblLLEHNEeM AONyCTUMON f0NN [0NyCTUMOI 0N AerpaaaLmm
FDIL_1] [erpafaLmm TeXHONornyeckoro TEXHO/I0rMYeCKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTAHOB/IEHHON GUHTHCOBOIA Op-
duHaHCOBOM opranusauneit — Go- | raHnsaumen — Gopekc-annepom
peKc-aunepom
[DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne $akta npesblleHns -
PCB_ BblLLEHWeM A0NyCTUMON fONu [0NyCTUMON 40N AerpaaaLmm
FDIL_2] [erpafaLmm TeXHONornyeckoro TEXHO/I0rMYeCKoro npouecca,

npowecca, yCTaHOB/IEHHO
dWHAHCOBOW opraHusauneit —
bopekc-aunepom, a Takxe
[0MYCTUMOrO BPEMEHU NPOCTOSt

¥ (MNn) perpapaumm TexHonoruye-
CKOro NpoLecca, yCTaHOBNEHHOTO
dMHAHCOBO opranusaumeit — ¢po-
PEeKC-AUNepoM, He NpeBbILaoLLe-
ro 2 4acos

YCTAHOBIEHHON GUHTHCOBOIA Op-
raHuauymeii — dopexc-gunepom,
0 TAKXe [oNyCTUMOro BpeMeHu
npocTos v (M) aerpanalum
TEXHONOrMYeCcKoro npovecca,
YCTAHOBIEHHOrO GUHAHCOBOIA Op-
raHuauymeii — dopexc-gunepom,
He NPeBbILLAOLLErD 2 YaCOB

cLL
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepBoro | LM BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[refundOfFunds] TexHonornyeckuii [FM] [FM_PCB_ | MHuMAeHT, CBA3AHHBIN ¢ BO3Bpa- | MonyyeHue yBenomaeHus Xew OYN van UHH
npouecc, obecne- FDIL_2] TOM K/MEHTAM [I€HEXHbIX CPEACTB | OT KNMEHTA UM CAMOCTOSATENbHOE | KWEHTA (MocTpa-
UMBAIOLLMIA BO3BPAT HO OCHOBAHWUK TPEGOBAHMS BbISIBNEHNe GopeKCc-aunepom [ABLUEV CTOPOHbI)
K/INEHTAM [AEHEXHbIX KNneHTa, chopMUpoBaHHOro 6€3 | GaKTa NepeBoaa AeHEeXHbIX
cpeacTs €ro cornacus, B TOM YNC/E HA OC- | CPEACTB HO OCHOBAHUM TPe6OBA-
HOBOHWM MOANGOULIMPOBAHHOTO HUS KNNEHTA, CHOPMUPOBAHHOIO
TPe6OBAHNS KNUEHTA 6e3 ero cornacusi, B ToM yucne
HO OCHOBAHMM MOAUPULIMPOBAH-
HOro Tpe6oBAHNS KNNEHTA
WpeHtudpukarop
pacnopsxeHus
HO OCyLLEeCTBNEHME
nepeBoaa feHex-
HbIX CPEACTB
WHH kpeautHoi
OPraH13aLmm, B Ko-
TOPYIO HANPABNEHO
pacnopsxeHue
N° cyeta nonyua-
TeNns B KPEANUTHOM
OpraHnsaumumn
WHH kpeautHoi
OpraH1saumuu nony-
yatens
[FM_PCB_ | MHuMAeHT, CBA3AHHBIA ¢ BO3Bpa- | MonyyeHne yBenomeHus Xew AYN vnn UHH
FDIL_3] TOM K/VNEHTAM [IeHEXHbIX CPEACTB | OT KNMEHTA UM CAMOCTOATENbHOE | KWEHTA (MoCTpa-

B pe3ynbrate HCA K MHdpacTpyk-
Type GpopeKc-annepa unn k-
bpacTpykType B3aMMopencTaus
bopekc-Annepa u KpeauTHo
OpraH13aLum

BbIsiBNIEHNE GOPEKC-ANNEpPOM
GaKTa NepeBoaa AeHEXHbIX
cpencTs B pesynsrate HCA

K MIHOPACTPyKType dpopekc-
Aunepa nan UHGPacTpykType
B3AMMOAENCTBIUS GOopeKc-aunepa
1 KPEAUTHO OPraHN3aLmm

[AQBLUEI CTOPOHbI)

WpeHtudukatop
paCnopsiXeHus

HO OCyLUeCTBNeHNe
nepeBoad feHex-
HbIX CPEeACTB
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepBoro | LM BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
WHH kpegutHon
OpraH13aLmm, B Ko-
TOPYIO HANPABEHO
pacnopsixeHue
N° cyeta nonyua-
TeNns B KPEANUTHON
OpraH1saumumn
WHH kpeautHoi
OpraH1saumumu nony-
yatens
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
PCB_ BblLLEHWeM AONyCTUMON fONN [0NyCTUMON 40N AerpaaaLmm
FDIL_1] [erpafaLmm TeXHONornyeckoro TEXHO/I0rMYeCKoro npoLecca,
npowecca, yCTaHOB/IEHHO YCTAHOBIEHHON GUHAHCOBOIA Op-
dWHAHCOBOM opranusaumeit — ¢o- | raHnsaumen — Gopekc-aunepom
peKc-aunepom
[DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHune dakta npesblleHns -
PCB_ BblLUEHMEeM AOMYCTUMO 40K A0MyCTUMON 0NN AerpaaaLmmn
FDIL_3] [erpafaLmm TeXHONornyeckoro TEXHOMI0rMYeCKoro npoLecca,
npouecca, yCTaHOBNEHHO YCTAHOB/NEHHOW GUHAHCOBOIA Op-
bMHaHCOBOI oprannsaumneit — ranusaunen — Gopekc-aunepom,
bopekc-annepom, a Takxe a TaKXe JoNyCTUMOro BPEMEHU
A0MyCTUMOro BPEMEHI NPOCTON | NPOCTON U (MnK) Aerpaaaunm
W (MnK) ferpasaunn TeXHoNornye- | TeXHONOrMyYeckoro npouecca,
CKOro npoLecca, yCTAHOBNEHHOTO | YCTAHOBAEHHOTO GUHAHCOBOI Op-
buHaHCOBO oprannsaumeii — Gpo- | raHusaunen — Gopekc-aunepom,
peKc-aunepoMm, He NpeBsblLaoLLEe- | He NpeBbilatoLero 24 4acos
ro 24 yacos
[accounting- TexHonornyeckuii [FM] [FM_PCB_ | MiHUMAeHT, CBA3AHHbI C BHECEHM- | BoisBneHne dpopekc-aunepom Her Tpe6oBaHus
OfOperation] npouecc, obecneun- FDIL_4] €M 3anuceii BO BHYTPEHHUiA yueT | aKTa BHECEHMS 3anucei K GU3HEeC-AAHHbIM
BAIOLLMIA BHECEHNE B pesynbrate HC/ K MHGPACTPyK- | BO BHYTPEHHWIA YUET B pe3yNnbtate | MHLUMAEHTA 3aLuTbI
30anucei BO BHYTPeH- Type dpopekc-gunepa HCA k nndpactpyktype dpopekc- | uHpopmaumm
HURA yyet annepa
[DT_FS] [DT_FS_ VHUMAEHT, CBA3AHHDII € npe- BbisiBneHne $akta npesblleHns -
PCB_ BblLUEHMEM AOMYCTUMO 40K A0MyCTUMON AONKN AerpaaaLmmn
FDIL_1] AerpafaLmm TeXHONOornyeckoro TEXHOMI0rMYeCKoro npoLecca,

npoLeccd, yCTaHOBAEHHOM
dWHAHCOBOI opranusaumei — ¢po-
peKc-annepom

YCTAHOBIEHHON GUHAHCOBOIA Op-
ranusaunein — opexc-aunepom

vLL

€¢0C-5'L-0909 49 OLD



Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHunaeHT, CBA3aHHbIN C npe- BbisiBneHune Gpakta npeBbilweHns -
PCB_ BblLIEHWEM LONYCTUMOI [0 [ONYyCTUMOV AoV Aerpaganm
FDIL_4] [erpagaunm TeXHONOrMYecKoro TEXHOMOrMYECKOoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW GUHAHCOBO Op-
dnHaHCOBOW OpraHusaumeit — raHusaunen — Gopekc-annepom,
bopekc-aunepom, a Takxe a TAKXe JOoNyCTUMOrO BPEMEHU
[0MyCTUMOr0 BPEMEHU NPOCTON npocTos v (Mnu) ferpagauum
¥ (Mnu) ferpagaumm TEXHONOrnye- | TEXHONOrMYeCKoro npotecca,
CKOroO npoLecca, yCTAHOBNEHHOTO | YCTAHOBEHHOTO GUHAHCOBOI Op-
dnHaHCOBOW opranusaumeit — Go- | raHnsaumein — Gopekc-aunepom,
peKCc-aunepoMm, He npesblluaoLLe- | He npeBblwatoLiero 12 yacos
ro 12 yacos
[PCB_UCB] | Ocywect- [performance- TexHonornyeckuii [FM] [FM_PCB_ | MIHUMAEeHT, CBA3AHHBIi C CO- BbisiBnenune aunepom dakta Co6CTBEHHBI KOp,
BNeHNe OfDeals] npouecc, obec- UCB_1] BEPLUEHNEM CAENKU C LIEHHbIMU COBEpLUEHUS CAEMKN C LEHHbIMW | YYCCTHUKA TOProB
[eaTenbHOCTU NeynBaKoLLNi 6ymaramu u (unu) 3aknioyeHns 6ymaramu u (unm) 3akntoye-
no ynpasne- COBEPLUEHNE CAENOK [0roBOPa, ABASHOLLErocs HWUS LOTOBOPA, SBASAIOLLErOCs
HUIO LeHHbIMI C LeHHbIMK Bymaramu NPON3BOAHLIM GUHAHCOBLIM NPOU3BOAHBIM GUHAHCOBBIM
6ymaramu 1 (1nv) 3aKnYeHne MHCTPYMeHTOM, B pe3ynbrate HCJ | uHcTpymeHToMm, B pe3ynstate HCA

[0rOBOPOB, BASIO-
LLMXCS NPOM3BOAHbI-
M1 GUHAHCOBbLIMM
VHCTPYMEHTaMM,

B MHTEpecax yupean-
TeNs yNpaBneHns

K MHGpacTpykType aunepa

K MIHOPACTPyKType aunepa

MpeHtudukarop 3a-
SBKM, HONPOB/EH-
HOW OpraHn3aTopy
TOProBun

WHH opraxusatopa
TOProBu

Xew AYN vnn UHH
KNWeHTa (BTOPOiA
CTOPOHbI MO BHe-
6upxeBoii caenke)

WpeHtudpukatop
BHEOMPXEBOro
A0roBopa
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK
TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS] [DT_FS_ VHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
PCB_ BblLIEHWEM LONYCTUMOI [0 [ONYyCTUMOV AoV Aerpaganm
UCB_1] [erpagaunm TeXHONOrMYecKoro TEXHOMOrMYECKOoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW GUHAHCOBOA
dnHaHCOBOW OpraHusaumeit — OpraHn3aumeil — ynpasasioLwmm
YNPaBASIOLLUM
[DT_FS_ VHUMAEHT, CBA3AHHDIA C NpeBbl- | BoisBneHne GakTa npeBblleHus -
PCB_ LIEHNEeM JONyCTUMOiA A0NKM Jerpa- | AoNyCTUMOWN [OMM Aerpasaummn
UCB_2] AALUMY TEXHONOTUYECKOTO NPOLeC- | TeXHOMOrMYeCKoro npoueccd,
Ca, YCTAHOBNEHHON GUHAHCOBOI | YCTAHOBNEHHOW GUHAHCOBO
OpraHn3aumMeil — ynpasnsitoLLnM, | OPraHn3aumen — ynpaBasoLLmuM,
a TAKXe [oNyCTUMOro BPEMEHM a TAKXe oNyCTUMOro BPEMEHU
npocTost v (Mnu) Aerpagaumnu npocTos v (W) aerpanalum
TEXHOMOrMYEeCKoro npotecca, TEXHOMOrMYEeCKoro npoecca,
YCTAHOBNIEHHOrO GUHAHCOBOW YCTAHOB/IEHHOTO GUHAHCOBOW
OpraHn3aumMeil — ynpasnsitolLnM, | OPraHn3aumen — ynpaBasoLLmM,
He npeBblwatoLero 4 4yacos He npesblLLatoLLero 4 4acos
[refundOfFunds] TexHonornyeckuii [FM] [FM_PCB_ | MHUMAeHT, CBA3AHHBIA ¢ BO3Bpa- | MonyyeHue yBenomaeHus Xew OYN van UHH
npouecc, obecne- UCB_2] TOM K/MEHTAM [IeHEXHbIX CPEACTB | OT KIMEHTA UK CAMOCTOATENbHOE | KWEHTA (MocTpa-

YMBAIOLLNIA BO3BPAT
KIMEHTAM AEHEXHbIX
cpeacTs

HO OCHOBAHMM TPEBOBAHUS
KnneHTa, cGopMMpoOBaHHOIO 6e3
€ro COrnacusi, B TOM Yncie Ha oc-
HOBAHWUW MOAMOULMPOBAHHOTO
TPe6OBAHNS KNUEHTA

BbISIBNIEHNE YNPABASIOLWMM GAKTA
nepeBoad AEeHeXHbIX CPeaCTB

HO OCHOBAHWW TPeBOBAHMS
KnMeHTa, chopMmUpoBaHHoro 6e3
€ro Cornacus, B TOM Yncie Ha oc-
HOBAHUWN MOAMGULMPOBAHHOTO
Tpe6OBAHNS KNNEHTA

[ABLUET CTOPOHBI)

WpeHtudukatop
paCMOpsXEHNSs

HO OCyLUecTBeHne
nepeBoad JeHex-
HbIX CPEeACTB

WHH kpeautHoi
OpPraH13aLmuu, B Ko-
TOPYIO HANPABEHO
pacnopsixeHue

N° cyeta nonyua-
TeNnsi B KPEANUTHOI
OpraxM3aLmum

OLL
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
WHH kpegutHon
OpraH1saumumu nony-
yatens
[FM_PCB_ | MHuMAeHT, CBA3AHHBI ¢ BO3Bpa- | MonyyeHue yBenomaeHus Xew AYN nnn UHH
UCB_3] TOM K/MEHTAM [IeHEXHbIX CPEACTB | OT KNIMEHTA U CAMOCTOSATENbHOE | KIMEHTA (MocTpa-
B pe3ynbrate HCA K MHOPACTPyK- | BbisiBNEHME YNpaBASOWNAM GAKTA | AABLUER CTOPOHbI)
Type YyNpaBASIOLLEro UK UH- nepeBoAa ieHeXHbIX CPeacTB
dpacTpykType B3aumopeiicteust | B pesynstate HCA K MHpacTpyk-
YNPABASIOLLErO U KPEANTHOM TYpe YyNPaBASIOLLErO UK UH-
OpraHnsaumnm bpacTpykType B3aMMopeiicTans
YNPABASIOLLErO 1 KPEANTHO
OpraHn3aunm
WpeHtudukatop
pacnopsxeHus
HO OCyLLeCTBNEHNE
nepeBoAa feHex-
HbIX CPEACTB
WHH kpeautHo#
OPraH13aLmm, B Ko-
TOPYIO HANPABEHO
pacnopsxeHue
N° cyeta nonyua-
TeNs B KPEAMUTHON
opraH13aummn
WHH kpeautHo#
OpraH1saumumn nony-
yatens
[DT_FS] [DT_FS_ VHUMAEHT, CBA3AHHDII C npe- BbisiBneHne $akta npesblleHns -
PCB_ BblLUEHMEM AOMYCTUMO 40K A0MyCTUMON AONKM AerpaaaLmmn
UCB_1] AerpafaLmm TeXHONornyeckoro TEXHOMI0rMY€eCKoro npoLecca,

npouecca, yCTaHOBNEHHO
(GWHAHCOBOI opraHusauneit —
YNPaBASIOLLUM

YCTAHOBNEHHON GUHAHCOBOW
OpraHn3aumeit — ynpasnstoLnm
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa uHum- HaumeHoBAHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA CKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLyu-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoW
BO#A Oopra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepBoro | LM BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHUnAeHT, CBA3AHHbIN C NpeBbl- | BbigBneHne GakTa npeBbilleHns -
PCB_ LEeHWeM JONyCTUMON JOMM Jerpa- | AONYCTUMOI A0V Aerpagaunn
UCB_3] AALMY TEXHONOTMYECKOTo NPOLLeC- | TeXHOMOrMYeCKOoro npoueccd,
Ca, YCTAHOBNEHHON GUHAHCOBON | YCTAHOBEHHON GUHAHCOBOM
OpraHn3aumneil — ynpasnstolLnM, | OPraHn3aumen — ynpaBsioLLmm,
a TAKXe [oNyCTUMOro BPEMEHU a TAKXe JOoNyCTUMOrO BPEMEHU
npocTost v (Mnu) Aerpagaumnu npocTos v (W) aerpanalmum
TEXHOMOrMYEeCKoro npoteccd, TEXHOMOrMYEeCKOro npotecca,
YCTAHOBMIEHHOIO GUHAHCOBO YCTAHOB/IEHHOTO GUHAHCOBOW
OpraHn3aumMeil — ynpasnsitoLLnM, | OPraHn3aumen — ynpaBsioLLmmM,
He npeBblLatoLLero 24 4yacos He npesbllatoLlero 24 yacos
[accounting- TexHonornyeckuii [FM] [FM_PCB_ | MHUMAeHT, CBA3AHHBI C BHECEHU- | BbisiBneHue ynpasnsiowmm ¢pakta | Het pe6oBanns
OfOperation] npouecc, obecneun- UCB_4] €M 3anuceii BO BHYTPEHHUiA y4eT | BHECEHUS 3anuceil BO BHYTPeH- K GU3HEC-AAHHbIM
BAIOLLNA BHECEHME B pe3ynbrate HCA K MHOpacTpyk- | Huit yuet B peaynbrate HCA K MH- | MHUMAEHTA 3aLUMTbI
3anuceil BO BHYTPeH- Type ynpaBAsioLLEero bpacTpykType ynpasnsioLero nHopmaummn
HURA yyet
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
PCB_ BblLLEHWeM AoNyCTUMON fONM [0NyCTUMON AOMU AerpaaaLmm
UCB_1] [erpafaLmm TeXHoNornyeckoro TEXHO/I0rMYeCKoro npoLecca,
npowecca, yCTaHOB/IEHHO YCTAHOBNIEHHON GUHAHCOBO
(bWHAHCOBOW opraHusauneit — OpraHn3aumeit — ynpasasioLwmm
YNPaBASIOLLUM
[DT_FS_ MHUMAEHT, CBA3AHHDIA C NpeBbl- | BoisBneHne GakTa npeBblleHuUs -
PCB_ LIEHNEM ONyCTUMOIA 40NN Jerpa- | AONYCTUMON Lo Aerpasaummn
UCB_4] AALUMY TEXHONOTUYECKOro NPOLLeC- | TeXHOMOrMYeCKoro npoueccd,
Ca, YCTAHOBNEHHON GUHAHCOBOI | YCTAHOBNEHHOW GUHAHCOBO
OpraHn3aumneil — ynpasnsitownM, | OPraHn3aumen — ynpaBsoLLmM,
a TaKXe [oNyCTUMOro BPEMEHU a TaKXe JoNyCTUMOrO BPEMEHU
npocTost v (Mnu) Aerpagaumnu npocTos v (W) aerpanalum
TEXHONOrMYEeCKoro npotecca, TEXHOMOrMYEeCKoro npotecca,
YCTAHOBNIEHHOr0 GUHAHCOBOW YCTAHOBIEHHOTO GUHAHCOBOW
OpraHn3aumMeil — ynpasnstolnM, | OPraHn3aumen — ynpaBasoLLmM,
He npeBblwatoLiero 12 yacos He npesbllatoLLero 12 yacos
[PCB_RVC] OcywecTBne- [accounting- TexHonornyeckuii [FM] [FM_PCB_ | MHUMAEeHT, CBA3AHHBI C BHECE- BbisiBnenue peructpatopom dak- | Het pe6oBanns
Hue peatenbHo- | OfOperation] npouecc, obecneun- RVC_1] HMEM YYETHbIX 3anuceii B peecTp | T0 BHECEHUS YYeTHbIX 3anucei K GU3HEeC-AAHHbIM

CTH perucTpa-
Topa

BAIOLMIA BHECEHNE
YYETHbIX 3anucei

B peecTp BnagenbLes
LIeHHbIX Gymar

BNGAENbLEB LEeHHbIX Gymar B pe-
3ynerate HCA k nHdpactpyktype
peructparopa

B peecTp BNaAeNbLEB LEHHbIX
6ymar B pesynbrare HC/, k uH-
GpacTpykType peructparopa

VHUMAEGHTA 30LUMUTBI
nHbopmaumun

SLL
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS] [DT_FS_ VHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
PCB_ BblLIEHWEM LONYCTUMOI [0 [ONYyCTUMOV AoV Aerpaganm
RVC_1] [erpagaunm TeXHONOrMYecKoro TEXHOMOrMYECKOoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW GUHAHCOBOA
GVHAHCOBOW OpraHn3aLmeit — pe- | OPraHn3aLmnen — perncTpaTopom
rUCTpaTopom
[DT_FS_ VHUMAEHT, CBA3AHHDIA C NpeBbl- | BoisBneHne GakTa npeBblleHus -
PCB_ LIEHNEeM JONyCTUMOiA A0NKM Jerpa- | AoNyCTUMOWN [OMM Aerpasaummn
RVC_2] AALUMY TEXHONOTUYECKOTO NPOLeC- | TeXHOMOrMYeCKoro npoueccd,
Ca, YCTAHOBNEHHON GUHAHCOBOI | YCTAHOBNEHHOW GUHAHCOBO
OpraHn3auueil — perucTpaTopoMm, | OPraHM3aLnei — perncTpaTopom,
a TAKXe [oNyCTUMOro BPEMEHM a TAKXe oNyCTUMOro BPEMEHU
npocTost v (Mnu) Aerpagaumnu npocTos v (W) aerpanalum
TEXHOMOrMYEeCKoro npotecca, TEXHOMOrMYEeCKoro npoecca,
YCTAHOBNIEHHOrO GUHAHCOBOW YCTAHOB/IEHHOTO GUHAHCOBOW
OpraHn3auueil — perucTpaTopoMm, | OPraHM3aLnein — perncTpaTopom,
He npeBblLatoLLero 24 yacos He npesbllLatoLlero 24 yacos
[checkOfRights] TexHonornyeckuii [DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne $akta npesblleHns -
npouecc, o6e- PCB_ BbILLEHWeM A0NyCTUMON fONn [0NyCTUMON AOMU AerpaaaLmm
cnevnBatoLLuin RVC_1] [erpafaLmm TeXHONornyeckoro TEXHO/I0rMYeCKoro npouecca,
ocyLiecTBneHmne npowecca, yCTaHOB/IEHHO YCTAHOBNEHHON GUHAHCOBO

PerncTpaTopom ceep-
KN YUUTbIBAEMbIX
perucTpaTopom npas
HO LeHHble Bymaru

C LEeHTPaNbHbIM Ae-
no3UTapuemM no cyety
HOMUHABHOTO Aep-
XATeNS LeHTPAbHO-
ro f1enosuntapus

dWHAHCOBOW opraHusauueii — pe-
rUCTPATOPOM

OpraHn3auneit — perncTpaTopom
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHUnAeHT, CBA3AHHbIN C NpeBbl- | BbigBneHne GakTa npeBbilleHns -
PCB_ LEeHWeM JONyCTUMON JOMM Jerpa- | AONYCTUMOI A0V Aerpagaunn
RVC_3] AALMY TEXHONOTMYECKOTo NPOLLeC- | TeXHOMOrMYeCKOoro npoueccd,
Ca, YCTAHOBNEHHON GUHAHCOBON | YCTAHOBEHHON GUHAHCOBOM
OpraHn3auueil — perucTpaTopoM, | OPraHM3aunen — perncTpaTopom,
a TAKXe [oNyCTUMOro BPEMEHU a TAKXe JOoNyCTUMOrO BPEMEHU
npocTost v (Mnu) Aerpagaumnu npocTos v (W) aerpanalmum
TEXHOMOrMYEeCKoro npoteccd, TEXHOMOrMYEeCKOro npotecca,
YCTAHOBMIEHHOIO GUHAHCOBO YCTAHOB/IEHHOTO GUHAHCOBOW
OpraHn3auueil — perucTpaTopoMm, | OPraHM3aunein — perncTpaTopom,
He NpeBbILatoLero 4 4acos He npesbiwatoLiero 4 yacos
[PCB_DEP] [lenosutapHas | [accounting- TexHonornyeckuii [FM] [FM_PCB_ | MHUuMAeHT, CBA3AHHBIN C BHECEHU- | Bbisinenne aenosutapuem dakta | Het pe6oBanns
nestenbHocTb, | OfOperation] npouecc, obecneun- DEP_1] €M YYETHbIX 30MnUCeii B yYeTHble | BHECEHUS YYETHbIX 3anucei K GU3HEC-AAHHbIM
BK/IIOY4AS BOIOLLMIA BHECEHNE peructpbl B pe3ynbrate HCJ, B YYETHbIE PETUCTPbI B PE3YbTATE | MHUMAEHTA 3ALLMUTDI
[eaTenbHOCTb YYeTHbIX 3anucei K uHGpactpyktype peructparopa | HCA k uHdpacTpykType peructpa- | upopmaumu
LeHTPAIbHOTO B YYETHbIE PETNCTPbI Topa
aenosutapus
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne $akta npesblleHns -
PCB_ BbILLEHWeM A0NyCTUMON fONn [0NyCTUMON AOMU AerpaaaLmm
DEP_1] [erpafaLmm TeXHONornyeckoro TEXHO/I0rMYeCKoro npouecca,
npowecca, yCTaHOB/IEHHO YCTAHOBNEHHON GUHAHCOBO
GMHAHCOBOW OpraHusauneid — ae- | opraHusauneit — aenosutapuem
nosuTapuem
[DT_FS_ MHUMAEHT, CBA3AHHDIA C NpeBbl- | BoisBneHne GakTa npeBblleHUs -
PCB_ LIEHNEeM ONyCTUMOIA A0NKM Jerpa- | AoNyCTUMOWN Lo Aerpasaummn
DEP_2] AALMY TEXHONOTUYECKOro NPOLeC- | TeXHOMOrMYeCKOoro npoueccd,

Ca, YCTAHOBNEHHON GUHAHCOBOIA
OpraHu3aumeit — 4eno3uTapmem,
a TaKXe [oNyCTUMOro BPEMEHH
npocTost v (Mnu) Aerpagaumnu
TEXHONOrMYEeCKoro npotecca,
YCTAHOBNIEHHOrO GUHAHCOBOW
OpraHu3aumeit — 4eno3uTapmem,
He npeBblLwatoLLero 24 yacos

YCTAHOBIEHHON GUHAHCOBO
OpraHn3aumei — 4eno3uTapmem,
a TaKXe JoNyCTUMOro BPEMEHU
npocTos v (W) aerpanalum
TEXHONOrMYEeCKoro npotecca,
YCTAHOBIEHHOrO GUHAHCOBON
OpraHn3aumei — 4eno3uTapmem,
He npesblLLatoLlero 24 yacos

OclL
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[settlementOfDeals] | TexHonoruyeckuit [FM] [FM_PCB_ | MiHUmMAeHT, CBA3AHHBIi € ocywlecT- | MonyyeHue yBefoMAeHUs oT Knu- | igeHtudukatop no-
npouecc, obecneun- DEP_2] B/IEHWEM PACYETOB N0 Pe3y/b- PWHIOBOM OPraHN3ALMM UK PYY€eHMS 0 ABUXKe-
BAIOLLMIA OCYLLECT- TATAM CLEMOK, COBEPLUEHHbIX CAMOCTOSATENbHOE BbISBNEHME HW LLeHHbIX Bymar,
B/IEHNE PACYETHbIM HO OPraHWU30BAHHBIX TOPrax, pacCYeTHbIM Aeno3utapuem GpakTa | HaNPABAEHHOTO
Aenosutapuem HO OCHOBAHUM MOAMULUMPOBAH- | OCYLLECTBNIEHNS PACYETOB MO pe- | B Aen03nTapuii
pacyeToB no pe- HOrO NOPYYeHMS 0 ABUXEHUM 3yNbTATAM CAENOK, COBEPLUEHHbIX | MO UTOFAM pacye-
3yNbTATAM CAENOK, LieHHbIX 6ymar, HaNPABNEHHOTO HO OPraHU30BAHHbIX TOPrax, TOB W COAEPXKALLEro
COBEPLUEHHbIX KNVPWHIOBON OPraHn3auuen HO OCHOBAHWUM MOAMOULMPOBAH- | MOAN(ULMPOBAH-
HO OPraHU30BAHHbIX HOTO MOPYYEHNS O ABMXKEHNN HYI0 MHGOPMaLMio
TOprax LIeHHbIX ByMar, HaNPABNEHHOTO 0 cpienke
K/MPUHIOBOW OPraHusaumen
WHH penosuta-
pus/cney. fenosu-
TapWsi, B KOTOPbIN
6b1710 HANPABNEHO
nopyyenue
Xew AYN vnn UHH
KNvueHTa (nony-
yarens)
N° cyeta geno
nonyyarens
WHH penosuta-
pusi/cney. aenosu-
TapuUs noayyatens
[FM_PCB_ | MiHUMAeHT, CBA3AHHBI C ocyLlecT- | BoisBneHne pacyetHbiM aenosu- | MigeHtudukatop no-
DEP_3] B/IEHMEM PACYETOB MO pesy/b- TapueM GpaKTa OCyLLecTBAEHNS pyyeHns o aBuxe-

TATAM CAENMOK, COBEPLUEHHbBIX
HO OPraHN30BAHHbIX TOPraXx,

B pe3ynbrate HCA K MHdpacTpyk-
Type PacyeTHoOro Aenosntapus

pacyYeToB Mo Pe3ynbTaTam
CAENOK, COBEPLUEHHbIX HO Opra-
HW30BAHHbIX TOPrax, B pe3ysnsrare
HCA k nHdpactpykType pacyet-
HOrO Aeno3nTapus

HUM LieHHbIX Bymar,
HONPABAEHHOTO

B Aeno3uTapun

no uToram pacye-
TOB M COAEPXALLEero
MOANOUUMPOBAH-
Hyto MHGOpMaLmto
0 caenke

WHH penosuta-
pusi/cneu. aenosu-
TAPUS, B KOTOPbIN
6b1N10 HANPABNEHO
nopyyeHue
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
Xew AYN van UHH
KNueHTa (nony-
yarens)
N° cueta geno
nonyyarens
WHH penosuta-
pus/cney. fenosu-
TapuUs noayyatens
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
PCB_ BbILLEHWEeM AONyCTUMON f0NN A0NyCTUMON AONU AerpaaaLmm
DEP_1] AerpafaLmm TeXHONornyeckoro TEXHO/I0rMY€eCKoro npoLecca,
npowecca, yCTaHOB/IEHHOW YCTAHOBIEHHON GUHAHCOBO
GWHAHCOBOI OpraHu3auneil — ae- | opraHusauneid — aenoutapuem
nosuTapuem
[DT_FS_ VHUMAEHT, CBA3AHHDIA C NpeBbl- | BoisBneHne GakTa npeBbiLeHMs -
PCB_ LIeHWeM [oNyCTUMOI LONW ferpa- | AONYCTUMON JOAKM Aerpaaalmmn
DEP_3] AALMY TEXHONOTUYECKOro NPOLeC- | TEXHOMOrMYEeCKoro npoueccd,
0, YCTAHOBNEHHON GUHAHCOBOI | YCTAHOBNEHHOW GUHAHCOBO
OpraHusaumeit — [eno3nTapueM, | OpraHu3aunen — aenosutapuem,
a TaKXe [oNyCTUMOro BPEMEHU a TaKXe JoNyCTUMOro BPEMEHU
npocTos v (Mnu) Aerpagaumnu npocTos v (M) aerpanalum
TEXHONOrMYEeCKoro npotecca, TEXHONOrMYEeCKoro npoecca,
YCTAHOBNEHHOTO GUHAHCOBOW YCTAHOB/IEHHOTO GUHAHCOBOW
OpraHusaumeit — [eno3nTapueM, | OpraHu3aunen — aenosutapuem,
He NpeBbILAOLLEro 2 YacoB He NPEeBbILLAIOLLEro 2 YACOB
[payment- TexHonornyeckuii [FM] [FM_PCB_ | MIHUMAEeHT, CBA3AHHBIi C Bbl- MonyyeHue yBepomnenuns ot ge- | Xew AYN nan UHH
OfDividends] npouecc, obecneun- DEP_4] NnNaToil AENOHEHTY IOXOAO0B B fle- | MOHEeHTA WK CAMOCTOSTeNIbHOE KNMeHTa (noctpa-

BOIOLLMIA BbINNATY
[ENOHEHTY OXOA0B
B AieHeXHOii popme
M0 LieHHbIM 6ymaram,
y4eT NpaB Ha KOTO-
pble ocyllecTBAsieT
AEeno3nTapuit, N NHbIX
NPUYUTAIOLLMXCS
BNOAENbLAM YKA3AH-
HbIX L€HHbIX Gymar
AEHEeXHbIX BbINAAT

HeXxHoln dopme B pesynbrate HCJ
K MHGPACTPYKType Aeno3ntapus
UM MHGPACTPYKTYpe B3aUMOAEii-
CTBUSI AEMNO3NTAPUS U KPEAUTHOI
OpraH13aLum

BbISIBNIEHNE Aeno3ntapnem ¢akta
BbINAATbI AENOHEHTY JOXOL0B

B fileHeXHO! dopMme B pesynbrate
HCA k nndpactpykType aeno-
3uTapus UMK MHOPACTPYKType
B3AMMOAECTBIA Jeno3nTapus

1 KPEAUTHO OPraHN3aLmm

[AQBLUEI CTOPOHBI)

ccl
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHue BMAA (Hanpas- BUHMWe BUAA cKoro npouecca TEXHONOrMYECKOro | MHUUAEHTA LeHTd VNHUMAEHTA 3aLLU-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENIbHOCTU Hus) pes- peateNb- | AeATeNIbHOCTU
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3OUMM | OPraHM3ALMW | OPraHu3d- | LMW BTOPOro
nepeoro nepeoro LMK BTOporo YPOBHS
YPOBHS YPOBHS YPOBHS
pentndukatop
pacnopsixeHus
HO OCyLLeCTBNEHNE
NepeBoAa feHexX-
HbIX CPeACTB
WHH kpeautHoi
OpraHn3aLmm, B Ko-
TOPYtO HONPABNEHO
pacnopsixeHve
N° cyeta nonyua-
TeNns B KPeANUTHON
OpraHn3aLmm
WHH kpeautHo#
OpraHn3aLmm nony-
yarens
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesblleHns -
PCB_ BbILLEHWEeM AONyCTUMON foNMN A0NyCTUMON 40N AerpaaaLmm
DEP_1] [erpafaLmm TeXHONornyeckoro TEXHOMI0rMYeCKoro npoLecca,
npoweccd, yCTaHOBNEeHHOIA YCTAHOBNEHHON GUHAHCOBO
GWHAHCOBOI OpraHu3auneit — ae- | opraHusauneid — aenoutapuem
nosutapuem
[DT_FS_ VHUMAEHT, CBA3AHHDI C NpeBbl- | BoisBneHne GakTa npeBbiLeHUs -
PCB_ LIEHNEM [ONYyCTUMOIA AONKM Jerpa- | AoNyCTUMOWN [OMV Aerpasaummn
DEP_2] AALMY TEXHONOTUYECKOro NPOLeC- | TEXHOMOrMYeCcKoro npouecca,

0, YCTAHOBNEHHON GUHAHCOBOIA
OpraHusauueit — fenosutapuem,
a TaKXe [oNyCTUMOro BPeMEHH
npocTos v (Mnu) Aerpagaumnu
TEXHONOrMYEeCKoro npotecca,
YCTAHOBNEHHOTO GUHAHCOBOW
OpraHusauueit — fenosutapuem,
He npesblwatoLiero 24 yacos

YCTAHOBNEHHON GUHAHCOBOW
Opraxn3auueil — aenosutapuem,
a TaKxXe JonNyCTUMOro BPEMEHU
npocTos v (W) aerpanalmum
TEXHONOrMYEeCKoro npotecca,
YCTAHOBNIEHHOTO GUHAHCOBOW
Opraxn3auueil — aenosutapuem,
He npesblLatoLLero 24 4acos
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa uHum- HaumeHoBAHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA CKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLyu-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoW
BO#A Oopra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[checkOfRights] TexHonornyeckuii [DT_FS] [DT_FS_ VHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
npouecc, obecneun- PCB_ BblLIEHWEM LONYCTUMOI [0 [ONYyCTUMOV AoV Aerpaganm
BAIOLLMA OCYLLECT- DEP_1] [erpagaunm TeXHONOrMYecKoro TEXHOMOrMYECKOoro npouecca,
B/IEHWE LeHTPaNb- npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW GUHAHCOBOA
HbIM A€N03MTapUEM bVUHAHCOBOW OpraHu3aumeit — ge- | OpraHn3aumnen — 4enosnTapuem
CBEPKM yunTbIBAE- nosuTapmem
MbIX LIEHTPABHbBIM
Aeno3nTapuem npas
HO LeHHble Bymaru
C permucTpaTopom
N0 CHETY HOMUHANb-
HOTO filepxarens
LIeHTPANBHOrO fieno-
3uTapus
[DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesblleHns -
PCB_ BblLLEHNEeM AONyCTUMON f0NN [0NyCTUMOI 0/ AerpaaaLmm
DEP_4] [erpafaLmm TeXHONornyeckoro TEXHO/I0rMY€eCKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTAHOBIEHHON GUHAHCOBOIA
bWHAHCOBOW opraHusauneit — OpPraHn3aumeit — LeHTpanb-
LeHTPA/IbHBIM Aeno3uTapuem, HbIM [1eNno3nUTapUEM, a TAKXe
a TAKXe [ONyCTUMOro BPEMEHU A0MyCTUMOro BPEMEHN NPOCToN
npocTost v (Mnu) Aerpagaumnu ¥ (Mnv) Lerpapaunm TexHonornye-
TEXHOMOrMYEeCKoro npoecca, CKOro npouecca, yCTaHOBNEHHOTO
YCTAHOBNIEHHOrO GUHAHCOBO dMHAHCOBOM opraHusauneit —
OpraHn3aumeil — LeHTPaIbHbIM LIEHTPA/IbHbBIM ieno3nTapuem,
[eno3nTaprueM, He NPeBbILLat- He npesbllatoLLero 4 yacos
wero 4 yacos
[TDO] OcyuiecTBneHue geatenbHocT oprannsaropa | [signDeals] TexHonornyeckuii [FM] [FM_ MHUMAEHT, CBA3AHHDII € 30- lMonyyeHune yBenomneHus Kop yuacTtHuka Top-
TOProB/n npouecc, obecneun- TDO_1] KNtoYeHnem JOroBopa Mexay OT YYUCTHWUKA TOPrOB MW KNK- roB (NocTpaaaBLLei

BAIOLLMIA 30KK0Ye-
HUe JOroBopa Mexay
YYOACTHUKAMM TOProB

YUYOCTHUKAMM TOPrOB HA OCHOBA-
HWM 305IBKM YYACTHUKA TOPrOB,
chopMupoBaHHOI 6e3 ero co-
rnacKs, B TOM YNCe HO OCHOBO-
HUM MOANOULIMPOBAHHON 305IBKM
YUYACTHUKA TOProB

PUMHFOBOW OPraHM3aLmMu, o TAKxe
CaMOCTOSITENbHOE BbISBNEHNE
OPraH13aTopom Toprosau GpakTa
30KMIOYEHNS LOTOBOPA MeXaY
YUYOCTHUKAMM TOPrOB HA OCHOBA-
HWW 3051BKW YYOCTHUKA TOPTOB,
chopMMpoBaHHOI 6e3 ero co-
I7ICUS, B TOM YUC/Ie HO OCHOBA-
HWM MOAUDULMPOBAHHOI 305BKY
YUQCTHUKA TOProB

CTOPOHbI)

Vel
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Kop Bupa
(HanpaBne-
Hus) pes-
TENbHOCTH
$puHaHco-
BOIA opra-
HU3aLUK
nepsoro
YPOBHS

HaumeHo-
BOHUWeE BUAA
(HanpaBne-

Hus) pes-
Te/IbHOCTU
duHaHcoBoW

opraHusauum
nepeoro
YPOBHS

Koa Bupa
(Hanpas-
neHus)
nesTenb-
HOCTH OK-
HUHCOBOIA
opraHusa-
LK BTOPOro
YPOBHS

HaumeHo-
BAHKE BUAA
(HanpaBneHus)
eATeNbHOCTH
$uHaHcoBoM
opraxmsa-
LMK BTOPOro
YPOBHSA

Koa rexHonoruye-
cKoro npouecca

HaumeHoBaHKne
TEXHONIOrMYeCcKoro
npouecca

Koa tTuna
MHUMAEHTA

Koa nHuu-
LeHTd

HaumeHoBaHUe MHUMAEHTA

Kputepuii unpopmupoBanus

Bu3Hec-AaHHbIE
MHLUMAEHTA 3aLLy-
Tbl UHPOpMaLun

Xew AYN van UHH
YYACTHUKA TOProB
(nocTpapaBLei
CTOPOHbI)

Kop yuactHuka
TOProB (BTOPO#A CTO-
POHbI N0 CAeNkKe)

Xew AYN nnn
WHH knnenta
(BTOPOW CTOPOHbI
no cpenke)

WpeHtudukatop
caenku

WHH knupuHrosoii
Opranu3aumm,
ocylecTAsioLLent
K/MPUHF MO UTOraM
TOproB

[FM_
D0_2]

WNHUMAEHT, CBA3AHHDIN C 30-
K/loYeHneM JoroBopa Mexay
YUYACTHUKAMM TOProB Uam Gopmu-
POBOHMEM PeecTpa JOroBOPOB

B pe3ynbrate HCA K MHdpacTpyk-
Type OpraH13aTopa TOpros/u

Monyyexue yBesomneHus

OT YHYUCTHUKA TOPFOB UAN KK-
PUMHrOBOW OPraHM3aLmM, o TAKxe
CaMOCTOSITENbHOE BbISBNEHNE
OPraH13aTopom Toprosau GpakTa
30KNIOYEHNS LOTOBOPA MeXAY
YUOCTHUKAMM TOProB nau ¢pop-
MUPOBOHUSA PeecTpa JOroBOPOB
B pe3ynbrate HCA K uHpacTpyk-
Type OpraH13aTopa Toprosu

Kop yyactHuka Top-
roB (MoCTpaAaBLLEi
CTOPOHbI)

Xew AYN unn UHH
YUACTHUKA TOProB
(nocTpapaBLei
CTOPOHbI)

Kop yuactHuka
TOProB (BTOPO# CTO-
POHbI MO CAeNKe)
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
Xew AYN nan
WHH knnenta
(BTOPOW CTOPOHDI
no cpenke)
WpeHtudpukarop
caenkn
WHH knupuHrosoii
oprasusaumu,
OCYLLECTBASIOLLEN
K/MPUHT N0 UTOram
TOpPros
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesblleHns -
TDO_1] BblLLEHWeM AONyCTUMON f0NN [0NyCTUMON AOMU AerpaaaLmm
AErpagaLmmn TeXHONOrMYEeCKoro | TeXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTAHOBNIEHHON GUHAHCOBO
GWHAHCOBOW OpraHusauneid — op- | OpraHu3auneid — OpraHn3aTopom
raHWU3ATOPOM TOProB/K TOProB/n
[DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne $akta npesblleHns -
TDO_2] BblLLEHWEeM AONyCTUMON fONMN [0NyCTUMON AONU AerpaaaLmm

AerpagaLmmn TeXHoN0rn4eckoro
npouecca, yCTaHOBAEHHO
dWHAHCOBOW opraHuauueii — op-
FaHWU3ATOPOM TOProOB/M, O TAKXE
A0MyCTUMOro BPEMEHU NPOCTos

¥ (Mnn) perpapalmm TexHonoruye-
CKOro npouecca, yCTaHOBAEHHOTO
dWHAHCOBOW opraHuauueii — op-
FaHWU3ATOPOM TOProB/M, He npe-
BbILIAIOLLErO 2 YACOB

TEXHONOrMYeCKoro npotecca,
YCTAHOBNEHHON GUHAHCOBO
OpraHn3auyeil — opraH3aTopom
TOProB/M, a TAKXE A0MYCTUMOro
BPEMEHW NpocTos W (Mnu) aerpa-
AALMY TEXHONOrMYECKOro NpoLec-
€0, YCTAHOBNIEHHOr0 GUHAHCOBOM
OpraHn3auueil — opraH3aTopom
TOProB/M, He NPEBbILLAIOLLEr0

2 yacos

ocl
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK
TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[accounting- TexHonornyeckuii [FM] [FM_ VHUMAEHT, CBA3AHHDII C BHE- MonyyeHue yBenomneHus -
OfOperation] npouecc, obecneun- TDO_3] CeHneMm U3MeHeHuii B peectp OT YYUCTHWUKA TOPrOB MW KNK-
BOIOLLMIA BeeHne YYACTHUKOB TOPTOB W UX K/WEH- PVHIOBOI OPraHM3aLMM, O TAKXE
peecTpa y4acTHUKOB TOB, PEECTPa 305BOK, peectp CAMOCTOSATENbHOE BbISBEHNE
TOProB W X KNNEH- 30K/IOYEHHBIX HO OPraHU30BAH- | OPFAHWU3ATOPOM TOProBAn GaKTa
TOB, PEECTPA 30SBOK, HbIX TOPrax 40roBopoB, peectp BHECEHWNS U3MEHEHNI B peecTp
peecTpa 3akio- BHEOMPXEBbIX [IOrOBOPOB B pe- YHYOCTHUKOB TOPTOB W UX K/INEH-
YEHHbIX HO OPraHu- 3ynbrate HC K MHOpacTpykType | TOB, peectpa 3asBoK, peectp
30BAHHbIX TOPrax OpraHn3aTopa TOpProsav 30K/IOYEHHbIX HO OPTraHW30BAH-
[0roBOPOB, peecTpa HbIX TOPrax 4OrOBOPOB, PeecTp
BHEOMPXeBbIX [0- BHEOMPXeBbIX JOrOBOPOB B pe-
roBOpoB 3ynbrate HCA k uHdpactpykrype
OpraHn3aTopa TOprosm
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesblleHns -
TDO_1] BblLLEHWEeM AONyCTUMON f0NN [0NyCTUMOI 0N AerpaaaLmm
Aerpaaaumn TeXHONMOrMYEeCcKoro | TeXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTAHOBIEHHON GUHAHCOBOIA
bVUHAHCOBOW OpraHn3aumeit — op- | OPraHn3aLmMen — OPraHM3aTopom
raHWU3ATOPOM TOProB/K TOProB/un
[DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne $akta npesblleHns -
TDO_2] BblLLEHWeM AOoNyCTUMON fONU [0NyCTUMON AOMU AerpaaaLmm
AerpagaLmmn TeXHONOrMYEeCcKoro | TeXHONOrMYeckoro npouecca,
npowecca, yCTaHOB/IEHHO YCTAHOBNEHHON GUHAHCOBO
dWHAHCOBOW opraHusauneit — OpraHn3aumeit — opraHmsaTopa
OpraHn3aToOpa TOProBAu, O TAKXE | TOProBAW, O TAKXe [ONYCTUMOro
A0MyCTUMOro BPEMEHI NPOCTON BPEMEHN NpoCTos W (1nn) aerpa-
1 (MnK) [erpagaunn TeXHoNornye- | AaLUn TEXHONOrNYECKoro npoLec-
CKOro npoLecca, yCTAHOBAEHHOTO | €d, YCTAHOBNEHHOTO GUHAHCOBOA
GWHAHCOBOI OpraHusauneit — op- | OpraHusalneid — opraHu3aTopa
raHM3aTOPa TOProOB/AW, HE NPEeBbl- | TOProB/MU, He NPEBbILIAIOLLETO
LaKoLLero 2 4acos 2 yacos
[disclosure- TexHonornyeckuii [DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesblleHns -
OfInformation] npouecc, obecneun- TDO_1] BblLLEHWeM AONyCTUMON fONN A0NyCTUMON 40N AerpaaaLmm

BAIOLLMA PACKPbITME
1 NpefocTaBneHmne
MHbOPMALMM OPraHu-
30TOPOM TOProBu

AerpaaaLmmn TeXHoNorn4eckoro
npowecca, yCTaHOB/IEHHO
dWHAHCOBOW opraHuauueii — op-
raHWU3ATOPOM TOProB/K

TEXHONOrMYeckoro npovecca,
YCTAHOBNEHHON GUHAHCOBO
OpraHu3auuei — OpraHU3aTopoM
TOProBu
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHunaeHT, CBA3aHHbIN C npe- BbisiBneHune Gpakta npeBbilweHns -
TDO_2] BbILLEHWEeM AONyCTUMON fOM [0NyCTUMOi A0/ AerpaaaLmm
[erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW GUHAHCOBOA
bUHAHCOBOW OPraHM3aLmeit — op- | OPraHN3aLMENn — OPraHM3aTOPOM
raHWM3ATOPOM TOPrOB/M, 0 TAKXKE | TOPrOBAM, O TAKXE AOMYCTUMOrO
[0MyCTUMOr0 BPEMEHU NPOCTON BPEMEHN NPOCTos W (1nn) aerpa-
¥ (MnK) ferpagaunm TeXHoNornYe- | AaLnUv TEXHONOrNYECKOoro npoLec-
CKOro npoLecca, yCTAHOBAEHHOTO | €d, YCTAHOBNEHHOTO GUHAHCOBOIA
bUHAHCOBOW OPraHn3aLmeit — op- | OPraHN3aLMENn — OPraHM3aTOPOM
FaHU3ATOPOM TOPrOB/W, He Npe- | TOPTroB/U, He MPEBbILLAIOLLETO
BbILLAOLLEro 2 4acoB 2 4yacos
[CC] OcyLecTBNEHNE KMPUHTOBOMN [EATENbHOCTHU [determination- TexHonornyeckuii [FM] [FM_CC_1] | MHumMpeHT, cBA3AHHBIA C onpeae- | MonyyeHue yBenomneHus Her Tpe6oBaHus
1 BeATeNbHOCTY LLEHTPAIBHOrO KOHTPAreHTa OfObligations] npouecc, obecneun- NIEHNEM NOANEXALLNUX UCTIONHE- OT YHYACTHUKA KANPUHTA UK K BU3HEC-A0HHbIM
BalOLLMiA Onpefene- HNO 065130TENLCTB HA OCHOBAHWUW | OPrAHM3ATOPA TOPrOB/M, O TAKXKE | MHLMAEHTA 3ALUMUTHI
HIe NOANEeXALLNX MOANDULNPOBAHHOTO peecTpa CAMOCTOSTENbHOE BbISBEHNE nHopmaummn
MCNONHEHMIO [0r0BOPOB, HANPAB/EHHOTO K/IMPUHIOBOI OPraHu3aunen
0653aTenbCTB OpraHN3aTopoM TOProBay bakTa onpeaeneHns noanexaLmx
MCNONHEeHMNIO 065130TeNbCTB HA OC-
HOBAHWUN MOANGULMPOBAHHOTO
peecTpa A0roBopoB, HANPABNEH-
HOr0 OPraHM3aTOPOM TOProBAM
[FM_CC_2] | MHumMpeHT, cBA3AHHbI C onpeae- | MonyyeHue yBenomaeHus Her Tpe6oBaHus
NEHNEM NOANEXALLMX UCMONHE- OT YYOACTHUKA KNUPUHTT UK K BM3HEC-AAHHbBIM
HWO 005130TENBCTB B Pe3yNbTaTe | CAMOCTOSATENbHOE BbISBNEHNe VHUNAEHTA 3aLWNTbI
HCL K nHpacTpyKType KNUPUH- | KTIMPUHIOBOW OpraHusaunei nHbopmaumun
roBOW OpPraH13aLmumn bakTa onpeaeneHns NoanexaLmx
MCNONHEeHNIO 065130TeNbCTB B pe-
3ynerate HCA Kk uHdpactpyktype
KNMPWHIOBOIA OPraHn3aLum
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHune dakta npesblleHns -
CC1] BblLLEHWeM AONyCTUMON fON [0NyCTUMON AOMU AerpaaaLmm

AerpaaaLmmn TeXHoNorn4ecKoro
npowecca, yCTaHOB/IEHHO
(bWHAHCOBOW opraHusauneit —
KNVPWHIOBOW OPraHn3auuen unm
LeHTPA/IbHBIM KOHTPArEHTOM

TEXHONOrMYeCcKoro npotecca,
YCTAHOBNIEHHON GUHAHCOBO
OPraHn3aumein — KIMPUHroBoW
OpraHn3aumnei nnn LeHTPAIbHbIM
KOHTPAreHToM

8ClL
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHunaeHT, CBA3aHHbIN C npe- BbisiBneHune Gpakta npeBbilweHns -
CC_2] BbILLEHWEeM AONyCTUMON fOM [0NyCTUMOi A0/ AerpaaaLmm
[erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTOHOB/IEHHOW GUHAHCOBOA
dnHaHCOBOW OpraHusaumeit — OPraHn3aumeit — KIMPUHroBo
KNMVPWUHIOBON OPraHN3ALUMEN UAN | OPrOHW3ALNENR WAV LEHTPANb-
LeHTPA/IbHBIM KOHTPAreHTOM, HbIM KOHTPArEHTOM, O TAKXe
a TAKXe [oNyCTUMOro BPEMEHU A0MyCTUMOro BPEMEHN NPOCTON
npocTost v (Mnu) Aerpagaumnu ¥ (Mnv) Lerpapaunm TexHonornye-
TEXHOMOrMYEeCKoro npoteccd, CKOro npouecca, yCTaHOBAEHHOTO
YCTAHOBMIEHHOIO GUHAHCOBO dnHaHCOBOW OpraHnsaumeit —
OpraHn3aumeit — KIMPUHroBo K/MPUHIOBOW OPraHu3aumnen um
OPraHN3aLMei MAN LEHTPAbHBIM | LLEHTPA/IbHBIM KOHTPArEHTOM,
KOHTPAreHTOM, He NMPEBbILLAIOLLE- | He MPEBbILLAOLLEro 2 YaCOB
ro 2 4acos
[execution- TexHonornyeckuii [FM] [FM_CC_3] | MHumMaeHT, CBA3AHHBI C coBep- MonyyeHue yBenomneHus Xew OYN v UHH
0OfObligations] npouecc, obecneun- LIEHUEeM [eiCTBUIA, HANPAB/EH- OT YYUCTHUKA KMPUHTA, 0 TOKXE | KINeHTA (BbIroao-

BAIOLLMA COBEP-
LEHNe eCTBIIA,
HANPABEHHbIX

HQO UCNONHEHne noj-
NEeXALLMUX UCnonHe-
HUIO 06513aTENbCTB

HbIX HO MCMOMHEHWE NOANEXALLMX
UCNONHEHNIO 06513aTENbCTB,

HO OCHOBAHMM MOAUGULIMPO-
BOHHOrO PeecTpa A0roBOPOB,
HAMPABAEHHOTO OPraHN3aTOPOM
TOProBMn

CAMOCTOSTENbHOE BbISBEHNE
KMPUHIOBOW OPraHu3aumen
bakTa coBepLIeHns LeiicTBI,
HANPABAEHHbIX HO UCMONHEHNE
NOANEXALLNX UCMONHEHNIO
06430TeNbCTB, HA OCHOBAHUM
MOANOULMPOBAHHOMO peecTpa
[0roBOPOB, HANPAB/IEHHOTO
OPraHN3aTopPOM TOProBy

npuobpetarens)
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Kop Bupa
(HanpaBne-
Hus) pes-
TENbHOCTH
$puHaHco-
BOIA opra-
HU3aLUKn
nepsoro
YPOBHS

HaumeHo-
BOHMWeE BUAA
(HanpaBne-

Hus) pes-
TE/IbHOCTU
¢uHaHcoBoW

opraHusauum
nepeoro
YPOBHS

Koa Bupa
(Hanpas-
neHus)
nesTenb-
HOCTH OK-
HUHCOBOIA
opraHusa-
LK BTOPOro
YPOBHS

HaumeHo-
BAHKE BUAA
(HanpaBneHus)
eATeNbHOCTH
$uHaHcoBoW
opraxmsa-
LMK BTOPOro
YPOBHSA

Koa rexHonoruye-
cKoro npouecca

HaumeHoBaHKne
TEXHONIOrMYEeCKoro
npouecca

Koa tuna
MHUMAEHTA

Koga wHuu-
LeHTd

HaumeHoBaHKe MHUMAEHTA

Kputepuii unpopmupoBanus

Bu3Hec-AaHHbIE
MHLUMAEHTA 3aLLyu-
Tbl UHGOpMaLun

Ecnv HanpasneHo
pacnopsixeHue

HO OCyLLeCTBNEHNE
nepeBoaa feHex-
HbIX CPEACTB:
Npentndukatop
pacnopsxeHus

HO OCyLLeCTBNEHNE
nepeBoaa feHex-
HbIX CPEACTB

WHH kpegutHon
OpraH13aLmm, B Ko-
TOPYIO HANPABEHO
pacnopsixeHue

N° cyeta nonyua-
TeNns B KPEANUTHOM
opraH1aumumn

WHH kpegutHon
OpraH1saumuu nony-
yatens

Ecnn HanpaBneHo
nopy4eHue o ABu-
XEHUM LIEHHbIX
6ymar:
WpeHtudpukarop
NOpPy4EHNs 0 ABK-
XEHUM LIEHHbIX
6ymar

WHH penosuta-
pus/cney. fenosu-
TapWs, B KOTOPbIN
6b1710 HANPABNEHO
nopyyenue

N° cueta geno
nonyyarens

WHH penosuta-
pus/cney. fenosu-
Tapus noayyatens

oL
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHue BMAA (Hanpas- BUHMWe BUAA cKoro npouecca TEXHONOrMYECKOro | MHUUAEHTA LeHTd VNHUMAEHTA 3aLLU-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENIbHOCTU Hus) pes- peateNb- | AeATeNIbHOCTU
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3OUMM | OPraHM3ALMN | OPraHuU3a- LU BTOpOro
nepeoro nepeoro LMK BTOporo YPOBHS
YPOBHS YPOBHS YPOBHS
[FM_CC_4] | MHumMpeHT, CBA3AHHBI C coBep- MonyyeHue yBenomneHus Xew AYN nnn UHH

LEHNEeM OENCTBUIA, HANPABEH-
HbIX HO UCNONHEHWE NOANEXALLUX
UCNONHEHNIO 06513aTENbCTB,

HO OCHOBAHWK peecTpa Ao-
roBopoB, B pe3ynbrare HCA

K MIHOPACTPYKTYPE KNMPUHIOBOM
OPraHn3aLMy unn MHGPacTpyKTy-
pe B3QUMOLEACTBUS KNUPUHTO-
BOM OPraHN3aLMM U PACYETHO
OPraHN3aLmMK, pacyeTHoro
aenosutapus

OT YHACTHUKA KNNPUHIA, O TAKXE
CAMOCTOSATENbHOE BbISBNEHME
K/MPUHIOBOW OPraHu3aumen
bakTa coBepLIeHns AenCTBUA,
HANPABAEHHBIX HO UCMONHEHNE
NOANEXALLNX UCMONHEHNIO
0693aTenbCTB, B pe3ynsrate HCA
K MHPPACTPYKTYpE KAMPUHIOBOM
OPraHN3aLMy unn MHGPaACTPyKTy-
pe B3aMMOAEICTBNS KUPUHTO-
BOW OPraHU3aLMM 1 PACYETHO
OPraHN3aLMK, pacyeTHoro
Aenosntapus

KNWEeHTa (BbIrogo-
npuobpetarens)

Ecnv HanpaBneHo
pacnopsixeHue

HO OCyLLEeCTBNEHME
nepeBoaa feHex-
HbIX CPEACTB:
WpeHtudukarop
pacnopsxeHus

HO OCyLLEeCTBNEHME
nepeBoAa feHex-
HbIX CPEACTB

WHH kpeautHoi
OPraH13aLmu, B Ko-
TOPYIO HANPABEHO
pacnopsixeHue

N° cyeta nonyua-
TeNns B KPEANUTHOM
OpraH13aumumn

WHH kpeautHoi
OpraH1saumumu nony-
yatens
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa uHum- HaumeHoBAHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA CKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLyu-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoW
BO#A Oopra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
Ecnv HanpasneHo
nopy4eHne o ABu-
XEHUM LIEHHbIX
6ymar:
Npentndukatop
NOPy4EHNs 0 ABU-
XEHUU LIEHHbIX
6ymar
WHH peno3uta-
pus/cney. fenosu-
TapUs, B KOTOPbIN
6b1710 HANPABNEHO
nopyyenue
N° cueta geno
nonyyarens
WHH peno3uta-
pus/cney. fenosu-
TApUs noayyatens
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesblleHns -
CC1] BblLLEHNEeM AONyCTUMON f0NN [0NyCTUMOI 0N AerpaaaLmm
Aerpagaumn TeXHONOrMYeCcKoro | TeXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTAHOBNIEHHON GUHAHCOBOIA
GWHAHCOBOM opraHusauneit — OPraHn3aumeit — KIMPUHroBoW
KMVPWHTOBON OPraHN3ALMEN MU | OPrOHW3ALMENR NIV LEHTPANbHBIM
LleHTPA/IbHBIM KOHTPArEHTOM KOHTPAreHTOM
[DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
CC_2] BblLLEHWeM A0NyCTUMON fONN [0NyCTUMON AOMU AerpaaaLmm

AerpagaLmmn TeXHoN0rM4ecKoro
npowecca, yCTaHOB/IEHHO
(dWHAHCOBOI opraHusauneit —
KNVPWHIOBON OPraHn3auuen unm
LeHTPA/IbHBIM KOHTPAreHTOM,

a TAKXe [ONyCTUMOro BPEMEHM
npocTos v (Mnu) Aerpagaumnu
TEXHOMOrMYEeCKoro npotecca,
YCTAHOBNIEHHOrO GUHAHCOBOW
OpraHu3aLmeit — KMIMPUHroBo
OpraHn3aumne NN LeHTPAIbHbIM
KOHTPAreHTOM, He NpeBbILLatoLLe-
ro 2 4acos

TEXHONOrMYeCKoro npoecca,
YCTAHOBIEHHON GUHAHCOBO
OPraHn3aumeit — KMPUHroBoWH
OpraHn3aumei Uan LeHTpanb-
HbIM KOHTPArEHTOM, O TaKXe
A0MyCTUMOro BPEMEHI NPOCTos

¥ (Mnv) Lerpapaunm TexHonoruye-
CKOro npouecca, yCTaHOBAEHHOTO
bMHAHCOBOI opranusauneit —
K/MPUHIOBOW OPraHu3aLmnen um
LIEHTPA/IbHBIM KOHTPArEHTOM,

He NpeBbILLAtOLLErD 2 YaCOB

cel
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[refundOfAssets] TexHonornyeckuii [FM] [FM_CC_5] | MHumMpeHT, CBA3AHHBIA ¢ Hanpas- | MonyyeHue yBenomaeHus Xew OYN van UHH

npouecc, obecneun-
BAIOLLMA HANPAB-
NeHne nopyyeHns
HCO BO3BPAT UMYLLE-
CTBA, ABASIOLLErocs
KNMPUHIOBbIM 06€ec-
neyeHuem

JIeHWEM NOpyYeHUs Ha BO3BPAT
MMYLLECTBA, ABNKIOLLErocs
K/IMPUHIOBbIM 06GecneyeHnem,
HO OCHOBAHUM MOPYYEHNS
YUYACTHUKA KAMPUHId, CHOPMUPO-
BAHHOrO 6€3 ero cornacus, B Tom
Yncne Ha OCHOBAHMM MOANGULI-
POBUHHOTO NOPYYeHUst

OT YHYACTHUKA KANPUHTA UK
CaMOCTOSITeNbHOE BbISIBNIEHNE
K/MPUHIOBOW OPraHu3aumen
bakTa HanpaBneHusi NopyyeHus
HO BO3BPAT MMYLLECTBA, SIBASIIO-
LLLerocs KNMPUHroBbIM obecneye-
HUEM, HO OCHOBAHWW NOPYYeHNs
YUYOACTHUKA KAUPUHTA, chopMUpo-
BOHHOIO 6€3 ero cornacus, B ToM
yucne HA OCHOBAHMM MOAUGULM-
POBAHHOTO MOpPyYeHns

KNMeHTa (noctpa-
[ABLUET CTOPOHBI)

Ecnn HanpaBneHo
pacnopsixeHue

HO OCyLLEeCTBNEHME
nepeBoaa feHex-
HbIX CPEACTB:
WpeHtudukarop
pacnopsxeHus

HO OCyLLEeCTBNEHME
nepeBoaa feHex-
HbIX CPEACTB

WHH kpeautHoi
OPraH13aLmm, B Ko-
TOPYIO HANPAB/EHO
pacnopsixeHue

N° cyeta nonyua-
TeNns B KPEANUTHOM
OpraH1saumumn

WHH kpeautHoi
OpraH13aumumu nony-
yatens
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Kop Bupa
(HanpaBne-
Hus) pes-
TENbHOCTH
$puHaHco-
BOIA opra-
HU3aLUKn
nepsoro
YPOBHS

HaumeHo-
BOHUWeE BUAA
(HanpaBne-

Hus) pes-
Te/IbHOCTU

duHaHcoBoW

opraHusauum
nepeoro
YPOBHS

Koa Bupa
(Hanpas-
neHus)
nesTenb-
HOCTH OK-
HUHCOBOIA
opraHusa-
LK BTOPOro
YPOBHS

HaumeHo-
BAHKE BUAA
(HanpaBneHus)
eATeNbHOCTH
$uHaHcoBoM
opraxmsa-
LMK BTOPOro
YPOBHSA

Koa rexHonoruye-
cKoro npouecca

HaumeHoBaHKne
TEXHONIOrMYeCcKoro
npouecca

Koa tTuna
MHUMAEHTA

Koa nHuu-
LeHTd

HaumeHoBaHUe MHUMAEHTA

Kputepuii unpopmupoBanus

Bu3Hec-AaHHbIE
MHLUMAEHTA 3aLLy-
Tbl UHPOpMaLun

Ecnv HanpasneHo
nopy4eHne o ABu-
XEHUM LIEHHbIX
6ymar:
Npentndukatop
NOPy4EHNs 0 ABU-
XEHUU LIEHHbIX
6ymar

WHH peno3uta-
pus/cney. fenosu-
TapUs, B KOTOPbIN
6b1710 HANPABNEHO
nopyyenue

N° cueta geno
nonyyarens

WHH peno3uta-
pus/cney. fenosu-
TApUs noayyatens

[FM_CC_6]

WHUnAeHT, CBA3AHHDIA C HANPaB-
NIeHVEeM NOPYYeHUs Ha BO3BPAT
MMYLLECTBA, ABNSIOLLErocs
KMPUHIoBbIM 06ecneyeHnem,

B pe3ynbrate HCA K MHpacTpyk-
TYPEe KMPUHIOBOW OPraHn3aLmm
UNnN MHGPACTPYKTYpe B3aUMoaen-
CTBUS KIMPUHIOBOW OPraHM3aLum
¥ PACYETHOW OpraHM3auny,
PACYETHOrO AENO3UTAPHS

Monyyenune yBegomneHus

OT YYOACTHUKA KNUPUHIA UV CAMO-
CTOSITENbHOE BbISIBNIEHNE KNK-
PUHrOBOI OpraHunsaumei Gakta
HANPABNEHNS NOPYYEeHUs HA BO3-
BPAT UMYLLECTBA, ABNSIOLLErOCs
KNMPUHIOBbIM 06ecneyeHnem,

B pe3ynbrate HCA k nHdpacTpyk-
TYP€ KIMPUHTOBO OPraHn3aLmnm
1N HGPACTPyKType B3AUMOpei-
CTBUS KIMPUHIOBOWN OPraHM3aLmnm
1 PACYETHON OPraHn3aLmMm,
PACYETHOrO Aeno3nTapns

Xew AYN nnn UHH
KNMeHTa (noctpa-
AABLUEI CTOPOHBI)

veL
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Kop Bupa
(HanpaBne-
Hus) pes-
TENbHOCTH
$puHaHco-
BOIA opra-
HU3aLUK
nepsoro
YPOBHS

HaumeHo-
BOHUWeE BUAA
(HanpaBne-

Hus) pes-
Te/IbHOCTU
duHaHcoBoW

opraHusauum
nepeoro
YPOBHS

Koa Bupa
(Hanpas-
neHus)
nesTenb-
HOCTH OK-
HUHCOBOIA
opraHusa-
LK BTOPOro
YPOBHS

HaumeHo-
BAHKE BUAA
(HanpaBneHus)
eATeNbHOCTH
$uHaHcoBoM
opraxmsa-
LMK BTOPOro
YPOBHSA

Koa rexHonoruye-
cKoro npouecca

HaumeHoBaHKne
TEXHONIOrMYeCcKoro
npouecca

Koa tTuna
MHUMAEHTA

Koa nHuu-
LeHTd

HaumeHoBaHUe MHUMAEHTA

Kputepuii unpopmupoBanus

Bu3Hec-AaHHbIE
MHLUMAEHTA 3aLLy-
Tbl UHPOpMaLun

Ecnv HanpasneHo
pacnopsixeHue

HO OCyLLeCTBNEHNE
nepeBoaa feHex-
HbIX CPEACTB:
Npentndukatop
pacnopsxeHus

HO OCyLLeCTBNEHNE
nepeBoaa feHex-
HbIX CPEACTB

WHH kpegutHon
OpraH13aLmm, B Ko-
TOPYIO HANPABEHO
pacnopsixeHue

N° cyeta nonyua-
TeNns B KPEANUTHOM
opraH13aumumn

WHH kpegutHon
OpraH1saumuu nony-
yatens

Ecnn HanpaBneHo
nopy4eHue o ABK-
XEHUM LIEHHbIX
6ymar:
WpeHtudukarop
NOPy4EHNs 0 ABK-
XEHUN LIEHHbIX
6ymar

WHH penosuta-
pus/cney. fenosu-
TapKs, B KOTOPbIN
6b1710 HANPABNEHO
nopyyenue

N° cueta geno
nonyyarens

WHH penosuta-
pus/cney. fenosu-
Tapus noayyatens
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS] [DT_FS_ VHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
CC1] BbILLEHWEeM AONyCTUMON fOM [0NyCTUMOi A0/ AerpaaaLmm
[erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW GUHAHCOBOA
dnHaHCOBOW OpraHusaumeit — OPraHn3aumeit — KIMPUHroBo
KMVPWHIOBON OPraHN3ALMEN UAN | OPrOHW3ALMENR UV LEHTPANbHBIM
LeHTPA/IbHBIM KOHTPArEHTOM KOHTPAreHTOM
[DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesblleHns -
CC_2] BblLLEHNEeM AONyCTUMON f0NN [0NyCTUMOI 0N AerpaaaLmm
Aerpagaumn TeXHONOrMYeCcKoro | TeXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTAHOBNIEHHON GUHAHCOBOA
dWHAHCOBOW opraHusauneit — OPraHn3aumeit — KIMPUHroBoW
KNMPWUHIOBON OPraHN3ALMEN MU | OPrOHW3ALNENR WAV LEHTPANb-
LeHTPA/IbHBIM KOHTPAreHTOM, HbIM KOHTPArEHTOM, O TaKXe
a TAKXe [ONyCTUMOro BPEMEHM A0MyCTUMOro BPEMEHI NPOCToN
npocTost v (Mnu) Aerpagaumnu ¥ (Mnv) Lerpapaunm TexHonornye-
TEXHOMOrMYEeCKoro npoecca, CKOro npouecca, yCTaHOBNEHHOTO
YCTAHOBNIEHHOrO GUHAHCOBO dMHAHCOBOM opraHusauneit —
OpraHn3aumeit — KIMPUHroBo K/MPUHIOBOW OPraHu3aumnen um
OPraHN3aLMeit NN LEHTPAbHBIM | LLEHTPA/IbHBIM KOHTPArEHTOM,
KOHTPAreHTOM, He MPEBbILLAIOLLE- | He NPEBbILLIAOLLEro 2 YaCcoB
ro 2 4acos
[RO] Ocyuecr- - - [accounting- TexHonornyeckuii [FM] [FM_RO_1] | MHUMAeHT, CBA3AHHDIA C y4eTOM MonyyeHune yBenomneHus Her Tpe6oBaHus
BNIEHNe pe- OTCDeals] npouecc, obecneun- 30K/OYEHHOTO HEe HO OPraHu- OT KIMEHTA PENo3nNTapns Unu K GU3HEC-AAHHbIM
NO3UTAPHON BAIOLLMIA YUET 30KNH0- 30BUHHbIX TOPrax JOroBOpPoB CAMOCTOSATENbHOE BbISBNEHME VHUNAEHTA 3aLWNTbI
[eqaTenbHOCTH UEeHHbIX He Ha opra- peno, AOroBopa, ABNKHOLLErocs penosutapuem Gakra yyeta nHopmaumnmn

HW30BAHHbIX TOPrax
[0roBOPOB pero,
[0rOBOPOB, BASIHO-
LLMXCS NPOU3BOAHbI-
M1 GUHAHCOBbBIMM
VHCTPYMEHTaMMU,

0 TAKXe WHBIX [0~
roBopoB

NPOK3BOAHbBIM GUHAHCOBBIM
WHCTPYMEHTOM WM MHOTO 10T0-
BOPQ, HO OCHOBUHMM 3/1EKTPOH-
HOr0 COOOLLIEHNS KNNEHTa
penosutapus, CGOPMUPOBAHHOTO
6e3 ero cornacus, B ToM uncne
HO OCHOBAHUM MOAUGUUMPOBAH-
HOr0 3NEKTPOHHOT0 COO6LLEHUS
K/IMEHTA penosntapus

30K/KOYEHHOTO He HA OPraHu-
30BAHHBIX TOPrax f0roBOPOB
peno, 4OroBOpa, ABNSIOLLErocs
NPOU3BOAHBIM GUHAHCOBbIM
MHCTPYMEHTOM WAW NHOTO A0ro-
BOPA, HO OCHOBUHWN 3N1EKTPOH-
HOI0 COOOLLEHUA KNNEHTA
penosutapus, CopMUPOBAHHOIO
6e3 ero cornacus, B ToM uncne
HO OCHOBAHMM MOAUGULMPOBAH-
HOr0 3N1IEKTPOHHOIO CO0BLLEHMS
KNMEHTa penosutapus
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[FM_RO_2] | HUMAeHT, CBA3AHHDI C y4eToM MonyyeHue yBenomneHus Her Tpe6oBaHus
30K/IOYEHHOr0 HE HO OpraHu- OT K/IMEHTA Peno3uTapus um K BU3HEC-AAHHBIM
30BUHHbIX TOPrax JOroBOpPoB CAMOCTOSATENbHOE BbISBNEHME VHUMAEHTA 3aLWNTbI
peno, AOroBopa, ABNSKHOLLErocs penosutapuem GpakTa yyeta nHopmaumnmn
NPON3BOAHBIM GUHAHCOBBIM MH- | 3AK/IOYEHHOTO HE HO OPTaHM-
CTPYMEHTOM WU/ MIHOTO JOrOBOPA, | 30BAHHbIX TOPrax 4OrOBOPOB
B pe3ynbrate HCA K MHOpacTpyk- | peno, 4OroBopad, SBASOLLErocs
Type penosntapus NPOU3BOAHBIM GUHAHCOBBIM UH-
CTPYMEHTOM M/ MIHOTO OrOBOPA,
B pe3ynbrate HCL k nHdpacTpyk-
Type penosntapus
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
RO_1] BblLIEHWEM LONYCTUMO J,ONN [ONYyCTUMOV A0V Aerpagaumm
Aerpaaaummn TeXHONMOrMYEeCcKoro | TeXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTAHOBIEHHON GUHAHCOBOIA
dWHAHCOBOW opraHusauneit — OpraHn3aumeil — penosutapmem
penosuntapuem
[DT_FS_ VHUMAEHT, CBA3AHHDIA C NpeBbl- | BoisBneHne GakTa npeBblleHus -
RO_2] LIEHNEeM ONyCTUMOIA AONKM Jerpa- | AONyCTUMOWN [OMW Aerpanaummn
AAUMY TEXHONOTMYECKOro NPOLEC- | TEXHONOrMYecKoro npouecca,
0, YCTAHOBNEHHON GUHAHCOBOI | YCTAHOBNEHHOW GUHAHCOBO
OpraHu3aumeil — penosnTapueM, | OpPraHu3aunen — penosutapuem,
a TaKXe [oNyCTUMOro BPEMEHH a TaKXe [oNyCTUMOro BPEMEHU
npocTost v (Mnu) Aerpagaumnu npocTos v (W) aerpanalum
TEXHONOrMYEeCKoro npoecca, TEXHONOrMYeCKoro npotecca,
YCTAHOBNIEHHOrO GUHAHCOBOW YCTAHOBIEHHOTO GUHAHCOBOW
OpraHu3aumeil — penosnTapueM, | OpPraHu3aunen — penosutapuem,
He npeBblwatoLiero 12 yacos He npesbllatoLlero 12 yacos
[transferOfRegistry] | TexHonoruyeckui [DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
npouecc, obecneun- RO_1] BblLLEHWeM AONyCTUMON foNN A0NyCTUMON 40N AerpaaaLmm

BAIOLLMA Nepenavy
(npenocTaBnexue)
peecTpa, BefieHune Ko-
TOPOro ocyLLecTBNseT
peno3utapwii, B baHk
Poccum nnn B gpyroii
penosutapui

AerpafaLmm TeXHONornyeckoro
npowecca, yCTaHOB/IEHHO
(dWHAHCOBOW opraHusauneit —
penosutapuem

TEXHONOrMYeCcKoro npovecca,
YCTAHOBIEHHON GUHAHCOBO
OpraHusauueit — penosutapuem
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa uHum- HaumeHoBAHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA CKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLyu-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoW
BO#A Oopra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHUnAeHT, CBA3AHHbIN C NpeBbl- | BbigBneHne GakTa npeBbilleHns -
RO_2] LIEHNEeM ONyCTUMOIA AONKM Jerpa- | AONYCTUMON [OMM Aerpasaummn
AALMY TEXHONOTMYECKOrO NPOLeC- | TEXHONOrMYecKoro npouecca,
Ca, YCTAHOBNEHHON GUHAHCOBON | YCTAHOBEHHON GUHAHCOBOM
OpraHu3aumeil — peno3nTapueM, | OpraHu3aunen — penosutapuem,
a TAKXe [oNyCTUMOro BPEMEHU a TAKXe JOoNyCTUMOrO BPEMEHU
npocTost v (Mnu) Aerpagaumnu npocTos v (W) aerpanalmum
TEXHOMOrMYEeCKoro npoteccd, TEXHOMOrMYEeCKOro npotecca,
YCTAHOBMIEHHOIO GUHAHCOBO YCTAHOB/IEHHOTO GUHAHCOBOW
OpraHu3auueil — peno3nTapueM, | OpraHu3aunen — penosutapuem,
He npeBblLWatoLero 6 4acos He npesblLLatoLLero 6 4acos
[RFT] Peructpartop [accounting- TexHonornyeckuii [FM] [FM_RFT_1] | MHUMAEHT, CBA3AHHBIA C y4eTOM lMonyyeHune yBenomnexve Her Tpe6oBaHus
GUHAHCOBBIX OfTransaction] npouecc, obecne- CoBepLUEHHbIX GUHAHCOBBIX 0T onepaTopa GUHAHCOBOM K GU3HEC-AAHHbIM
TPAH3AKLMIA UMBAIOLLNA yueT CAENOoK 1 onepavLuii No HUM nnatGopmbl UM CAMOCTOATENb- | MHUMAEHTA 3ALLMUTDI

perncTpaTopom
(GMHAHCOBBIX TPAH-
30aKUMiA MHGopMaLmm
0 COBEpLUEHUM
GMHAHCOBbBIX cenok
1 06 onepaunsx

M0 HUM C MCNONb30-
BAHMEM QUHAHCOBOA
nnarGpopmbl

C UCNO/b30BAHNEM GUHAHCO-
BOW NATGOPMbI HA OCHOBAHUM
3NeKTPOHHOr0 CO06LLEHUS
onepatopa ¢UHAHCOBON NnaT-
dopmbl, chopmnupoBaHHoro 6e3
€0 COrNACHS UV HO OCHOBUHUN
MOZMOULNPOBAHHOIO 3N1EKTPOH-
HOro coo6LLeHs onepaTopa
duHaHCOBOM NnaTdopmbl

HOe BbISIBNIEHNE PErUCTPATOPOM
(GMHAHCOBDBIX TPAH3AKLMIA dakTa
y4yetTa CoBepLLEeHHO GUHAHCOBOW
CAENKI UMW ONEepaLym no He

C UCNO/b30BAHNEM GUHAHCO-
BOW NNATGOPMbI HO OCHOBAHMM
3/1EKTPOHHOI0 CO0bLLEHMS
onepatopa ¢MHAHCOBOM NNaT-
dopmbl, chopmnpoBaHHoro 6e3
€r0 COrNACHS UM HO OCHOBUHUN
MOANGULMPOBAHHOO 3N1EKTPOH-
HOrO CO06LLEHNs onepaTopa
dnHaHCoBOM NnaTdopmbl

nHbopmaumun

8cl
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[FM_ MHUNAEHT, CBA3AHHDBIN C y4eTOM MonyyeHue yBegomneHme Her Tpe6oBaHus
RFT_2] COBepLUEHHbIX GUHAHCOBBIX 0T onepaTopa ¢GUHAHCOBOM K GU3HEC-AAHHbIM
CAENOK 1 onepaLuii No HUM nnatdopmbl MK CAMOCTOATENb- | MHUMAEHTA 3ALLMUTDI
C UCMONb30BAHWEM GUHAHCOBOW | HOE BbISIBIEHWE PErNCTPATOPOM | MHpopmaLum
nnatdopmbl B pesynbrare HC/, bnHAHCOBBIX TPAH3AKUMIA GaKTa
K MHOPACTPYKTYpe PermcTpaTopa | y4yeta COBEPLIEHHOW QUHAHCOBO
GUHAHCOBBIX TPAH3AKLNIA MK CLENKN NNV ONEePALLMM MO Hell
MHOPACTPYKTYpE B3AUMOAEN- C MCNONb30BAHNEM QUHAHCOBOM
CTBWS oNepaTopa GUHAHCOBO nnarpopmbl B pesynsrate HCA
nnatdopMbl U peructparopa K MHPPACTPYKType perncrpatopa
GUHAHCOBBIX TPAH3AKLNIA GUHAHCOBBIX TPAH3AKLWIA MAN
MHOPACTPYKTYpE B3AUMOAEN-
CTBWS oNepaTopa GUHAHCOBO
nnatGopmbl 1 peructpatopa
GUHAHCOBBIX TPAH3AKLWIA
[DT_FS] [DT_FS_ VHUMAEHT, CBA3AHHDIA C NpeBbl- | BoisBneHne GpakTa npeBblleHus -
RFT_1] LIEHNEeM JONyCTUMOiA A0NKM Jerpa- | AoNyCTUMON Lo Aerpasaummn
AALMY TEXHONOTMYECKOTro NPOLeC- | TEXHONOrMYecKoro npouecca,
0, YCTAHOBNEHHON GUHAHCOBOI | YCTAHOBNEHHOW GUHAHCOBO
OpraHn3aumeil — perncTpatopom | OPraHn3aunen — pernctpaTopom
(GWHAHCOBBIX TPAH3AKLMIA (GWHAHCOBbBIX TPAH3AKLMIA
[DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
RFT_2] BblLLEHWeM A0NyCTUMON fONu [0NyCTUMON A0 AerpaaaLmm

AerpagaLmmn TeXHoN0rn4eckoro
npowecca, yCTaHOB/IEHHO
bWHAHCOBOW opraHusauneit —
PerucTpaTtopomM GUHAHCOBbIX
TPOH3AKLMIA, O TAKXE AONYCTU-
MOro BpeMeHu NpocTos u (1)
AerpagaLmmn TeXHoN0rM4ecKoro
npoueccd, yCTaHOBNEHHOrO
dWHAHCOBOW opraHusauueii — pe-
rUCTPATOPOM, He NPeBbILAIOLEro
2 yacoBs

TEXHONOrMYeCcKoro npotecca,
YCTAHOBNEHHON GUHAHCOBO
OpraHu3aumeit — perncTparo-
POM GUHAHCOBBIX TPAH3AKLNIA,

a TaKXe JoNyCTUMOro BPEMEHU
npocTos v (W) aerpanalum
TEXHONOrMYeCcKoro npoecca,
YCTAHOBIEHHOTO GUHAHCOBOW
OpraHu3aumeit — perucTpaTopom,
He NPeBbILLAIOLLErD 2 YaCOB

€C0C-5'L-09d9 49 010

ocl



Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa uHum- HaumeHoBAHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHue BuAa (Hanpas- BUHMWe BUAA cKoro npouecca TEXHONOrMYECKOro | MHUUAEHTA LeHTd VNHUMAEHTA 3aLLU-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK
TENIbHOCTU Hus) pes- peateNb- | AeATeNIbHOCTU
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoW
BO#A Oopra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3OUMM | OPraHM3ALMN | OPraHuU3a- LumM BTOpOro
nepeoro nepeoro LMK BTOporo YPOBHS
YPOBHS YPOBHS YPOBHS
[UCB] OcyLiecTBneHne aeaTenbHOCT ynpas- [trustManagement] TexHonornyeckuii [FM] [FM_ MHUMAEHT, CBA3AHHDII € ocywecT- | MonyyeHne yBeaomneHus WHH ¢oHaa
NAOLWNX KOMMNAHWIA UHBECTULIMOHHOTO npouecc, obecneun- UCB_1] B/IEHWEM OMEPALMI C UMYyLLe- OT CNELNann3npoOBAHHOIO (nocTpapaBLei
$oHAa, NOEBOrO MHBECTULMOHHOTO GOHAA BAIOLLMA AOBEPU- cTBOM GoHAoB B pesynbrate HCA | nenosutapus nanm GoHAa, a TaKxe | CTOPOHbI)

1 HEroCyLApCTBEHHOTO MEHCMOHHOrO GOHAA

TeNbHOE ynpaBneHne
MMyLLECTBOM GOH-
[0B, B TOM YnC/e oCy-
LecTBNeHNe Npas,
YOOCTOBEPEHHbIX
LIeHHbIMK Bymaramm,
COCTABNAOLWMMM
MMyLLECTBO GOHAOB

K MHOPACTPYKTYpe ynpasstoLen
KOMNAHUM

CAMOCTOSATENbHOE BbISBNEHME
YNPABASIOLLEN KOMNAHNEN
baKTa ocyLLEeCTBNEHNS onepaumm
C UMyLLLeCTBOM GOHAA B Pe3ynb-
tate HCA k nHdpactpyktype
YNPABASIOLLEN KOMNAHUN

Ecnn HanpaBneHo
pacnopsixeHue

HO OCyLLEeCTBNEHNE
nepeBoaa feHex-
HbIX CPEACTB:
WpeHtudukarop
pacnopsxeHus

HO OCyLLEeCTBNEHNE
nepeBoaa feHex-
HbIX CPEACTB

WHH kpeautHoi
OPraH13aLmu, B Ko-
TOPYIO HANPABEHO
pacnopsixeHue

N° cyeta nonyua-
TeNns B KPEANUTHOM
OpraH13aumumn

WHH kpeautHoi
OpraH1saumumu nony-
yatens

OotlL
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Kop Bupa
(HanpaBne-
Hus) pes-
TENbHOCTH
$puHaHco-
BOIA opra-
HU3aLUK
nepsoro
YPOBHS

HaumeHo-
BOHUWeE BUAA
(HanpaBne-

Hus) pes-
Te/IbHOCTU
duHaHcoBoW

opraHusauum
nepeoro
YPOBHS

Koa Bupa
(Hanpas-
neHus)
nesTenb-
HOCTH OK-
HUHCOBOIA
opraHusa-
LK BTOPOro
YPOBHS

HaumeHo-
BAHKE BUAA
(HanpaBneHus)
eATeNbHOCTH
$uHaHcoBoM
opraxmsa-
LMK BTOPOro
YPOBHSA

Koa rexHonoruye-
cKoro npouecca

HaumeHoBaHKne
TEXHONIOrMYeCcKoro
npouecca

Koa tTuna
MHUMAEHTA

Koa nHuu-
LeHTd

HaumeHoBaHUe MHUMAEHTA

Kputepuii unpopmupoBanus

Bu3Hec-AaHHbIE
MHLUMAEHTA 3aLLy-
Tbl UHPOpMaLun

Ecnv HanpasneHo
nopy4eHne o ABu-
XEHUM LIEHHbIX
6ymar:
Npentndukatop
NOPy4EHNs 0 ABU-
XEHUU LIEHHbIX
6ymar

WHH peno3uta-
pus/cney. fenosu-
TapUs, B KOTOPbIN
6b1710 HANPABNEHO
nopyyenue

N° cueta geno
nonyyarens

WHH peno3uta-
pus/cney. fenosu-
TApUs noayyatens

Ecnv HanpaBneHa
3asBKa 6pokepy:
WpeHtudpukarop
3051BKM

WHH 6pokepa

[DT_FS]

[DT_FS_
UCB_1]

MHunaeHT, CBA3AHHDBIA C npe-
BbILUEHMEM AOMYCTUMO 40K
AerpagaLmmn TeXHoN0rn4ecKoro
npowecca, yCTaHOB/IEHHO
dWHAHCOBOW opraHusauneit —
YNPABASIOLWEN KOMNAHUEN

BbisiBneHne $akta npesblleHns
A0NyCTUMON 0NN Aerpaaalmmn
TEXHONOrMYeCKoro npoecca,
YCTAHOBNEHHON GUHAHCOBO
OpraHn3aumeit — ynpasasioLLen
KOMMNaHKen
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK
TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHunaeHT, CBA3aHHbIN C npe- BbisiBneHune Gpakta npeBbilweHns -
UCB_2] BbILLEHWEeM AONyCTUMON fOM [0NyCTUMOi A0/ AerpaaaLmm
[erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW GUHAHCOBOA
dnHaHCOBOW OpraHusaumeit — OpraHn3aumeil — ynpasasioLLen
YNPABASIOLWEN KOMNAHWEN, KOMMNOHKWEN, a TaKXKe AonyCTu-
a TAKXe [oNnyCTUMOro BPEMEHU MOro BPEMEHW NpocTos n (unv)
npocTos v (1nn) aerpaaammn AerpaaaLmy TeXHONOrn4eckoro
TEXHOMOrMYEeCKoro npoteccd, npoLecca, yCTAHOBIEHHOTO
YCTAHOBMIEHHOIO GUHAHCOBO dnHaHCOBOW OpraHnsaumei —
OpraHu3aumeil — ynpasasiowen | ynpasasioLen KOMNaHuen,
KOMMNQHWE, He NPEBbILLAIOWEro | He NPeBbILLAOLLEro 2 YacoB
2 yacoB
[exerciseOfRights] TexHonornyeckuii [FM] [FM_ MHUMAEHT, CBA3AHHBIi C 13- lMonyyeHue yBenomneHus -
npouecc, obecneun- UCB_2] MEHeHMeM NnpaB BNAAENbLEB 0T CNeunanu3MpoBaHHOro
BaIOLLMIA peanunsa- MHBECTULIMOHHbIX NAEB B peecTpe | Aeno3ntapus unn GoHAA, a Takxe
LMo NpaB BNagenb- BNAAENbLEB NHBECTULMOHHBIX CAMOCTOSTENbHOE BbISBEHNE
LI€B NHBECTULMOHHbIX naes B pe3ynbrare HC/ K nH- ynpaensioLeir Komnaxuein Gakra
naes bpactpykType ynpasnsioLei M3MEHEHNs NPaB BNAAeNbLeB
KOMNAHUM MHBECTULIMOHHbIX NAEB B peecTpe
BNAAENbLEB UHBECTULIMOHHbIX
naes B pe3ynbrate HC/, K uH-
dpacTpykType ynpasnstoLiei
KOMMAHUK
[FM_ MHUMAEHT, CBA3AHHBII C MO- lMonyyeHune yBenomneHus WpeHtudukatop
UCB_3] raweHnem NHBEeCTULMOHHOTO 0T CNeunanu3MpoBaHHOro pacnopsixeHus

Nnas HO OCHOBAHUM 3M1EKTPOHHOTO
€006LWeHns BNAAeNbLA NHBE-
CTULMOHHOrO nas, chopmMmpo-
BOHHOIO 6€3 ero cornacus um

HO OCHOBAHUM MOANGUUMPOBAH-
HOr0 3NEKTPOHHOTO COO6LLEHUS
BNAAENbLA UHBECTULMOHHOTO Nast

aenosutapust unm GoHAA, a TaKxKe
CAMOCTOSITeNbHOE BbISIBNIEHNE
ynpaensioLein komnaxuein Gakra
NoraleHns UHBECTULIMOHHOTO
nasi Ha OCHOBAHUM 31IEKTPOHHOTO
coo6bLeHus BnafenbLa nHee-
CTULMOHHOrO nasi, chopmMupo-
BOHHOrO 6€3 ero cornacus unu

HO OCHOBAHWN MOANGULMPOBAH-
HOrO 3N1EKTPOHHOIO CO0BLLEHMS
B/IOAENbLA MHBECTULMOHHOIO Nas

Ha OCylLecTBNeHNe
nepeBoaa AeHex-
HbIX CPeCTB

e
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHue BMAA (Hanpas- BUHMWe BUAA cKoro npouecca TEXHONOrMYECKOro | MHUUAEHTA LeHTd VNHUMAEHTA 3aLLU-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENIbHOCTU Hus) pes- peateNb- | AeATeNIbHOCTU
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3OUMM | OPraHM3ALMW | OPraHu3d- | LMW BTOPOro
nepeoro nepeoro LMK BTOporo YPOBHS
YPOBHS YPOBHS YPOBHS
WHH kpegutHon
OpraHn3aLmm, B Ko-
TOPYtO HONPABNEHO
pacnopsixeHve
N° cyeta nonyua-
TeNns B KPEANUTHON
OpraHn3aLmm
WHH kpeautHoi
OpraHn3aLmm nony-
yarens
[FM_ MHUMAEHT, CBA3AHHBII C MO- lMonyyeHune yBenomneHus WpeHtudukatop
UCB_4] raweHnem NHBEeCTULMOHHOIO Nas | OT CNeLuanM3npoBaHHOMO pacnopsixeHus

B pe3ynbrate HCA K MHdpacTpyk-
Type ynpaBnsioLLeit KOMNAHUM

Aeno3ntapns uan GoHaa, a Takxe
CAMOCTOSATENbHOE BbISBNEHME
YNPABASIOLLEN KOMNAHNEN

bakTa noraleHns nHBeCTuLm-
OHHoro nas B pesynbrate HC/

K MHPPaCTPyKType ynpasnsioLLei
KOMMAHUK

HO OCylLeCTBNIEHNE
nepeBoaa AeHex-
HbIX CPeaCTB

WHH kpeautHoi
OpraH13aLmuu, B Ko-
TOPYIO HANPAB/IEHO
pacnopsixeHue

N° cyeta nonyua-
TeNnsi B KPEANTHOI
OpraxM3aLmm

WHH kpeautHoi
OpraH13aLmuu nony-
yatens
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[FM_ MHUMAEHT, CBA3AHHbIN C Bbl- MonyyeHune yBegomnenus ot cne- | UoeHtudukarop
UCB_5] NAATON AEHEXHOW KOMMNEHCALMM | LMASIM3MPOBAHHOIO AEMNO3NUTAPUS | PACMOPSKEHUS
npu NPekpaLLeHn oroBopa nnv GOHAA, a TAKXKE CAMOCTOSI- HO OCyLLeCTBNEHNE
[0BEPUTENBHOTO YNPABAEHUS TENbHOE BbISIBNIEHNE YNPABNAO- | NEPeBOAA feHexX-
doHgom B pesynbrare HC/, Let KOMNaHWe GakTa BbINAATbl | HbIX CPEACTB
K MHOPACTPYKTYpe yNpaBAsIoWen | EHEXHON KOMNEHCALU npu
KOMNAHUM NpeKpaLLeHnn JOroBopa AoBe-
pUTENbHOTO yNpaBnerns GOHAOM
B pe3ynbrate HCL K nHdpacTpyk-
TYpe YyNpaBASIOLLER KOMNAHAN
WHH kpeautHoi
OPraH13aLmu, B Ko-
TOPYIO HANPABNEHO
pacnopsixeHue
N° cyeta nonyua-
TeNns B KPeANUTHOM
OpraH1saumumn
WHH kpeautHo#
OpraHnsaumumu nony-
yatens
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesblleHns -
UCB_1] BblLLEHWEeM AONyCTUMON foNMN [0NyCTUMON A0 AerpaaaLmm
AerpagaLmmn TeXHONOrMYeckoro | TeXHONOrMYeckoro npouecca,
npouecca, yCTaHOBAEHHO YCTAHOB/IEHHOW GUHAHCOBO
dWHAHCOBOI opraHusauneit — OpraHn3aumei — ynpasasoLLen
YNPABASIOWEN KOMNAHUEN KOMNaHuen
[DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHune $akta npesblleHns -
UCB_3] BblLLEHWeM A0NyCTUMON fONN [0NyCTUMON 40N AerpaaaLmm

AerpagaLmmn TeXHoN0rM4ecKoro
npouecca, yCTaHOBAEHHO
(GWHAHCOBOW opraHusauneit —
YNPABASIOWEN KOMNAHKUEN,

a TaKXe [oNyCTUMOro BPeMEHH
npocTos v (Mnu) Aerpagaumnu
TEXHONOrMYEeCKoro npotecca,
YCTAHOBNEHHOTO GUHAHCOBOW
OpraHu3aumeit — ynpasnsioLen
KOMMNQHKEN, He NPeBbILLAoLLEro
24 yacos

TEXHONOrMYEeCKoro npotecca,
YCTAHOBNEHHON GUHAHCOBO
OpraHn3aumei — ynpasisoLLen
KOMMQHWEN, a TaKxe AonycTu-
MOro BpeMeHU NpocTost U (unu)
AerpaaaLmn TeXHoNornyeckoro
npoLecca, yCTHOB/IEHHOO
dMHAHCOBOI opranusaunei —
YNPABASIOLLEN KOMNAHNEN,

He npeBsblLatoLLero 24 4acos
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[accountingOfAssets] | TexHonoruyeckui [DT_FS] [DT_FS_ VHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
npouecc, obecneun- UCB_1] BbILLEHWEeM AONYCTUMON fONM [0NyCTUMOi A0/ AerpaaaLmm
BAIOLLMIA OCYLLECT- [erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
B/IEHNE yYeTa npowecca, yCTaHOB/IEHHO YCTOHOB/IEHHOW GUHAHCOBOA
MMyLLecTBa GOHOOB dnHaHCOBOW OpraHusaumeit — OpraHn3aumeil — ynpasasioLLen
1 KOHTPONS 30 pacno- YNPABASIOLWEN KOMNAHKUEN KOMNaHuen
PSKEHNEM UM, B TOM
uucne npouece B3au-
MOJENCTBUS CO crne-
LIMANN3MPOBAHHbIM
Aenosutapuem
[DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
UCB_3] BbILLEHWEeM AONyCTUMON f0NN [0NyCTUMOI 0N AerpaaaLmm
Aerpaaaummn TeXHONMOrMYEeCcKoro | TeXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTAHOBIEHHON GUHAHCOBOIA
dWHAHCOBOW opraHusauneit — OpraHn3aumeit — ynpasasioLLen
YNPABASIOLWEN KOMNAHWEN, KOMMNOHWEN, a TaKXe AonyCTu-
a TAKXe [oNyCTUMOro BPEMEHU MOro BPEMEHW NpocTos u (unv)
npocTos v (1nn) aerpaaamumn AerpaaaLmn TeXHONorn4eckoro
TEXHOMOrMYEeCKoro npotecca, npoLecca, yCTaHOB/IEHHOO
YCTAHOBNIEHHOrO GUHAHCOBO dMHAHCOBOM opranusauneit —
OpraHu3aumeit — ynpasasiowen | ynpasastoLen KOMNaHuen,
KOMMAHWEN, He NPeBbILAOLWEro | He MpeBbiwatoLero 24 yacos
24 yacos
[SDIF] OcyLiecTBneHne aeaTenbHOCT Cneuuanusm- [controlOfOperation] | TexHonoruyeckui [FM] [FM_ MHUMAEHT, CBA3AHHDII € cornaco- | MonyyeHne yBegomneHus Het Tpe6oBaHus
POBCHHbIX 1eN03UTAPUEB NHBECTULMOHHOTO npouecc, o6e- SDIF_1] BAHUEM HEeNeruTUMHbIX 30SBOK, OT YNPaBNSIOLLEA KOMMNAHAN UM | K BU3HEC-AAHHBIM
$oHAa, NaeBoro MHBECTULNOHHOIO GOHAT cneynBatoLLni HANPABAEHHbIX U3 CKOMNPOMe- GOHAT, a Takxe camocTosTenb- VHUNAEHTA 3aLWNTbI
11 HEroCy[,APCTBEHHOIO NEHCUMOHHOTO GOHAA oCyLiecTBNEHne TMPOBAHHON MHOPACTPYKTYPbI HOE BbISIBNIEHNe CNEeLnanusnpo- | nhdopmaumun
CNeLnan13npoBaH- YNPABASIOLLER KOMNAHWAW W (MNK) | BOHHBIM Aeno3uTtapuem Gpakta

HbIM 1eno3nuTapuem
KOHTPONS 30 pac-
NopsKEHNEM UMyLLE-
CTBOM GOHA0B

doHpoB

COrNACOBAHMS HENETNTUMHOM
3051BKM, HANPABAEHHON U3 CKOM-
NPOMETUPOBAHHO! MHOPACTPYK-
Typbl YNPABASIOLLEHA KOMNAHUM

u (unv) doHaa
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHue BMAA (Hanpas- BUHMWe BUAA cKoro npouecca TEXHONOrMYECKOro | MHUUAEHTA LeHTd VNHUMAEHTA 3aLLU-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENIbHOCTU Hus) pes- peateNb- | AeATeNIbHOCTU
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3OUMM | OPraHM3ALMN | OPraHuU3a- LumM BTOpOro
nepeoro nepeoro LMK BTOporo YPOBHS
YPOBHS YPOBHS YPOBHS
[DT_FS] [DT_FS_ VHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
SDIF_1] BblLIEHWEM LONYCTUMOI [0 [ONYyCTUMOV AoV Aerpaganm
[erpafaumm TeXHONornyeckoro TEXHO/I0rMYeCKoro npoLecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW GUHAHCOBOA
bnUHAHCOBOW OpPraHn3aLm- OpraHu3aumeit — cneunanm-
el — Cneunanm3npoBaHHbIM 31POBAHHBIM Aeno3uTapuem
[eno3uTapuemM UHBECTULMOHHOTO | MHBECTULIMOHHOTO GpoHAa,
doHAa, NaeBbIM UHBECTULMOHHBIM | NAEBbIM MHBECTULIMOHHbIM
HOHOOM M HEroCyAApPCTBEHHbIM $OHOOM M HEroCyAapCTBEHHbIM
MEHCUOHHbIM GOHAOM NEHCUMOHHbIM GOHAOM
[DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesblleHns -
SDIF_2] BblLLEHWeM AONyCTUMON foNN [0NyCTUMOI 0N AerpaaaLmm

[erpafaLmm TeXHONornyeckoro
npowecca, yCTaHOB/IEHHOW
(GMHAHCOBOM OpraHuaum-

€N — CNeumann3npoBaHHbIM
[eno3nTapuemM UHBECTULMOHHOTO
doHAa, NaeBbIM UHBECTULMOHHBIM
$OHOOM M HEroCyAapCTBEHHbIM
NEHCMOHHbIM GOHAOM, O TaKXe
[0MyCTUMOrO BPEMEHM NPOCTOSt

¥ (MNn) perpagalmm TeXHonorm-
4eCKOoro NpoLeccd, yCTaHOB/EH-
HOro ¢GUHAHCOBOW OPraHun3a-
umet — Cneunanm3npoBaHHbIM
[eno3nTapuemM UHBECTULMOHHOTO
doHAa, NaeBbIM MHBECTULMOHHBIM
HOHOOM M HEroCyAapCTBEHHbIM
NEHCMOHHbIM GOHAOM, He NpPeBbl-
watouiero 24 yacos

TEXHO/I0rMYeCKoro npouecca,
YCTAHOBIEHHON GUHAHCOBOA
OpraHu3aumeit — cneunanm-
31POBAHHBIM Aeno3uTapuem
MHBECTULMOHHOTO GpoHAa,
NaeBbIM MHBECTULMOHHBIM
HOHAOM M HEeroCcyAapCTBEHHbIM
NEHCNOHHBIM GOHAOM, O TaKxXe
[0NyCTUMOrO BPEMEHU NPOCTOst

v (Mnv) Lerpapaunm TexHonoru-
4eCcKoro NpoLecca, yCTaHOB/EH-
HOro GUHAHCOBOW OPraHu3a-
LMei — CneLmann3npoBaHHbIM
[eno3uTapuemM WHBeCTULMOHHOTO
doHAa, NaeBbIM NHBECTULMOHHBIM
HOHAOM M HEeroCyAapCTBEHHbIM
NEHCNOHHBIM GOHAOM, HEe NPeBbI-
watowero 24 yacos

ovL
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[accounting- TexHonornyeckuii [FM] [FM_ VIHUMAEHT, CBA3AHHDII C BHECe- BbisiBneHue cneunanmaunpo- Her Tpe6oBaHus
OfHolders] npouecc, obecneun- SDIF_2] HWEM YYETHbIX 3anuceii B peectp | BAHHbIM feno3utapuemM GpakTa K GU3HEC-AAHHbIM
BOIOLLMIA BHECEHNE BNAJENbLEB LeHHbIX 6YMar B pe- | BHECEHMUS YHETHbIX 3AMNUCET B Pe- | MHLMAEHTA 3aLUKTHI
YYETHbIX 3anucen 3ynbrate HC K MHOpacTpykType | ecTp BNaAenbLeB LeHHbIX 6ymar | uHdopmaumm
B peecTp Bnagenb- peructparopa B pe3ynbrate HCL k nHdpacTpyk-
LieB LieHHbIX 6ymar Type perucrparopa
(B cnyyae okasaHums
yCnyr no BEAEHNIO
peecTpa BnagfenbLes
MHBECTULIMOHHbIX
nae. NaeBblX NHBE-
CTULMOHHBIX GOHA0B,
MNOTEYHbIX CEPTUDM-
KATOB yyacTms)
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
SDIF_1] BbILLEHWEeM AONyCTUMON fONN [0NyCTUMOI 0N AerpaaaLmm

[erpafaLmm TeXHONornyeckoro
npowecca, yCTaHOB/IEHHOW
(GWHAHCOBOM opraHusauneit —
Cneunann3MpoBaHHbIM
[eno3nTapuemM UHBECTULMOHHOTO
doHAa, NaeBbIM UHBECTULMOHHBIM
HOHOOM M HEroCyAapCTBEHHbIM
NEHCMOHHBIM GOHAOM

TEXHO/I0rMYeCKoro npouecca,
YCTOHOB/IEHHOW GUHAHCOBOA
OpraHu3aumeit — cneunanm-
3MPOBAHHBIM Aeno3uTapuem
MHBECTULMOHHOTO GpOoHAa,
NaeBbIM MHBECTULMOHHBIM
HOHAOM M HEeroCyAapCTBEHHbIM
NEHCNOHHBIM GOHAOM
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa uHum- HaumeHoBAHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA CKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLyu-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoW
BO#A Oopra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepBoro | LM BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHunaeHT, CBA3aHHbIN C npe- BbisiBneHune Gpakta npeBbilweHns -
SDIF_2] BbILLEHWEeM AONyCTUMON fOM [0NyCTUMOi A0/ AerpaaaLmm
[erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW GUHAHCOBOA
dbnHaHCOBOW OpraHusaumeit — OpraHu3aumeit — cneunanm-
CNEeLMan3MpoBaHHbIM 3WUPOBAHHBIM AIEMO3UTAPUEM
[eno3nTapueM MHBECTULIMOHHOTO | UHBECTULIMOHHOTO GOHAQ,
dOoHA, NaeBbIM MHBECTULIMOHHDBIM | NAEBbLIM MHBECTULWNOHHBIM
(HOHAOM M HerocyaapCTBEHHbLIM (GOHAOM M HerocyAapCTBEHHbLIM
NEHCUOHHBIM GOHAOM, O TaKxXe NEHCUOHHBIM GOHAOM, O TaKxXe
[0MyCTUMOro BPEMEHN NPOCTON | AONYCTUMOrO BPEMEHM NpoCTos
¥ (MNn) perpagalmm TeXHonorm- v (Mnv) Lerpapaunm TexHonoru-
4eCKoro NpoLeccad, yCTAHOBAEH- | YeCKOro NPOLEeccd, yCTaHOBMEH-
HOro GMHAHCOBOM OPraHN3a- HOro GUHAHCOBOW OPraHn3a-
Lyein — Cneunanm3npoBaHHbIM Lmeii — Cneunanu3npoBaHHbIM
[eno3nTapueM MHBECTULIMOHHOTO | AENO3UTAPUEM WHBECTULMOHHOTO
HOoHAA, NaeBbIM MHBECTULIMOHHBIM | GOHAA, NAEBLIM MHBECTULIMOHHBIM
(HOHAOM M HerocyaapCTBEHHbLIM (GOHAOM M HerocyAapCTBEHHbLIM
NEHCUOHHLIM GOHAOM, He MPEBbI- | MEHCUOHHBIM GOHAOM, He NpeBbl-
watoutero 24 yacos watowero 24 yacos
[INCIF] OcyLiecTBneHne aeaTenbHOCTM UKLUMOHepHbIX | Het Tpe6oBaHUst N0 MHGOPMUPOBAHUIO 06 MHLMAEHTAX
MHBECTULIMOHHbBIX GOHL0B
[NGPF] OcyLiecTBneHne aeaTenbHoCTH [payments- TexHonornyeckuii [FM] [FM_ MHUMAEHT, CBA3AHHDII € ocywecT- | MonyyeHne yBegomneHus Xew OYN van UHH
HErocyaapCTBEHHbIX MEHCUOHHBIX GOHLOB ToCustomers] npouecc, obec- NGPF_1] B/IEHWEM BbINAAT B PAMKAX 005- | OT BKNGAYMKA, YYACTHUKA, KNMeHTa (noctpa-
neynBaroLLmii 30TeNbHOr0 NEHCUOHHOTO CTPa- 30CTPAXOBAHHOIO NN, AABLUE CTOPOHbI)
oCyLiecTBNEHne XOBUHMUS U HEFOCYAAPCTBEHHOrO | NPOBONPEEMHNKA UK Kpe-
BbINAAT BKNOAYN- NEeHCUOHHOro obecneyeHuns AWTHOI OPraHN3aLMN, O TOKXe
KaM, YYACTHUKAM, B pe3ynbrate HCA K MHOPACTPyK- | camocTosTeNnbHOe BbifiBNEHNe
30CTPAUXOBAHHBIM Type HN® nunan nndpactpyktype HMN® ¢akra ocywectBneHuns
JMLAM U WX NPaBO- B3aumogeiicTans HMN® n kpeaut- | BbINAATHI B PAMKAX 0693aTeNb-
npeemMHNKam HOWl OPraHM3aLnK HOrO NEHCUOHHOTO CTPAXOBAHMS
HEerocyfapcTBEHHOro 1 HErocyfapCTBEHHOrO NEHCUOH-
NEHCNOHHOTO BoHAA Horo obecrneyeHus B pesynbrare
B paMKax 06513a- HCA k nndpactpykrype HND
TeNbHOrO NEHCUOH- 1N HGPaACTPYKTYpe B3AUMO-
HOr0 CTPAXOBAHMSA neictaus HMN® u kpeauTtHo
HEerocyfapcTBEHHOro OpraHn3aunm
NEHCUOHHOro obec-
neyeHus

S}

€¢0C-5'L-0909 49 OLD



Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
pentndukatop
pacnopsxeHus
HO OCyLLeCTBNEHNE
nepeBoaa feHex-
HbIX CPEACTB
WHH kpeautHoi
OPraH13aLmu, B Ko-
TOPYIO HANPABIEHO
pacnopsixeHue
N° cyeta nonyua-
TeNns B KPeANUTHON
OpraH1saumumn
WHH kpeautHo#
OpraHnsaumumu nony-
yatens
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBnenune dakta npesbl- -
NGPF_1] BbILLEHWEeM AONyCTUMON foNMN LIEHMS [OMyCTUMOIA A0
Aerpagaumn TeXHoNOrMYeckoro | AerpafaLmi TeXHONOrnyeckoro
npouecca, yCTaHOBAEHHO npouecca, ycTaHOBNEHHOM
dWHAHCOBOI opraHusauneit — dMHAHCOBOI opranusauneit —
HEerocyAapCTBEHHbIM NEHCUOH- HEerocyfapCcTBEHHbIM NEHCUOH-
HbIM GOHAOM HbIM GOHAOM
[DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHune dakta npesbl- -
NGPF_2] BbILLIEHWeM A0NyCTUMON [ONN LIEHMS JOMYCTUMOIA 40N

AerpaaaLmmn TeXHoN0rn4eckoro
npouecca, yCTaHOBAEHHO
(GWHAHCOBOW opraHusauneit —
HEerocyAapCTBEHHbIM NeH-
CMOHHBIM GOHAOM, O TAKXKE
A0MYyCTUMOro BPEMEHI NpoCTos

¥ (Mnn) perpapalmm TexHonoruye-
CKOro npouecca, yCTaHOBAEHHOTO
dWHAHCOBOI opraHusauneit —
HEerocyAapCTBEHHbIM NEHCUOH-
HbIM GOHAOM, HE NPEBbILIAIOLLErO
24 yacos

AerpafaLmm TeXHON0rmyeckoro
npouecca, yCTaHOBNEHHOM
dMHAHCOBO opraHn3aum-

el — HerocyAapCTBEHHbIM
NEHCUOHHBIM GOHAOM, O TaKxXe
A0NyCTUMOrO BPEMEHU NPOCTOst

1 (1nv) Lerpapaunm TexHonoruye-
CKOro NpoLeccd, yCTAHOBNEHHOTO
(dMHAHCOBOI opranusaunei —
HerocyaapCTBEHHbIM NEHCUOH-
HbIM GOHAOM, HE NPEeBbILIAOLLErD
24 yacos
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa uHum- HaumeHoBAHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA CKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLyu-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoW
BO#A Oopra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[transferToUCB] TexHonornyeckuii [FM] [FM_ VHUMAEHT, CBA3AHHDII C nepe- MonyyeHue yBenomneHus WpeHtudukarop
npouecc, obecneun- NGPF_2] [ayeil CpeacTs NEHCMOHHbIX OT YNPABNSIOLLEN KOMIAHUM UM | PACTIOPSKEHUS
BAIOLLMIA nepeaady pe3epBOB W NEHCUOHHbIX HAKO- KPeamTHOI OPraHn3aumi, a TaKXe | Ha OCyLecTBeHne
CPEACTB NEHCMOHHbIX NNEeHNIA yNpaBAsIoLLER KOMNAHWN | COMOCTOSITENIbHOE BbISIBNIEHNE nepeBoaa feHex-
pe3epBoB W NEHCK- B pe3ynbrate HCA k uHopactpyk- | HN® dakta nepepauun cpeacrts HbIX CPEACTB
OHHbIX HOKOMNEHN Type HMN® nan nudpactpyktype NMEHCUOHHbIX PE3EPBOB 1 NEHCH-
yNpaBAsoLLEN B3aumogeictems HMN® n kpeaut- | OHHbIX HOKONAEHUI YyNPABASIO-
KOMMAHUN HOM OPraHu13aLmMm e komnanuu B pesynbrate HCA
K nHdpactpyktype HNO nam nn-
bpacTpykType B3aMMOAENCTBUS
HIMN® v kpeanuTHOM opraHnsaumumn
WHH kpeautHoi
OPraH13aLmm, B Ko-
TOPYIO HANPAB/EHO
pacnopsixeHue
N° cyeta nonyua-
TeNns B KPeAUTHOM
OpraHnsaumumn
WHH kpeautHoi
OpraHnsaumumu nony-
yatens
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBnenune dakta npesbl- -
NGPF_1] BbILLEHWEeM AONyCTUMON foNN LIEHMS [OMyCTUMOIA A0

AerpaaaLmmn TeXHoN0rM4ecKoro
npouecca, yCTaHOBAEHHO
dWHAHCOBOI opraHusauneit —
HEerocyAapCTBEHHbIM NEHCUOH-
HbIM GOHAOM

AerpaaaLmn TeXHoNornyeckoro
npouecca, ycTaHOBNEHHOM
dMHAHCOBOI opranusauneit —
HEerocyfapCcTBEHHbIM NEHCUOH-
HbIM GOHAOM

oSGl
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHunaeHT, CBA3aHHbIN C npe- BbisiBneHune ¢pakrta npeBbl- -
NGPF_2] BbILLEHWEeM AONyCTUMON fOM LIEHMS [OMYCTUMOIA 40N
[erpanaumy TeXHONOrMYeckoro | AerpafaLyi TEXHONOrNYeCKoro
npowecca, yCTaHOB/IEHHOW npoLecca, yCTaHOBIEHHO
bnUHAHCOBOW OpPraHn3aLm- bnHaHCOBOW OpraHn3aum-
€N — HerocyaapCTBEHHbIM € — HerocyaapCTBEHHbIM
NEHCUOHHBIM GOHAOM, O TaKxXe NEHCUOHHBIM GOHAOM, O TaKXe
[0MyCTUMOro BPEMEHN NPOCTON | AOMYCTUMOrO BPEMEHM NPOCTos
¥ (NK) perpagaumn TexHonornde- | M (Unm) Aerpaaaumny TexHonoruye-
CKOroO npoLecca, yCTAHOBAEHHOTO | CKOrO NPOLLeCCd, YCTAHOBNEHHOTO
bnHaHCOBOW OpraHusaumeit — dnHaHCOBOW OpraHnsaumeit —
HEerocyaapCTBEHHbIM NEHCUOH- HEerocyfapCTBEHHbIM NEHCUOH-
HbIM GOHAOM, HE NPEBbLILLAIOLLETO | HbIM GOHAOM, HE NPEBbILLAIOLLEND
24 yacos 24 yacos
[transferTONGPF] TexHonornyeckuii [FM] [FM_ MHUMAEHT, CBA3AHHDIA € nepeBo- | MonyyeHne yBegomneHus WpeHtudukarop
npouecc, obecneun- NGPF_3] [I0M BbIKYMHbIX CyMM B Pe3yNbTa- | OT KPEAUTHOWA OPraHM3aLMU UK | pacnopsxXeHnst

BAIOLLMA NEPEBOA,
BbIKYMHbIX CYyMM
(CpeAcTB NEHCUOHHBIX
HOKOMNEHWU) B UHbIE
HErocyaapcTBEHHble
NEHCNOHHbIE GOHAbI
1 NeHCUOHHBIi

donpa Poccuiickoit
depepaumnn

te HCJ k uHdpactpyktype HMNO
UMW MHPACTPYKTYPE B3AUMO-
neiicteus HMN® n kpeauTtHoOM
opraHusaumum

CAMOCTOSATENbHOE BbISBEHNE
HMN® dakta nepeBoaa BbIKynHON
cymmbl B pesynbrate HCL K uH-
dpactpyktype HN® nnun nudpa-
CTpyKTYype B3anmopeictus HMO
W KPEAMTHOW OPraHn3aLmn

HO OCylLeCTBNIEHNE
nepeBoaa AeHex-
HbIX CPeCTB

WHH kpeautHoi
OpPraH13aLmum, B Ko-
TOPYIO HANPABIEHO
pacnopsixeHue

N° cyeta nonyua-
TeNns B KPeANUTHOM
OpraHn3aLmm

WHH kpeautHoi
OpraHusaLmuu nony-
yatens
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa uHum- HaumeHoBAHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA CKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLyu-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK
TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoW
BO#A Oopra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS] [DT_FS_ VHUMAEHT, CBA3AHHDII C npe- BbisiBneHune dakta npesbl- -
NGPF_1] BblLIEHWEM LONYCTUMOM L0 LeHns LoNyCTUMOM J0NK
[erpagaumy TeXHONOrMYeckoro | AerpafaLyi TEXHONOrNYeckoro
npowecca, yCTaHOB/IEHHO npowecca, yCTaHOBIEHHOM
dnHaHCOBOW OpraHusaumeit — dbnHaHCOBOW OpraHnsaumei —
HEerocynapCTBEHHbIM NEHCUOH- HErocynapCcTBEHHbIM NEHCUOH-
HbIM GOHAOM HbIM GOHOOM
[DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBnenune dakta npesbl- -
NGPF_2] BblLLEHNEeM AONyCTUMON f0NN LUEHMS [OMyCTUMOIA 40N
[erpanaumy TeXHONOrMYeckoro | AerpafaLyi TeXHONOrNyeckoro
npowecca, yCTaHOB/IEHHOW npoLecca, yCTaHOBEHHOI
(GMHAHCOBOI OpraHuaum- GMHAHCOBO opraHunsaum-
€N — HerocyaapCTBEHHbIM €N — HerocyaapCTBEHHbIM
NEHCUOHHBIM GOHAOM, O TaKxXe NEHCUOHHBIM GOHAOM, O TaKXe
A0MyCTUMOro BPEMEHN NPOCTOS | AOMYCTUMOrO BPEMEHM NPoCTos
¥ (Nn) perpagaumn TexHonornye- | 1 (Mnm) Aerpaaaumny TexHonoruye-
CKOro npoLecca, yCTAHOBNEHHOIO | CKOrO NPOLLeCCd, YCTAHOBNEHHOTO
GWHAHCOBOM opraHusauneit — dMHAHCOBOM opraHusauneit —
HEerocyaapCTBEHHbIM NEHCUOH- HEerocyfapCTBEHHbIM NEHCUOH-
HbIM GOHAOM, HE NPEBbLILLAIOLLETO | HbIM GOHAOM, HE NPEBbILIAIOLLENO
24 yacos 24 yacos
[placementOfFunds] | TexHonoruyeckuit [FM] [FM_ VHUMAEHT, CBA3AHHDII € pa3- MonyyeHune yBenomneHus WpeHtudukatop
npouecc, obecneun- NGPF_4] MeLLEeHNeM CPefCTB NEHCUOHHbBIX | OT KPeAUTHON OPTraHU3ALMN UAK | PACTIOPSKEHMS

BAIOLLMA pasmeLLe-
HUe CPeaCTB NeHcK-
OHHbIX pe3epBOB

pe3epBoB B pe3ynbrate HCA

K uHppactpyktype HMO nnu uk-
bpacTpykType B3aumopencTaus
HIM® 1 kpeauTHOI OpraHusalmm

CaMOCTOSITeNbHOE BbISBNEHNE
HMN® dakTa pasmelenns cpeacts
NEeHCHOHHbIX PE3ePBOB B Pe3y/ib-
tate HC k nndpactpyktype HNO
UNW MHGPACTPYKTYpe B3ANUMO-
neictaus HMN® n kpeauTtHo
OpraH13auum

Ha OCylLeCTBNeHNe
nepeBoaa AeHex-
HbIX CPeCTB

WHH kpeautHoi
OpraH13aLmum, B Ko-
TOPYIO HANPABIEHO
pacnopsixeHue

N° cyeta nonyua-
TeNnsi B KPEANUTHOI
OpraxM3aLmum

WHH kpeautHO#R
OpraH1saLmuu nony-
yatens
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS] [DT_FS_ VHUMAEHT, CBA3AHHDII C npe- BbisiBnenune dakra npesbl- -
NGPF_1] BblLIEHWEM LONYCTUMOI [0 LeHUs LoNyCTUMOM J0NK
[erpanaumy TeXHONOrMYeckoro | AerpafaLyi TEXHONOrNYeCKoro
npowecca, yCTaHOB/IEHHO npoLecca, yCTAHOBIEHHOM
dnHaHCOBOW OpraHusaumeit — dnHaHCOBOW OpraHnsaumei —
HEerocynapCTBEHHbIM NEHCUOH- HEerocyfapCcTBEHHbIM NEHCUOH-
HbIM GOHAOM HbIM GOHAOM
[DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBnenune dakta npesbl- -
NGPF_2] BbILLEHWEeM AONyCTUMON f0NN LIEHMS [OMYCTUMOIA 40N
[erpanaumy TeXHONOrMYeckoro | AerpafaLyi TEXHONOrNyeckoro
npowecca, yCTaHOB/IEHHOW npoLecca, yCTaHOBEHHOM
(GMHAHCOBOM OpraHuaumn- bMHAHCOBOI opraHunsaum-
€N — HerocyaapCTBEHHbIM €N — HerocyaapCTBEHHbIM
NEHCUOHHbBIM GOHAOM, O TaKxXe NEHCUOHHBIM GOHAOM, O TaKXe
A0MyCTUMOro BPEMEHN NPOCTOS | AONYCTUMOrO BPEMEHM NpoCTos
1 (Nn) perpapaumn TexHonornye- | v (Mnm) Aerpaaaumny TexHonoruye-
CKOro npoLecca, yCTAHOBNEHHOTO | CKOrO NPOLeCCd, YCTAHOBNEHHOTO
bnHaHCOBOW OpraHusaumeit — dnHaHCOBOW OpraHnsaumei —
HEerocyaapCTBEHHbIM NEHCUOH- HEerocyfapCTBEHHbIM NEHCUOH-
HbIM GOHAOM, HE NPEBbLILLAIOLLETO | HbIM GOHAOM, HE NPEBbILLAIOLLENO
24 yacos 24 yacos
[termination- TexHonornyeckuii [FM] [FM_ VHUMAEHT, CBA3AHHDII € OCY- MonyyeHune yBenomneHus Xew OYN v UHH
OfAgreement] npouecc, obecneun- NGPF_5] LLeCTBNIEHMEM BbINAT B CBA3N o1 knueHta HN® nam camo- KNMeHTa (noctpa-

BAIOLLMA pacTop-
XeHne 4oroBopa
HerocyaapCcTBEHHOrO
NEHCUOHHOTO
obecneueHuns, no-
roBopa 06 0653a-
T€NbHOM MEHCUOH-
HOM CTPOXOBAHNN
HErocyaapCcTBEHHbIM
NEHCUOHHBIM GOHAOM

C PACTOPXEHNEM AOrOBOPA
HO OCHOBQHUM 30SIBNIEHNUS KK~
eHTa HMN®, chopMUpOBAHHOTO
6e3 ero cornacus, B Tom uncne
HO OCHOBAHUM MOAUGUUMPOBAH-
HOrO 3a5IBNEHMUS

cTosTenbHoe BbisBneHne HIN®
GaKTa OCyLLECTBNEHNS BbINAATbI
B CBSI3M C PACTOPXKEHNEM [10-
roOBOPA HO OCHOBAHUW 30SIBNIEHNS
knueHta HMN®, cdopmmpoBaHHOro
6e3 ero cornacus, B ToM uncne
HO OCHOBAHMM MOAUGULMPOBAH-
HOTO 305IBNIeHNs

AABLUET CTOPOHBI)

WpeHtudukarop
paCMOpsXEHNSs

HO OCyLUeCTBeHNe
nepeBoad JeHex-
HbIX CPEeACTB
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHue BMAA (Hanpas- BUHMWe BUAA cKoro npouecca TEXHONOrMYECKOro | MHUUAEHTA LeHTd VNHUMAEHTA 3aLLU-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENIbHOCTU Hus) pes- peateNb- | AeATeNIbHOCTU
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3OUMM | OPraHM3ALMW | OPraHu3d- | LMW BTOPOro
nepeoro nepeoro LMK BTOporo YPOBHS
YPOBHS YPOBHS YPOBHS
WHH kpegutHon
OpraHn3aLmm, B Ko-
TOPYtO HONPABNEHO
pacnopsixeHve
N° cyeta nonyua-
TeNns B KPEANUTHON
OpraHn3aLmm
WHH kpeautHoi
OpraHn3aLmm nony-
yarens
[FM_ VHUMAEHT, CBA3AHHDII € OCY- lMonyyeHune yBenomneHus Xew AYN vnn UHH
NGPF_6] LLLeCTBNIEHMEM BbINAT B CBA3N ot knueHTa HIN® nnm camoctos- | kaneHTa (noctpa-

C PACTOPXEHNEM A0roBOPa
B pe3ynbrate HCA K MHdpacTpyk-
Type HN® nunan nndpactpyktype
B3aumogeiictaust HN® u kpeant-
HOM OPraHuU3aLmMm

TenbHoe BbisiBneHne HN® dakra
OCYLLLECTB/IEHNS BbIMATbI B CBSI3M
C PACTOPXEHNEM AOroBopa B pe-
3ynerate HCA Kk uHdpactpyktype
HMN® nnun nHdpactpykrype B3a-
umopenctaua HM® n kpeauTHoi
OpraH13aLum

AABLUET CTOPOHBI)

WpeHtudukarop
paCMOPSKEHNS

HO OCyLUeCTBNeHMe
nepeBoad JeHex-
HbIX CPEeACTB

WHH kpeautHo#
OpraH13aLmuu, B Ko-
TOPYIO HANPAB/IEHO
pacnopsixeHue

N° cyeta nonyua-
TeNnsi B KPELNUTHOI
OpraxM3aLmm

WHH kpeautHo#R
OpraHusaLmuu nony-
yartens

12
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS] [DT_FS_ VHUMAEHT, CBA3AHHDII C npe- BbisiBnenune dakra npesbl- -
NGPF_1] BblLIEHWEM LONYCTUMOI [0 LeHUs LoNyCTUMOM J0NK
[erpanaumy TeXHONOrMYeckoro | AerpafaLyi TEXHONOrNYeCKoro
npowecca, yCTaHOB/IEHHO npoLecca, yCTAHOBIEHHOM
dnHaHCOBOW OpraHusaumeit — dnHaHCOBOW OpraHnsaumei —
HEerocynapCTBEHHbIM NEHCUOH- HEerocyfapCcTBEHHbIM NEHCUOH-
HbIM GOHAOM HbIM GOHAOM
[DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBnenune dakta npesbl- -
NGPF_2] BbILLEHWEeM AONyCTUMON f0NN LIEHMS [OMYCTUMOIA 40N
[erpanaumy TeXHONOrMYeckoro | AerpafaLyi TEXHONOrNyeckoro
npowecca, yCTaHOB/IEHHOW npoLecca, yCTaHOBEHHOM
(GMHAHCOBOM OpraHuaumn- bMHAHCOBOI opraHunsaum-
€N — HerocyaapCTBEHHbIM €N — HerocyaapCTBEHHbIM
NEHCUOHHbBIM GOHAOM, O TaKxXe NEHCUOHHBIM GOHAOM, O TaKXe
A0MyCTUMOro BPEMEHN NPOCTOS | AONYCTUMOrO BPEMEHM NpoCTos
1 (Nn) perpapaumn TexHonornye- | v (Mnm) Aerpaaaumny TexHonoruye-
CKOro npoLecca, yCTAHOBNEHHOTO | CKOrO NPOLeCCd, YCTAHOBNEHHOTO
bnHaHCOBOW OpraHusaumeit — dnHaHCOBOW OpraHnsaumei —
HEerocyaapCTBEHHbIM NEHCUOH- HEerocyfapCTBEHHbIM NEHCUOH-
HbIM GOHAOM, HE NPEBbLILLAIOLLETO | HbIM GOHAOM, HE NPEBbILLAIOLLENO
24 yacos 24 yacos
[SIB] OcyLiecTBneHne aesatenbHoCTh CyGbekToB [accounting- TexHonornyeckuii [FM] [FM_SIB_1] | MHUmMAeHT, CBA3AHHBIA ¢ Bbinaa- | MonyyeHue yBenomnenus ot kau- | Xew AYN nan UHH

CTpaxosoro gena

Oflnsurance]

npouecc, obecne-
YMBAIOLLNIA yueT
CTPAXOBbIX CNyYdeB

TOV BO3MELLEHUS HO OCHOBAHMM
3051BIEHNS KMEHTA, CHOPMUPO-
BAHHOrO 6€3 ero cornacus, B Tom
Yncne Ha OCHOBAHMM MOANGULI-
POBUHHOTO 30IBNEHUS

€HTA MW CAMOCTOSTE/IbHOE Bbl-
fIBNIEHNE CyOGBEKTOM CTPAXOBOro
Aena GakTa BbINaATHI BO3MelLLe-
HWSI HO OCHOBOHMM 3aSIBNEHUS
KNneHTa, chopMmUpoBaHHoro 6e3
€ro Cornacus, B TOM Yncie Ha oc-
HOBAHUWN MOAMGULMPOBAHHOTO
3as1BNeHUs

KNWeHTa (BbIrogo-
npuobpetarens)

WpeHtudukatop
paCMOpsXEHNs

HO OCyLUeCTBNeHMe
nepeBoad JeHex-
HbIX CPEeACTB

WHH kpeautHoi
OpraH13aLmuu, B Ko-
TOPYIO HANPABEHO
pacnopsixeHue
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Kop Bupa
(HanpaBne-
Hus) pes-
TENbHOCTH
$puHaHco-
BOIA opra-
HU3aLUKn
nepsoro
YPOBHS

HaumeHo-
BOHUWeE BUAA
(HanpaBne-

Hus) pes-
Te/IbHOCTU
duHaHcoBoW

opraHusauum
nepeoro
YPOBHS

Koa Bupa
(Hanpas-
neHus)
nesTenb-
HOCTH OK-
HUHCOBOIA
opraHusa-
LK BTOPOro
YPOBHS

HaumeHo-
BAHKE BUAA
(HanpaBneHus)
eATeNbHOCTH
$uHaHcoBoM
opraxmsa-
LMK BTOPOro
YPOBHSA

Koa rexHonoruye-
cKoro npouecca

HaumeHoBaHKne
TEXHONIOrMYeCcKoro
npouecca

Koa tTuna
MHUMAEHTA

Koa nHuu-
LeHTd

HaumeHoBaHUe MHUMAEHTA

Kputepuii unpopmupoBanus

Bu3Hec-AaHHbIE
MHLUMAEHTA 3aLLy-
Tbl UHPOpMaLun

N° cyeta nonyua-
TeNns B KPEANUTHOM
OpraHn3aLmm

WHH kpeautHoi
OpraHnaumuu nony-
yatens

[FM_SIB_2]

WNHUMAEHT, CBA3AHHDIN C BbINAA-
TOW BO3MELLEHMS B pe3ynbrate
HCA k nHdpactpyktype cybbek-
TOB CTPAXOBOrO fiena

MonyyeHune yBesomeHus

OT K/INEHTA UM CaMOCTOSTENb-
HOe BblsiBfieHNe Cy6bekToM
CTPAXOBOTo Aend GaKTa BbINAATHI
BO3MeLLeHus B pe3ynbrate HC/,
K MHOPACTPYKTYype CyObekToB
CTPAXOBOro Aend

Xew AYN vnn UHH
KNNEHTa

WpeHtudukatop
paCropsiXeHus

HO OCyLUeCTBeHNe
nepeBoad JeHex-
HbIX CPEeACTB

WHH kpeautHoi
OpPraH13aLmum, B Ko-
TOPYIO HANPABEHO
pacnopsixeHue

N° cyeta nonyua-
TeNs B KPEANUTHOI
OpraxM3aLmm

WHH kpeautHoi
OpraH1saLmuu nony-
yatens

[DT_FS]

[DT_FS_
SIB_1]

MHUnAEHT, CBA3AHHDBIA C Npe-
BblLUEHMEM AOMYCTUMO 40K
AerpagaLmmn TeXHoN0rn4eckoro
npouecca, yCTaHOBNEHHO
(dWHAHCOBOI opraHusauneit —
CTPAX0OBOW OpraHu3auuen

BbisiBneHune dakta npesbileHns
A0MYyCTUMON 0NN AerpaaaLmmn
TEXHONOrMYeCKoro npotecca,
YCTAQHOBNIEHHON GUHAHCOBO
OpraHnsaumei — CTpaxoBon
oprasusaumei

oGl

€C0C-5'L-09d9 d9 O1D



Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFUHM3ALMM | OPraHU3a- LMK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHunaeHT, CBA3aHHbIN C npe- BbisiBneHune Gpakta npeBbilweHns -
SIB_2] BbILLEHWEeM AONyCTUMON fOM [0NyCTUMOi A0/ AerpaaaLmm
AerpagaLmmy TeXHON0rn4eckoro TEXHOMOrMYEeCKOro npotecca,
npowecca, yCTaHOBEHHOW du- YCTQHOB/IEHHOW GUHAHCOBOA
HOHCOBOW OPraHM3aLmMeit — CTpa- | OPraHM3aunein — CTPaxoBoi
XOBOW OPraHu3aumen, a Takxe OpraHn3aumeit, a TaKxe fonycTu-
[0MyCTUMOr0 BPEMEHU NPOCTON MOro BPEMEHW NpocTos n (unv)
1 (Mnu) nerpagaunv TeXHonornye- | Aerpagaumm TeXHON0ormYeckoro
CKOro npoLecca, yCTAHOBNEHHOTO | npoLeccd, yCTAHOBAEHHOTO Gpu-
dnHaHCOBOW OpraHusaumeit — HOHCOBOW OPraHW3aunen — cTpa-
CTPAXOBOW OPraHnu3auuen, XOBOW OPraHu3aumnen, He NpeBbl-
He npeBblLatoLLero 24 4yacos watowero 24 yacos
[refundOfinsurance] | TexHonoruyeckui [FM] [FM_SIB_3] | MHumMaeHT, cBA3aHHBIA BO3BpaToM | MonyyeHue yBenomaenus ot knu- | Xew AYN1 nan UHH

npouecc, obecne-
YMBAIOLLWIA BO3BPAT
CTPAXOBOW NpeMnUK

CTPAXOBO# NPEMUM HO OCHOBAHMM
301BIEHNS KMEHTA, CHOPMUPO-
BAHHOrO 6€3 ero cornacus, B Tom
Yncne Ha OCHOBAHMM MOAMGULI-
POBUHHOTO 30IBNEHUS

€HTA WN CAMOCTOSATENBHOE Bbl-
ABNeHne CyGbeKTOM CTPAXOBOrO
aena $akTa BO3BPATA CTPAXOBO#
npemMuy Ha OCHOBAHUM 3asiB/IE-
HUS KNNEHTA, COOPMUPOBAHHOIO
6e3 ero cornacus, B TOM uucne
HO OCHOBAHMM MOAUGULMPOBAH-
HOTO 305IB/IeHNS

KNWEeHTa (BbIrogo-
npuobpetarens)

WpeHtudukatop
pacnopsixeHus

HO OCyLUeCTBNeHMe
nepeBoad JeHex-
HbIX CPEeACTB

WHH kpeautHoi
OpraH13aLmum, B Ko-
TOPYIO HANPABIEHO
pacnopsixeHue

N° cyeta nonyua-
Tensi B KPEANUTHOIA
OpraxM3aLmm

WHH kpeautHo#
OpraHusaLmuu nony-
yatens
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[FM_SIB_4] | MHUMAeHT, CBA3AHHBIA C BO3- MonyyeHue yBepomnenns ot knu- | Xew AYN nan UHH
BPATOM CTPAXOBOW NPEMUM B Pe- | €HTA UM CAMOCTOSTENbHOE Bbl- | KNIMEHTa
3ynbrate HCA K uHOpacTpykType | siBneHne Cy6bekTom CTPaxoBOro
CyObeKTOB CTPAXOBOTrO Aend nena GakTa BO3BpATA CTPAXOBOM
npemun B pe3ynsrate HCA
K MHPPaCTpyKType cy6bEKTOB
CTPAXOBOro fena
WpeHtudukarop
pacnopsxeHus
HO OCyLLEeCTBNEHME
nepeBoaa feHex-
HbIX CPEACTB
WHH kpeautHoi
OpraH13aLmm, B Ko-
TOPYIO HANPABNEHO
pacnopsxeHue
N° cyeta nonyua-
TeNns B KPEANUTHOM
opraHnsaumumn
WHH kpeautHoi
OpraHusaumumu nony-
yatens
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne Gakta npesblleHns | -
SIB_1] BbILLIEHWeM A0NyCTUMON foNMN [0NyCTUMON 40N AerpaaaLmm

AerpagaLmmn TeXHoN0rM4ecKoro
npouecca, yCTaHOBAEHHO
(GWHAHCOBOW opraHusauneit —
CTPAXOBOW OpraHu3auuen

TEXHONOrMYEeCKoro npoecca,
YCTAHOBNEHHON GUHAHCOBOW
OpraHn3aumeit — CTpaxoBon
oprasusaumei
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK
TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFUHM3ALMM | OPraHU3ad- LMK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHunaeHT, CBA3aHHbIN C npe- BbisiBneHune Gpakta npeBbilweHns -
SIB_2] BbILLEHWEeM AONyCTUMON fOM [0NyCTUMOi A0/ AerpaaaLmm
AerpagaLmmy TeXHON0rn4eckoro TEXHOMOrMYEeCKOro npotecca,
npowecca, yCTaHOBEHHOW du- YCTQHOB/IEHHOW GUHAHCOBOA
HOHCOBOW OPraHM3aLmMeit — CTpa- | OPraHM3aunein — CTPaxoBoi
XOBOW OPraHu3aumen, a Takxe OpraHn3aumeit, a TaKxe fonycTu-
[0MyCTUMOr0 BPEMEHU NPOCTON MOro BPEMEHW NpocTos n (unv)
1 (Mnu) nerpagaunv TeXHonornye- | Aerpagaumm TeXHON0ormYeckoro
CKOro npoLecca, yCTAHOBNEHHOTO | npoLeccd, yCTAHOBAEHHOTO Gpu-
dnHaHCOBOW OpraHusaumeit — HOHCOBOW OPraHW3aunen — cTpa-
CTPAXOBOW OPraHnu3auuen, XOBOW OPraHu3aumnen, He NpeBbl-
He npeBblLatoLLero 24 4yacos watowero 24 yacos
[maintenance- TexHonornyeckuii [DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesbllleHns -
OfWebsite] npouecc, obecne- SIB_1] BblLLEHWEeM AONyCTUMON f0NN [0NyCTUMOI 0N AerpaaaLmm
unBatOLLMiA paboty AerpagaLmmy TeXHoNorn4ecKoro TEXHOMOrMYEeCKoro npotecca,
COIATOB B 4OCTH npowecca, yCTaHOB/IEHHOW YCTAHOBIEHHON GUHAHCOBOIA
pasmelLeHns nHpop- dWHAHCOBOM opraHusauneit — OpraHn3aumeil — CTpaxoBon
Mmaumm, npegycMmo- CTPAXOBOW OPraHn3auuen oprasusaumei
TPEHHON MYHKTOM
6 cTatbn 6 3akoHa
Poccuiickoit ®epe-
pauum ot 27 Hosi-
6psa 1992 ropa
N° 4015-1 <06 opra-
HU3ALMM CTPOXOBOTO
nena B Poccuitickoi
depepaumnmn»
[DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
SIB_2] BblLLEHWeM A0NyCTUMON fONN [0NyCTUMON A0 AerpaaaLmm

[erpafaLmm TeXHONornyeckoro
npouecca, yCTaHOBNeHHO du-
HOHCOBOW OpPraHu3aumeit — cTpa-
XOBOW OPraHu3aumen, a Takxe
[0MYCTUMOrO BPEMEHU NPOCTOSt

¥ (Mnn) perpapaumm TexHonoruye-
CKOro NpoLecca, yCTaHOBNEHHOTO
(bWHAHCOBOI opraHusauneit —
CTPAXOBOW OPraHnu3auuen,

He npeBblLwatoLLero 24 4yacos

TEXHONOrMYeCKoro npoecca,
YCTAHOBNIEHHON GUHAHCOBO
OpraHn3aumeit — CTpaxoBom
OpraHu3auuei, a TaKxe fLONyCTU-
MOr0 BpEMEHM NpocTosi U (unu)
AerpaaaLmmn TeXHONorn4eckoro
npouecca, yCTaHOBNEHHOro ¢u-
HOHCOBOW OPraHW3aunen — cTpa-
XOBOW OPraHu3aumnen, He NpeBbl-
watowero 24 yacos
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepBoro | LM BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[MFO] OcyLiecTBneHne aeaTenbHoCTH HeT Tpe6oBaHMs Mo MHGOPMMPOBAHMIO 06 UHLMAEHTAX
MUKPOGUHAHCOBBIX OPraHu3aLni
[LCC] OcyLiecTBneHne AesaTenbHOCTY KPeAUTHbIX HeT Tpe60oBaHMs Mo MHGOPMMPOBAHMIO 06 UHLMAEHTAX
noTpe6uTeNbCKNX KOONEePaTUBOB
[HCC] OcyLiecTBneHNE AeaTeNbHOCTA XUANLLHBIX HeT Tpe60oBaHMsS Mo MHGOPMMPOBAHMIO 06 UHLMAEHTAX
HOKOMUTENbHbIX KOONEPATUBOB
[AO] OcyLiecTBNEHNE AKTYAPHOI AeaTeNbHOCTH HeT Tpe6oBaHMsA Mo MHGOPMMPOBAHMIO 06 UHLMAEHTAX
[CRB] OcywiecTBnenue gestenbHocTu 6topo kpeaut- | [transferOfSubjectCre | Mepepaya uctounun- | [FM] [FM_CRB_1] | MHUMAEeHT, CBA3AHHBIi C Ha- Boisisnenune bKU dakra Ha- Her Tpe6oBaHus
HbIX UCTOPWNIA ditHistory] KoM GOPMUPOBAHNS npasnexnem B BKW nidopmaumn | npasnenns B BKU nndopmauum K GU3HEC-AAHHbIM
KpeauTHOIA ncTopum 0 CyObekTe KPeAnUTHOM NCTOPUK, | O CYObEKTE KPeANTHO UCTOPUN, | MHLUMAEHTA 3ALLMUTDI
nHbopmaLmm o cy6b- chopmupoBaHHOii 6e3 cornacust | cdopmMupoBaHHO 6e3 cornacus | MHGopmaLmm
eKTe KpeanTHoA NCTOYHMKA GOPMUPOBAHMS MCTOYHMKA GOPMUPOBAHNS
nctopum B BKU KpeauTHO UCTOPUK, B TOM YACE | KPEAUTHON NCTOPUM, B TOM Yucie
HO OCHOBAHUM MOAMULMPOBAH- | HO OCHOBAHWUN MOANDULNPOBAH-
HO KPEeAMTHOM NcTopum CyGbekTa | HOM KpeauTHOR NCTOPUKM Cy6bekTa
[transferOfSubject- Mepenaua KU [FM] [FM_ MHUMAEHT, CBA3AHHDII € nepe- Boisisnenune BKU dakrta nepe- Het Tpe6oBaHus
CreditReport] KPeLUTHOro oT4yeTa CRB_2] naveii BKM mognduumpoBarHoro | aaun BKN mogndnumpoBaHHoro | kK 6u3Hec-faHHbIM
cy6beKTa NoNb30Ba- KpPeaMTHOro oTyeta cyobekTa, KPeauTHOro oTyeta CyobekTa, VHUMAEHTA 3aLWNTbI
Tensm bKU B pe3ynbrate HCA k uHdpactpyk- | B pesynbrate HC k uHGpactpyk- | nipopmaumu
Type BKU Type BKU
[CRA] OcyLiecTBneHne AesaTeNbHOCTY KPeAUTHBIX HeT Tpe6oBaHMs Mo MHGOPMMPOBAHMIO 06 UHLMAEHTAX
PEATUHIOBbIX AreHTCTB
[ACCC] OcyLiecTBNEHNE AeATENbHOCTA CeNbCKOXO- HeT Tpe6oBaHMs No MHGOPMMPOBAHMIO 06 MHLMAEHTAX
39CTBEHHbIX KPEAUTHBIX MOTPEOUTENbCKUX
KoonepaTneoB
[PB] OcyLiecTBneHne aesatenbHoCcT 1oM6apLoB HeT Tpe60oBaHMs Mo MHGOPMMPOBAHMIO 06 MHLMAEHTAX
[0IP] OcyLiecTBneHne AeaTenbHOCT onepaTopa [accessToPlatform] TexHonornyeckuii [DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesblleHns -
MHBECTULIMOHHON NNaTGopMbl npouecc, obecneun- OIP_1] BbILLEHWEeM AONyCTUMON foNN [0NyCTUMON AONU AerpaaaLmm

BAIOLLMA Npefo-
CTaBIEHME AOCTyNa
K MHBECTULIMOHHOIA
nnarpopme

AerpaaaLmmn TeXHoN0rn4eckoro
npouecca, yCTaHOBAEHHO
(dWHAHCOBOI opraHusauneit —
0nepaTopoMm UHBECTULIMOHHO
nnatGopmbl

TEXHONOrMYeCKoro npoecca,
YCTAHOBNEHHON GUHAHCOBO

OpraHn3auueil — onepatopom
MHBECTULIMOHHOI NNaTdopMbl
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK
TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHunaeHT, CBA3aHHbIN C npe- BbisiBneHune Gpakta npeBbilweHns -
OIP_2] BbILLEHWEeM AONyCTUMON fOM [0NyCTUMOi A0/ AerpaaaLmm
[erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW GUHAHCOBOA
dnHaHCOBOW OpraHusaumeit — OpraHu3aumeil — onepaTopom
0nepaTopoM UHBECTULIMOHHOM VHBECTULMOHHON N1aTGOPMBbI,
nnathpopmbl, a TAKXKE AONYCTU- a TAKXe JONyCTUMOrO BPEMEHU
MOro BpeMeHu NpocTos U (1iu) npocTos v (W) aerpanalmum
[erpaaaumn TeXHONMOrMYECKOro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOTO YCTAHOB/IEHHOTO GUHAHCOBOW
bnHaHCOBOW OpraHusaumeit — OpraHu3aumeil — onepaTopom
0nepaTopom UHBECTULIMOHHOM VHBECTULMOHHON N1aTGOPMBbI,
nnatGopMbl, He NPEBbIAOWEro | He NpeBbiatoLero 24 yacos
24 yacos
[placement- TexHonornyeckuii [FM] [FM_OIP_1] | MHUMAeHT, CBA3AHHDIA C pas- lMonyyeHue yBenomneHus Het Tpe6oBaHus
Oflnvestment- npouecc, obecneun- MeLLleHNeM UHBECTULIMOHHOTO OT /ULQ, NPUBEKAIOLLEro HBe- | K 6U3HeC-AaHHbIM
Proposal] BAIOLLMIA pa3melLLe- NpeanoXxeHns Ho OCHOBAHMM NO- | CTULMK, MW COMOCTOSITENbHOE VHUMAEHTA 3aLWNTbI
HUE MHBECTULIMOHHO- PyYEHWS NNLA, NPUBNEKAIOWErO | BbIIBIEHWE ONEpPATOPOM MHBE- nHopmaummn
o NpeanoxeHns MHBECTULMY, COOPMUPOBAHHOTO | CTULMOHHOI Naatdopmbl GakTa
6e3 ero cornacus, B TOM Yucne pa3MeLLeHns UHBECTULNOHHOTO
HO OCHOBAHUM MOAMULUMPOBAH- | NPEANOXEHNS HO OCHOBAHUM NO-
HOrO NMOPYYeHNs NNLA, NPUBNEKA- | PyYeHUs AnLd, NPUBEKAOLEro
foLLLero NHBECTULMN MHBECTULMK, COOPMUPOBAHHOTO
6e3 ero cornacus, B TOM uucne
HO OCHOBAHMM MOANPULIMPOBAH-
HOrO MOPYYEHNS NNLA, NPUBNEKT-
IOLLEro MHBECTULMM
[FM_OIP_2] | UHUMAeHT, CBA3AHHDIA C pas- MonyyeHune yBenomneHus Het Tpe6oBaHus

MeLLeH1eM NHBECTULMOHHOTO
npeanoxenus B pesynsrate HCA
K MHGOPMALIMOHHON UHPPACTPYK-
Type onepaTropa UHBECTULMOHHOIA
nnatGopmbl

OT /IULd, NPUBNEKAIOLLEr0 UHBE-
CTULMM, UM COMOCTOSITENbHOE
BbISIB/IEHNE ONEPATOPOM UHBE-
CTULMOHHO nnatGopmbl dakTa
pa3MeLLeHUst UHBECTULMOHHOTO
npeanoxexns B pesynsrate HCA
K MHOOPMALIMOHHOI MHOPACTPYK-
Type onepaTropa MHBECTULMOHHOI
nnarpopmbl

K 6U3HEC-A0HHbIM
VHUMAEHTA 3aLWNTbI
nHbopmaumun
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS] [DT_FS_ VHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
OIP_1] BblLIEHWEM LONYCTUMOI [0 [ONYyCTUMOV AoV Aerpaganm
[erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW GUHAHCOBOA
dnHaHCOBOW OpraHusaumeit — OpraHu3aumeil — onepaTopom
0nepaTopoM UHBECTULIMOHHOM VHBECTULMOHHON N1aTGOPMbI
nnatdopmbl
[DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesblleHns -
OIP_2] BblLLEHNEeM AONyCTUMON f0NN [0NyCTUMOI 0N AerpaaaLmm
Aerpagaumn TeXHONOrMYeCcKoro | TeXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTAHOBNIEHHON GUHAHCOBOA
dWHAHCOBOW opraHusauneit — OpraHu3aumeil — onepaTopom
0nepaTopoMm MHBECTULIMOHHO MHBECTULIMOHHOI NNaTdopmbl,
nnathpopmbl, a TAKXE AONYCTU- a TAKXe JoNyCTUMOrO BPEMEHU
MOro BpeMeHu NpocTos u (1iu) npocTos v (W) aerpanalum
Aerpagaumn TeXHONOrMYeCcKoro | TeXHONOrMYecKoro npouecca,
npoueccd, yCTaHOBNEHHOTO YCTAHOB/IEHHOTO GUHAHCOBOW
GWHAHCOBOM opraHusauneit — OpraHu3aumeil — onepaTopom
0nepaTopoMm MHBECTULIMOHHO MHBECTULIMOHHOI NNaTdopmbl,
nnatGopMbl, He NPEBbIIAOLWEro | He MpeBbilwatoLero 24 yacos
24 yacos
[investmentByLoan] | TexHonoruyeckui [FM] [FM_OIP_3] | MHumMAeHT, CBA3CGHHbI € 3akntoye- | MonyyeHne yBenomeHus Her Tpe6oBaHus
npouecc, obec- HWeM [LOroBOPA UHBECTUPOBAHNS | OT MHBECTOPA MW COMOCTONATENb- | K GU3HEC-AAHHBIM
neynBaroLLmii HO OCHOBOHWW 30SIBKWN MHBECTOPA, | HOE BbISIBIEHME ONEpPaTOpoOM VHUNAEHTA 3aLWNTbI
MHBECTUPOBAHNE chopMupoBaHHOi 6e3 ero co- MHBECTULMOHHOI NAATGOpMBbI nHbopmaumun
C NCMNONb30BAHMEM rNACKS, B TOM YUCNE HO OCHOBA- | GOKTA 30K/TI04EHUs OroBOpPa
MHBECTULIMOHHOM HUWN MOANDULNPOBAHHOM 305IBKM | NHBECTUPOBAHWS HO OCHOBAHNM
nnathopmbl nyTem MHBECTOPa 305BKN MHBECTOPA, CHOPMUPO-
npefocTaBneHns BAHHOIA 6€3 ero cornacus, B Tom
3aiiMoB unucne Ha OCHOBAHUM MOANPULIN-

POBAHHO 3051BKM UHBECTOPA
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepBoro | LM BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[FM_OIP_4] | MHumMpeHT, CBA3CGHHDI € 3aktoye- | MonyyeHne yBenomaeHus Her Tpe6oBaHus
HWeM [LOroBOPA WHBECTMPOBAHNSA | OT MHBECTOPA UMW COMOCTOSTENb- | K GU3HEC-AAHHBIM
6e3 cornacms NHBeCTopad B pe- HOE BbISIBNIEHWE ONepaTopom VHUMAEHTA 3aLWNTbI
3ynbrate HC K MHGOpMALMOH- VHBECTULMOHHON N1aTGOPMbI nHdopmaumn
HOM MHOPACTPYKTYpe onepatopa | GaKTa 3aKIYEHUs LOroBopa
MHBECTULMOHHOM NNATGOPMbI MHBECTUPOBAHUS 6€3 cornacus
uHBecTOpa B pe3ynbrate HCA
K MHGOPMALMOHHOW MHPPACTPYK-
TYpe onepaTopa MHBECTULNOHHOM
nnatGopmbl
[FM_OIP_5] | MHUmMAeHT, CBA3CGHHbI € 3akntoye- | MonyyeHne yBenomeHus Her Tpe6oBaHus
HWeM [LOroBOpPa MHBECTUPOBAHWS | OT ULA, NMPUBAEKAIOLLErO K BM3HEC-AAHHbBIM
6e3 cornacus nuua, NPUBEKAD- | MHBECTULMM, NN COMOCTOSITENb- | MHUMAEHTA 3ALLMUTDI
LLLEro NHBECTULMK, B Pe3yNbTaTe | HOe BbISIBEHME ONepaTopoM nHopmaummn
HCA k nHdopMaunoHHO! MHOPA- | MHBECTULMOHHO NAATHOPMDI
CTPYKType OnepaTopa MHBECTULM- | GaKTA 3aKIK0UEHNS LOrOBOPA
OHHO# NnaTGopmbl MHBECTUPOBAHNS 6e3 corna-
CUS ULQ, NPUBNEKAIOLLEro
MHBECTULMK, B pe3ynbrate HCA
K MIHOOPMALIMOHHOI UHOPACTPYK-
Type onepaTopa MHBECTULNOHHOM
nnatpopmbl
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
OIP_1] BblLLEHWeM AOoNyCTUMON fONN [0NyCTUMON AONU AerpaaaLmm

AerpagaLmmn TeXHoN0rn4ecKoro
npowecca, yCTaHOB/IEHHO
(dWHAHCOBOW opraHusauneit —
0nepaTopoM UHBECTULIMOHHON
nnatGopmbl

TEXHONOrMYeCcKoro npovecca,
YCTAHOBNEHHON GUHAHCOBO

OpraHu3auueil — onepaTopom
MHBECTULMOHHOM NNATGOpPMbI
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHunaeHT, CBA3aHHbIN C npe- BbisiBneHune Gpakta npeBbilweHns -
OIP_2] BbILLEHWEeM AONyCTUMON fOM [0NyCTUMOi A0/ AerpaaaLmm
[erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW GUHAHCOBOA
dnHaHCOBOW OpraHusaumeit — OpraHu3aumeil — onepaTopom
0nepaTopoM UHBECTULIMOHHOM VHBECTULMOHHON N1aTGOPMBbI,
nnathpopmbl, a TAKXKE AONYCTU- a TAKXe JOoNyCTUMOrO BPEMEHU
MOro BpeMeHu NpocTos U (1iu) npocTos v (W) aerpanalmum
[erpagaumn TeXHONMOrMYECKOro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOTO YCTAHOB/IEHHOTO GUHAHCOBOW
bnHaHCOBOW OpraHusaumeit — OpraHu3aumeil — onepaTopom
0nepaTopom UHBECTULIMOHHOM VHBECTULMOHHON N1aTGOPMBbI,
nnatGopMbl, He NPEBbIAOWEro | He NpeBbiatoLero 24 yacos
24 yacos
[investment- TexHonornyeckuii [FM] [FM_OIP_3] | MHumMAeHT, CBA3CGHHbI € 3akntoye- | MonyyeHne yBenomeHus Her Tpe6oBaHus
BySecurities] npouecc, obec- HUEM JOroBOPA MHBECTUPOBAHUSI | OT MHBECTOPA UM COMOCTOATENb- | K GU3HEC-AAHHBIM
neynBaroLLmii HO OCHOBOHWW 30SIBKWN MHBECTOPA, | HOE BbISIBEHME ONEpPAaTopoM VHUMAEHTA 3aLWnTbI
VHBECTUPOBAHNE chopMMpoBaHHOI 6e3 ero co- VHBECTULIMOHHOI NAATGOpMBbI nHbopmaumun
C NCNONb30BAHMEM NACKUS, B TOM YUCNE HO OCHOBA- | GOKTA 30K/TI0YEHUS OrOBOPa
MHBECTULIMOHHOM HUN MOANDULNPOBAHHOM 30SIBKM | NHBECTUPOBAHMS HO OCHOBAHNM
nnathopmbl nytem MHBECTOPa 305BKN MHBECTOPA, CHOPMMPO-
npuo6peTeHns amunc- BOHHOW 6€3 ero cornacus, B ToM
CMOHHbIX LIeHHbIX uncne Ha OCHOBAHUM MOANPULIN-
6ymar, pasmeLae- POBQHHOIA 305IBKN MHBECTOPA
MbIX C MCMONb30BAHN-
€M UHBECTULMOHHON
nnarGpopmbl
[FM_OIP_4] | MHumMpeHT, CBA3CGHHbI € 3akntoye- | MonyyeHne yBenomeHus Her Tpe6oBaHus

HWeM AOroBOPA MHBECTUPOBAHMS
6e3 cornacus MHBeCTopa B pe-
3ynbrate HC K uHGOpMaLMOH-
HOW MHGPACTPYKTYpe onepatopa
WHBECTULIMOHHO NNATGOPMbI

OT MHBECTOPA UM CAMOCTOSITE b~
HOe BbIsIBNIEHWE OMepaTopoM
MHBECTULMOHHOM NNaTGOpPMbI
bakTa 3akNtYeHns 4oroBopa
MHBECTUPOBAHMS 6€3 cornacus
uHBecTopa B pe3ynbrate HCA

K MIHOOPMALIMOHHOI MHOPACTPYK-
Type onepaTropa MHBECTULMOHHOI
nnatpopmbl

K 6U3HEC-A0HHbIM
VHUMAEHTA 3aLWNTbI
nHbopmaumun
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[FM_OIP_5] | MHUmMAeHT, CBA3CGHHDI € 3aktoye- | MonyyeHne yBenomneHus Her Tpe6oBaHus
HWeM [LOroBOpPa MHBECTUPOBAHWS | OT IULA, NMPUBAEKAIOLLErO K BM3HEC-AAHHbBIM
6e3 cornacus nuua, NPUBNEKAD- | MHBECTULMM, NN COMOCTOSITENb- | MHUMAEHTA 3ALLUMUTDI
LLLero MHBECTULMK, B Pe3yNbTaTe | HOe BbISIBEHUE ONepaTopom nHpopmaummn
HCA k nHdopMaunoHHO! MHOPA- | MNHBECTULMOHHO NAATHOPMbI
CTPYKType OnepaTopa MHBECTULM- | GaKTA 3aKIK0YEHNS LOTOBOPA
OHHOW NAATHOopMbI MHBECTMPOBAHNS 6€e3 corna-
CUS ULC, NPUBNEKAIOLLEro
MHBECTULMK, B pe3ynbrate HCA
K MHGOPMALMOHHOW MHPPACTPYK-
TYpe onepaTopa MHBECTULNOHHOM
nnatGopmbl
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesbllleHns -
OIP_1] BblLLEHWEeM AONyCTUMON f0NN [0NyCTUMOI 0N AerpaaaLmm
Aerpaaaummn TeXHONMOrMYEeCcKoro | TeXHONOrMYecKoro npowecca,
npowecca, yCTaHOB/IEHHOW YCTAHOBIEHHON GUHAHCOBOIA
dWHAHCOBOM opraHusauneit — OpraHu3aumeil — onepaTopom
0nepaTopoMm MHBECTULIMOHHO MHBECTULIMOHHOI Nnatdopmbl
nnatGopmbl
[DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne $akta npesblleHns -
OIP_2] BblLLEHWeM A0NyCTUMON fONu [0NyCTUMON 40N AerpaaaLmm

AerpagaLmmn TeXHoN0rn4ecKoro
npowecca, yCTaHOB/IEHHO
dWHAHCOBOW opraHusauneit —
0nepaTopoM UHBECTULIMOHHON
nnathopmbl, a TAKXe AONYCTU-
MOro BpeMeHu NpocTos u (1nu)
AerpagaLmmn TeXHoN0rn4ecKoro
npoueccd, yCTaHOBNEHHOrO
dWHAHCOBOW opraHusauneit —
0nepaTopoM UHBECTULIMOHHON
NNAtTGpOpMbl, He NPEBbLILLALLEro
24 yacos

TEXHONOrMYeCcKoro npovecca,
YCTAHOBNEHHON GUHAHCOBO
OpraHusauueil — onepaTopom
MHBECTULMOHHON NAaThOpMmbI,
0 TAKXe [oNyCTUMOro BpeMeHu
npocTos v (M) aerpanalum
TEXHONOrMYeCcKoro npovecca,
YCTAHOBIEHHOTO GUHAHCOBOW
OpraHusauneil — onepaTopom
MHBECTULMOHHON NAaThOpMmbI,
He npesbllLlatoLlero 24 yacos
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepBoro | LM BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[investmentByUDR] TexHonornyeckuii [FM] [FM_OIP_3] | MHumMAeHT, CBA3CGHHDI € 3aktoye- | MonyyeHne yBenomeHms Her Tpe6oBaHus
npouecc, obec- HWeM [LOroBOPA WHBECTMPOBAHNSA | OT MHBECTOPA UMW COMOCTOSTENb- | K GU3HEC-AAHHBIM
neynBatoLLMii HO OCHOBAHWW 305IBKWN MHBECTOPA, | HOE BbISIBEHME ONEpaTopoM VHUMAEHTA 3aLWNTbI
VHBECTMPOBAHME chopMMpoBaHHOI 6e3 ero co- VHBECTULMOHHON N1aTGOPMbI nHdopmaumn
C UCMONb30BAHMEM rNACKUS, B TOM YUCNE HO OCHOBA- | GUKTA 30K/TI0YEHNs OrOBOPa
MHBECTULIMOHHO HUWM MOANDULNPOBAHHOM 30SIBKM | NHBECTUPOBAHMS HO OCHOBAHNM
nnatGopmbl NyTem MHBECTOPA 301BKW MHBECTOPA, CHOpMUpO-
npuobpeTteHus yTn- BOHHOW 6€3 ero cornacus, B Tom
NITAPHBIX LNPOBBIX uucne Ha OCHOBAHUM MOANPULIN-
npas POBQHHOIA 305IBKN MHBECTOPA
[FM_OIP_4] | MHumMpeHT, CBA3CGHHDI € 3akntoye- | MonyyeHne yBenomneHus Her Tpe6oBaHus
HWeM [LOroBOpPA MHBECTMPOBAHNS | OT MHBECTOPA UMW COMOCTOSTENb- | K GU3HEC-AAHHBIM
6e3 cornacms NHBeCTopa B pe- HOE BbISIBNIEHNE ONepaTopom VHUMAEHTA 3aLWnTbI
3ynsrate HC K MHGOpMALMOH- VHBECTULMOHHOI NAATGOpMbI nHbopmaumun
HO MHOPACTPYKTYpe onepatopa | GakTa 3aKYEHUS JOTOBOPA
MHBECTULIMOHHOM NNATGOPMbI MHBECTUPOBAHUS 6€3 cornacus
uHBecTopa B pe3ynbrate HCA
K MHGOPMALMOHHOW MHPPACTPYK-
Type onepaTopa MHBECTULNOHHOM
nnatpopmbl
[FM_OIP_5] | MHUmMAeHT, cBA3CGHHbIA € 3akntoye- | MonyyeHne yBenomaeHus Het Tpe6oBaHus

HWeM AOroBOPA MHBECTUPOBAHMS
6e3 cornacus nuua, NpUBNEKaro-
Lero MHBECTULMW, B pe3ynbtate
HCA k nHdopmaunoHHoit nHdpa-
CTPYKType oneparopa MHBeCTULM-
OHHOW NnatGopmbl

OT /ULd, NPUBAEKAIOLLEro
VHBECTULMU, U CAMOCTOSTENb-
HOe BbIsIBNIEHNE OMepaTopoM
MHBECTULMOHHOM NNaTGOpPMbI
bakTa 3akNt0YeHns 4oroBopa
MHBECTMPOBAHNSA 6€e3 corna-

CUSi NLQ, NPUBNEKAIOLLEro
MHBECTMLMM, B pe3ynbrate HCA

K MIHOOPMALIMOHHOI MHOPACTPYK-
Type onepaTropa MHBECTULMOHHOI
nnarpopmbl

K 6U3HEC-A0HHbIM
VHUMAEHTA 3aLWMTbI
nHbopmaumun
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[FM_OIP_6] | MHUMAeHT, CBA3AHHBIA C BO3HWK- | BbiiBNeHWe onepatopom uHBe- Her Tpe6oBaHus
HOBEHWEM, PACMOPSXKEHNEM MAN | CTULMOHHOM NAaTdopMbl GakTa K GU3HEC-AAHHbIM
nepegayen yTMAuTapHbIx Lug- BO3HMKHOBEHWS, PACMOPSKEHNS | MHUMAEHTA 3ALLMUTDI
poBbIx npaB B pe3ynbrate HCA VAW Nepenayn yTMANTapHbix und- | nidopmaumm
K MHGOPMALMOHHON MHPPACTPYK- | poBbIX NMpaB B pe3ynbrate HC/,
Type onepaTtopa MHBECTULMOHHON | K MHPOPMALMOHHOK MHPPACTPYK-
nnatdopmbl Type 0nepaTtopa MHBECTULIMOHHOM
nnatGopmbl
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesblleHns -
OIP_1] BbILLIEHWEeM AONyCTUMON f0NN [0NyCTUMOI 0N AerpaaaLmm
Aerpaaaummn TeXHONMOrMYeckoro | TeXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTAHOBIEHHON GUHAHCOBOIA
bnHaHCOBOW OpraHusaumeit — OpraHu3aumeil — onepaTopom
0nepaTopoM MHBECTULIMOHHO MHBECTULIMOHHOI NNatdopmbl
nnarGopmbl
[DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
OIP_2] BblLLEHWeM A0NyCTUMON fONu [0NyCTUMON AONU AerpaaaLmm
AerpagaLmmn TeXHONOrMYEeCcKoro | TeXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHO YCTAHOBNIEHHON GUHAHCOBO
dWHAHCOBOM opraHusauneit — OpraHu3aumeit — onepaTopom
0nepaTopoMm MHBECTULIMOHHO MHBECTULIMOHHOI NNaTdopMbl,
nnathpopmbl, a TaKXe AONyCTU- a TaKXe JoNyCTUMOro BPEMEHU
MOro BpeMeHu NpocTos u (1iu) npocTos v (W) aerpanalum
AerpagaLmn TeXHONOrMYEeCcKoro | TeXHONOrMYecKoro npouecca,
npoueccd, yCTaHOBNEHHOTO YCTAHOBNIEHHOTO GUHAHCOBOW
bWHAHCOBOW opraHusauneit — OpraHu3aumeit — onepaTopom
0nepaTopoMm MHBECTULIMOHHO MHBECTULIMOHHOI NNaTdopmbl,
nnatGopMbl, He NPEBbILAOWEro | He MpeBbiwatoLero 24 yacos
24 yacos
[investmentByDFA] TexHonornyeckuii [FM] [FM_OIP_3] | MHumMAeHT, CBA3CGHHbI € 3akntoye- | MonyyeHne yBenomeHums Her Tpe6oBaHus
npouecc, obec- HWeM [LOroBOPA UHBECTMPOBAHNS | OT MHBECTOPA UMW COMOCTONATENb- | K GU3HEC-AAHHBIM
neynBaroLLmii HO OCHOBAHWW 305IBKWN MHBECTOPA, | HOE BbISIBEHME ONEpPaTOPOM VHUNAEHTA 3aLWNTbI
VHBECTUPOBAHNE chopMupoBaHHOI 6e3 ero co- MHBECTULIMOHHOI NAATGOpMBbI nHbopmaumun
C NCMNONb30BAHMEM rNACKUS, B TOM YUCNE HO OCHOBA- | GOAKTA 30K/TI04EHUS Or0BOPa
MHBECTULIMOHHOM HUWN MOANDULNPOBAHHOM 30SIBKM | NHBECTUPOBAHWS HO OCHOBAHWM

nnathpopmbl nyTem
npuobpeteHus und-
POBbIX GUHAHCOBbIX
OKTUBOB

nHBECTOPa

305BKN MHBECTOPA, CHOPMUPO-
BUHHO# 6€3 ero cornacus, B ToM
uncne Ha OCHOBAHMM MOANPULIN-
POBAHHO 309BKM UHBECTOPA
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepBoro | LM BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[FM_OIP_4] | MHumMpeHT, CBA3CGHHDI € 3aktoye- | MonyyeHne yBenomaeHus Her Tpe6oBaHus
HWeM [LOroBOPA WHBECTMPOBAHNSA | OT MHBECTOPA UMW COMOCTOSTENb- | K GU3HEC-AAHHBIM
6e3 cornacms NHBeCTopad B pe- HOE BbISIBNIEHWE ONepaTopom VHUMAEHTA 3aLWNTbI
3ynbrate HC K MHGOpMALMOH- VHBECTULMOHHON N1aTGOPMbI nHdopmaumn
HOM MHOPACTPYKTYpe onepatopa | GaKTa 3aKIYEHUs LOroBopa
MHBECTULMOHHOM NNATGOPMbI MHBECTUPOBAHUS 6€3 cornacus
uHBecTOpa B pe3ynbrate HCA
K MHGOPMALMOHHOW MHPPACTPYK-
TYpe onepaTopa MHBECTULNOHHOM
nnatGopmbl
[FM_OIP_5] | MHumMAeHT, cBA3CGHHDI € 3akntoye- | MonyyeHne yBenomaeHus Her Tpe6oBaHus
HWeM [LOroBOpPa MHBECTUPOBAHWS | OT ULA, MPUBAEKAIOLLEr0 K BM3HEC-AAHHbBIM
6e3 cornacus nuua, NPUBNEKAD- | MHBECTULMM, NN COMOCTOSITENb- | MHUMAEHTA 3ALLMUTbI
LLLero NHBECTULMK, B Pe3yNbTaTe | HOe BbISIBEHWE ONepaTopoM nHopmaummn
HCA k nHdopMaunoHHO! MHOPA- | NHBECTULMOHHO NAATHOPMbI
CTPYKType OnepaTopa MHBECTULM- | GaKTA 3aKIK0YEHNS LOrOBOPA
OHHOW NNaTGopmbl MHBECTUPOBAHNS 6e3 corna-
CUS ULQ, NPUBNEKAIOLLEro
MHBECTULMK, B pe3ynbrate HCA
K MIHOOPMALIMOHHOI UHOPACTPYK-
Type onepaTopa MHBECTULNOHHOM
nnatpopmbl
[FM_OIP_7] | MHUMAeHT, CBA3AHHBIA C BO3HWK- | BbiiBNeHWe onepatopom MHBe- Het Tpe6oBaHus
HOBEHUEM, PACTOPSHKEHNEM UU | CTULMOHHOI NaaTdopmbl GakTa K GU3HEC-AAHHbIM
nepegayei LMPPOBbIX UHAHCO- | BO3HUKHOBEHMS, PACMOPSHKEHNS | MHLIMAEHTA 3ALUMUTHI
BbIX OKTUBOB B pe3ynbrate HCA UAn nepesaun LMdpoBbIX GUHAH- | tHGopMauum
K MHGOPMALIMOHHON MHPPACTPYK- | COBbIX AKTUBOB B pe3ynbrate HCA
Type 0nepaTopa MHBECTULNOHHON | K MHPOPMALIMOHHOR MHPPACTPYK-
nnatpopmbl Type onepaTopa MHBECTULNOHHOM
nnarpopmbl
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesblleHns -
OIP_1] BbILLEHWEeM AONyCTUMON f0NN [0NyCTUMON 40N AerpaaaLmm

AerpaaaLmmn TeXHoNorn4ecKoro
npowecca, yCTaHOB/IEHHOW
(dMHAHCOBOM opraHusauneit —
0nepaTopom UHBECTULIMOHHON
nnatGopmbl

TEXHONOrMYeckoro npovecca,
YCTAHOBNIEHHON GUHAHCOBO

OpraHu3auneil — onepaTopom
MHBECTULMOHHOM NNaTGOpPMbI
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepBoro | LM BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHunaeHT, CBA3aHHbIN C npe- BbisiBneHune Gpakta npeBbilweHns -
OIP_2] BbILLEHWEeM AONyCTUMON fOM [0NyCTUMOi A0/ AerpaaaLmm
[erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW GUHAHCOBOA
dnHaHCOBOW OpraHusaumeit — OpraHu3aumeil — onepaTopom
0nepaTopoM UHBECTULIMOHHOM VHBECTULMOHHON N1aTGOPMBbI,
nnathpopmbl, a TAKXKE AONYCTU- a TAKXe JONyCTUMOrO BPEMEHU
MOro BpeMeHu NpocTos U (1iu) npocTos v (W) aerpanalmum
[erpaaaumn TeXHONMOrMYECKOro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOTO YCTAHOB/IEHHOTO GUHAHCOBOW
bnHaHCOBOW OpraHusaumeit — OpraHu3aumeil — onepaTopom
0nepaTopom UHBECTULIMOHHOM VHBECTULMOHHON N1aTGOPMBbI,
nnatGopMbl, He NPEBbIAOWEro | He NpeBbiatoLero 24 yacos
24 yacos
[OFP] OcyLiecTBneHne aesaTenbHOCTY onepaTopa [enableMake- TexHonornyeckuii [FM] [FM_OFP_1] | MHUMAeHT, CBA3AHHBIi C nepe- lMonyyeHue yBefomnenus ot no- | Het pe6oBanns
dnHaHCoBOM NnaTdopMmbl Transaction] npouecc, obecneun- BOLIOM OKTUBOB notpebutens Tpebutens GUHAHCOBbIX yCayr K GU3HEC-AAHHbIM
BOIOLLMIA BO3MOX- GMHAHCOBbIX yCnyr co cneuy- WM CAOMOCTOSTENbHOE BbIsiBNE- VHUMAEHTA 3aLWNTbI
HOCTb COBEPLLEHMS QNIbHOIO CYETA HA OCHOBAHMUM Hue onepaTopom GpUHAHCOBOM nHdopmamn
YYACTHUKAMY GUHAH- TpeboBaHNs NoTpebutens GuHaH- | niatpopmbl GakTa nepeBoad
COBO#A NNATGOPMBI COBBbIX yCNyr, COOPMUPOBAHHOTO | AKTUBOB NOTPebUTeNs GUHAH-
GUHAHCOBbIX CAENOK 6e3 ero cornacus, B TOM Yucne COBbIX YCNYT CO CNEeLnNanbHoro
C NCMNONb30BAHMEM HO OCHOBAHWUWM MOANULMPOBAH- | CHETA HA OCHOBAHUM TPEOOBAHMS
duHaHcoBOM Nnat- Horo Tpe6oBaHMS noTpedbutens notpebutenss UHAHCOBbIX YCAYT,
dopmbl GMHAHCOBbIX yCnyr chopmmpoBaHHoro 6e3 ero corna-
CMsl, B TOM YUCNE HO OCHOBAHNN
MOANOUUMPOBAHHOrO TPe6oBa-
HUs noTpebuTenst GUHAHCOBBIX
yenyr
[FM_ VHUMAEHT, CBA3AHHDII € nepe- MonyyeHune yBenomneHus Het Tpe6oBaHus
OFP_2] BOLOM OKTUBOB notpebutens 0T NoTpebuTens GUHAHCOBbIX K GU3HEeC-AAHHbIM

GUHAHCOBBIX YCAYT CO Cneun-
anbHoro cyeta B pesynsrate HCA
K MHGOPMALIMOHHON UHPPACTPYK-
Type oneparopa GpuHAHCOBOM
nnatGopmbl

YCAYr Wi camocTosTenbHoe
BbISIBNIEHNE ONEPATOPOM
duHaHcoBo Nnatdopmbl GakTa
nepeBoad aKTUBOB NoTpebuTens
GUHAHCOBbIX YCAYT CO Cneun-
anbHoro cyeta B pesynsrate HCA
K MIHOOPMALIMOHHOI MHOPACTPYK-
Type oneparopa ¢pMHAHCOBO
nnatpopmbl

VHUMAEGHTA 30LUMTBI
nHbopmaumun
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepBoro | LM BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[FM_ MHUMAEHT, CBA3AHHbIN C CO- lMonyyeHue yBefomnenns ot no- | Het pe6oBanns
OFP_3] BepLIeHneM GUHAHCOBbIX CENOK | Tpebutens GUHaHCOBbIX yCayr K GU3HEC-AAHHbBIM
HO OCHOBAHWUW 305IBKW NOTPebUTe- | NN CAMOCTOSATENbHOE BbiSIB/E- VHUMAEHTA 3aLWNTbI
N5t GUHAHCOBBIX ycnyr, cdopMUpo- | HUe onepaTtopom GUHAHCOBOM nHdopmaumn
BOHHOM 6€3 ero cornacus, B ToM | nnatdopmbl GAKTA CoBepLUEHUS
4ucne Ha OCHOBAHMM MOAMGULM- | PUHAHCOBBIX CAENOK HA OCHO-
POBUHHOW 3a1BKM NOTPE6GUTENS BAHWUW 305BKW noTpebutens
dbnHaHCOBbIX yCnyr duHaHcoBbIX yenyr, cdopmmpo-
BOHHO# 6€3 ero cornacus, B ToM
uucne Ha OCHOBAHUM MOANPULIN-
POBAHHOIA 3051BKN noTpebutens
dbuHaHCoBbIX yCenyr
[FM_ MHUMAEHT, CBA3AHHBII C CO- lMonyyeHue yBefomnenus ot no- | Het pe6oBanns
OFP_4] BepLUeHneM GUHAHCOBbIX CENOK | Tpebutens GUHaHCOBbIX yCayr K GU3HEC-AAHHbIM
B pe3ynbrate HCA k uHdopma- WK COMOCTOATENIbHOE BblsiB/IE- VHUMAEHTA 3ALWMTbI
LIMOHHOM MHPACTPYKTYpE one- HUe onepaTopom GpUHAHCOBOIA nHbopmaumun
partopa GuHaHCoBoi NAATGopmbl | NnaTdopmbl GAKTA COBEPLUEHUS
UM MHGPACTPYKTYPbI B3AMMOAEH- | GUHAHCOBbIX CAENOK B Pe3y/b-
cTBUS notpebutens duHancosblx | Tate HCA K uHGopmMaLMoHHOR
ycnyr u GuHaHcoBown naatGopmbl | MHGPACTPYKType oneparopa
duHaHCOBOM NNATGOPMbI MU WH-
GpacTpyKTypbl B3AMMOAENACTBUS
notpebutens UHAHCOBbIX YCyr
1 duHaHCOBO NNATGOPMBI
[DT_FS] [DT_FS_ VHUMAEHT, CBA3AHHDIA C NpeBbl- | BoisBneHne GakTa npeBbileHus -
OFP_1] LIEHNEeM JONyCTUMOIA A0NKM Jerpa- | AoNyCTUMON [OMM Aerpanaummn

AALMN TEXHONIOTNYECKOro npoLec-
Ca, YCTAHOBNEHHON GUHAHCOBOIA
OpraHu3auyeit — onepaTopom
duHaHCOBOI NnaTdopmbl

TEXHONOrMYeckoro npovecca,
YCTAHOBNEHHON GUHAHCOBO
OpraHusauueil — onepaTopom
dmHaHCOBOM NnaTdopmbl
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHUnAeHT, CBA3AHHbIN C NpeBbl- | BbigBneHne GakTa npeBbilleHns -
OFP_2] LIEHNEeM ONyCTUMOIA 40NN Jerpa- | AoNyCTUMON [OMM Aerpanaumumn
AALMY TEXHONOTMYECKOrO NPOLeC- | TEXHONOrMYecKoro npouecca,
Ca, YCTAHOBNEHHON GUHAHCOBON | YCTAHOBIEHHON GUHAHCOBOM
opraHusaumeit — onepatopom du- | opraHnaumnen — onepatopom epu-
HOHCOBOW NNATGOPMbI, O TAKXE HOHCOBOW NNATGOPMbI, O TAKXKE
[0MyCTUMOro BPEMEHN NPOCTON | AOMYCTUMOrO BPEMEHN NPOCTOs
1 (NK) perpagaumn TexHonornde- | v (Unun) Aerpaaauny TexHonoruye-
CKOrO npoLecca, yCTAHOBAEHHOTO | CKOrO NPOLeCCd, YCTAHOBNEHHOTO
dnHaHCOBOW OpraHusaumeit — dnHaHCOBOW OpraHnsaumei —
onepaTopom GUHAHCOBOM onepaTopom GpUHAHCOBOM
nNatTGpopMbl, He NPEBLILLAKOWEro | NAATGOPMbI, HE NPEBbILLALLEr0
2 4acoB /151 OPraHM3aumii, 06a- | 2 4YaCOB ANS OPraHU3ALMiA, 06s-
30HHbIX COONIOAATD CTAHAAPTHBIA | 30HHBIX COOMOAATL CTAHAAPTHbINA
ypPOBeHb 3aWnTbI MHGOPMaALMK, | YPOBEHb 3ALLMTbI MHOPMALNK,
Ha nepuop 6onee 4 yacos ans Ha nepuoga 6onee 4 4acos ans
VIHbIX OPraHU3aLMI VHbIX OPraHn3aLmin
[OIDFA] OnepaTopbl MHGOPMALIMOHHBIX CUCTEM, [accessToPlatform] TexHonornyeckuii [DT_FS] [DT_FS_ VHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
B KOTOPbIX OCYLLECTBASIETCS BbINYCK LNPPOBBIX npouecc, obecne- OIDFA_1] BbILLEHNEeM AONyCTUMON f0NN [0NyCTUMOI 0N AerpaaaLmm

dnHaHCOBbIX akTMBOB (LIDA)

YMBAIOLLWIA JOCTYN

K MIHGOPMALIMOHHO
cucTeMe, B TOM yncie
BefieHne peectpa
nonb3osarenen
MHOOPMALMOHHO
cucTeMbl

AerpaaaLmmy TeXHoNorn4ecKoro
npowecca, yCTaHOB/IEHHOW
(dWHAHCOBOM opraHusauneit —
0nepaTopom MHGOPMALMOHHOIA
CUCTEMbI, B KOTOPOW OCyLLeCT-
BNSIETCS BbINYCK LMGPOBbIX
(GWHAHCOBBIX OKTMBOB

TEXHOMOrMYeckoro npovecca,
YCTAHOBIEHHON GUHAHCOBOA
OpraHu3auyneil — onepaTopom
MHOOPMALMOHHO CUCTEMBI, B KO-
TOPOW OCYLLECTBASIETCS BbIMYCK
LUMOPOBbLIX GUHAHCOBbIX AKTUBOB
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHUnAeHT, CBA3AHHbIN C NpeBbl- | BbigBneHne GakTa npeBbilleHns -
OIDFA_2] LIEHNEeM ONyCTUMOIA AONKM Jerpa- | AONYCTUMON [OMM Aerpasaummn
AALMY TEXHONOTMYECKOrO NPOLeC- | TEXHONOrMYecKoro npouecca,
Ca, YCTAHOBNEHHON GUHAHCOBON | YCTAHOBEHHON GUHAHCOBOM
OpraHn3auueil — onepatopom OpraHn3auueil — onepaTtopom
MHGOPMALMOHHON CUCTEMDI, B KO- | NHPOPMALMOHHOW CUCTEMBI, B KO-
TOPOIi OCYLLECTBASETCS BbIMYCK TOPOIA OCYLLECTBASETCS BbINYCK
uMdpOoBbIX GUHAHCOBBIX OKTUBOB, | LUPPOBLIX GUHAHCOBLIX OKTUBOB,
a TAKXe [oNyCTUMOro BPEMEHU a TAKXe JOoNyCTUMOro BPEMEHU
npocTost v (Mnu) Aerpagaumnu npocTos v (W) aerpanalmum
TEXHOMOrMYEeCKoro npoteccd, TEXHOMOrMYEeCKOro npotecca,
YCTAHOBMIEHHOIO GUHAHCOBO YCTAHOB/IEHHOTO GUHAHCOBOW
OpraHn3auueil — onepatopom OpraHn3auueil — onepaTtopom
MHGOPMALMOHHON CUCTEMDI, B KO- | NHPOPMALMOHHOW CUCTEMBI, B KO-
TOPOIi OCYLLECTBASAETCS BbINYCK TOPOIA OCYLLECTBASETCS BbINYCK
uMdpoBbIX GUHAHCOBBIX OKTUBOB, | LUPPOBLIX GUHAHCOBLIX OKTUBOB,
He npeBblWatoLero 6 4acos He npesblLLatoLLero 6 4acos
AN9 OPraHU3aLMii, 00S3aHHbIX AN OPraHU3aLmii, 00S3aHHbIX
€o6MI0AAaTb CTAHAAPTHBIA YPOBEHD | COOMOAATL CTAHAAPTHBIA YPOBEHD
3aWwmTbl HGopmauuu, 12 yacos 3aLWmTbl MHGOpMaumm, 12 yacos
AN MHBIX OPraHn3aLmii ONS UHBIX OPraHn3aLnii
[issueDFA] TexHonornyeckuii [FM] [FM_ VHUMAEHT, CBA3AHHDIN C Bbl- lMonyyeHue yBenomneHus Her Tpe6oBaHus
npouecc, obec- OIDFA_1] nyckom LI®A Ha ocHoBaHNK 0T mua, Boinyckatowwero LIMA, K 6U3HEC-A0HHbIM
neynBaroLLmii 3anpoca o Bbinycke LIDA, WM CAOMOCTOSTENbHOE Bbl- VHUMAEHTA 3aLWnTbI

BbINYCK LNPOBbIX
(GMHAHCOBBIX OKTUBOB
B MIHOOPMALMOHHOIA
cucteme

chopmupoBaHHoro 6e3 cornacus

nnua, Boinyckatouwtero LIDA, B Tom
yncne Ha OCHOBAHMM MOANGULIL-

POBUHHOrO 3anpoca

SIBNIEHUE 0NepaTopom UHGop-
MUOLMOHHON CUCTEMbI, B KOTOPOW
OCYLLECTBNSETCA BbINYCK
LUMOPOBbIX GUHAHCOBbIX OKTUBOB,
dakra Bbinycka LIOA Ha ocHo-
BOHMM 3anpoca o Bbinycke LIDA,
chopmupoBaHHoro 6e3 cornacus
nvua, Beinyckatowtero LIOA, B Tom
uncne Ha OCHOBAHUM MOANPULIN-
POBAHHOTO 3anpoca

nHbopmaumu

cLl
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[FM_ MHUnAOEHT, CBA3AHHDBIN C Bbl- BbisiBneHune oneparopom uHdop- | Het pe6oBanns
OIDFA_2] nyckom LI®A B pesynsrate HCA MOUMOHHOM CUCTEMBI, B KOTOPOA | K BU3HEC-AAHHbIM
K MHOPACTPYKTYpe onepartopa OCYLLECTBNSETCA BbINYCK LMPPO- | MHUMAEHTA 3ALLMUTDI
MHOOPMALMOHHON CUCTEMDI, B KO- | BbIX GUHAHCOBbIX OKTMBOB, OKTA | MHGOpPMaLMK
TOPOM OCYLLECTBASETCS BbIMYCK Bbinycka LIOA B pesynstate HCJ
uMdpoBbIX GUHAHCOBBIX OKTUBOB | K MHOPACTPYKTYpe onepatopa
MHOOPMALMOHHOW CUCTEMDI
[FM_ VHUMAEHT, CBA3AHHDII C BbINy- BbisiBneHune oneparopom uHdop- | Het peboBanns
OIDFA_3] | ckom LI®A B pe3ynbrate akcnnya- | MAUMOHHOM CUCTEMBI, B KOTO- K 6U3HEC-A0HHbIM
TAUMN HEJOCTATKOB (YS3BUMOCTEN) | PO OCYLLECTBASETCS BbIMYCK VHUMAEHTA 3aLWNTbI
anropuTMa (anroputmoB), obec- | uMPpoBbIX GUHAHCOBBIX OKTUBOB | MUHOPMALMK
MeyYnBaloLLEro TOXAECTBEHHOCTb | dakTa Bbinycka LIOA B pesynb-
NHOpPMaLMK, COAEPXKALLENCS TATE 3KCNAYATALMM HEAOCTATKOB
BO BCex 6a3ax AHHbIX, COCTABAS- | (Y13BUMOCTEIA) anroputMa (-oB),
IOLLMX pacnpefeneHHblidi peectp | o6ecneynBaroLLero (-ux) Toxae-
(anropuTMbl KOHCEHCyCa) CTBEHHOCTb MHdOPMALMK, copep-
Xalencs Bo Bcex 6a3ax ACHHbIX,
COCTABNAIOLNX PACMPEAENEHHDbI
peecTp (anropuTMbl KOHCEHCyca)
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne $akta npesblleHns -
OIDFA_1] BblLLEHWeM AOoNyCTUMON fONU [0NyCTUMON AOMU AerpaaaLmm

AerpagaLmmy TeXHoN0rM4ecKoro
npowecca, yCTaHOB/IEHHO
dWHAHCOBOW opraHusauneit —
0nepaTopom MHGOPMALMOHHOIA
CUCTEMbI, B KOTOPOI OCyLLeCT-
BNSIETCS BbINYCK LMGPOBbIX
(GWHAHCOBBIX OKTMBOB

TEXHONOrMYeCcKoro npovecca,
YCTAHOBNEHHON GUHAHCOBO
OpraHusauueil — onepaTopom
MHOOPMULMOHHO CUCTEMDI, B KO-
TOPOW OCYLLECTBASIETCS BbIMYCK
LUMOPOBbIX GUHAHCOBbIX AKTUBOB
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHUnAeHT, CBA3AHHbIN C NpeBbl- | BbigBneHne GakTa npeBbilleHns -
OIDFA_3] LIEHNEeM ONyCTUMOIA AONKM Jerpa- | AONYCTUMON [OMM Aerpasaummn
AALMY TEXHONOTMYECKOrO NPOLeC- | TEXHONOrMYecKoro npouecca,
Ca, YCTAHOBNEHHON GUHAHCOBON | YCTAHOBEHHON GUHAHCOBOM
OpraHn3auueil — onepatopom OpraHn3auueil — onepaTtopom
MHGOPMALMOHHON CUCTEMDI, B KO- | NHPOPMALMOHHOW CUCTEMBI, B KO-
TOPOIi OCYLLECTBASETCS BbIMYCK TOPOIA OCYLLECTBASETCS BbINYCK
uMdpOoBbIX GUHAHCOBBIX OKTUBOB, | LUPPOBLIX GUHAHCOBLIX OKTUBOB,
a TAKXe [oNyCTUMOro BPEMEHU a TAKXe JOoNyCTUMOro BPEMEHU
npocTost v (Mnu) Aerpagaumnu npocTos v (W) aerpanalmum
TEXHOMOrMYEeCKoro npoteccd, TEXHOMOrMYEeCKOro npotecca,
YCTAHOBMIEHHOIO GUHAHCOBO YCTAHOB/IEHHOTO GUHAHCOBOW
OpraHn3auueil — onepatopom OpraHn3auueil — onepaTtopom
MHGOPMALMOHHON CUCTEMDI, B KO- | NHPOPMALMOHHOW CUCTEMBI, B KO-
TOPOIi OCYLLECTBASAETCS BbINYCK TOPOIA OCYLLECTBASETCS BbINYCK
uMdpoBbIX GUHAHCOBBIX OKTUBOB, | LUPPOBLIX GUHAHCOBLIX OKTUBOB,
He npeBblLatoLLero 24 4yacos He npesbllatoLlero 24 yacos
[circulationDFA] TexHonornyeckuii [FM] [FM_ MHUMAEHT, CBA3AHHBIi € 06- lMonyyeHue yBefomnenus ot Bna- | Het pe6oBanns
npouecc, obecneun- OIDFA_4] pawennem LIOA Ha ocHoBaHNUK nenbua LLOA nnmn camoctoatenb- | K GU3HeC-4AaHHbIM
BALOLLMiA 06pa- 3anpoca 06 obpawennu DA, HO€ BbISIB/IEHNE ONEPATOpOM WHUMAEHTA 3ALLMUTbI
LeHne LMdpoBbIx chopmupoBaHHOro 6e3 cornacus | NHGOPMALMOHHOM CUCTEMDI, nHbopmaumun
(GMHAHCOBBIX OKTUBOB Bnagenbua UOA, B Tom uucne B KOTOPOIi OCyLLecTBAsieTCs
B MIHOOPMALMOHHOIA HO OCHOBAHMM MOAMGULIMPOBAH- | BbIMYCK LUPPOBbIX PUHAHCOBbIX
cucteme, B TOM unucne HOro 3anpoca akTBoB, dakta obpauwienns LA
noraweHve sanucei HO OCHOBAHMM 3anpoca 06 o6pa-
0 UNdpPOBbIX GUHAH- weHnn LLOA, chopMmnpoBaHHOTO
COBbIX OKTUBOX 6e3 cornacusa Bnagenbua LOA,
B TOM YnC/Ie HO OCHOBOHUM MOAN-
dmumpoBaHHOro 3anpoca
[FM_ MHUMAEHT, CBA3AHHBI ¢ 06pa- BbisiBneHune oneparopom uHdop- | Het pe6oBanns
OIDFA_5] | weHuem LIOA B pesynbtate HCL | MAUMOHHOM CUCTEMDI, B KOTOPOA | K BU3HEC-AAHHbIM

K MHGPACTPYKType onepatopa
NHGOPMALMOHHOI CUCTEMBI, B KO-
TOPOW OCYLLECTBASETCS BbIMyCK
UMPPOBbIX PUHAHCOBbIX AKTUBOB

OCYLLECTBASIETCS BbINYCK LUMGPO-
BbIX GUHAHCOBbIX OKTUBOB, HAKTA
o6palleHus LIOA B pesynbrate
HCA k nHdpactpyktype onepato-
Pa MHGOPMALIMOHHON CUCTEMDI

VHUMAEGHTA 30LUMTBI
nHbopmaumun
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepBoro | LM BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[FM_ MHUMAEeHT, cBA3aHHDIA ¢ obpale- | BoisBneHne onepatopom uHdop- | Het Tpe6oBaHus
OIDFA_6] | Hnem LIOA B pe3ynbrate akcniya- | MALMOHHOM CUCTEMBI, B KOTO- K GU3HEC-AaHHbIM
TALMN HEJOCTATKOB (YS3BUMOCTEN) | PO OCYLLECTBASETCS BbIMYCK VHUMAEHTA 3aLWNTbI
anroputma (-o), obecneunsa- LUMOPOBbIX GUHAHCOBLIX AKTUBOB | NHGOPMALMK
IOLLEro (-1X) TOXAECTBEHHOCTb dakra ob6paleHus LIOA B pesynb-
NHOPMaLMK, COAEPXALLENCS TATE 3KCMAYATALMM HEAOCTATKOB
BO BCex 6a3ax AHHbIX, COCTABAS- | (ys13BUMOCTEIA) anroputMa (-oB),
IOLLMX pacnpefeneHHblii peectp | 06ecneynBaroLLero (-ux) Toxae-
(anropuTMbl KOHCEHCyCa) CTBEHHOCTb MHdOPMaLMK, copep-
Xalencs Bo Bcex 630X ACHHbIX,
COCTABNAOLNX PACMPEAENEHHbI
peecTp (anropuTMbl KOHCEHCyca)
[DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesbllleHns -
OIDFA_1] BblLLEHWEeM AONyCTUMON f0NN [0NyCTUMOI 0N AerpaaaLmm

AerpagaLmmy TeXHoNorn4ecKoro
npowecca, yCTaHOB/IEHHOW
dWHAHCOBOM opraHusauneit —
0nepaTopom MHGOPMALMOHHOIA
CUCTEMbI, B KOTOPOW OCyLLeCT-
BNSIETCS BbINYCK LMGPOBbIX
(GWHAHCOBBIX OKTMBOB

TEXHOMOrMYeCcKoro npovecca,
YCTAHOBIEHHON GUHAHCOBOIA
OpraHu3auyneil — onepaTopom
MHOOPMALMOHHOI CUCTEMBI, B KO-
TOPOW OCYLLECTBASIETCS BbIMYCK
LUMOPOBbIX GUHAHCOBbIX AKTUBOB
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHUnAeHT, CBA3AHHbIN C NpeBbl- | BbigBneHne GakTa npeBbilleHns -
OIDFA_2] LIEHNEeM ONyCTUMOIA AONKM Jerpa- | AONYCTUMON [OMM Aerpasaummn
AALMY TEXHONOTMYECKOrO NPOLeC- | TEXHONOrMYecKoro npouecca,
Ca, YCTAHOBNEHHON GUHAHCOBON | YCTAHOBEHHON GUHAHCOBOM
OpraHn3auueil — onepatopom OpraHn3auueil — onepaTtopom
MHGOPMALMOHHON CUCTEMDI, B KO- | NHPOPMALMOHHOW CUCTEMBI, B KO-
TOPOIi OCYLLECTBASETCS BbIMYCK TOPOIA OCYLLECTBASETCS BbINYCK
uMdpOoBbIX GUHAHCOBBIX OKTUBOB, | LUPPOBLIX GUHAHCOBLIX OKTUBOB,
a TAKXe [oNyCTUMOro BPEMEHU a TAKXe JOoNyCTUMOro BPEMEHU
npocTost v (Mnu) Aerpagaumnu npocTos v (W) aerpanalmum
TEXHOMOrMYEeCKoro npoteccd, TEXHOMOrMYEeCKOro npotecca,
YCTAHOBMIEHHOIO GUHAHCOBO YCTAHOB/IEHHOTO GUHAHCOBOW
OpraHn3auueil — onepatopom OpraHn3auueil — onepaTtopom
MHGOPMALMOHHON CUCTEMDI, B KO- | NHPOPMALMOHHOW CUCTEMBI, B KO-
TOPOIi OCYLLECTBASAETCS BbINYCK TOPOIA OCYLLECTBASETCS BbINYCK
uMdpoBbIX GUHAHCOBBIX OKTUBOB, | LUPPOBLIX GUHAHCOBLIX OKTUBOB,
He npeBblWatoLero 6 4acos He npesblLLatoLLero 6 4acos
AN9 OPraHU3aLMii, 00S3aHHbIX AN OPraHU3aLmii, 00S3aHHbIX
€o6MI0AAaTb CTAHAAPTHBIA YPOBEHD | COOMOAATL CTAHAAPTHBIA YPOBEHD
3aWwmTbl HGopmauuu, 12 yacos 3aLWmTbl MHGOpMaumm, 12 yacos
AN MHBIX OPraHn3aLmii ONS UHBIX OPraHn3aLnii
[accountingDFA] TexHonornyeckuii [FM] [FM_ VHUMAEHT, CBA3AHHDII C BHECEHU- | BbisBneHne onepatopom uHdop- | Het Tpe6oBaHus
npouecc, obecneun- OIDFA_7] | em 3anuceit B peectp onepatopa | MauyoHHbIX CUCTEM, B KOTOPbIX K GU3HEC-AAHHbIM

BAIOLLMIA BHECEHNE
3anucen onepaTopom
MHOOPMALMOHHO
CUCTEMbI B COOTBET-
CTBUM C 4ACTbIO 2 CTC-
o1 6 ®eaepanbHOro
3aKoHa oT 31 utons
2020 roga

N° 259-®3 «O umno-
POBbIX GUHAHCOBbIX
AKTUBAX, LMdpPOBOIA
BA/IKOTE U O BHECEHMM
WN3MEHEHMWIi B OTAENb-
Hble 30KOHOAATENb-
Hble aKTbl Poccuii-
ckoih ®epepaunn»

NHOOPMALMOHHbIX CUCTEM, B KO-
TOPbIX OCYLLECTBASIETCS BbINYCK
UMPPOBbIX PUHAHCOBbLIX AKTUBOB,
B pe3ynbrate HCA K MHpacTpyk-
Type oneparopa

OCYLLEeCTBNSETCS BbINYCK LMPPO-
BbIX GUHAHCOBbIX OKTUBOB, GAKTA
BHECEHWS 3aM1cei B peectp
onepaTopa MHGOPMALIMOHHbIX
CUCTEM, B KOTOPbIX OCYLLECTBASET-
€81 BbINYCK LMGPOBbIX GUHAHCO-
BbIX OKTUBOB, B pe3ynsrate HCJ

K MHPacCTpyKType onepatopa

VHUMAEHTA 30LUMTBI
nHbopmaumu
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA cKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS] [DT_FS_ VHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
OIDFA_1] BblLIEHWEM LONYCTUMOI [0 [ONYyCTUMOV AoV Aerpaganm
[erpaaaummn TeXHONMOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTQHOB/IEHHOW GUHAHCOBOA
dnHaHCOBOW OpraHusaumeit — OpraHu3aumeil — onepaTopom
onepaTopom MHGOPMALMOHHON MHOOPMALMOHHOW CUCTEMDI, B KO-
CUCTEMBI, B KOTOPOIA OCYLLECT- TOPOIA OCYLLECTBASETCS BbINYCK
B/IAETCS BbIMYCK LMPOBbIX LUMdPOBbIX GUHAHCOBbIX OKTUBOB
GUHAHCOBbIX OKTMBOB
[DT_FS_ VHUMAEHT, CBA3AHHDIA C NpeBbl- | BoisBneHne GpakTa npeBbileHus -
OIDFA_4] LIEHNEeM [JONyCTUMOiA A0NKM Jerpa- | AoNyCTUMON Lo Aerpasaummn

AALMY TEXHONOTMYECKOr0 NpoLec-
€a, YCTAHOBNEHHON GUHAHCOBOM
OpraHu3auueil — onepatopom
MHOOPMALMOHHON CUCTEMDI, B KO-
TOPOIi OCYLLECTBASETCS BbINYCK
UMPPOBbIX PUHAHCOBbLIX AKTUBOB,
a TAKXe [oNyCTUMOro BPEMEHU
npocTost v (Mnu) Aerpagaumnu
TEXHOMOrMYEeCKoro npotecca,
YCTAHOBNIEHHOrO GUHAHCOBO
OpraHu3auueit — onepatopom
MHOOPMALMOHHON CUCTEMDI, B KO-
TOPOIi OCYLLECTBASETCS BbINYCK
UMPPOBbIX PUHAHCOBbLIX AKTUBOB,
He NPeBbILAIOLLEro 2 YacoB

ANS OPraHU3aLmii, 00S30HHbBIX
€o610AaTh CTAHAAPTHBIA YPOBEHD
3aWwmTbl HGopmauuu, 4 yacos
AN MHBIX OPraHn3aLmii

TEXHOMOrMYEeCKoro npoecca,
YCTOHOB/IEHHOW GUHAHCOBOA
OpraHn3auueil — onepatopom
MHPOPMALIMOHHOI CUCTEMBI, B KO-
TOPOIA OCYLLECTBASETCS BbINYCK
LUMOPOBbIX GUHAHCOBbIX AKTUBOB,
a TaKXe JoNyCTUMOrO BPEMEHU
npocTos v (W) aerpanalum
TEXHOMOrMYEeCKoro npoecca,
YCTOHOB/IEHHOTO GUHAHCOBOW
OpraHn3auueil — onepatopom
MHPOPMALIMOHHOI CUCTEMBI, B KO-
TOPOIA OCYLLECTBASETCS BbINYCK
LUMdPOBbIX GUHAHCOBbIX OKTUBOB,
He NPeBbILLAOLLErD 2 YaCOB

AN OPraHU3aLmii, 003aHHbBIX
€o6/10AaTh CTAHAAPTHBIA YPOBEHD
3aLWmMTbl MHGopMaumu, 4 yacos
ANS MHBIX OPraHn3aLnii
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa uHum- HaumeHoBAHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA CKoro npouecca TEXHONIOrMYECKOr0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLyu-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fnesATenb- | REATENbHOCTH
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoW
BO#A Oopra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[accounting- TexHonornyeckuii [FM] [FM_ VIHUMAEHT, CBA3AHHDII C BHECe- BbisiBneHune oneparopom uHdop- | Het pe6oBanns
OfHoldersDFA] npouecc, obecneun- OIDFA_8] | HMeMm y4yeTHbIX 3anuceil B peectp | MAUMOHHbBIX CUCTEM, B KOTOPbIX K GU3HEC-AAHHbBIM
BOIOLLMIA BHECEHNE BNAAENbLEB aKLMiA Heny6- OCYLLECTBNSETCA BbINYCK LMPPO- | MHUMAEHTA 3ALLMUTDI
YYETHbIX 3anucei JINYHbBIX OKLNOHEPHDBIX O6LLECTB, | BbIX GUHAHCOBbLIX OKTUBOB, GAKTA | MHGOPMALIMM
B PEeCTp BnajenblLes BbIMYLLEHHbIX B BUAE LMPPOBLIX | BHECEHUS YHETHBIX 3anuncei B pe-
QKLWA HenyBANYHbIX (GMHAHCOBbLIX OKTMBOB, B Pe3yNb- | €CTp BNAAENbLEB AKLMiA Heny6-
QKLNOHEPHbIX tate HC/L k undpactpyktype JINYHbIX OKUMOHEPHBIX 06LLEeCTB,
06LLecTB, ocyLecT- onepaTopa MHGOPMALMOHHBIX CU- | BbIMYLLEHHDBIX B BUAE LMPPOBbIX
BNSIOLLNX BbIMYCK CTeM, B KOTOPbIX OCYLLECTBASETCS | GUHAHCOBbLIX AKTUBOB, B PE3y/b-
LUMdPOoBbIX GUHAH- BbINYCK LMdpoBbIx GuHaHcoBbIX | TaTe HCL K nHdpacTpyktype
COBbIX OKTMBOB, Y0- GKTMBOB oneparopa MHGOPMALMOHHBIX CU-
CTOBEPSIOLLMX NPABA CTeM, B KOTOPbIX OCYLLECTBASETCS
yyqacTus B kanutane BbINYCK LNdPOBbIX GUHAHCOBBIX
YKO3QHHBIX Heny6- QKTMBOB
JIMYHbIX OKLMOHEP-
HbIX 00LLECTB
[DT_FS] [DT_FS_ VHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesbllleHns -
OIDFA_1] BblLLEHWEeM A0NyCTUMON foNN [0NyCTUMOI 40N AerpaaaLmm

AerpagaLmmn TeXHoNorn4eckoro
npowecca, yCTaHOB/IEHHOW
dWHAHCOBOW opraHusauneit —
0nepaTopom MHGOPMALMOHHOIA
CUCTEMbI, B KOTOPOW OCyLLeCT-
BNSIETCS BbINYCK LMGPOBbIX
(GWHAHCOBBIX OKTMBOB

TEXHOMOrMYeCcKoro npovecca,
YCTAHOBIEHHON GUHAHCOBOA
OpraHusauyneil — onepaTopom
MHOOPMALMOHHO CUCTEMDI, B KO-
TOPOW OCYLLECTBASIETCS BbIMYCK
LUMOPOBbIX GUHAHCOBbIX AKTUBOB
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa uHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA CKoro npouecca TEXHONIOrMYECKOT0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fesATenb- | REATENbHOCTH
$puHaHCco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOW | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LMK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHUnAEeHT, CBA3AHHBIN C NpeBbl- | BoigBneHne GakTa npeBbilleHns -
OIDFA_3] LIEHUEM JONYyCTUMOIA AONKM Jerpa- | AoNyCTUMON Lo Aerpanaummn
AALMM TEXHONOTMYECKOTO NPOLEeC- | TEXHONOrMYecKoro npouecca,
€, YCTAHOBNEHHON GUHAHCOBON | YCTAHOBEHHON GUHAHCOBOM
OpraHusauueil — onepatopa Opraxn3auueil — onepatopa
MHGOPMALMOHHON CUCTEMDI, B KO- | NHPOPMALMOHHO| CUCTEMBI, B KO-
TOPOIi OCYLLECTBNSAETCS BbINYCK TOPOIA OCYLLECTBASETCS BbINYCK
uMdpoBbIX GUHAHCOBBIX OKTUBOB, | LUPPOBLIX PUHAHCOBLIX OKTUBOB,
a TAKXe [oNyCTUMOro BPEMEHU a TAKXe JOoNyCTUMOro BPEMEHU
npocTost v (Mnu) Aerpagaumnu npocTos v (W) aerpanalum
TEXHOMOrMYEeCKoro npotecca, TEXHOMOrMYEeCKoro npotecca,
YCTAHOBMIEHHOIO GUHAHCOBO YCTQHOB/IEHHOTO GUHAHCOBOWA
OpraHusauueil — onepatopa Opraxn3auueil — onepatopa
MHOOPMALMOHHON CUCTEMDI, B KO- | NHPOPMALMOHHO CUCTEMBI, B KO-
TOPOIi OCYLLECTBASETCS BbINYCK TOPOIA OCYLLECTBASETCS BbINYCK
uMdpOoBbIX GUHAHCOBBIX OKTUBOB, | LUPPOBLIX GUHAHCOBbLIX OKTUBOB,
He npeBblLwatoLLero 24 4yacos He npesbllatoLlero 24 yacos
[interaction- TexHonornyeckuii [DT_FS] [DT_FS_ VHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesblleHns -
WithOEDFA] npouecc, obecneun- OIDFA_1] BblLLEHWEeM AONYCTUMON f0NN [0NyCTUMOI A0 AerpaaaLmm

BAIOLLMIA B3AMMOAEN-
CTBWe C ONepaTopom
06MeHa UMdpoBbIX
(GMHAHCOBBIX OKTUBOB

AerpaaaLmmn TeXHoN0rn4ecKoro
npowecca, yCTaHOB/IEHHOW
dWHAHCOBOW opraHusauneit —
0nepaTopom MHGOPMALMOHHOIA
CUCTEMbI, B KOTOPOI OCyLLeCT-
BNISIETCS BbINYCK LMGPOBbIX
(GWHAHCOBBIX OKTMBOB

TEXHOMOrMYeCcKoro npovecca,
YCTAHOBIEHHON GUHAHCOBOA
OpraHu3auyneil — onepaTopom
MHOOPMALMOHHO CUCTEMBI, B KO-
TOPOW OCYLLECTBASIETCS BbIMYCK
LUMOPOBbIX GUHAHCOBbIX AKTUBOB
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa uHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA CKoro npouecca TEXHONIOrMYECKOT0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK
TENbHOCTH HuS) pes- fesATenb- | REATENbHOCTH
$puHaHCco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOW | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LMK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHUnAEeHT, CBA3AHHBIN C NpeBbl- | BoigBneHne GakTa npeBbilleHns -
OIDFA_2] LIEHUEM JONYyCTUMOIA AONKM Jerpa- | AoNyCTUMON Lo Aerpanaummn
AALMM TEXHONOTMYECKOTO NPOLEeC- | TEXHONOrMYecKoro npouecca,
€, YCTAHOBNEHHON GUHAHCOBON | YCTAHOBEHHON GUHAHCOBOM
OpraHu3auueil — onepatopom OpraHn3auueil — onepatopom
MHGOPMALMOHHON CUCTEMDI, B KO- | NHPOPMALMOHHO| CUCTEMBI, B KO-
TOPOIi OCYLLECTBNSAETCS BbINYCK TOPOIA OCYLLECTBASETCS BbINYCK
uMdpoBbIX GUHAHCOBBIX OKTUBOB, | LUPPOBLIX PUHAHCOBLIX OKTUBOB,
a TAKXe [oNyCTUMOro BPEMEHU a TAKXe JOoNyCTUMOro BPEMEHU
npocTost v (Mnu) Aerpagaumnu npocTos v (W) aerpanalum
TEXHOMOrMYEeCKoro npotecca, TEXHOMOrMYEeCKoro npotecca,
YCTAHOBMIEHHOIO GUHAHCOBO YCTQHOB/IEHHOTO GUHAHCOBOWA
OpraHu3auueil — onepatopom OpraHn3auueil — onepatopom
MHOOPMALMOHHON CUCTEMDI, B KO- | NHPOPMALMOHHO CUCTEMBI, B KO-
TOPOIi OCYLLECTBASETCS BbINYCK TOPOIA OCYLLECTBASETCS BbINYCK
uMdpOoBbIX GUHAHCOBBIX OKTUBOB, | LUPPOBLIX GUHAHCOBbLIX OKTUBOB,
He npeBblWatoLero 6 4acos He npesblLLatoLLero 6 4acos
AN9 OPraHU3aLmii, 00S3aHHbIX AN OPraHU3aLmii, 00S3aHHbBIX
€o6MI0AaTh CTAHAAPTHBIA YPOBEHD | COOMOAATL CTAHAAPTHBIA YPOBEHD
3aWwmTbl HGopmauuu, 12 yacos 30Tl MHGOpMaumm, 12 yacos
AN MHBIX OPraHn3aLmii ANS MHBIX OPraHn3aLmii
[monitoring- TexHonornyeckuii [DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesblleHns -
Oflmmutability] npouecc, obecneun- OIDFA_1] BbILLEHWEeM AONyCTUMON f0NN [0NyCTUMOI 0N AerpaaaLmm

BAIOLLMIA MOHUTOPUHT
TOXAECTBEHHOCTH
nHbopmaLmm, co-
[epXaLlencs Bo BCex
6030aX AGHHbIX,
COCTABNAOLMX PaC-
npeneneHHbIn peectp

AerpaaaLmmy TeXHoNorM4ecKoro
npowecca, yCTaHOB/IEHHOW
dWHAHCOBOW opraHusauneit —
0nepaTopom MHGOPMALMOHHOIA
CUCTEMbI, B KOTOPOI OCyLLeCT-
BNSIETCS BbINYCK LMOPOBbIX
(GWHAHCOBBIX OKTMBOB

TEXHOMOrMYeckoro npovecca,
YCTAHOBIEHHON GUHAHCOBOA
OpraHu3auyneil — onepaTopom
MHOOPMALMOHHOI CUCTEMBI, B KO-
TOPOW OCYLLECTBASIETCS BbIMYCK
LUMOPOBbIX GUHAHCOBbIX AKTUBOB
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa uHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA CKoro npouecca TEXHONIOrMYECKOT0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fesATenb- | REATENbHOCTH

$puHaHCco- TENbHOCTH HOCTH OK- $uHaHcoBoM

BO#A Opra- | GUHAHCOBOW | HAHCOBOM Ooprasusa-

HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro

nepsoro nepsoro LMK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHUnAEeHT, CBA3AHHBIN C NpeBbl- | BoigBneHne GakTa npeBbilleHns -
OIDFA_2] LIEHUEM JONYyCTUMOIA AONKM Jerpa- | AoNyCTUMON Lo Aerpanaummn

AALMM TEXHONOTMYECKOTO NPOLEeC- | TEXHONOrMYecKoro npouecca,
€, YCTAHOBNEHHON GUHAHCOBON | YCTAHOBEHHON GUHAHCOBOM
OpraHu3auueil — onepatopom OpraHn3auueil — onepatopom
MHGOPMALMOHHON CUCTEMDI, B KO- | NHPOPMALMOHHO| CUCTEMBI, B KO-
TOPOIi OCYLLECTBNSAETCS BbINYCK TOPOIA OCYLLECTBASETCS BbINYCK
uMdpoBbIX GUHAHCOBBIX OKTUBOB, | LUPPOBLIX PUHAHCOBLIX OKTUBOB,
a TAKXe [oNyCTUMOro BPEMEHU a TAKXe JOoNyCTUMOro BPEMEHU
npocTost v (Mnu) Aerpagaumnu npocTos v (W) aerpanalum
TEXHOMOrMYEeCKoro npotecca, TEXHOMOrMYEeCKoro npotecca,
YCTAHOBMIEHHOIO GUHAHCOBO YCTQHOB/IEHHOTO GUHAHCOBOWA
OpraHu3auueil — onepatopom OpraHn3auueil — onepatopom
MHOOPMALMOHHON CUCTEMDI, B KO- | NHPOPMALMOHHO CUCTEMBI, B KO-
TOPOIi OCYLLECTBASETCS BbINYCK TOPOIA OCYLLECTBASETCS BbINYCK
uMdpOoBbIX GUHAHCOBBIX OKTUBOB, | LUPPOBLIX GUHAHCOBbLIX OKTUBOB,
He npeBblWatoLero 6 4acos He npesblLLatoLLero 6 4acos
AN9 OPraHU3aLmii, 00S3aHHbIX AN OPraHU3aLmii, 00S3aHHbBIX
€o6MI0AaTh CTAHAAPTHBIA YPOBEHD | COOMOAATL CTAHAAPTHBIA YPOBEHD
3aWwmTbl HGopmauuu, 12 yacos 30Tl MHGOpMaumm, 12 yacos
AN MHBIX OPraHn3aLmii ANS MHBIX OPraHn3aLmii

[OEDFA] Onepatopbl 06MeHa LMdPOBbIX GUHAHCOBBIX [enableDeals- TexHonornyeckuii [FM] [FM_ MHUMAEHT, CBA3AHHBII C CO- MonyyeHune yBenomneHus Her Tpe6oBaHus

akTnBoB (LIDA) WithDFA] npouecc, obecneun- OEDFA_1] | BepLueHueM CAeNoK ¢ uudpo- ot nmua, obmeHnsatowwero LMA, | kK 6U3HeC-AaHHbIM

BAIOLLMIA BO3MOX-
HOCTb COBEPLUEHMS]
CAenok ¢ undpoBbiMu
GMHAHCOBbIMK
AKTUBAMM

BbIMW GUHAHCOBBLIMI AKTUBAMM
HO OCHOBGHWM 3MPOCA HA 06MEH
LI®A, chopmupoBaHHoro 6e3
COrnacus Nnua, 06MeHUBAIOLLETO
LI®A, B TOM uMC/ie HaO OCHOBAHMM
MOAMGULNPOBAHHOrO 3aNpoca

MW COMOCTOSITE/IbHOE BbisiBIIE-
HUe onepaTopom obmeHa undpo-
BbIX GUHAHCOBBIX AKTUBOB GaKTA
COBepLUEHUs Caenki ¢ undpo-
BbIMI GUHAHCOBLIMY AKTUBAMM
HO OCHOBOHWM 3AMPOCA HO 06MEH
LI®A, chopmupoBaHHoro 6e3
COrnacusi NnLd, 06MeHUBAIOLLETO
LI®A, B TOM unciie HaO OCHOBAHUM
MoANdULMPOBAHHOTO 3anpoca

VHUMAEHTA 30LUMTBI
nHbopmaumu

€¢0C-5'L-0909 49 O1D
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa uHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA CKoro npouecca TEXHONIOrMYECKOT0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENbHOCTH HuS) pes- fesATenb- | REATENbHOCTH
$puHaHCco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOW | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LMK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[FM_ MHUnaeHT, CBA3AHHDBIN C COBep- MonyyeHune yBegomneHus Her Tpe6oBaHus
OEDFA_2] | weHnem caenok ¢ umpposbiMm ot mua, obmeHusatowero LMA, | kK 6U3HeCc-AaHHbIM
(GMHAHCOBBIMW KTUBAMY B pe- UM CAOMOCTOSTENbHOE BbisiBNE- VHUMAEHTA 3aLWNTbI
3ynbrate HC K uHOpacTpykType | HUe onepatopom o06MeHa undpo- | uHdopmaumm
onepatopa 06MeHa LMdPOBbIX BbIX GUHAHCOBbIX AKTUBOB GAKTA
(GMHAHCOBbLIX OKTUBOB MW UH- COBEPLUEHNS CAENKM C LpO-
bpacTpykTypbl B3AMMOLENCTBUS | BbIMY GUHAHCOBBIMYU OKTUBAMM
nua, obmeHusatoLwero LIDA, B pe3synbrate HCA k nHdpa-
1 MHGOPMALMOHHO CUCTEMBI, CTPYKType onepatopa 06MeHa
B KOTOPOW OCYLLECTBNSETCS LUMdPOBbIX GUHAHCOBbIX OKTUBOB
06MeH LUMdPOBbIX GUHAHCOBbIX UM MHOPACTPYKTYPbl B3AMMO-
GKTMBOB AeicTBIUS NnLa, 06MEHNBAIOLLETO
LI®A, 1 nHdopMaumnoHHON cucte-
Mbl, B KOTOPO/i OCYLLECTBASETCS
06MeH LUMOPOBbIX GPUHAHCOBbIX
QKTMBOB
[FM_ VHUMAEHT, CBA3AHHDIIA C COBEp- CamocToaTenbHoe BbisiBNeHue Her Tpe6oBaHus
OEDFA_3] | weHnem caenok ¢ umpposbiMm onepatopom 06MeHa UMOPOBLIX | K BU3HEC-AAHHBIM
(GMHAHCOBBIMW OKTMBAMY B pe- GMHAHCOBbLIX AKTMBOB GAKTA VHUMAEHTA 3aLWnTbI
3ynbTaTE 3KCNAYATALMM HE[OCTAT- | COBEPLUEHNS CAENKM C Lndpo- nHopmaumnmn
KOB (ysi3BMMOCTE) anroputma BbIMW GUHAHCOBbIMY AKTUBAMM
(-oB), obecneunBatoLLero (-1x) B pe3ynbTate 3KCNAyatauuy Hepo-
TOXAECTBEHHOCTb MHPOPMALMM, | CTATKOB (YI3BUMOCTEN) ANropuT-
coaepxallencs Bo Bcex 6a3ax Ma (-0B), 06ecneumBatoLLero (-mx)
AAHHBIX, COCTABASIOLLMX pACnpe- | TOXAECTBEHHOCTb MHOpMaLnK,
[leNeHHbIN peecTp coaepxallencs Bo Bcex 6a3ax
AAHHDbIX, COCTABASIOLWMX pacnpe-
[ENEeHHbI peecTp (anroputMbl
KOHCEHcyca)
[FM_ MHUMAEHT, CBA3AHHDII € nepe- lMonyyeHue yBepomnenus ot no- | Het pe6oBanns
OEDFA_4] | naueii umdpoBbIX GUHAHCOBBIX nyyatens LA nan camoctos- K GU3HEC-AAHHbIM

OKTMBOB HA LMdPOBOI KoLlenek
OT/INYHbIY OT LMGPOBOrO KOLLEsb-
ka nonyyarenst LIOA B pesynb-
tate HC/L k undpactpyktype
onepatopa 06MeHa LMdpPOoBbIX
(GWHAHCOBBIX OKTMBOB

TeNbHOE BbIIB/IEHWE ONepaTopom
06MeHa LMdPOBbIX GUHAHCOBBIX
akTMBoB GpakTa nepeaaumn LIOA
HO UMGPOBON KOLLEeNeK, OTIMYHbIi
0T LMPOBOTrO KOLIENbKA MOAY-
yatensa LOA

VHUMAGHTA 30LUMTBI
nHbopmaumun
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa uHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHMe BUAQ (Hanpas- BAHKE BUAA CKoro npouecca TEXHONIOrMYECKOT0 | MHLUMAEHTA AeHTa MHLUMAEHTA 3aLLy-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK
TENbHOCTH HuS) pes- fesATenb- | REATENbHOCTH
$puHaHCco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOW | HAHCOBOM Ooprasusa-
HU3ALMM | OPFrUHM3ALMM | OPraHU3d- | LUK BTOPOro
nepsoro nepsoro LMK BTOPOro YPOBHSA
YPOBHS YPOBHS YPOBHS
[DT_FS] [DT_FS_ VHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
OEDFA_1] | BblleHneM AonycTuMon fonu [ONYCTUMOV AoV Aerpaganm
[Eerpagaumn TeXHONOrMYEeCKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHO YCTOHOB/IEHHOW GUHAHCOBO
dnHaHCOBOW OpraHusaumeit — OpraHu3aumeit — onepaTopom
onepaTtopom 06MeHa UNPOBbIX | 06MeHa LMPPOBbIX PUHAHCOBbLIX
(GUHAHCOBbIX OKTMBOB OKTMBOB
[DT_FS_ MHUMAEHT, CBA3AHHDII € npe- BbisiBneHne dakta npesblleHns -
OEDFA_2] | BblleHneM AonycTumMon fonu [0NyCTUMOI 0NN AerpaaaLmm
Aerpaaaummn TeXHONMOrMYEeCcKoro | TEXHONOrMYecKoro npouecca,
npowecca, yCTaHOB/IEHHOW YCTAHOBIEHHON GUHAHCOBOA
bWHAHCOBOW opraHusauneit — OpraHu3aumeil — onepaTopom
onepaTtopom 06MeHa UNPOBbIX | 06MeHa LMPPOBbIX PUHAHCOBbIX
(GMHAHCOBbIX OKTUBOB, O TAKXe OKTMBOB, O TOKXeE A0MYCTUMOro
A0MyCTUMOr0 BPEMEHI NPOCTON BPEMEHN NpocTos W (1nn) aerpa-
1 (Mnm) ferpagaunn TeXHoNornYe- | AaLuv TEXHONOrNYeCKoro npoLec-
CKOro npoLecca, yCTAHOBNEHHOTO | €d, YCTAHOBNEHHOTO GUHAHCOBOIA
dnHaHCOBOW OpraHusaumeit — OpraHu3aumeil — onepaTopom
onepaTtopom 06MeHa UNPOBbIX | 06MeHa LMPPOBbIX PUHAHCOBbIX
(GMHAHCOBBIX OKTUBOB, He Npe- OKTMBOB, He NPEeBbILLAOLLEro
BblLLAtOLLErO 6 YACOB A5 Opra- 6 4acoB A1t OPraHm3aumii, 06s-
HU3aUNiA, 065130HHbIX COOMIOAATL | 3aHHBIX COBMIOAATL CTAHAAPTHbIA
CTAHAAPTHBIA YPOBEHb 3ALUNTHI yPOBEeHb 3aLWnTbl MHGopMaLmMy,
MHGopmMaumm, 12 4acos A5 UHbIX | 12 YACOB ANS UHBIX OPrAHN3ALMIA
OpraHn3aLmni
[interactionWith- TexHonornyeckuii [DT_FS] [DT_FS_ MHUMAEHT, CBA3AHHDII C npe- BbisiBneHne dakta npesblleHns -
OIDFA] npouecc, obecneun- OEDFA_1] | BblleHWeM AonycTuMon fonu [0NyCTUMOI A0 AerpaaaLmm

BAIOLLMIA B3AMMOAEN-
CTBME C ONEepaTopom
MHOOPMALMOHHO
cucTeMbl

AerpagaLmmn TeXHoN0rn4ecKoro
npowecca, yCTaHOB/IEHHO
bWHAHCOBOM opraHusauneit —
onepaTtopom 06MeHa LMdPOBbIX
(GWHAHCOBBIX OKTMBOB

TEXHONOrMYeckoro npovecca,
YCTAHOBNEHHON GUHAHCOBO
OpraHusauneil — onepaTopom
06MeHa LMdPOBbIX GUHAHCOBBIX
OKTUBOB
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Kop Bupa HaumeHo- Koa Bupa HaumeHo- Koa rexHonoruye- HaumeHoBaHMe Koa tuna | Koa nHum- HaumeHoBAOHME MHUMAEHTA Kputepuii unpopmupoBanus Bu3Hec-AaHHbIE
(HanpaBne- | BaHue BMAA (Hanpas- BUHMWe BUAA cKoro npouecca TEXHONOrMYECKOro | MHUUAEHTA LeHTd VNHUMAEHTA 3aLLU-
Hus) pes- | (Hanpaene- neHus) (HanpaBneHus) npouecca Tbl MHGOPMaLMK

TENIbHOCTU Hus) pes- peateNb- | AeATeNIbHOCTU
$puHaHco- TENbHOCTH HOCTH OK- $uHaHcoBoM
BO#A Opra- | GUHAHCOBOA | HAHCOBOM Ooprasusa-
HU3OUMM | OPraHM3ALMN | OPraHuU3a- LumM BTOpOro
nepeoro nepeoro LMK BTOporo YPOBHS
YPOBHS YPOBHS YPOBHS
[DT_FS_ MHunaeHT, CBA3aHHbIN C npe- BbisiBneHune Gpakta npeBbilweHns -
OEDFA_2] | BblleHneM AonycTuMon fLonu [0NyCTUMOi A0/ AerpaaaLmm

[erpafaumm TeXHONornyeckoro
npowecca, yCTaHOB/IEHHOW
dnHaHCOBOW OpraHusaumeit —
onepaTtopom 06MeHa LNdPOBbIX
(GWHAHCOBBIX KTUBOB, O TAKXE
[0MYCTUMOrO BPEMEHU NPOCTOst

¥ (Mnn) perpapaumm TexHonoruye-
CKOro NpoLeccd, yCTaHOBNEHHOTO
bnHaHCOBOW OpraHusaumeit —
onepaTtopom 06MeHa LMdPOBbIX
(WHAHCOBBIX OKTUBOB, He npe-
BblLLAtOLLErO 6 YACOB ANs Opra-
HU3ALMIA, 0630HHbIX COONOAATD
CTCHAAPTHbI YPOBEHb 3ALNTHI
MHGopMaumuu, 12 4acos ANs UHbIX
OpraHn3aumni

TEXHOMOrMYEeCKOro npotecca,
YCTQHOB/IEHHOW GUHAHCOBOA
OpraHn3auueil — onepaTtopom
06MeHa LMdPOBbIX GUHAHCOBBIX
OKTMBOB, O TOKXeE A0MYCTUMOro
BPEMEeHW NpocTos W (Mnu) aerpa-
AALMM TEXHONOrMYECKOro NpoLec-
Cd, YCTAHOBNEHHOr0 GUHAHCOBOM
OpraHn3auueil — onepatopom
06MeHa LMdPOBbIX GUHAHCOBBIX
OKTMBOB, He NPEeBbILLAOLLEro

6 4acoB ANt OPraHM3aumii, 06s-
30HHbIX COBMOAATD CTAHAAPTHBINA
yPOBeHb 3aLWnTbl MHGopMaLmu,
12 4acoB ANs MHbIX OPraHN3aLMIA

3L

€C0C-5'L-09d9 d9 O1D
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NMPUNTOXEHUE 12. POPMA NMPEAOCTABJIEHUA OAHHbBIX NTF_ISI_DETECT - DOPMA

NMPEACTABNTEHUA YYHACTHUMKAMUN UHOOPMALMNOHHOIO OBMEHA OAHHbIX

O BbIABJTEHNU MHUMNOEHTA 3AWLNTbI MHOOPMALIUN

Mopsp-
KOBbI
Homep

Kateropus anementa
AAHHbIX

Onucanue ACOU UI

065a3aTeNbHOCTL
nonen

Ycnosue obsizarenb-
HOCTH

Mpasuno 3anon-
HeHus

Mpumeuanune

1

Tun yBeLOMEeHNA

Tun yBEeLOMNEHNA

0

[NTF_ISI_Detect]

lMpea3anonHeHHoe
none

[arta v Bpems

[ata v Bpems Bbl-
ABNEHUS MHUMAEHTA
30LWMTbI UHGOPMALMK

B cootBetctBum ¢ RFC
3339

[To MmockoBcKoMy Bpe-
meHn [UTC +03:00]

Knaccudukaums
VHUNAEHTA 3aLWMTb
nHpopmaumu

Koa Buaa (Hanpaene-
HUS) AEATENbHOCTH
$UHAHCOBOW OPraHu-
3aummn

Bbi6op ogHoro 3Have-
HUS U3 CNNCKQ:

13 knaccudukatopa
«Knaccudukatop
VHLMAEHTOB 3aLUMUTbI
MHbOPMALMM U UH-
LMAEHTOB onepavy-
OHHOWN HOAEXHOCTH,
B pa3pese BMAOB
AeaTenbHOCTH Kpe-
LMTHBIX OPraHM3ALMA,
HEKPeaUTHbIX PUHAH-
COBbIX OPraHU3aLuii
1 Cy6bEeKTOB HaLMO-
HObHOM NNATEXHO
CUCTEMbI 1 COCTABNSA-
IOLLNX UX TEXHONOM K-
YeCKMX MpoLeccoB»,
NPUBEAEHHOTO

B npunoxenum 11

IMpun Hanuuum kopa
BUAQ (HANpaBNEHNS)
LeATeNbHOCT GUHAH-
COBOW OpPraHM3auun
nepBoro n BTOporo
YPOBHS OHY 30-
NOMHSAIOTCS Yepes «.»,
Hanpumep: [Kog 1].
[Kon 2]

Kog TexHonornyecko-
ro npouecca

Bbi6op ofgHoro 3Have-
HUS U3 CINCKQ:

13 knaccudukatopa
«Knaccudukatop
VHLMAEHTOB 3aLUMTbI
MHbOPMALMM U UH-
LMAEHTOB onepavy-
OHHOWN HOAEXHOCTH,
B pa3pese BUAOB
AeaTenbHOCTU Kpe-
AWTHBIX OPraHU3aLMNA,
HEKPEAUTHbIX GUHAH-
COBbIX OPraHU3aLuii
1 Cy6bEeKTOB HaLMO-
HQIbHOM NNATEXHO
CUCTEMbI 1 COCTABANSA-
IOLLNX UX TEXHONOT K-
YeCKMX MpoLeccoB»,
NPUBEAEHHOTO

B npunoxenum 11

lMepeueHb 3aBUCUT
ot nons «Kop Buaa
(HanpaBneHus) pes-
TENbHOCTU GUHAHCO-
BOW OPraHU3aLmMmy

Kog nctounuka pucka

Bbi6op ofgHoro 3Have-
HUS U3 CNNCKQ:

13 knaccudukatopa
«MICTOYHNKM pUCKa»,
NPUBEAEHHOTO

B NPU0OXeHun 28




186

CTO BP B®B0O-1.5-2023

Mopspa-
KOBbIA
Homep

Kareropus anemeHTa
AAHHbIX

Onucaxue ACOU Ul

06513aTeNbHOCTDb
nonei

YcnoBue o6a3arenb-
HOCTH

Mpasuno 3anon-
HeHus

MpumeuaHue

6

Koa Tna nHumaexTa

0

Bbi6op ogHoro 3Have-
HUS U3 CINCKA:

13 knaccudukatopa
«Knaccudpukarop
MHUNAEHTOB 3ALLMTbI
MHbOPMALMM U UH-
LIMAEHTOB OnepaLu-
OHHOIi HOAEXHOCTH,
B pa3spese BN0B
AeATeNbHOCTN Kpe-
AUTHbBIX OPraHM3ALMA,
HEKpeaUTHbIX PUHAH-
COBbIX OPraHN3aLMii
1 CyObEeKTOB HALMO-
HO/IbHON NNATEXHOM
CUCTEMbI 1 COCTABANS-
IOLLMX UX TEXHONOTN-
YEeCKNX NPOLLEeCCOBY,
npuBeAeHHOro

B npuaoxenuu 11

lMepeyeHb 3aBUCHT
ot nons «Kog TexHono-
rMyeckoro npouecca»

Kop uHumpeHTa

Bbi6op ofHOro 3Have-
HUS U3 CINCKA:

13 knaccudukatopa
«Knaccudpukatop
MHUNAEHTOB 3ALLMTbI
MHbOPMALMM U UH-
LMAEHTOB OnepaLu-
OHHOIi HOAEXHOCTH,
B paspese BI0B
AeATeNbHOCTN Kpe-
AUTHbBIX OPraHN3ALMA,
HeKpeaUTHbIX PUHAH-
COBbIX OPraHN3aLmii
1 CyObEKTOB HALMO-
HO/IbHON NNATEXHON
CUCTEMbI W COCTABANS-
IOLLMX UX TEXHONOMN-
YEeCKNX NPOLLEeCCoB»,
npuBeAEeHHOro

B npunoxerin 11

MepeyeHb 3aBUCHT
ot nons «Kop tTuna
VHUMAEHTA 3aLWMTbI
MHbopmMaLMmn»

BusHec-aaHHble du-
HOHCOBOTO WHUMAEHTA

Habop aaHHbIX
B 30BMCUMOCTH OT UH-
umnaeHTa

YO

«Kop TMna ¢uHaHco-
BOrO MHUMAEGHTA» =
[FM] n npepycmoTtpeHo
3anonHeHne 6usHec-
ACHHBIX

13 knaccudukatopa
«Knaccudpukarop
MHUNAEHTOB 3ALLMUTbI
MHbOPMALMM U UH-
LMAEHTOB OnepaLu-
OHHOIi HOAEXHOCTH,
B paspese BN0B
AeATeNbHOCTN Kpe-
AUTHbBIX OPraHM3ALMA,
HEKpeaUTHbIX PUHAH-
COBbIX OPraHN3aLmii
1 CyObEeKTOB HALMO-
HO/IbHON NNATEXHOM
CUCTEMbI 1 COCTABANS-
IOLLMX UX TEXHONOMN-
YeCKNX NPOLLEeCCoB»,
npuBeAEHHOro

B npunoxerin 11

COoCTAB [JOHHbIX 30BY-
cut ot «Kog MHumMgeHTa
30LWUMTbI MHGOPMALMM»
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Mopsp-
KOBbIA
Homep

Kareropus anemeHTa
AAHHbIX

Onucaxue ACOU Ul

065130TeNbHOCTDL
nonei

YcnoBue o6a3arenb-
HOCTH

Mpasuno 3anon-
HeHus

MpumeuaHue

9

10

"

Bupa aktvea

KonuyectBo aktMBOB

CToMmMocCTb ef1HNYHO-
ro aktmea

Lindposoii otneyarok
yCcTpoicTBa

TekcToBoe none

Llenoe uncno >0

Cymma B pybnsix
C TOYHOCTbIO 10 AABYX
3HAKOB NOC/E 3aMATO

LinppoBoii otneuarok
YCTPOIACTBA, COBPAH-
Hblii B COOTBETCTBUM
C PEKOMeHAaLUMaMI
banka Poccumn

3anonHsietcs npu
HOMNYNN TEXHUYECKO
BO3MOXHOCT Mofly-
YuTb LMPPOBON OT-
neyaTok yCTpoicTBa,
C KOTOPOrO OCYLLEeCT-
BNSNACL PUHAHCOBASA
onepaums

13

14

CBA3b C Apyrumu
YBELOM/EHUIMM

Bua cBA3aHHOMO
yBELOM/EHMS

Tun cBS3M C ApyruMu
YBELOMNEHUAMU

YO

3anonHsetcs B cnyvae
HANPABNEHUs paHee
B bank Poccun yBe-
AOMNIEHNS, CBA3AHHO-
ro C TeKyLMM

Bbi6op ogHoro 3Have-
HUS U3 CNUCKA:

NTF_OWC]
NTF_ISI]
NTF_ORI]
NTF_CI]
NTF_CA
NTF_VLN]

[NTF_OWC] - yBe-
AOMAEHMe 0 Bbl-
AB/IEHHbIX CY4aaX

¥ (MAKn) nonbITKAX
0CyL|eCTBNEHNS
nepeBoAoB AEHEXHbIX
cpeacTs 6e3 cornacus
KNNEHTa, O TaKxe

0 BbISIBNIEHHbIX C/Ty4a-
AX W (111) NONbITKAX
0CyL|eCTBNEHNS
onepauuii, Hanpas-
NEHHbIX Ha coBep-
LeHne GUHAHCOBbIX
CAENOK C UCnonb3o-
BAHWEM GUHAHCOBO
nnarpopmbl 6e3
BO/IEN3bABNEHUS
YHACTHUKA GUHAHCO-
BOVA NNATGOPMbI
[NTF_ISI] - yBenowm-
NeHue 0 BblBNEHNN
VHUNAEHTA 3aLWNTbI
MHGOpMaLMM Un
pe3ynbratax paccne-
AOBAHUS UHLMAEHTA
30WNTbI tHGOpMaLMM
[NTF_ORI] - yBepom-
NeHune 0 BblBNEHNN
VHUWEHTA onepaum-
OHHOi HOAEXHOCTH
WK O Pe3ynbrarax
paccnefoBaHUS UHLK-
[leHTa OnepaLmoHHON
HOAEXHOCTU

[NTF_CI] - yBepomne-
HIE O KOMMbIOTEPHbIX
MHUMAEHTAX

[NTF_CA] - yBepomne-
HUS O KOMMbIOTEPHbIX
arakax

[NTF_VLN] - yBenom-
NeHne 0 BbIBNIEHHbIX
YA3BUMOCTSX

Bbi6op ofgHoro 3Have-
HMS U3 CNNUCKA:

[MpenLwectBytoiee
cobbITne]

[AouepHee cobbiTne]
[CBs3aHHOE cob6bITHE]
[YTouHeHwe cBeaeHuin
0 €obbITUM]
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Bneyenns OGuHLLEPT

Bneyenns OGuHLLEPT

Mopsp- | Kateropus anemeHnta | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIii AAHHBIX nonei HOCTH HeHus
Homep
15 PeructpaunoHHbli B cooTBetcTBMM MpeHtndukatop
HOMep yBeAOMNeHNs! ¢ popmatom ACOU yBELOM/IEHUS NN
OuHLIEPT OTBETA Ha 3anpoc, pa-
Hee HaNpaBAEHHOro
B OHLIEPT yyacTHm-
KOM MHGOPMALIMOHHO-
ro obmeHa
16 OrpaHnyuTenbHbli OrpaHnunTenbHbIR H - Bbi6op ofgHoro 3Haue- | B cootBeTCTBUN
mapkep TLP MApKep Ha pacnpo- HUS U3 CNCKA: ¢ 0603HAYEHNAMM,
CTPOHEHWe CBeAeHuit NPUHSTBIMK B NPO-
13 [JOHHOrO yBegome- [TLP: WHITE] Tokone TLP
HUs [TLP: GREEN]
[TLP: AMBER] Mo ymonuaHuto [TLP:
[TLP: RED] GREEN], ecnu He yka-
30HO MHOe
17 HeobxoanmocTb npu- | HeobxoanmocTb npu- YO Mpu Heobxopumoctn | [[a] HeobxoanumocTb npu-

Bneyenns GuHLLEPT
ANs NpoBefeHNs
paccnenoBaHUS UHUK-
[EHTA 301LUTbl NHHOP-
MaLMK, pesynsTaThl
KOTOPOTO OMXKHbI
6bITb HANPABNEHbI
YBELOM/IEHUEM O paC-
CNefOBAHNN
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NMPUNOXEHUE 13. POPMA NMPEACTABJIEHUA OAHHbLIX NTF_ISI_DATALEAK - ®POPMA

NMPEAOCTABJIEHNA YHACTHUKAMU MHOPOPMALMNOHHOIO OBMEHA OAHHDbIX
O BbIIBNNEHUN HE3AKOHHOIO PACKPbITUA BAHKOBCKOW TAUHbI U (M)

SAWLMIWAEMON MHOOPMALIMU B COOTBETCTBUMN C HOPMATUBHbBIMU AKTAMU BAHKA

POCCUU
Mopsap- | Kateropus anementa | Onucanne ACOU UI 06sa3arenbHoOCTb Ycnoeue o6a3arenb- Mpasuno 3anon- Mpumeuanune
KOBbI AAHHBIX noneii HOCTH HeHus
Homep
1 Tvn yBegomneHus Tvn yBegomneHus 0 - [NTF_ISI_DataLeak] lMpen3anonHeHHoe
none
2 [ata v Bpems [ata BbigBNEHNS GaK- 0 - B cootetctBumn ¢ RFC | Mo MockoBCKOMY Bpe-
TG HE3AKOHHOTO pac- 3339 meHn [UTC +03:00]
KpbITUS 6AHKOBCKON
TQWHbI, NEePCOHANBHBIX
DAHHBIX W (1K) MHBIX
DAHHBIX KUEHTOB UK
COTPYAHWUKOB Y4YUCTHU-
KA MHGOPMALIMOHHOTO
obMeHa
3 0O6Lume cBefeHus Tvn HEe3AKOHHO pac- 0 - [BaHkoBckas TaiiHal -
0 (aKTe HE3AKOHHOTO | KPbITOW MHGOpMaLnK [MepconanbHble
pacKpbITUS UHGOP- AOHHbIE]
mMauum [MHas 3awmwaemas
nHbopmaums]
4 Mpennonaraembie 0 - TekctoBoe none OnucaHue cobbiTnit,
NPUYNHBI HE3Q- KOTOpbIe NPUBENH
KOHHOIO PACKPbITUS K HE3UKOHHOMY pac-
nHbopmaummn KPbITUIO MHPOPMaLIMm
5 Mpennonaraembiin 0 - TekctoBoe none Onwncaxue notex-
Bpef, HOHECEHHbI LManbHOro Bpena,
npaBam CyObekToB KOTOPbIA MOXET OblTb
HOHEeCeH cyObekTam
NpY MCMNOMb30BAHNN
HE3UKOHHO PACKPbITOI
nHbopmaummn
6 XapakTepucTuku Tun cyObekTa, Ybs 0 - [Employee] [Employee] — Pabot-
HE3UKOHHO PACKPbITOi | HGopmauus Gbina [Client] HUKI1 GUHAHCOBOW
nHdopmaumum pacKpbITa [Partner] OpraHn3aumum
[Other] [Client] — KnueHTbl
dnHaHCOBOM OpraHu-
3aumm
[Partner] — MapTHepsl,
KOHTPAreHTbl, NOAPSia-
UWMKM W T. 4. GUHAHCO-
BOVi OPraHn3aLum
[Other] — Apyroe
7 CocTaB HE3UKOHHO 0 - TekcToBOE Nnone OnucaHme coctasa
PACKPbITON NHPOP- [OHHbIX HE3UKOHHO
Maumum packpbiToin uHbop-
mauumn
8 Konnyectso 3anuceit YO B cnyyae ecnm konu- | Yucno ®akTnyeckoe unn
HE3UKOHHO PACKPbITON 4eCTBO HE3UKOHHO npegnonaraemoe
nHdopmaLmn PackpbITo nHbopma- KOMIMYECTBO 3annCen
LMY MOXHO M3MepUTb
KONNYeCTBOM 3anucein
(Hanpumep, cTpok BA)
9 AKTYC/IbHOCTb He3a- 0 - [AaHHbIE AKTYaNbHbI] -
KOHHO PACKPbITON [AaHHbIE HEaKTy-
nHbopmaumu Q/bHbI]
10 CBepeHus o nuue, ®WNO nnua, ynonHomo- YO «Tun He3aKoHHO pac- | TekcToBoe none -

YNONHOMOYEH-
HOM OMepaTopom
Ha B3aumoaencTane
¢ PockomHaazopom
NO MHUNAEHTY

YEHHOro onNepaTopom
Ha B3aumopaencTane
¢ PockomHaazopom
N0 NHUMAEHTY

KPbITO MHGOpMALMM»
=[MepcoHanbHble
AOHHbIE]
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Mopsp-
KOBbIA
Homep

Kareropus anemeHTa
AAHHbIX

Onucaxue ACOU Ul

065130TeNbHOCTDL
nonei

YcnoBue o6a3arenb-
HOCTH

Mpasuno 3anon-
HeHus

MpumeuaHue

n

Mo6unbHbIii TenepoH
7L, YNIONHOMOYEH-
HOrO Ha B3aUMOAEN-
cTBue ¢ PockoMHaa30-
POM MO MHUMAEHTY

Anpec anekTpoHHO
noyTbl ANS OTNPABKK
nHdopmaumm o6 yBe-
AOMeHUKn

B cooTBetcTBUM C poC-
CUICKON cucTemoi
¥ NNAHOM HyMepauum

B popmare
e-mail-agpeca

13

14

CB#I3b C Apyrumu
YBELOMNEHUIMM

Bup cBA3AHHOrO
yBEAOM/EHUS!

Tun cBsI3U C Apyrumu
yBELOMNEHNAMM

PeructpaumoHHbiit
HOMED yBeOM/IEHNS

YO

3anonHsietcs B cnyyae
HONPABNEHUs paHee
B bank Poccun yBe-
AOMNIEHMS, CBA3AHHO-
ro C TeKyLM

[NTF_OWC]
[NTF_ISI]
[NTF_ORI]
[NTF_CI]
[NTF_CA]
[NTF_VLN]

[NTF_OWC] - yBe-
AOM/IEHME O Bbl-
SBNEHHbIX CITY4asnX

1 (1nu) NonbITKax
OCYLLECTBNEHMS
nepeBofoB AEHEXHbIX
cpepncTB 6e3 cornacus
K/IMEHTA, O TaKXKE

0 BbISIBNEHHbIX Cyya-
AX ¥ (1K) NONbITKAX
OCYLLECTBNEHMS
onepawuii, HanpaB-
NEHHbIX Ha CoBep-
LeHne GUHOHCOBbIX
CAENOK C UCnonb3o-
BOHWEM GUHOHCOBO
nnarpopmbl 6e3
BO/IEN3bSBNEHNS
YUYACTHUKA GUHAHCO-
BO NNaThopmbl
[NTF_ISI] - yBegom-
NEeHNe 0 BbISIBNEHUN
VHUMAEHTA 3ALLUMUTHI
MHbOpMaLMM nnn
pesynbratax paccne-
AOBOHMS UHUMAEHTA
30LWMTbI MHGOPMALUM
[NTF_ORI] - yBepom-
NeHNe 0 BbISIBNEHUN
VHUMAEHTA onepauu-
OHHOW HOAEXHOCTH
MW O pe3ynbTaTax
paccnefoBaHNS MHLN-
AEHTA ONepaLMOHHON
HO[EXHOCTY

[NTF_CI] - yBepomne-
HWe O KOMMbIOTEPHbIX
VHUMAEHTAX

[NTF_CA] - yBepomne-
HWS O KOMMbIOTEPHBbIX
aTaKax

[NTF_VLN] - yBepom-
NeHNe O BbISIBNIEHHbIX
YSI3BMMOCTSIX

[MpenLwectBytouiee
cobbiTne]

[AouepHee cobbiTne]
[CBaizaHHOE cobbITHE]
[YTouHeHwe cBeaeHui
0 co6bITNH]

B cootBetcTBUM
¢ popmatom ACOU
OuHLIEPT

Nnentudukartop
yBEAOMIEHUS Uin
OTBETA HA 3aMpoc, pa-
Hee HaNpaBNEeHHOro

B ®UHLIEPT yyacthu-
KOM MHOPMALMOHHO-
ro o6MeHa
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- MpaBuno 3anon- MpumeuaHue
KOBbIii AAHHBIX nonei HOCTH HeHus
Homep
16 OrpaHnyuTenbHbli OrpaHnunTenbHbIA H - Bbi6op ogHoro 3Haue- | B cootBeTCTBUN
mapkep TLP MApKep Ha pacnpo- HUS U3 CINCKA: ¢ 0603HAYEHNIMM,
CTPOHEHWe CBeAeHMit NPUHSTBIMK B NPO-
13 JOHHOTO yBeaome- [TLP: WHITE] Tokone TLP.
HUs [TLP: GREEN]
[TLP: AMBER] Mo ymonuanuto [TLP:
[TLP: RED] GREEN], ecnn He yka-
30HO MHOe
17 HeobxoanmocTb npu- | HeobxoanmocTs npu- YO Mpwn Heobxogumoctn | [[a] HeobxoanmocTb npu-

Bneyenns OGuHLLEPT

Bneyenns OGuHLLEPT

Bneyenns GuHLLEPT
ANs NpoBefeHNs
paccnenoBaHus
HE3UKOHHOrOo pac-
KpbITUS MHOPMaLMK,
Pe3ynbTaThl KOTOPOro
DO/KHBI ObITb HANPAB-
NeHbl yBEOMNIEHNEM
0 paccnesoBaHumn
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MNMPUNTOXEHUE 14. DPOPMA NMPEAOCTABJTIEHNA OAHHbBIX NTF_ISI_INVESTIGATION -
®OPMA NMPEACTABJIEHUA YHACTHUKAMU NHOOPMALMNOHHOIO OBMEHA
OAHHbBIX O PE3VYJIbTATAX PACC/TEAOBAHUA MHUMNOEHTA 3AWLNTbI MHOOPMALIUN
NN HE3AKOHHOTIO PACKPbITUA BAHKOBCKOW TAUHbI U (MNN) 3ALLULLAEMOM
NMHDPOPMALIUN B COOTBETCTBUN C HOPMATUBHbIMU AKTAMU BAHKA POCCUU

Mopsp-
KOBbI
Homep

Kateropus anementa
AAHHbIX

Onucanue ACOU UI

065a3aTeNbHOCTL
nonen

Ycnosue obsizarenb-
HOCTH

Mpasuno 3anon-
HeHus

Mpumeuanune

1

TMHyBeﬂOMﬂeHMﬂ

TMHyBeﬂOMﬂeHMﬂ

0

[NTF_ISI_Investigation]

lMpea3anonHeHHoe
none

CBAa3b C yBefomne-
HWEM O BbISIBNIEHNN
VHUNAEHTA 30LLUTbI
MHGOpMaLMM UM unn
HE3UKOHHOrO pac-
KpbITUS OAHKOBCKON
TARAHbI, NEPCOHANbHbBIX
DAHHBIX W (111) MHBIX
DAHHBIX KNUEHTOB 1N
COTPYAHUKOB YHOCTHU-
Ka MHGOPMALMOHHOIO
obmeHa

Mnentudukarop (-bl)
yBeOM/EHMS O Bbl-
SB/IEHUN MHLMAEHTA
30WNTbI HGopMaL
1N HE3AKOHHOIO pac-
KPbITUS OAHKOBCKON
TA/HbI, NEePCOHANbHbIX
DAHHBIX W (111) MHBIX
DAHHBIX KMEHTOB UK
COTPYAHUKOB YHOCTHU-
Ka MHGOPMALMOHHOIO
obmeHa

0

B cooTBeTcTBUM
¢ dopmatom ACON
OuHLIEPT.

[Mpu yKa3aHum He-
CKONbKNX UaeHTU M-
KATOPOB, HEOOXOAMMO
UX NepeyncnsTb Yepes

«»

Npentudukatop (-bl)
yBELOM/IEHUS NN
0TBETA Ha 3anpoc, pa-
Hee HanpaBAEHHOro

B OuHLIEPT yyacTtHu-
KOM MHGOPMALMOHHO-
ro o6MeHa.

B cnyuae ecnu yse-
AOMAEHNe 0 pesynb-
TATAX PACCNEA0BAHNA
onucbIBaeT CLeHapui
aTaKu, KOTopbIi
NPUBEN K HECKONbKIM
VHLMAEHTAM 30LWNTbI
MHbOpMaLMM nnn
CoObITUSAM He3a-
KOHHOTO PACKPbITUS
OGAHKOBCKOIA TAVAHBI,
NePCOHANbHbIX AAH-
HbIX 1 (M71) NHBIX
AAHHbBIX KNUEHTOB UK
COTPYAHWKOB Y4aCTHU-
K0 MHGOPMALIMOHHOTO
06MeHa, yKa3biBa-
10TCA BCe CBA3AHHbIE
yBEOM/IEHMS O Bbl-
ABNEHUN NHUNAEHTA
30LWnTbl MHGOPMaLMK
W HE3UKOHHOrO pac-
KPbITUS OAHKOBCKO
TAVHbI, NePCOHANbHbIX
AAHHDBIX 1 (1) UHBIX
AAHHbBIX KNMEHTOB UK
COTPYAHWKOB Y4aCTHU-
K0 MHGOPMALIMOHHOTO
obMeHa

[ara v Bpems

[ata v Bpems GpakTu-
4eCKoro CBEpLUEHUS!
VHUMAEHTA 3aLWMTb
nHbopmaummn

B cootBetcTBumM ¢ RFC
3339

Mo MmockoBckoMy Bpe-
meHn [UTC +03:00]
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Mopspa-
KOBbIA
Homep

Kareropus anemeHTa
AAHHbIX

Onucaxue ACOU Ul

06513aTeNbHOCTDb
nonei

YcnoBue o6a3arenb-
HOCTH

MpaBuno 3anon-
HeHus

MpumeuaHue

4

YTOUHEHNE AaHHbIX,
CofepXalLmMXCs

B YBEOM/IEHWUN O Bbl-
AB/IEHUN UHLMAHTA
30WNTBI MHOPMALIMN

Kop Buaa (Hanpaene-
HUS) AESTENbHOCTH
(HUHAHCOBOW OpraHu-
3aumn

Kop TexHonornyecko-
ro npouecca

Kop nctounnka pucka

YO

Mpwn HeobxoanmocTn
YTOUHNTb KNaccudu-
KAUMIO MHUMAEHTA
30WNTbl MHGOPMaALMY,
paHee npefocTas-
NEHHYIO B YBEAOM-
NIeHUE O BbIIBNEHUM
VHUMAEHTA 3aLWNTbI
nHbopmaummn

Bbi6op ogHoro 3Have-
HUS U3 CINCKA:

13 knaccudukatopa
«Knaccudpukarop
MHUNAEHTOB 3ALLMTbI
MHbOPMALMM U UH-
LMAEHTOB OnepaLm-
OHHOIi HOAEXHOCTH,
B pa3spese BN0B
AeATeNbHOCTN Kpe-
AUTHbBIX OPraHM3ALMA,
HEKpeaUTHbIX PUHAH-
COBbIX OPraHN3aLMii
1 CyObEeKTOB HALMO-
HO/IbHON NNATEXHOM
CUCTEMbI 1 COCTABANS-
IOLLMX UX TEXHONOTN-
YEeCKNX NPOLLEeCCOBY,
npuBeAeHHOro

B npuaoxexuu 11

Mpyn Hanrunm Kopa
BUAQ (HANPABNEHNS)
AEATENbHOCTU GUHAH-
COBOW OPraHu3aLmuu
nepBoro 1 BTOPOro
YPOBHS OHM 30-
NOJHSIOTCS YEPE3 «.»,
Hanpumep: [Kog 1].
[Koa 2]

Bbi6op ogHOro 3Have-
HUS U3 CINCKA:

13 knaccudukatopa
«Knaccudpukatop
MHUNAEHTOB 3ALLMTbI
MHbOPMALMM U UH-
LMAEHTOB OnepaLu-
OHHOIi HAAEXHOCTH,
B paspese BI0B
AeATeNbHOCTN Kpe-
AUTHbBIX OPraHN3ALMA,
HeKpeaUTHbIX PUHAH-
COBbIX OPraHN3aLMii
1 CyObEeKTOB HALMO-
HOIbHON NNATEXHON
CUCTEMbI 1 COCTABANS-
IOLLMX UX TEXHONOMN-
YEeCKNX NPOLLeCCoB»,
npuBeAeHHOro

B npunoxernn 11

MepeueHb 3aBUCUT
ot nons «Kop Buaa
(HanpaBneHus) pes-
TeNbHOCT PUHAHCO-
BOW OPraHn3aummn»

Bbi6op ofgHOro 3Have-
HUS U3 CINCKA:

13 knaccudukatopa
«MCTOYHNKM pUCKa»,
npuBeAEeHHOro

B Npuaoxexuu 28
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Mopspa-
KOBbIA
Homep

Kareropus anemeHTa
AAHHbIX

Onucaxue ACOU Ul

06513aTeNbHOCTDb
nonei

YcnoBue o6a3arenb-
HOCTH

Mpasuno 3anon-
HeHus

MpumeuaHue

7

Koa Tna nHumaexTa

Kop uHumpeHTa

Bbi6op ogHoro 3Have-
HUS U3 CINCKA:

13 knaccudukatopa
«Knaccudpukarop
MHUNAEHTOB 3ALLMTbI
MHbOPMALMM U UH-
LIMAEHTOB OnepaLu-
OHHOIi HOAEXHOCTH,
B pa3spese BN0B
AeATeNbHOCTN Kpe-
AUTHbBIX OPraHM3ALMA,
HEKpeaUTHbIX PUHAH-
COBbIX OPraHN3aLMii
1 CyObEeKTOB HALMO-
HO/IbHON NNATEXHOM
CUCTEMbI 1 COCTABANS-
IOLLMX UX TEXHONOTN-
YEeCKNX NPOLLEeCCOBY,
npuBeAeHHOro

B npuaoxenuu 11

lMepeyeHb 3aBUCHT
ot nons «Kog TexHono-
rMyeckoro npouecca»

Bbi6op ofHOro 3Have-
HUS U3 CINCKA:

13 knaccudukatopa
«Knaccudpukatop
MHUNAEHTOB 3ALLMTbI
MHbOPMALMM U UH-
LMAEHTOB OnepaLu-
OHHOIi HOAEXHOCTH,
B paspese BI0B
AeATeNbHOCTN Kpe-
AUTHbBIX OPraHN3ALMA,
HeKpeaUTHbIX PUHAH-
COBbIX OPraHN3aLmii
1 CyObEKTOB HALMO-
HO/IbHON NNATEXHON
CUCTEMbI W COCTABANS-
IOLLMX UX TEXHONOMN-
YEeCKNX NPOLLEeCCoB»,
npuBeAEeHHOro

B npunoxerin 11

MepeyeHb 3aBUCHT
ot nons «Kop tTuna
VHUMAEHTA 3aLWMTbI
MHbopmMaLMmn»

CueHapwit aTakm

CueHapwuii ataku

OnucaHue cueHapms
aTtakun

YO

0653aTeNnbHO 3anon-
HseTCst X015t 6bl 0AHO
u3 nonew

B popmare: {ID
TaKTUKK 1}. {ID TeXHMKK
1}: {ID taktnkm 2}. {ID
TexHuku 2} +{ID TexHun-
ku 3}: {ID TakTukm 3}.
{ID Texnukn 4}

MocnenoBatenbHbli
nepeyeHb MAEHTH-
GUKATOPOB TEXHMK

1 TOKTUK NPOBEAEHUs!
ATAKM HO OCHOBAHMM
matpuubl MITRE
ATT&CK

TekcToBoe none

TekcToBoe onu-

CAHMe cueHapus
aTaku. 3anonHsercs

B C/lyyde OTCYTCTBUS

B Matpuue MITRE
ATT&CK Heobxoammbix
TEXHWUK/TAKTUK
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Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- MpaBuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
" LWabnox atakw (3a- MpeHtudukatop 0 - B dopmare: {ID taktn- | NneHtudukartop
NONHACTCA OTAENbHO | TAKTUKU k). {ID TexHuku} unu TAKTUKY, ABNSAOLLNACS
NS KOXAO0MA TAKTUKN TEKCTOBOE none COCTABHOIA 4aCTbIO
«CLeHapus aTakm») «CueHapus ataku»,
WAV LAr aTaku
13 «<OnucaHme cueHa-
pus aTaku»
12 Mpoueaypa 0 - TekcToBoe none Onucanue npoue-
Aypbl, ONUCbIBAIOLLEN
Peanu3aLmio TaKTUKM
13 HaumeHoBaHue 0 - Bbi6op ofgHOro 3Have- -
TEXHONOrMYECKoro HUS U3 CNNCKA:
YHOCTKOA, HO KOTOPOM
Peann30BaHa TAKTUKA N3 knacecuukatopa
«TexHonornyeckue
YHOCTKW», NPUBEAEH-
HOTO B MPUNOXEHUN
28
14 Kop ypoBHsl 06b- 0 - Bbi6op ofHoro 3Haue- | bnok 3anonHsercs ot-
eKTa/cyobeKTa, HUS U3 CNNCKA: AENbHO 19 KAXA0ro
HO KOTOPbIA BbiNa 06bekTa/cybbeKTa,
HANPABAEHA ATAKA N3 knaccudukatopa | Ha KOTOpbIA GbiNa Ha-
«Tunbl 06beKTOB NpaBieHa aTaka
1 Cy6bEeKTOBY,
npuBeAeHHOro
B NPUNOXeHUN 28
15 Kop tvna 06b- 0 - «Bbibop 04HOrO 3HA-
eKTa/cybbekTa, UEHNS N3 CNIMCKA:
HO KOTOPbIN Gblna
HAMPABAEHA ATAKA N3 knaccudukatopa
«Tunbl 06bEKTOB
1 Cy6BbEeKTOBY,
NpUBEAEHHOrO
B Npuaoxexun 28
lMepeyeHb 3aBUCHT
ot nons «Kop ypoBHA
06bekTa/cyobeKTA»
16 OnuncaHune obbekTa YO «Kop, ypoBHS 06b- B popmare, cootBeT-
MHGOPMALMOHHOIA eKTa/cy6beKkTay # CTBYIOLLEM PEKOMEH-
MHOPACTPYKTYPHI, [Subject] aaunsm banka Poc-
HO KOTOPbIN 6blNa cuu, ony6NNKOBAHHBIM
HANPABNEHA ATAKA, HO 0dMLMaNbHOM
B popmare CPE cante
17 Mpentnukatop ataku YO lMpouenypa cootset- | U3 knaccudukaropa Npextudukarop atakm
cTByet atake knaccu- | CAPEC CAPEC, cooTBeTCTBYyt0-
¢dukatopa CAPEC LKA npoueaype
18 MepeyeHb ncnonbay- YO B npouecce pac- TekctoBoe none lMepeueHb ncnonb-
eMbIx cnabocreii 6e3- CnepoBaHus 6bin10 3yeMbIx cnaboctei
OMACHOCTM B Npouecce BbISIBNIEHO UCMOSb- Mpu MCNonb30BAHUM | 6E30MACHOCTY NpPOr-
aTakm 30BaHMWe cnabocTent HECKONbKNX cna6o- PAMMHOro unv anna-
6e30nacHocTn cTei 6e3onacHocTH partHoro obecneyeHus
nepeyncnaTCs yepes | B BbIGPAHHOM cUcTeMe
«“» onucanusa cnaboctein
6e30macHoCTi
19 HaumeHoBaHne Bbi60p ofHOro 3HAYE-

CUCTEMbI OMUCAHNS
cnabocteit 6esonac-
HOCTH

HUA U3 CNUCKA:

[CWE]
[BAY OCTIK]
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notepb

ABNAKOTCA nocnen-
CTBUAMU peannsaumm
dJVIH(]HCOBOI'O WHUK-
[EHTA U eCTb BO3MOX-
HOCTb UX OLEHUTb

C TOYHOCTbIO A0 ABYX
3HAKOB MOC/Ie 3aNATON

Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 065130TeNbHOCTDL YcnoBue o6a3arenb- Mpasuno 3anon- MpumeuaHue
KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
20 MepeyeHb akcnayatn- YO B npouecce pac- TekcToBoe none lMepeyeHb akcnnyatn-
pyeMbIx yi3BUMOCTEN CNefoBaHNA Obina pyeMbIx yi3BUMoCTeit
6e30MacHOCTH B NPO- BbISIB/IEHA 3KCN/Ya- Mpu ncnonb3oBaHMM | 6€30MNACHOCTY NPO-
Llecce ataku TauNs ysa3sumocTen HECKONbKNX Y43BMMO- | FPAMMHOIO UAW anna-
6e30nacHoCTH cTeil 6e30NacHoCTH paTHoro obecneyeHns
nepeuncnatoTcs yepes | B BbIOPAHHON cucteme
«t» ONUCAHUS YSA3BUMO-
cTeil 6€30NacHOCTH
21 HaumeHoBaHue Bbi6op ogHOro 3Have-
CUCTEMbI ONUCAHNS HUS U3 CNNCKA:
ysi3BUMocCTeii 6e3-
0MacHOCTH [CVE]
[BAY ®CT3K]
22 MporpammHoe obec- H - TekcToBoe none IMpu Hanuunm co-
neyeHue, ncnonb3ye- OTBETCTBYIOLLEN
MOe aTaKyoLwmum nHGopmaLmMmn
23 MHankaTopbl Komnpo- YO B cnyuae ecnv B npo- | TekctoBOE nosne unu -
meTalmumn Llecce paccnefoBannsa | Gpain
OblN BbISBNEHDI
VHAMKATOPbI KOM-
npomeTaumum, pasee
He HanpaBnsBLUKECS
B ®uHLLEPT
24 MpuHaTble mepbl [TpUHATbIE KOHTPMEPSDI YO 0643atenbHo 3anon- | MepeyeHb naeHTndun- | MepeyeHb naeHTMdM-
HSIeTCA X0TA Obl OHO | KATOPOB KOHTPMEP KATOPOB KOHTPMEP,
13 nonei HOAMPAB/EHHbIX
HO HENTPaM3aLmnio
aTaKW W HefonyLerne
NOBTOPHOI ATAKY,
HO OCHOBAHUM MATPU-
bl MITRE DEF3ND
25 Onucaxune mep 3a- TekctoBoe none TekcToBOE ONMCAHME
LmThI NPUHATBIX Mep Ans
HeNTPaNM3aLmMN aTaKm
1 HeponyLLeHns no-
BTOPHO ATAKK
26 Yiep6 ot uHumaenta | Cymma npsambix YO Ecnv Takune notepu Cymma B pyonsax K npsmbiM notepsm
notepb ABNSIOTCS NoCnea- C TOYHOCTbIO 10 iBYX | GUHAHCOBOI Opra-
CTBMSIMW PEA/3ALMN | 3HAKOB NOC/E 3ANATON | HU3ALMM OTHOCSATCA
(GUHAHCOBOTO MHLK- noTepu, OTPaXeHHble
AEHTA 1 eCTb BO3MOX- HO CYETaX PacxofoB
HOCTb MX OLiEHNTb 1 yObITKOB B OyX-
ranTepckoM yyete
1 HO NPUPABHEHHBIX
K HAM CYeTax no yyerty
nebutopckon 3a400-
KEHHOCTU
27 CyMMa KOCBEHHbIX YO Ecnw Takne notepm Cymma B pybnsix Henpsmble notepu

dMHAHCOBOM OpraHu-
30LMK, HE OTPAXEH-
Hble B ByXranTepckom
yuete, HO KOCBEHHO
CBSAI3AHHbIE € COObITU-
AMU PUCKA peannsa-
LMK NHGOPMUALMOHHbIX
yrpo3, BKAoYawlLLme
notepu, onpeaens-
€Mbl€ PACYETHbIM
MEeTOLOM B LEHEXHOM
BbIPAXEHUM
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Mopspa-
KOBbIA
Homep

Kareropus anemeHTa
AAHHbIX

Onucaxue ACOU Ul

06513aTeNbHOCTDb
nonei

YcnoBue o6a3arenb-
HOCTH

MpaBuno 3anon-
HeHus

MpumeuaHue

28

29

30

KayectBeHHble notepu

YO

Ecnv Ha opranusaumio
pacnpocTpaHsiercs
Tpe60oBaHNS 06 OLEH-
Ke TOKWUX NoTepb B CO-
otBetcTBUM € 716-M

OueHb BbICOKME]
Bbicokue]
CpepHue]
Huzkue]

Henpsmble notepu
OUHAHCOBOW OPraHu-
30UMK, He OTPAXKEH-
Hble B GyXranTepckom
yuere, HO KOCBEHHO
CBSI30HHbIE C COObITH-
AMU PUCKA Peanu3a-
UMM MHOOPMALMOHHBIX
yrpo3, BK/touaioLLme
notepu, onpegense-
Mble C MCMONb30Ba-
HWEM 3KCMEepTHOro
MHEHUs, B Cnyyae
€C/I1 NoTepU He Bbipa-
XEHbI B AEHEXHOM Bbl-
PAXEHUM PACYETHBIM
MeToaoM

CymMma noteHumanb-
HbIX NOTEPb

YO

Ecnv Takue notepm
ABNAKOTCA nocnen-
CTBUAMU peanusaummn
(GMHAHCOBOrO MHUM-
[EeHTa N eCTb BO3MOX-
HOCTb UX OLeHUTb

Cymma B pybnsix
C TOYHOCTbIO 10 AABYX
3HAKOB NOC/e 3aMATOi

Henpsimble notepu
(GUHAHCOBOA OpraHu-
30UMK, HE OTPAXKEH-
Hble B ByXrantepckom
yyeTe, HO KOCBEHHO
CBSI3AHHble C COObITU-
SIMW PUCKA pPeanu3a-
LN MHOOPMALMOHHbIX
yrpo3, BKAouaioLme
notepu, He peanu-
30BABLUKECS B BUAE
NPAMBIX 1 KOCBEHHBIX
notepb, KOTopble
MOT/IM Obl BO3HUKHYTb
npy peanuaumum

He BbIIBNIEHHDbIX
GUHAHCOBOA OpraHu-
30UMeit UCTOUHNKOB
PUCKA Peanu3aummn k-
(GOPMALMOHHBIX Yrpo3
u (1nu) npu Hebnaro-
NPUATHOM CTEYEHUN
06cToATENbCTB

Meponpusatus,
OCyLLeCTBNEHHbIE Kpe-
ONTHOW Opraxusauuen
B LieNsX NonyyYeHus
BO3MeLLEeHUs No no-
HECeHHbIM NoTepsam

YO

Ecnvn Takne mepo-
npUATAS NPOBOAM-
NUCb/NPOBOASATCS

TekcToBoe none

31

YHUKQ/IbHbIN NOPSAAKO-
BbIA MAEHTUPUKALMOH-
HblIi HOMep coGbITUS

0NepaLnoHHOro pUCKa

YHUKONbHbBIA NOPSAAKO-
Bblil MAEHTUOUKALMOH-
HbliA HOMep cobbITUS
0MNepaLMOHHOro pucKa
B 6a3e cobbITui,
COOTBETCTBYIOLLETO
AAHHOMY WHUMAEHTY

YO

TonbKko ang Kpeaut-
HbIX OPraHM3aLyii

TekcToBoe none
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NMPUNTOXEHUE 15. POPMA NMPEAOCTABJTEHUA OAHHbLIX REQ_ISI_DATALEAK - ®DOPMA
3AMPOCA BAHKA POCCUU B LLENAX NOATBEPXOEHUA ®AKTA HEBAKOHHOTIO

PACKPbITUS BAHKOBCKOM TAUHbI U (MNTUN) 3ALLMUILLAEMON MHOOPMALIUU

B COOTBETCTBMN C HOPMATUBHbIMN AKTAMN BAHKA POCCUU

Mopsapn- | Kateropus anementa | Onucanne ACOU UI 06sa3arenbHoOCTb Ycnoeue obasarenb- Mpasuno 3anon- Mpumeuanune
KOBbI AAHHBIX noneii HOCTH HeHus
Homep
1 Tun 3anpoca/oteeta | Tun 3anpoca/oTBeTa 0 - [REQ_ISI_DatalLeak] lMpea3anonHeHHoe
none
2 06Lume faHHble 30- Tnn HE3AKOHHO pac- 0 - [BaHkoBckas TaiiHal -
npoca KpbITO MHGopMaLum [MepconanbHble
AOHHbIE]
[MHas 3awmwaemas
nHbopmaums]
3 OnuncaHne He3aKOHHO 0 - TekctoBoe none -
PACKpPbITOI MHOP-
maumum
4 [ata o6HapyxeHus 0 - B cootetctBumn ¢ RFC | Mo MockoBCKOMY Bpe-
3339 meHu [UTC +03:00]
5 Ccbinka Ha 06bsB- YO Mpwn Hannuum TekcroBoe none -

NeHKe C packpbIToin
nHbopmaummn

®dopma npeacrasnenns aadHbix RESP_ISI_DatalLeak — ®opma npepcrasnenuns otseta Ha 3anpoc banka Poccum B uensax
noaTBepXAeHUA GaKTa HE3UKOHHOFO PACKPbITUS 6AHKOBCKOWM TAMHbBI U (MN11) 3awmwiaeMon MHGOpPMaLun B COOTBETCTBUM
C HOPMATUBHbIMM akTamu Baxka Poccum

Mopsap- | Kateropms anementa | Onucanne ACOU UI 06s3arenbHOCTb Ycnoeue o6asarenb- Mpasuno 3anon- Mpumeuanune
KOBbIi AAHHBIX nonei HOCTH HeHus
Homep
1 Tun 3anpoca/oteeta | Tun 3anpoca/oTBeTa 0 - [RESP_ISI_DataLeak] | Mpea3anonHexHoe
none
2 Craryc Crartyc BbiaBNeHUs 0 - [®akT He3akoHHOTO -
HE3UKOHHOro pac- PACKPbITUS BbISIB/EH,
KpbITUS GAHKOBCKOM MHGopMaLmMs paHee
TQWHbI, NePCOHANbHBIX Hanpasnanach B baxk
DAHHBIX W (111) MHBIX Poccuu]
LAHHbBIX KNIMEHTOB UK [®akT He3akoHHOTO
COTPYAHUKOB YHOCTHU- PACKPBITUS HE Bbl-
Ka MHGOPMALMOHHOrO ABNeH]
obmeHa [Heobxoanmo ponon-
HUTENbHOE BpeMs Ans
paccmoTpenus]
3 Mpentudukarop cs- | UpeHtudukatop yBe- YO «Cratyc» = [[a, B cooTBetcTBUM MaeHTndukatop yBe-
30HHOTO YBEOM/IEHNS | [IOM/IEHUS O BbisiBNe- nHbopmaumsa paHee ¢ popmatom ACOU NIOMNEHNS O BbiSiB/e-
HUW HE3AKOHHOTO pac- Hanpasnsnack B bauk | OuHLIEPT HUW HE3OKOHHOTO pac-

KpbITUS GAHKOBCKOMN
TA/HbI, NEPCOHANbHbIX
DAHHBIX W (111) MHBIX
DAHHBIX KMEHTOB UK
COTPYAHUKOB YHOCTHU-
Ka MHGOPMALMOHHOIO
obMeHa

Poccun]

KpbITUS OAHKOBCKO
TQAVHbI, NePCOHANbHbIX
AAHHDBIX 1 (1) UHBIX
AOHHbIX KNUEHTOB UK
COTPYAHWKOB y4acT-
HUKA MHGOPMALIMOH-
HOro 0OMeHa, paHee
HANPABAEHHOTO

B OuHLIEPT yyacTtHu-
KOM MHGOPMALIMOHHO-
ro obmeHa
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MPUNOXEHWE 16. DOPMA NPEAOCTABJIEHNA OAHHBIX NTF_ORI_DETECT - ®OPMA

NMPEACTABNTEHUA YYMACTHUMKAMUN UHOOPMALMOHHOIMO OBMEHA OAHHbIX
O BbIABNEHUU MHUUOEHTA ONEPALMOHHOMN HALOEXHOCTMU

Mopsap- | Kateropus anementa | Onucanne ACOU UI 06sa3arenbHoOCTb Ycnoeue o6a3arenb- Mpasuno 3anon- Mpumeuanune
KOBbI AAHHBIX nonei HOCTH HeHus
Homep
1 Tvn yBegomneHus Tvn yBegomneHus 0 - [NTF_ORI_Detect] lMpen3anonHeHHoe
none
2 [ata v Bpems [ata v Bpems BbI- 0 - B cootetctBumn ¢ RFC | Mo MockoBCKOMY Bpe-
ABNEHUS MHLUNAEHTA 3339 meHn [UTC +03:00]
OnepaLoHHON Ha-
NIeXHOCTH
3 Knaccndukaums nHum- | Kog Buaa (Hanpasne- 0 - Bbi6op ofgHoro 3Have- | Mpu Haamuum Koaa
[IeHTa ONEepaLMOHHON | HUS) [eATENbHOCTH HWS M3 CINCKA: BNAA (HaNpaBAeHus)
HOAEXHOCTH HrHaHCOBOM OpraHu- AeATeNbHOCTN QUHAH-
3auun N3 knaccudukatopa | COBOIA OpPraHn3aLnn
«Knaccudpukarop nepBoro n BTOporo
VHUMAEHTOB 3ALWNTbI | YPOBHS OHM 30-
MHGOPMALIMM U UH- NONHAKTCS Yepes «.»,
LMAEHTOB onepauu- Hanpumep: [Kog 1].
OHHOII HOAEXHOCTH, [Koa 2]
B paspese BI0B
AeATeNbHOCTH Kpe-
AVUTHBIX OPraHU3aLNA,
HEKPeaUTHbIX PUHAH-
COBbIX OPraHN3aLmit
1 CyObeKTOB HaLKO-
HONBHOM NNATEXHOW
CUCTEMbI 1 COCTABNS-
IOLLMX NX TEXHONOT K-
YEeCKNX NPOLLeCCoB»,
npuUBELEHHOro
B npunoxenum 11
4 Kog TexHonornyecko- 0 - Bbi60p ogHOro 3HAYE- -

ro npouecca

HUA U3 CNUCKA:

13 knaccudukatopa
«Knaccudukatop
VHLMAEHTOB 3aLUMTbI
MHbOPMALMM U UH-
LMAEHTOB onepavy-
OHHOWN HOAEXHOCTH,
B pa3pese BUAOB
AeaTenbHOCTU Kpe-
AWTHBIX OPTraHU3aLNA,
HEKPEAUTHbIX GUHAH-
COBbIX OPraHU3aLuii
1 Cy6bEeKTOB HaLMO-
HQIbHON NNATEXHO
CUCTEMbI 1 COCTABANSA-
IOLLNX UX TEXHONOT K-
YeCKMX MpoLeccoB»,
NPUBEAEHHOTO

B npunoxenum 11

lMepeueHb 3aBUCUT
ot nons «Kop Buaa
(HanpaBneHus) pes-
TENbHOCTU QUHAHCO-
BOW OPraHU3aLmMmy




QOO CTO BP B®B0O-1.5-2023

Mopspa-
KOBbIA
Homep

Kareropus anemeHTa
AAHHbIX

Onucaxue ACOU Ul

06513aTeNbHOCTDb
nonei

YcnoBue o6a3arenb-
HOCTH

Mpasuno 3anon-
HeHus

MpumeuaHue

5

Kop nctounnka pucka

0

Bbi6op ogHoro 3Have-
HUS U3 CINCKA:

13 knaccudukatopa
«McTOYHNKM pUucka»,
npuBeAeHHOro

B NpuaoxeHuu 28

Koa Tna nHumaexTa

Bbi6op ogHOro 3Have-
HUS U3 CINCKA:

13 knaccudukatopa
«Knaccudpukatop
MHUNAEHTOB 3ALLMUTbI
MHbOPMALMM U UH-
LMAEHTOB OnepaLu-
OHHOIi HOAEXHOCTH,
B paspese BI0B
AeATeNbHOCTN Kpe-
AUTHbBIX OPraHU3ALMA,
HeKpeaUTHbIX PUHAH-
COBbIX OPraHN3aLmii
1 CyObEeKTOB HALMO-
HQIbHON NNATEXHOM
CUCTEMbI 1 COCTABANS-
IOLLMX UX TEXHONOMN-
YEeCKNX NPOLLEeCCoB»,
npuBeAeHHOro

B npunioxenn 11

lMepeyeHb 3aBUCHT
ot nons «Kog TexHono-
rMyeckoro npouecca»

Kop uHumpeHTa

Bbi6op ogHOro 3Have-
HUS U3 CINCKA:

13 knaccudukatopa
«Knaccudpukarop
VHUNAEHTOB 3ALLMUTbI
MHbOPMALMM U UH-
LMAEHTOB OnepaLu-
OHHOIi HOAEXHOCTH,
B paspese BN0B
AeATeNbHOCTN Kpe-
AUTHbBIX OPraHM3ALMA,
HeKpeaUTHbIX PUHAH-
COBbIX OPraHN3aLmii
1 CyObEeKTOB HALMO-
HQIbHON NNATEXHOM
CUCTEMbI W COCTABANS-
IOLLMX UX TEXHONOMN-
YeCKNX NPOLLeCCoB»,
npuBeAEeHHOro

B npunioxenin 11

MepeyeHb 3aBUCHT
ot nons «Kop tuna
VHUMAEHTA 3aLWMTbI
nHbopmaLmmn»
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KOBbIV AAHHbIX noneii HOCTH HeHus
Homep
8 CsepeHus 06 o6bekTe | Kop ypoBHS 06bekTa 0 - Bbi6op ogHoro 3Have- -
MHGOPMALIMOHHO MHPOPMALIMOHHO HUS U3 CNNCKA:
MHPACTPYKTYPbI MHPPACTPYKTYPbI,
KOTOPbII OKa3aN N3 knacecudukatopa
(BnoK 3anoNHSAETCS OT- | BAUSIHME HA NPOCTOM «Tunbl 06beKTOB
[eNbHO ANS KAXA0rO | MAK Aerpagaumio 1 Cy6bEKTOBY,
06bEKTa NHGOPMALN- | TEXHONOTUYECKOro npuBeAeHHOro
OHHOW UHGPACTPYKTY- | mpoLecca B NpuaoxeHuu 28
pbl, KOTOPbII OKA3AN
B/INSIHME HO NPOCTOM
1AN ferpanaumo
TEXHONOrMYECKOro
npouecca)
9 Kop tvna o6bekTa 0 - Bbi6op ofgHOro 3Have- -
MHGOPMALIMOHHO HUS U3 CNNCKA:
MHPPACTPYKTYPbI,
KOTOPbII OKa3aN N3 knaccudukatopa
B/INSIHWE HO NPOCTOM «Tunbl 06beKTOB
1An ferpaaumio 1 CyObEeKTOBY,
TEXHONOrMYECKOro npuBeAEeHHOro
npouecca B Npuaoxexuu 28
MepeyeHb 3aBUCHT
ot nons «Kop ypoBHA
06bekTa nHGopmaum-
OHHOIi HPPACTPYK-
TypbI»
10 OnuncaHue obbekTa 0 - B dopmare, cootBeT- -
MHPOPMALIMOHHO CTBYIOLLEM PEKOMEH-
MHOPACTPYKTYPbI, aaunsm banka Poc-
KOTOPbII OKA3a BAUS- Cuu, ony6NNKOBAHHbBIM
HWe Ha NPOCTOii UK Ha odpuuManbHOM
Aerpaaaumio TexHono- caite
ryeckoro npouecca,
B popmare CPE
1 CseaeHnuns 06 NHUM- YCTAHOBNEHHbIN 0 - Ykasblsaetcs B pop- | YkasbiBaetcs obliee

[EHTE ONepaLMoHHON
HOAEXHOCTH

OPraHu3aLmedt pexmm
OCYLLECTBACHUS YCIyT

mare {aHei*vacos}
B KBOPTAN

KONMYECTBO AHEN

1 06LLee KoM4ecTBo
4aCOB B OTYETHBIN
KBAPTA/I, BO BpEMSA
KOTOPOro NpousoLen
VHUMAEHT onepauy-
OHHOI HOAEXHOCTH,
paCCUMTAHHbIE

B COOTBETCTBUM

C YCTAHOB/IEHHbIM

B OPraHU3aLmMmn pexi-
MOM OCYLLECTB/IEHNS
yenyr
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Mopspa-
KOBbIA
Homep

Kareropus anemeHTa
AAHHbIX

Onucaxue ACOU Ul

06513aTeNbHOCTDb
nonei

YcnoBue o6a3arenb-
HOCTH

Mpasuno 3anon-
HeHus

MpumeuaHue

12

13

14

CBfI3b C Apyrumu
YBELOMNEHUIMM

Bup cBA3AHHOrO
yBeJOM/EHs

Tun cBSI3U C Apyrumu
yBEAOMAIEHNSMM

PerucrpaumonHbii
HOMep yBefoM/IeHHs

YO

3anonHsietcs B cnyyae
HONPABNEHUs paHee
B bank Poccun yBe-
LOMNEHUS!, CBSI3AHHO-
ro C TeKyLM

Bbi6op ogHoro 3Have-
HUS U3 CINCKA:

[NTF_OWC]
INTF_ISI]
[NTF_ORI]
INTF_CI]
[NTF_CA]
[NTF_VLN]

[NTF_OWC] - yBe-
[OM/IEHME O Bbl-
SIBNIEHHbIX CITy4asnX

1 (1nu) NoNbITKAX
OCYLLECTBNEHMS
nepeBofoB AEHEXHbIX
cpencts 6e3 cornacus
K/IMEHTA, O TAKXKE

0 BbISIBNIEHHbIX Cyya-
AX ¥ (1K) NONbITKAX
OCYLLECTBNEHMS
onepauuii, HanpaB-
NEHHbIX Ha COBep-
LeHne GUHOHCOBbIX
CAENOK C UCnonb3o-
BOHMEM GUHOHCOBO
nnarpopmbl 6e3
BO/IEN3bSBNEHNS
YUYACTHUKA GUHAHCO-
BO NnaTdopmbl
[NTF_ISI] - yBegom-
NIeHNe 0 BbISIBNEHUN
VHUMAEHTA 30LLUMUTHI
MHbOpMaLMM nnn
pesynbratax paccne-
[OBOHMS UHUMAEHTA
30LWMTbI MHGOPMALUM
[NTF_ORI] - yBepom-
NIEHNe O BbISIBNEHUN
VHUMAEHTA onepauu-
OHHOW HOEXHOCTH
MW O pe3ynbraTax
paccnefoBaHNS MHLM-
[EHTA ONepaLMOHHON
HOLEXHOCTY

[NTF_CI] - yBepomne-
HWe O KOMMbIOTEPHbIX
VHUMAEHTAX

[NTF_CA] - yBepomne-
HWS1 O KOMMbIOTEPHBbIX
aTaKax

[NTF_VLN] - yBepom-
NEHNe O BbISIBNIEHHbIX
YSI3BUMOCTSIX»

Bbi6op ogHOro 3Have-
HUS U3 CINCKA:

[MpenLwectytowiee
cobbiTne]

[AouepHee cobbiTne]
[CBaizaHHOE cobbITHE]
[YTouHeHwe cBeaeHwit
0 co6bITHH]

B cooTBetcTBUM
¢ popmatom ACOU
OuHLIEPT

MpeHtndukatop
YBEAOMNEHUs Uin
0TBETA HA 3aMNpoc, pa-
Hee HaNpaBNeHHOro

B OuHLIEPT yyacTtHu-
KOM MHOPMALMOHHO-
ro o6MeHa

OrpaHNyuTENbHbIN
mapkep TLP

OrpaH1YuTENbHbIA
MapKep Ha pacnpo-
CTPaHEeHMe cBeaeHui
13 AAHHOTO YBeAOM/Ie-
HuA

Bbi6op ogHoro 3Have-
HUS U3 CINCKA:

TLP: WHITE]
TLP: GREEN]
TLP: AMBER]
TLP: RED]

B cootBetcTBMM

€ 0603HAYEHNAMM,
NPUHATBIMK B NPO-
Tokone TLP

Mo ymonyuanuto [TLP:
GREEN], ecnn He yka-
30HO MHOe




CTO BP B®B0O-1.5-2023

203

Mopsp- | Kateropus anementa | Onucaxue ACOU Ul 06513aTeNbHOCTDb YcnoBue o6a3arenb- MpaBuno 3anon- MpumeuaHue
KOBbIii AAHHBIX nonei HOCTH HeHus
Homep

16 HeobxoanmocTb npu- | HeobxoanmocTb npu- YO Mpwn Heobxogumoctn | [[a] HeobxoaumocTb npu-

Bneyenns OGuHLEPT

Bneyenns OGuHLEPT

Bneyenns ®uHLLEPT
ANs NPoBEAeHNs
paccnenoBaHUs UHUK-
[EHTA 30LLMTbl NHHOP-
MaLmMK, pesynsTaThbl
KOTOPOTO O/XKHbI
6bITb HANPABNEHbI
YBELOM/IEHUEM O paC-
CNefoBAHNN
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NMPUNOXEHUE 17. POPMA NMPEAOCTABJIEHUA OAHHDbLIX NTF_ORI_INVESTIGATION -
®OPMA NMPEACTABJIEHUA YHACTHUKAMU NHOOPMALMOHHOIO OBMEHA OAHHDbIX
O PE3YJIBTATAX PACCNNIEOOBAHUA UHUMOEHTA ONEPALMOHHOM HAOEXHOCTU

Mopsapn- | Kateropus anementa | Onucanne ACOU UI 06sa3arenbHoOCTb Ycnoeue obasarenb- Mpasuno 3anon- Mpumeuanune
KOBbIA AAHHBIX nonei HOCTN HeHus
Homep
1 Tvn yBegomneHus Tvn yBegomMneHus 0 - [NTF_ORI_ lMpen3anonHeHHoe
Investigation] none
2 CB#3b € yBegomne- WpeHtudukarop 0 - B cooTBetcTBUM MpeHtndukatop
HUEM O BbIIBIEHUN yBEOM/IEHUS O Bbl- ¢ popmatom ACOU YBEAOM/IEHNS NN
MHUMOEHTA ONepaun- | ABIEHUU UHUMAEHTA OuHLEPT OTBETA HA 3aMpoc, pa-
OHHOW HOAEXHOCTH 0nepaLmoHHON Ha- Hee HanpaBAEHHOro
LEXHOCTU B OuHLIEPT yyacTtHu-
KOM MHGOPMALMOHHO-
ro obmeHa
3 [ata v Bpems [ata v Bpems GpakTu- 0 - B cootetctBumn ¢ RFC | Mo MockoBCKOMY Bpe-
4EeCKoro CBepLUeHus 3339 meHn [UTC +03:00]
VHUMAEHTA onepaum-
OHHOW HOAEXHOCTH
4 YTOUYHEHWe AaHHbIX, Kop Buna (Hanpaene- YO Mpwn HeobxoanmocTn Bbi6op ofgHoro 3Haue- | Mpu Haamumm Koaa

cofiepXaLLmxcs
B YBEOM/IEHUM O Bbl-
SBNIEHUN MHLMAEHTA
ONEPALMOHHON Ha-
LLEXHOCTH

HUSl) AEATeNbHOCTH
$UHAHCOBOW OpraHu-
3aummn

YTOUHNTb Knaccudm-
KAaLMIO MHUNAEHTa
onepauyoHHo
HOAEXHOCTH, paHee
NPeAOCTUBNEHHYIO

B YBEJOM/IEHME O Bbl-
ABMEHUN MHUNAEHTA
OMNEepALNOHHOM Ha-
AEXHOCTHN

HUA U3 CNUCKA:

13 knaccudukatopa
«Knaccudukatop
VHLMAEHTOB 3aLUMTbI
MHbOPMALMM U UH-
LMAEHTOB onepavy-
OHHOWN HOAEXHOCTH,
B pa3pese BUAOB
AeaTenbHOCTU Kpe-
AWTHBIX OPraHU3aLNA,
HEKPEAUTHbIX GUHAH-
COBbIX OPraHU3aLuii
1 Cy6BbEeKTOB HaLMO-
HQIbHON NNATEXHO
CUCTEMbI 1 COCTABANSA-
IOLLNX UX TEXHONOT K-
YeCKuX MpoLeccoB»,
NPUBEAEHHOrO

B npunoxenum 11

BNAA (HANpaBAeHUs)
AEATENbHOCTU GUHAH-
COBOW OPraHuU3aLmMm
nepBoro 1 BTOPoro
YPOBHS OHY 30-
MOJHSIOTCS YEepes «.»,
Hanpumep: [Koa 1].
[Koa 2]
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Mopspa-
KOBbIA
Homep

Kareropus anemeHTa
AAHHbIX

Onucaxue ACOU Ul

06513aTeNbHOCTDb
nonei

YcnoBue o6a3arenb-
HOCTH

MpaBuno 3anon-
HeHus

MpumeuaHue

5

Kop TexHonornyecko-
ro npouecca

Kop nctounnka pucka

Koa Tvna nHumaexTa

Bbi6op ogHoro 3Have-
HUS U3 CINCKA:

13 knaccudukatopa
«Knaccudpukarop
MHUNAEHTOB 3ALLMTbI
MHbOPMALMM U UH-
LMAEHTOB OnepaLm-
OHHOIi HOAEXHOCTH,
B pa3spese BN0B
AeATeNbHOCTN Kpe-
AUTHbBIX OPraHM3ALMA,
HEKpeaUTHbIX PUHAH-
COBbIX OPraHN3aLMii
1 CyObEeKTOB HALMO-
HO/IbHON NNATEXHOM
CUCTEMbI 1 COCTABANS-
IOLLMX UX TEXHONOTN-
YEeCKNX NPOLLEeCCOBY,
npuBeAeHHOro

B npuaoxexuu 11

lMepeyeHb 3aBUCHT
ot nons «Kop Buaa
(HanpaBneHus) pes-
TENbHOCTU GUHAHCO-
BOW OPraHu3aLmmy

Bbi6op ogHOro 3Have-
HUS U3 CINCKA:

13 knaccudukatopa
«MCTOYHNKM pUCKa»,
npuBeAeHHOro

B Npuaoxexuu 28

Bbi6op ofgHOro 3Have-
HUS U3 CINCKA:

13 knaccudukatopa
«Knaccudpukarop
MHUNAEHTOB 3ALLMUTbI
MHbOPMALMM U UH-
LMAEHTOB OnepaLu-
OHHOIi HOAEXHOCTH,
B paspese BN0B
AeATeNbHOCTN Kpe-
AUTHbBIX OPraHM3ALMA,
HeKpeaUTHbIX PUHAH-
COBbIX OPraHN3aLmii
1 CyObEeKTOB HALMO-
HQIbHON NNATEXHOM
CUCTEMbI 1 COCTABANS-
IOLLMX UX TEXHONOMN-
YeCKNX NPOLLeCCoB»,
npuBeAEeHHOro

B npunoxerin 11

lMepeyeHb 3aBUCHT
ot nons «Kog TexHono-
rMyeckoro npouecca»
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8 Kop nHumpeHTa Bbi6op ogHoro 3Have- -

HUS U3 CNNCKA:

13 knaccudukatopa
«Knaccudpukarop
MHUNAEHTOB 3ALLMTbI
MHbOPMALMM U UH-
LIMAEHTOB OnepaLu-
OHHOIi HOAEXHOCTH,
B pa3spese BN0B
AeATeNbHOCTN Kpe-
AUTHbBIX OPraHM3ALMA,
HEKpeaUTHbIX PUHAH-
COBbIX OPraHN3aLMii
1 CyObEeKTOB HALMO-
HO/IbHON NNATEXHOM
CUCTEMbI 1 COCTABANS-
IOLLMX UX TEXHONOTN-
YEeCKNX NPOLLEeCCOBY,
npuBeAeHHOro

B npuaoxenuu 11
MepeyeHb 3aBuCHT
ot nons «Kop tTuna
VHUMASHTA 3aLWNTbI
MHbopmMaLmMmn»

9 «CBepeHuns 06 06bek- | Kop ypoBHS 06bekTa YO bnok 3anonHsaetcs Bbi6op ogHOro 3Have- -
T€ UHOOPMALMOHHON | MNHPOPMALIMOHHOM B C/ly4a€ BbIABNEHUS | HUS U3 CNUCKA:
MHOPACTPYKTYPbI MHOPACTPYKTYPbI, 061beKToB MHGopma-

KOTOPbI OKa3an LIMOHHOW MHPPa- 13 knaccudukatopa
(610K 3aN0NHSAETCA OT- | BAUSHWE HA NPOCTON CTPYKTYpbI, KoTopble | «Tunbl 06bEKTOB
[eNIbHO AN KAXA0TO | MAK Aerpapaumio 0Ka3a11 BANSIHNE 1 CyObEeKTOBY,
06bEKTa NHGOPMALN- | TEXHONOTUYECKOro HQ NPOCTOii UK fe- npuBeAeHHOro
OHHOW MHPPACTPYKTY- | NpoLecca rpaaaLmio TEXHoo- B NPUIOXeH! 28
pbl, KOTOPbII OKA3AN ruyeckoro npouecca,
B/INSIHME HO NPOCTOM 1 He 6blnn Hanpas-
1AW ferpanaumo NeHbl B yBEAOMNEHNN
TEXHONOrMYEeCKoro 0 BbISIBNEHUN NHLN-
npouecca) AEHTA ONepaLoHHON
HOAEXHOCTN
10 Kop tvna o6bekta Bbi6op ofgHOro 3Have- -
MHPOPMALIMOHHO HUS U3 CNNCKA:
MHPPACTPYKTYPbI,
KOTOPbII OKa3aN N3 knaccuukatopa
B/INSIHWE HO NPOCTOM «Tunbl 06beKTOB
1An ferpasaunio 1 CyObEeKTOBY,
TEXHONOrMYECKOro npuBeAEeHHOro
npouecca B Npuaoxexuu 28
MepeyeHb 3aBUCHT
ot nons «Kop ypoBHA
06bekTa/cyobekTa»
" OnucaHne obbekTa B dopmare, cootBeT- -
MHGOPMALIMOHHO CTBYIOLLEM PEKOMEH-
MHOPACTPYKTYPbI, aaunsm banka Poc-
KOTOPbII OKA3a BAUS- Cuu, ony6NNKOBAHHbBIM
HWe Ha NPOCTOi UK Ha oduLManbHOM
AEerpaaaumio TeXHono- caire
ryeckoro npouecca,
B popmare CPE
12 Csepaenuns 06 NHUM- [lata v Bpems BoccTa- 0 - B cootsetctBun ¢ RFC | Mo MockoBcKoMy Bpe-

[leHTe OnepaLmoHHON
HAAEXHOCTH

HOB/IEHUS! OKA3AHUS
YCAyr B NOSHOM
obbeme

3339

MeHn [UTC +03:00]
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Homep
13 daktnueckasa nons 0 - MHdopmaums no noka- | OTHoweHue obLiero
AerpaaaLm TexHono- 30TeNt0 YKA3bIBAETCH | KONNYECTBA Onepa-
ryeckoro npouecca, B BUAE [ECATUYHOM LIMiA, OCYyLLEeCTBNSAEMbIX
HQ BbINO/HEHNE KOTO- APO6M C TOYHOCTbIO B POMKOX TEXHONOr -
poro okKasan BAusHUE [0 LWeCTH 3HAKOB yeckoro npotecca,
MHUNAEHT ONepaLMoH- nocne 3anaToi (Ha- COBEPLUEHHbIX
HOW HOAEXHOCTH npumep, 0,000068) BO BpeMsi Aerpagaumnu
TEXHONOrMYECKOro
npouecca, B pamkax
VHUWAEHTA onepauy-
OHHOIi HOAEXHOCTH,
K OXMAaemMOMy KO-
NIMYEeCTBY ONEpPaLnii,
0CyLLEeCTBASEMbIX
B POMKOX TEXHONOr -
yeckoro npotecca,
30 TOT e Nepuop,
B CNlyyae Henpepbls-
HOro OKA3aHNS yCnyr
14 dakTnyeckoe Bpemst 0 - B mMunyTax Yka3biBaeTcst
npocTos v (unu) KONNYecTBoO Bpe-
AerpaaaLmn TexHono- MEHU C MOMEHTa
ryeckoro npouecca, HaYana NpocTos
HQ BbIMNO/HEHNE KOTO- ¥ (nnw) perpapaunm
pOro oKasan BAusHUe TEXHONOrMYECKOro
MHUNAEHT ONepaLmMoH- npouecca, CBA3aHHO-
HOVi HOAEXHOCTI ro C OCyLLECTBNEHNEM
YCNyr, ,O MOMEHTa
BOCCTAHOB/EHUS OKO-
30HWSA YCIYT B NOSHOM
obbeme
15 Konuyectso pacnops- YO Mpw Hannuum Llenoe uncno >0 -
XEHWiA, He BbINONHEH- nHpopmaumnmn
HbIX B pesynbTare pea- B 4ACTU KONMYeCTBa
N30LUN MHLMAEHTA pacnopsKeHuit, He
BbINO/MHEHHbIX B pe-
3ynbraTe peannu3auun
MHUMAEHTA
16 Cymma pacnopsixe- CyMMa € TOYHOCTbIO -
HWiA, He BbINOSTHEHHbIX A0 [1BYX 3HOKOB nocne
B pe3y/brate peanu- 3anaToi
30UMN MHUMAEHT
17 Banota N3 O6uiepoccuitckoro -
Knaccupukaropa
BOJIOT
18 MpuHATbIe Mepbl 0 - TekctoBOe none TekcToBOE ONMCAHME
NPUHATBIX Mep Ans
HenTpanmsaunum
1 HE[LOMYLLEHUs No-
BTOPHOIO UHLMAEHTA
19 Yiep6 ot uHumaenta | Cymma npsambix YO Ecnv Takune notepu Cymma B pyonsax K npsmbiM notepsm

notepb

ABNAKOTCA nocnen-
CTBUAMU peanusaymmn
q)VIHC]HCOBOI'O WHUK-
[EHTA 1 eCTb BO3MOX-
HOCTb UX OLEHUTb

C TOYHOCTbIO A0 ABYX
3HOKOB MOC/Ie 3aNATON

dnHaHcoBOM opra-
HU3ALMM OTHOCATCS
NoTepU, OTPAXEHHbIE
HQ CYETaX PacxoaoB

1 yObITKOB B OYX-
ranTepckoMm yyete

1 HO NPUPABHEHHbIX

K HUM CYETaX N0 yyeTy
nebutopckont 3a400-
XEHHOCTK
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YcnoBue o6a3arenb-
HOCTH
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HeHus

MpumeuaHue

20

21

22

23

CyMM0 KOCBEHHbIX
notepb

YO

Ecnv Takne notepm
ABNAKOTCA nocnen-
CTBUAMU peanunsaummn
(GMHAHCOBOrO MHUM-
0EeHTA 1 eCTb BO3MOX-
HOCTb UX OLEHUTb

Cymma B pybnsix
C TOYHOCTbIO 10 AABYX
3HAKOB NOC/IE 3aMATO

Henpsmble notepu
OUHAHCOBOW OPraHu-
30UMK, He OTPAXKEH-
Hble B GyXranTepckom
yuere, HO KOCBEHHO
CBSI30HHbIE C COObITH-
AMU PUCKA Peanu3a-
UMM MHOOPMALMOHHBIX
yrpo3, BK/touaioLLme
notepu, onpeaens-
€Mble PaCYETHbIM
METOAO0M B LEHEXHOM
BbIPAXEHUN

KayectBeHHble notepu

YO

Ecnv Ha opranusaumio
pacnpocTpaHsietcs
Tpe60oBaHNs 06 OLEH-
Ke TOKWUX NoTepb B CO-
otBetcTBUM € 716-M

B cooTBetcTBUM

C KpUTEPUSIMU LKA
KaYyeCTBEHHbIX oLe-
HOK, YCTUHOB/IEHHOM
BO BHYTPEHHUX LOKY-
MEHTAX OPraHN3aLmi

Henpsmble notepu
OUHAHCOBOW OPraHu-
30UUM, He OTPAXKEH-
Hble B ByXranTepckom
yuere, HO KOCBEHHO
CBSI30HHbIE C COObITH-
AMU PUCKA Peanu3a-
LK1 MHOOPMALMOHHBIX
yrpos, BK/touaioLLme
notepu, onpegense-
Mble C MCMONb30Ba-
HWEM 3KCMepTHOro
MHeHUs, B Cnyyae
€C/I1 NoTepU He Bbipa-
XEHbI B AEHEXHOM Bbl-
POXEHUM PACYETHBIM
MeToaoM

Cymma noteHumanb-
HbIX NOTEPb

YO

Ecnv Takue notepm
ABNAKOTCA nocnen-
CTBUAMU peanusaummn
(GMHAHCOBOrO MHUM-
[EeHTa 1 eCTb BO3MOX-
HOCTb UX OLeHUTb

Cymma B pybnsix
C TOYHOCTbIO 10 ABYX
3HAKOB NOC/E 3aMATO

Henpsimble notepu
GUHAHCOBOA OpraHm-
30UMK, HE OTPAXKEH-
Hble B OyXrantepckom
yyeTe, HO KOCBEHHO
CBSI3AHHble C COObITU-
SIMW PUCKA peanu3a-
LN MHOOPMALMOHHbIX
yrpo3, BkAouaioLme
notepu, He peanu-
30BABLUKECS B BUAE
NPAMBIX 1 KOCBEHHBIX
notepb, KOTopble
MOT/IM Obl BO3HUKHYTb
npy peanuaumum

He BbIIBNIEHHDbIX
GUHAHCOBOIA OpraHm-
30UMeit UCTOUHNKOB
PUCKA Peanu3aummn k-
(GOPMALMOHHBIX Yrpo3
n (unu) npu Hebnaro-
NPUATHOM CTEYEeHUN
06cToATENbCTB

Meponpusatus,
OCyLLeCTBNEHHbIE Kpe-
ONTHOW Opraxusauuen
B LieNsX NonyyeHus
BO3MeLLEHs No no-
HECEeHHbIM NoTepsaM

YO

Ecnv Takne mepo-
npUATAS NPOBOAM-
NMCb/NPOBOASATCS

TekcToBoe none

24

YHUKA/IbHBIA NOPSAAKO-
BbIii MAEHTUOUKALMOH-
Hblii HOMep CobbITUS

OMNEepaLMOHHOTO PUCKa

YHUKONbHbBIA NOPSAAKO-
Bblil MAEHTUOUKALMOH-
HbliA HOMep cobbITUS
0MNepaLMOHHOro pUcKa
B 6a3e cobbITHiA,
COOTBETCTBYIOLLETO
LAHHOMY WHUMAEHTY

YO

Tonbko Ans Kpeaut-
HbIX OPraHN3ALNNA

TekctoBoe none
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NMPUNOXEHUE 18. NEPEYEHb KOMIMbBbIOTEPHbLIX MHUMOEHTOB U KOMIMBbIOTEPHbIX ATAK

Kop kom- | HaumeHoBaHne | Bo3moxHble Kputepui Kop kom- HaumeHoBaHue | Bo3moxHble Kputepuii
NbIOTEPHOrO | KOMMbIOTEPHO- BEKTOPbI MHPOPMMUPOBAHUSA NbIOTEPHOI | KOMMbIOTEPHON BEKTOPbI NHPOPMUPOBAHUSA
WHUMAEHTA | TO MHUMAEHTA | MHLUMAEHTA ataku aTaku aTaKK
[DoS] 3amennenne [INT] - Ho- BbisBneH ¢pakr ocy- [DoS] KomnbiotepHas | [INT] - Ha- B teueHue otuetHoro
pab6oTbl pecypca | NpaBneHo wectsnexus DoS-ataku araka tuna «OT- | npaBneHo Nepuoaa ObiNn BbISIBNEHbI
B pesy/brarte Ha 00beKTbl | (B NpoLecce unm 3asep- Ka3 B 06CNYXU- | HO OObEKTbI NOMNbITKK OCYLLECTBNEHNS
araku Tuna «OT1- | nHpopma- LUMBLLEACS) C NOHBIM UK BAHWUW» MHGopma- DoS-araku (B npouecce
Ka3 B 06CAYXU- | TU3aLUK YaCTUYHBIM NPepbIBa- TM3auum N 30BEPLUMBLLENCS),
BOHUN» GWHAHCOBOM | HUEM AOCTYMHOCTYU AN duHaHCOBOW | ecnm npodunb obbema
OpraHnsauMn | Aerpagaumeit cepsuca, opranusauun | Tpaduka NpesbILaer no-
1CNoMb3yemoro A5 npo- Ka3aTenu, yCTaHOBNEHHbIe
BefieHNss 6AHKOBCKNX UK BHYTPEHHUMW perna-
GMHAHCOBBIX onepavumii MEHTAMM OPraHn3aLmm
(B cnyuae otcyTCTBUSA
TAKOrO NOKa3aTens, Bblpoc
6onee yem B NATb pa3
0T 0ObIYHOTO 3HAYEHNS)
1 KOHTPO/IMPYEMbIN pecypc
NPOAOIKAET GYHKLMOHM-
pOBATH B LUTATHOM peXume
6e3 gerpagaunu B npous-
BOANTENBHOCTH.
Mmeetca nupopmauus
00 MCTOYHMKAX BPEAOHOC-
HON OKTUBHOCTU
[Application | YenewHas [INT] = Ha- 3adukcnpoBaH Gpakt [Exploit lMonbiTkun [INT] - Ha- B TeyeHune otyeTHoro
compromise] | skcnnyarauus npaBneHo yCnewHoit skcnayarayun | attempt] 3KCyaTaumumn npaBneHo nepuoaa Obln BbiSBNEHDI
YA3BUMOCTH HO 0ObEeKTbl | YI3BUMOCTM HO 060pya0- YA3BUMOCTH HQ 0OBEKTHI NONbITKK 3KCAyaTauum
MHGopma- BAHWUU MK B MTPOrPAMMHOM MHGopma- ysi3BUMOCTei Ha 060pyao-
TM3aumumn ob6ecneyeHnn opraHn3aLnm TM3auum BAHMM WAW B MPOrPAMMHOM
duHaHcoBO GMHAHCOBOW | 0becneyeHnmn opraHmnsa-
opraHnsaumnmn OpraHN3auMi | Luu.

Mmeetcs nHdopmaums

00 MCTOYHMKAX BPEAOHOC-
HOW GKTUBHOCTH, O TOKXKE
onucaHue akenayatn-
pyeMblIx yi3BUMOCTEN

B CUCTEME OMUCAHNS yA3-
BMMOCTEN Un cHopMnpo-
BOHO 3KCMEPTHOE MHeHne
Y4acTHUKa 06 ysa3BUMOCTH,
He ONMUCAHHOWN HW B OAHOM
cucTeme onuCaHus ys3eu-
MmocTei
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Kop kom- | HaumeHoBaHne | Bo3molHble Kputepuii Kop kom- HaumeHoBaHne | Bo3MoXHbie Kputepwii
NbIOTEPHOrO | KOMMbIOTEPHO- BEKTOPbl MHOOPMUPOBAHUS NbIOTEPHON | KOMMbIOTEPHOIA BEKTOpbl MHGOPMUPOBAHUSA
MHUMAEGHTA | TO MHUMAEHTA | MHUMAEHTA aTaKm ataku artakm
[Malware 3apaxeHne BMO | [EXT] - Ha- BbisiBneH ¢pakt ucnon- [Infection lMonbITkK BHe- [EXT] - Ha- B TeyeHune otyeTHoro
infection] npaBneHo HEHMsl BPEAOHOCHOrO attempt] APEHNs MOflyNnel | NpaBneHo nepuoaa 6binn BbIBNEHbI
HO KNMeHTa KOAO Ha YCTPOACTBE BMO HO KNMeHTa pecypcbl B cetit UHTepHeT,
(GUHAOHCOBOI | KNMEHTA, NO3BO/MBLLEE GUHOHCOBOI | cofepxalLmne BPefoHOC-
OPraHU3aUMN | OCYLLECTBUTD GUHAHCOBYIO OPraHU3ALMN | Hblii KOA UNN MHGOpMaLmio,
onepauuio 6e3 cornacus NO3BONAIOLLYIO OCYLLe-
K/IMEHTA. CTBUTb HEMPABOMEPHbIi
[0CTYN K NHOOPMALMOH-
Nmeetcs o6pasel HbIM CUCTEMAM YYACTHUKOB
BPEAOHOCHOTO KOAQ, MHOOPMALMOHHOTO 0BMeHa
€ro YacTb UK Noao- 1 UX KJIMEHTOB, UCMOMb3ye-
3pUTENbHDBIA MO MHEHMIO MbIM NPY NPEAOCTABNEHUN
Y4acTHUKa Gain, KoTopblit (nonyyeHumn) GUHAHCOBbIX
paHee He nepeaaBancs yCnyr, B TOM Yucne nytem
B OuHLIEPT HEeNpaBOMEpPHOro AoCTyna
K KOHOUAEHLUMANbHO
MHOOPMALMN KNNEHTOB
[INT] = Ha- BbisiBneH GakT ucnonHenuns [INT] = Ha- B TeyeHune otyeTHoro
npaBneHo BPEAOHOCHOTO KOAQ: npaBefeHo nepuoaa 6bin 06HAPYXeH
HO 06BbEKTbl | — HO PABOUMX CTAHLMSX, HO 06bEKTbl | BPELOHOCHDIN KOA:
MHGopma- HOYTOYKAX, NNAHLIETaX MHGopma- — B Tene cooblenns
TM3aLUMM COTPYAHWUKOB, HO KOTOPbIX TM3aLUMM 3N1EKTPOHHOM NOYTbI;
GUHOHCOBOI | ocyLlecTBAsieTcs ucnon- GUHAHCOBOW | — HO PaGOYNX CTAHLMAX,
OPraHU3aUMN | HeHne GYHKLMOHANbHbIX OPraHu3auun | HOYTOYKaX, MAGHLLETAX

00643aHHOCTEN;

— HO CepBepax 1 CeTeBoM
060pYAOBAHUN OPTaHK-
3aunm;

— HQ YCTPOWCTBAX CAMO-
06CNYXUBAHMS, CTAHLMSAX
POS-tepmuHanos n ATM;

— HQ MHOM 060PYA0BAHMM
OpraHNU3aLmMm, HaO KOTOPOM
BO3MOXHO MCMOMHEHNE
BPEAOHOCHOTO KOAA U KOM-
NpOMETaLMs KOTOPOro

N0 MHEHWIO YYUCTHUKA
MOXET NPUBECTU K yLLepby
OpraHnsauum

COTPYAHWUKOB, HO KOTOPbIX
0CYLLECTBASETCS UCMON-
HeHne GYHKUMOHANbHbIX
0693aHHOCTEN;

— HO CepBepax U CETeBOM
060pYA0BAHUM OPTaHK-
3aumm;

— HO YCTPOMCTBAX CAMO-
06CNYXMBAHNS, CTAHUMAX
POS-tepmuHanos n ATM;

— HO MHOM 060PYA0BAHUM
OPraHU3aLmMm, Ha KOTOPOM
BO3MOXHO A€TEKTUPOBA-
HWe BPeJOHOCHOM0 Koad

1 KOMMPOMETALNS KOTOPO-
ro Mo MHEHWHO YYACTHUKA
MOXET NPUBECTY K yLLep6y
OpraHusaLmum.

MmeeTtcs obpased, Bpeao-
HOCHOrO KOAd, ero 4acTb
1 NOA03PUTENbHbIi

MO MHEHWIO YHACTHUKA
baiin, He HONPABNABLLNIACS
paHee B ®uHLIEPT
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Kop kom- | HaumeHoBaHue | Bo3molHble Kputepuii Kop kom- HaumeHoBaHne | Bo3MoXHbie Kputepwii
NbIOTEPHOrO | KOMMbIOTEPHO- BEKTOPbI MHGOPMUPOBAHUS NbIOTEPHON | KOMMbIOTEPHOM BEKTOPbI MHPOPMUPOBUHUA
WHUMAEHTA | O MHLUMAEHTA | MHUMAEHTA ataku aTaku aTaKK
[Account Komnpometauuns | [EXT] - Ha- BbisiBneH pakt kom- [Login HeycnewHble [EXT] - Ha- B TeyeHune otyeTHoro
compromise] | y4eTHOii 3anNucK | NpaBieHo NPOMETALMMN QYTEHTH- attempt] NONbITKN ABTO- | NPABAEHO nepnoaa Obinn BbisiB-
HO KNWEHTa GUKALNOHHBIX AAHHbBIX pusaumm HO KNWEHTa NeHbl GakTbl nepebdopa
duHaHCOBON | (noruHoB-napone) GWHAHCOBOM | AYTEHTUOUKALMOHHBIX
OPraHN3aLMKA | KIMEHTA, NO3BONUBLLMIA OPraHN3auMi | AAHHBIX (NOrMHOB-NA-
0CYLLECTBUTb PUHAHCOBYIO ponei), 3NeKTPOHHbIX
onepauuio 6e3 cornacvus NOYTOBbIX OPECOB, NANOK
KNMEHTa. cepsepd, URL pasnnyHbix
BeO-nHTepdEicoB nnm
Mmeetcs nHdpopmaums 30GUKCMPOBAHA NOMBITKA
06 UCTOYHNKAX KOMNpOMe- noayyYeHns N6bIX UHbIX
TALMN YYETHBIX AQHHBIX UK BbILLEYKA3AHHbIM METOA0M
MCTOYHUKOX BPELOHOCHO AAHHbIX.
QKTUBHOCTH
B xone pearnposaHus
HO ATAKY YAANOCh
YCTAHOBUTb, 4TO Nepebop
HE BbI3BAH OLWNGOYHBIMM
NEeNCTBUAMN NETNTUMHOTO
nonb3oBaTens, oWNOKamm
KOHOUIypauum unn GyHk-
LIMOHNPOBAHNEM CPEACTB
QHONU30 3ALUMLLEHHOCTH,
MCNONb3YEMbIX Y4YACTHN-
KOM.
Konnyectso HeycneLwwHbix
nonbITok nepe6opa ansa
O[IHOTO IOTWNHA NPEeBbILLAET
nokasatenu, ycTaHoB-
NeHHble BHYTPEHHUMM
pernameHTamu opraxn3a-
L (B CRyyae oTcyTCTBUSA
TAKOro NoKasatens,
npesbIWaeT 5 HeyCneLwHbIX
NONbITOK).
Mmeertcs nHdopmaums
06 NCTOYHNKAX BPEAOHOC-
HOW OKTUBHOCTH
[INT] = Ha- BbisiBneH ¢akt komnpo- [INT] = Ha-
npaBneHo MeTaLumn ayTeHTuduKaLm- npaBneHo
HO 0ObEKTbI | OHHbIX AQHHbIX (1OrMHOB- Ha 0ObEKTbI
MHGopma- napone), 3NeKTPOHHbIX MHGopma-
TM3aumumn NOYTOBbIX AAPECOB, NAMOK TM3aummn
duHaHcoBon | cepepa, URL paznnyHbix dnHaHcoBOM
opranusauun | Be6-nHtepdeiicos OpraHn3aumumn
[Prohibited My6nnkaums [INT] = Ha- B KoHTpONMpyemom
content] HO KOHTPOAMPY- | NPABAEHO pecypce BbISIBNEHA UH-
eMOM pecypce | Ha 06bekTbl | dopmaums, 3anpeLleHHas
30npeLLeHHOI MHGopma- 30KOHOAATENbCTBOM PO
30KOHOAA- TM3aumumn
TenbcTBoM PO dnHaHcoBON
nHGopmaLmMmM OpraHn3aumnmn
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Kop kom- | HaumeHoBaHne | Bo3molHble Kputepuii Kop kom- HaumeHoBaHne | Bo3MoXHbie Kputepwii
NbIOTEPHOrO | KOMMbIOTEPHO- BEKTOPbI MHpOPMUPOBAHUS NbIOTEPHOW | KOMMbIOTEPHOM BEKTOPbI MHPOPMUPOBUHUA
WMHUMAEHTA | O MHLUMAEHTA | MHUMAEHTA ataku aTaku aTaKK
[Traffic 3axsar ceteBoro | [INT] - Ha- BbisiBneH GakT n3ameHeHus
hijacking] TpaduKa npaBneHo MUPLUIPYTHO-APECHO
HO 06beKTbI nHdopmaummn. NHum-
nHdopma- AEHT OKTYaneH Ang tex
TM3aumumn (GUHAHCOBbIX OPraHN3a-
(GMHAHCOBOW | LKA, KOTOPbIE COAEPXAT
opraHusaumn | cobcteeHHble AS, Bnagetot
COOCTBEHHbIMM 610KAMN
IP-aapecoB u aHOHCHpyOT
1X Ha 6opaepax oneparo-
POB CBAA3u, apeHaytoT IP-
aapeca nnbo pasmectuan
CBOW PeCYpCbl B APEH0-
BAHOI MHPACTPYKTYpPE,
n ataku tuna BGP-hijack
6blAN HANPABAEHbI MO CYTH
HQ «aperaoAaTens»
[Unauthorised | HecaHkuuo- [INT] = Ha- BbisiBnenune dpakta He-
modification] | HUpoBaHHOE npaBneHo COHKLWOHUPOBAHHON MO-
U3MeHeHne HO 0ObEKTbl | AMGUKALMK 3aLMLLAEMOI
nHbopmaummn MHGopma- nHdopmaumm, 06paba-
TM3aumumn TbIBAEMOW B KOHTPO/U-
GMHAHCOBOW | pyemMoM pecypce, nnm
OpraHn3auM1 | nepeaaBaemoii N0 KaHa-
NaM CBA3N
[Unauthorised | HecaHkuuo- [INT] = Ha- BbisBnenne dpakra He-
access] HUPOBOHHOE npaBneHo CAHKLMOHNPOBAHHOIO
pasrnawexne HO 00bEeKTbl | PA3rNALIEHNs 3aLLmLLae-
MHbopmaummn MHGopma- MOW («4yBCTBUTENBHOM»)
M3aumm nHbopmaumm (Hanpu-
GWHAHCOBOM | Mep, KOA Ha rutxabe,
OPraHN3auui | B KOTOPOM 3a0bINN YAAAUTD
KOMMEHTApUM/NOrMHbI-
naponu), 06pabatbiBaeMoi
B KOHTPO/IMPYEMOM pecyp-
ce, UNW nepeaBaemMon
N0 KAHONAM CBSA3M
[Attack using | Ucnonb3oBanue | [INT] - Ha- BbisiBneH ¢pakt ncnonbso-
resource] KOHTpONnpye- npaBneHo BAHWNA KOHTPONNPYEMOTO
MOro pecypca HO 0ObeKTbl | pecypca Ans NnpoBefeHns
ANg NpoBefeHns | nipopma- aTaK Ha Apyrue 06bekTbl
arak TM3aumumn MHGOPMALMOHHO MHPPa-
(GUHAHCOBOW | CTPYKTYpbI
OpraHn3aumnmn
[Without NHunaeHt, [INT] - HO- BbisBneH $pakT HapyLeHns
attack] He CBA3AHHbIN npaBieHo WY NpeKpaLLeHns GyHKuu-
C KOMMbIOTEPHON | HO 0ObEeKTbl | OHMPOBAHNA 06bekTa KN
aTakon nHdopma- VNN CETU 3NEKTPOCBS3M,
TM3auumn 1CMoNb3yemoit 1S opra-
(GMHAHCOBOW | HU3ALMW B3AMMOAENCTBUS
OpraHNU3auMn | TaKnx 06bEKTOB, He CBS-

30HHbII C KOMNbIOTEPHOK
aTakoit Ha 06bekT KN nan
CeTu 3N1eKTPOCBA3M
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Kop kom- | HaumeHoBaHue | Bo3molHble Kputepuii Kop kom- HaumeHoBaHne | Bo3MoXHbie Kputepwii
NbIOTEPHOrO | KOMMbIOTEPHO- BEKTOPbl MHOOPMUPOBAHUS NbIOTEPHON | KOMMbIOTEPHOIA BEKTOpbI MHGOPMUPOBAHUSA
MHUMAEGHTA | rO MHUMAEHTA | MHUMAEHTA aTaKm ataku atakm
[Social CoumanbHas [EXT] - Ha- YcnewHas peanusaums [Social lMonbiTkn [EXT] - Ha- B TeyeHune otyeTHoro
engineering] | MHxXeHepus npaBneHo aTAKW, HANPABNEHHAS engineering] | counanbHoi npaBsfeHo nepuoaa 6binn BbIBNEHbI
HO KNMeHTa HO K/IMEHTOB OPraHn3aumm MHXeHepuu HO KNMeHTa baKTbl CNONb30BAHNS
(GUHOHCOBOI | MMM KOHTPATEHTOB, KOTO- (GUHAHCOBOI | METOAOB COLMABHOM
OPraHu3auun | pas npuBend K GUHaH- OPraHU3ALMN | MHXEHEPUM B OTHOLLEHNM
COBbIM NOTEPSAIM, YTEUKM PABGOTHUKOB OPraHM3aLmMi,
KOHGUAEHUMANbHOR [INT] = Ha- KNNEHTOB OPraHu3aLnm
MHOOPMALMN NAK APYTAM npaBsfieHo UM KOHTPAFEHTOB C UC-
3HAYMMbIM NOCNEACTBUSIM, HO 06bEKTbI | NOb30BAHNEM:
C UCMONb30BAHNEM: nHdopma- — 3BOHKQ C TeNleOHHOro
— 3BOHKO C TeNedOoHHOro TM3aLUNM HoMepa;
HoMepa; ¢duHaHcoBon | — CMC-coobLeHus;
— CMC-coobuieHuns; OPraHM3auMn | — 3NEKTPOHHOI NOYThI;
— 9/IEKTPOHHOIA NOYTHI; — CUCTEM MTHOBEHHOrO
— CUCTEM MFHOBEHHOTO 06MeHa coobLLEeHNIMM
06MeHa coobLIEeHNAMU (mecceHmxepamum);
(MecceHmxepamu); — MHOro KaHana o6MeHa
— MHOro KaHANa B3AUMO- MHdOpMaLMen BHYTPH
AECTBUS C KNMEHTAMM UNN OPraHU3aLMN UM B3AUMO-
KOHTPAreHTamu. DelCTBUS C KNNEHTAMM 1NN
KOHTPAreHTaMmu.
Hannune nhdopmauum,
C UCMONb30BAHNEM KOTO- Hannune nidopmaumm,
pOit OCyLLEeCTBASNOCH NPK- C MCNONb30BAHNEM KOTO-
MEHeH1e MeToA0B CoLn- poil OCYLLECTBASANIOCH NPY-
QNIbHOI MHXEHEepUH, B TOM MeHeHWe MeTOAO0B CoLy-
uncne Homep TenedoHa, CNIbHOI MHXEHEepUK, B TOM
e-mail-agpec, TeXHNYeCKuit yucne Homep TenedoHa,
30ro/0BOK NUCbMA, TEKCT e-mail-appec, TexHMYeckuit
nucbma/CMC/coobuienuns 30ro/I0OBOK NUCbMQ, TEKCT
CUCTEMbI MFHOBEHHbIX CO- nucbMa/CMC/coobLieHuns
OOLLEHMI U T. 4. CUCTEMbI MTHOBEHHbIX CO-
0OLEeHniA n . a.
[INT] = Ha- YcnewHas peanusaums
npaBneHo aTAKW, HANPABNEHHAS
HO 06BbEKTbl | HO PAGOTHUKOB OPraHK-
nHdopma- 3auuu, KoTopas Npusena
TM3aLUMM K UHAHCOBbIM NOTEPSAM,
GUHAHCOBOI | yTEUKM KOHGUAEHLMANBHON
OPraHu3auun | MHGOPMALMN UK APYrAM
3HAYMMbIM NOCNEACTBUSM,
C UCNONb30BAHNEM:
— 3BOHKO C TenedoHHOro
HoMepa;
— CMC-coobuieHuns;
— 9IEKTPOHHOIA NOYTHI;
— CUCTEM MFHOBEHHOTO
0OMeHa coobLLEeHNAMU
(MecceHmxepamu);
— WHOro KaHana o6MeHa
MHdopMaLMeit BHYTPH
Oprax13aLum
[SIM] M3menenne [EXT] - Ha- MonyyeHune obpaiieHns
(noameHa) npaBneHo (yBELOMNEHMS, 3a5iBNIEHNS)
MAEHTUOUKATOPA | HO KNMEeHTa K/IMEHTA O NPOBEAEHUM
MOOUIbHOTO dWHAHCOBON | GUHAHCOBOW onepauun
a6oreHTa (IMSI), | opranusaunn | 6e3 ero cornacus c uc-
uneHTndurKaTopa NONb30BAHUEM CUM-KAPTbI,
MOBUIBHOMO KoTopas 6bINa HECAHKLMO-
060pyAoBaAHMS HUPOBOHO 30MEHEHA
(IMEI) nnn cum-

KapTl
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Kop kom-
NbIOTEPHOr0
MHUMAEHTd

HaumeHoBaHKne
KOMMbIOTEPHO-
ro MHUMAEHTA

Bo3MoXHble
BEKTOPbI
MHUMAEHTA

Kputepuii
MHOOPMUPOBAHUS

Kopg kom-
NblOTepHO
aTaKm

HaumeHoBaHKne
KOMMNbIOTEPHOA
aTaku

Bo3MoXxHble
BEKTOPbI
aTaku

Kputepwii
MHGOPMUPOBAHUSA

[Phishing]

BbisiBnexune
duwmnHrosoit
PaccbINKN unm
pecypca

[EXT] - Ha-
npaBsfeHo

HO KNMeHTa
dnHaHcoBOM
OpPraH13aLmm

B teueHue otuetHoro
nepuoaa Obin BbiSBNEHDI
pecypcbl B cetn MHTepHer,
coaepxatiue nipopma-
Li11t0, BBOAALLYIO YHUCTHU-
KOB MHPOPMALIMOHHOTO
06MEHT 1 X KNNEHTOB,

O TAKXe UHbIX B3ANMO-
[EeNCTBYIOLLMX C HUM AL,

B 3061yXAeHune, BCnea-
CTBUE CXOACTBA IOMEHHbIX
MeH, odopmaeHus n (unm)
coaepXaHus pecypca

c opopmneHuem u (unn)
coaepxaHnem opuumnanb-
HbIX PECYPCOB YYACTHNKA,
€ro K/IMEHTOB, ApYrunx
YUYACTHUKOB, UX K/IMEHTOB
MW KOHTPAreHTOB.

Hannumne URL duwmHroso-
ro pecypca.

[lononHUTENbHO BbISIBNEHDI
NPOMEXyTOUHble MHPA-
CTPYKTYPHbIE 3NIEMEHTbI
GULWNHTOBO UHPPACTPYK-
TYpbl (MPOMEXYTOYHbIE
cepBepa As NpoKcu-
POBAHUS NONb30BATENS

K GULLNHIOBOW CTPAHULE)
WM 30PErnCTPUPOBAHHbIE,
HO eLLie He GHOHCUPOBAH-
Hble [lOMEHHbIE UMEHQ

C NPU3HAKAMY GULLINHIT
(x0T Ae-tope TaKoe fo-
MEHHOE 1M$ KaK 6bl yxe
«0ny6/IMKOBAHO» B peru-
ctpatype TUNA n T.Nn.)

[INT] = Ha-
npaBeneHo

Ha 0ObEKTbI
MHGopMa-
AELTIT
dnHaHcoBOM
OpPraH13aLum

B teueHue otyetHoro
nepuoaa 6bin BbiSBNEHbI
duwnHroBble coobLeHns,
COAEPXALLME B 3NEKTPOH-
HOM NOYTOBOM aapece
oTnpaBuTens B Nto6om
BAPUAHTE HAMUCAHMS CNO-
Ba «bank», «cbr», «fincert»,
"fshy, «fssp», «mvd», «pfrf»,
«npf», «gosuslugi», a Takxe
MHbIE C/IOBA, CXOXME C HaW-
MEHOBUHWSIMU OPraHOB
rocynapCTBEHHOM BNACTY,
roCynapCTBEHHbIX CBTO-
MATWU3UPOBAHHBIX CUCTEM,
YUYACTHUKOB QUHAHCO-
BOrO PbIHKA (COMNACHO
TEXHUYECKUM 3aro/I0BKAM
He MOXET ObITb OTNPaAB/Ne-
HO C IErMTUMHOrO NOYTOBO-
ro agpeca).

Hannuue uctounnkos
GULINHTOBOI PACCHIKN
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Kop kom- | HaumeHoBaHue | Bo3molHble Kputepuii Kop kom- HaumeHoBaHne | Bo3MoXHbie Kputepwii
NbIOTEPHOrO | KOMMbIOTEPHO- BEKTOPbl MHOOPMUPOBAHUS NbIOTEPHON | KOMMbIOTEPHOIA BEKTOpbI MHGOPMUPOBAHUSA
MHUMAEGHTA | rO MHUMAEHTA | MHUMAEHTA aTaKm ataku atakm
[Scanning] CeteBoe [INT] = Ha- B TeyeHune otyeTHoro
CKAHUPOBAHWE | NPAB/EHO nepuoaa 6binn BbIBNEHbI
KOHTPO/MPYEMO- | HO 06bEKTbI | GAKTbI CKAHUPOBAHUS KOH-
ro pecypca nHdopma- TPONMPYEMbIX PECYpPCoB
™M3aumm 1 ecnu npodunb o6bema
GUHAHCOBOI | TPAGUKA CKAHNPOBAHMS
OPraHM3auMM | NPeBbILLAET NoKa3aTesu,

YCTCHOB/EHHbIE BHY-
TPEHHUMM PEerNaMeHTamMm
OpraHu3auuy (B cnyyae
OTCYTCTBUS TAKOrO MOKQ-
3aTens, BbIPOC B NSATb pPa3
0T 06bIYHOrO 3HAYEHUSI).

Hannune ceepexuin 06 uc-
TOYHNKOAX CKAHUPOBAHUS
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MPUNOXEHWE 19. POPMA NPEOCTABTEHNA OAHHbBIX NTF_CI - POPMA
NMPEACTABNTEHUA YYHACTHUMKAMUN UHOOPMALMNOHHOIO OBMEHA OAHHbIX

O KOMMbIOTEPHbLIX MHUMOEHTAX

Mopsan- Kareropus ane- Onucaxue O6s3arenb- | Ycnosue o6530- Mpasuno 3anonHeHns Mpumeuanue
KOBbIA MEHTa AAHHBIX ACOMN UI HOCTb nonen TENbHOCTU
Homep
1 Tun yBenomnenuns | Tun yBegomneHuns - [NTF_CI] lMpensanonHexHoe none
2 Onucaxne Onucaxme KOMNbIOTEPHO- H - TekcTtoBoe none TekcToBOE ONUCAHME KOMMbO-
KOMIMbIOTEPHOTO ro MHUNAEHTA TEPHOTO MHLMAEHTA (B TOM YnC-
VHUMAEHT Ne BOMNONHUTENbHbIE CBEAEHNS
0 cnocobe peanuzaumumn KN,
cnocobe BbisBnenna KN n 1. 4.).
B cnyyae ecnn komnbrotep-
HbI MHUMAEHT OblN BbISBNEH
C UCMO/b30BAHNEM CBEAEHUN
6tonnetens banka Poccun nnm
HKLIKW, Heobxopmnmo ykasatb
HOMep AAHHOrO GonNeTeHs
3 Knaccudukaumns BekTtop 0 - [EXT] B cootBetcTBUM C KNOCCH-
KOMMbIOTEPHOIO [INT] HNUKATOPOM KOMMbIOTEPHBIX
MHUMAEHTa VHUNEHTOB, NPUBELEHHBIM
B NpunoxeHum 18
4 Tvn KOMMbIOTEPHOTO 0 - [DoS] B cootBeTCTBMM C KNACCH-
MHUNAEHTa [Application compromise] | GUKAaTOPOM KOMMbIOTEPHBIX
[Malware infection] VHLUMAEHTOB, NPUBEAEHHbIM
[Account compromise] B Npunoxexnn 18
[Prohibited content]
[Social engineering]
[Traffic hijacking]
[Unauthorised
modification]
[Unauthorised access]
[SIM]
[Attack using resource]
[Without attack]
5 [arta v Bpems [ata v Bpems BbisiB- 0 - B cootetctBumM ¢ RFC 1o MOCKOBCKOMY BPEMEHN
06HapYXeHuns NEHUsI KOMMbIOTEPHOTO 3339 [UTC +03:00]
VHUNAEHTa
6 CsepeHust 06 06b- | Habop AGHHbIX YO CoCTaB AGHHbIX 30- -
€KTaX, HO KOTO- BUCHT OT Nnons «Tun
pble HanNpaBneH KOMIMbIOTEPHOTO
KOMIMbIOTEPHbIN VHUMAEHTO» U NpU-
VHUNOEHT BefleH Ha BKNAAKe
«CBefeHus 06 06b-
ekTtax KW»
7 CsepeHust 06 06b- | Habop AGHHbIX YO CoCTOB AGHHBIX 30- -
€KTaX BPefoHoC- BUCUT OT Nonst «Tun
HO¥i OKTMBHOCTH, KOMMbIOTEPHOTO
BbI3BABLLUX VHUMAEHTO» U NpU-
KOMIMbIOTEPHbIN BefleH Ha BKNAAKe
WNHLUMAEHT «CBepeHns 06 06b-
ekTax BA»
8 CBepeHus o He- Mpennonaraemble YO Bnok 3anonusaetcs TekcToBOe none OnuncaHue cobbIThid, KOTopble

30KOHHOM pac-
Kpbitin MAH

MPUYMHBI, NOB/EKLUNE HO-
pyLLEHUE NPaB CyObEKTOB

NAax

B C/lyyde, C/N B pe-
3y/IbTaTE KOMMbIO-
TEPHOTO MHLMAEHTA
NPOM30LLAA yTeuKda
NAau

NPUBENMN K HE3UKOHHOMY pac-
KpbITUIO nHdopmaumm. Mone
30MO/HSETCS, eC B None
«OnucaHne KoMMbITEPHOO
VHUMAEHTA» HeoCTATOYHO
MHOOPMALWN O HE3AKOHHOM
packpbitumn MOH
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Mopspa- Kareropus ane- OnucaHue 06sa3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus MpumeuaHue
KOBbIi MEHTA AAHHbIX ACOU UI HOCTb nonen TeNbHOCTN
Homep
9 Xapakrtepuctuku NAH TekcToBoe none Yka3bIBaeTcs MHGopmaums
XAPAKTEPU3YIOLLAS HE3AKOHHO
packpbiTble MH, B TOM uncne
1N cy6bekTa, Yoy MOH bbinn
PACKPbITbI, COCTAB HE3UKOHHO
packpbITbix MAH, KONMYECTBO
1 OKTYONbHOCTb 30NUCER N T. A.
10 Mpeanonaraembiii Bpes, TekctoBoe none OnucaHne NoTeHUNANbHOro
HOHEeCEeHHbI NPaBam BpeAd, KOTopblin MoXeT ObiTb
cy6bekToB MO+ HOHeceH cyObekTam npu
1CNONb30BAHNM HE3UKOHHO
PACKpbITOR MHGopmMaLMm
1 ®KNO nuua, ynonHomo- TekctoBoe none -
UEHHOro onepaTopom
HO B3auMoAeiicTBne
¢ PockomHaazopom
N0 UHUMAEHTY
12 Mo6unbHbI TenedoH B cooTBeTCTBUM C poccuit- -
2NLA, yNONHOMOYEHHOTO CKOJIA CUCTEMOIA 1 NNAHOM
Ha B3auMoAeiicTBne Hymepaumumn
¢ PockomHaazopom
N0 UHUMAEHTY
13 Apnpec aneKTpoHHO B popmarte -
noYTbl 19 OTNPABKM e-mail-agpeca
nHdopmaun 06 yBeaom-
NeHumn
14 OueHka nocnep- BnnsiHne Ha koHOMAEHUN- YO Mpwn Hannuum [Bbicokoe] -
CTBMIA KOMMNbIOTEP- | ANIbHOCTb YKO3QHHbIX nocnea- | [Huskoe]
HOTO WHUMAEHTA CTBUIA
15 BnnsiHne Ha uenocTHocTb [Bbicokoe] -
[Hu3koe]
16 BnnsiHne Ha focTynHOCTb [Bbicokoe] -
[Hu3koe]
17 MpeanpuHaTble Onucaxne nNpeanpuHATbIX H - TekcTtoBoe none -
Mepbl No pe- [lelICTBUIA B XOA€ pearupo-
ArupoBaHNIO BOHWS HO KOMIMBIOTEPHbIA

HO KOMMbIOTEPHBIi
MHUMAEHT

MHUNAEHT




213

CTO BP B®B0O-1.5-2023

Mopspa- Kareropus ane- OnucaHue 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus MpumeuaHue
KOBbIi MEHTA AAHHbIX ACOU UI HOCTb nonen TeNbHOCTN
Homep
18 CBsi3b ¢ apyrumu | Bua cBi3aHHOro yBeaom- YO 3anonusietca B cny- | [NTF_OWC] [NTF_OWC] - yBenomneHue
YBELOMIIEHUAMN | NeHUs yae HanpaBneHus [NTF_ISI] 0 BbISIBNIEHHBIX CAIYHasX 1 (1nu)
paHee B baHk [NTF_ORI] NOMbITKAX OCYLLECTBNEHMS
Poccun yBegomne- | [NTF_CI] NepeBOAOB JEHEXHbIX CPEACTB
HUSI, CBA3AHHOrO [NTF_CA] 6e3 cornacus KNUeHTd, a TaK-
C TEKyLLUM [NTF_VLN] Xe 0 BbISIBNIEHHbIX CIy4asX
1 (1n1) NONbITKAX OCyLLeCTBAe-
HUS ONepaunii, HaNPABNEHHbIX
HO COBEpLUEHNE GUHAHCOBbIX
CAenoK C UCNoNb30BAHMEM
duHaHcoBow nnatGopmbl 6e3
BONEN3BABNEHUS YHACTHUKA
dnHaHCcoBOM NNaTGopMmbl
[NTF_ISI] — yBegomneHue o Bbl-
SBNEHUN UHLMAEHTA 3aLUMUTHI
MHGOPMALIMM UK Pe3yNbTaTax
paccneaoBaHNS UHLMACHTA
30WnTbl tHGopmaL
[NTF_ORI] - yBepomnenue
0 BbISIBNEHUM MHLIMAEHTC One-
PALMOHHO HOAEXHOCTN UAN
0 pe3yNbTaTax paccnefoBaHns
VHUNAEHTA ONepaLOHHON
HOAEXHOCTN
[NTF_CI] - yBepomnenve
0 KOMMbOTEPHbIX HLMAEHTAX
[NTF_CA] - yBegomnenus
0 KOMMbIOTEPHbIX ATAKAX
[NTF_VLN] - yBegomnenve
0 BbISIBNEHHbIX YA3BUMOCTAX
19 Tvn cBA3M C Apyrumu [MpepnLwecTytoLee -
yBEL,OMIEHNAMM cobbiTne]
[AouepHee cobbiThe]
[CBA3aHHOE cobbITHE]
[YTouHeHue cBepeHuit
0 co6bITHN]
20 PernctpaunorHbIin Homep B cootBetcTBUM C dopma- | MaeHTudukaTop yBegomneHus
yBEOM/EHMS ToM ACOUN ®uHLEPT 1IN OTBETA HA 3AMPOC, paHee
HanpasneHHoro B ®uHLIEPT
YYOCTHUKOM MHOOPMALMOHHO-
ro obmeHa
21 OrpaHuuuntenbHblii | OrpaHnumMTENbHBIA MAp- H - [TLP: WHITE] B cooTBETCTBMM C 0603HAYEHM-
mapkep TLP Kep Ha pacnpocTpaHeHue [TLP: GREEN] SMU, NPUHATLIMIA B NPOTOKONE
CBEEHWIi N3 AAHHOTO [TLP: AMBER] TLP.
yBELOM/EHMS [TLP: RED]
Mo ymonyanmto [TLP: GREEN],
€CN He YKA3aHO MHoe
22 HeobxoanmocTb HeobxoanmocTb npu- YO Mpu Heobxopgumoctu | [Aa] -
npuBneYeHns Bneyennst ®uHLEPT onsa
OuHLIEPT YCTPAHEHNA NOCNeaCcTBui

KOMTbOTEPHOTO MHLM-
[EeHTa
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Kop kom- HaumeHoBanue TexHnueckune ceefieHUa 06 06EKTAX, HO KOTOPble HANPABIEH KOMMbIOTEPHbIA MHUNAEHT
NbIOTEPHOrO | KOMMbIOTEPHOTO
P P Onucavne ACOUM Ul | O6szarenn- |  YcnoBue 0693a- MpaBuno 3anonHeHus Mpumeuanue
MHUMAEHTA MHUMAEHTA _
HOCTb nonei TENbHOCTN
[DoS] 3amennexue HanumeHoBaHME KOHTPO- 0 - TekcToBoe none -
paboTbl pecypca | aMpyemMoro pecypca
B pesynbrare ara-
kn Tna «O0Tka3
B 06C/TYXUBAHUMNY
Kareropusi KOHTponupy- YO Ecnu aiBnsietcs 06b- | [be3 kateropuu 3Haum- -
eMoro pecypca ektom KK MoCTH]
[Tpetbsa kateropus
3HAYMMOCTH]
[BTopas kateropus
3HAYMMOCTH]
[MepBas kateropus
3HAYMMOCTH]
Kop ypoBHs 06bek- 0 - 13 knaccndukatopa -
Ta/cy6bekTa «Tnnbl 06bEKTOB U CYy6b-
€KTOB», NPUBEJEHHOTO
B NpUoXeHun 28
Kop tvna obbekTa/cyonb- 0 - MepeyeHb 3aBUCUT -
eKTa o1 nons «Koa ypoBHs
aTaKyemoro oobek-
T0/CyOBEKTAY.
M3 knaccndukatopa
«Tnnbl 06bEKTOB U Cy6b-
€KTOB», NPUBEAEHHOTO
B NpUoXeHun 28
Hannune nogkntoueHns 0 - [Aa] lMpea3anonHeHHoe none
K cet iHTepHet
CrpaHa/pernox 0 - B dpopmare I1SO-3166-2 -
IPv4-appec KoHTponupy- YO 06530aTeNbHO 30- Cnucok IP-agpecos -
emoro pecypca NOMHEHNe OAHOTO
u3 none
IPv6-appec KoHTponnpy-
emoro pecypca
[loMeHHOEe UMS KOHTPO- Cnucok LOMEHHbIX UMeH
JIMpyemMoro pecypca
URI-agpec koHTponupy- Cnucok URI-anpecos
emoro pecypca
ATAKOBOHHOS CETeBAS YO Mpwn Hanuuum TekcToBoe none -
cnyx6a n nopt/npo- COOTBETCTBYIOLLEIA
TOKON nHGopmaLmumn
[Application YcneuwHas HanmeHoBaHMe KOHTPO- 0 - TekcToBoe none -
compromise] | akcnayarauus JIMPyemMoro pecypca
YS3BUMOCTH
Kareropusi koHTponupy- YO Ecnu siBnsietcs 06b- | [bes kateropum 3Haumn- -
€Moro pecypca ekTom KU MocTH]
[TpeTbs kateropus
3HAYMMOCTH]
[BTopas kateropus
3HAYMMOCTH]
[MepBas kateropus
3HAYMMOCTH]
Kop ypoBHs 06bek- 0 - M3 knaccndukartopa -

Ta/cybbeKTa

«Tnnbl 06bEKTOB U CYy6b-
€KTOB», NPUBEAEHHOTO
B NpunoxeHumn 28
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Kop kom- HaumenoBanue TexHnueckune ceefieHUa 06 06EKTAX, HO KOTOPble HANPABIEH KOMMbIOTEPHbIA MHUNAEHT
NbIOTEPHOrO | KOMMbIOTEPHOTO
P P Onucavne ACOUM Ul | O6szarenn- | YcnoBue 0693a- MpaBuno 3anonHeHus Mpumeuanue
MHUMAEHTA MHUMAEHTA -
HOCTb nonei TENbHOCTN
Kop tvna obbekTa/cy6b- 0 - MepeyeHb 3aBUCUT -
eKTa ot nons «Kop ypoBHsi
ATaKyemoro o6bek-
T0/CyOBEKTAY.
M3 knaccndukatopa
«Tnnbl 06bEKTOB U CYy6b-
€KTOB», NPUBEJEHHOrO
B NpuoxeHnn 28
Hanuuune nogkntouerns 0 - [Aa]/[Hert] -
K cet iHTepHet
CrpaHa/pervox 0 - B popmarte ISO-3166-2 -
IPv4-appec KoHTponupy- YO 0653aTeNbHO 30- Cnucok IP-agpecos -
emoro pecypca NOMHEHNe OfHOro
“3 nonen
IPv6-appec KoHTponupy-
eMoro pecypca
[loMeHHOEe UMS KOHTPO- Cnncok LOMEHHbIX UMeH
JIMPyeMoro pecypca
URI-appec koHTponupy- Cnucok URI-appecoB
eMoro pecypca
ATOKOBOHHASA ceTeBas YO IMpun Hannunum TekcToBoe none -
cnyx6a n nopt/npo- COOTBETCTBYIOLLEN
TOKON nHdopMaLum
[Malware 3apaxenue BIMO | HanmeHoBaHMe KOHTPO- 0 - TekctoBoe none -
infection] NIpyemoro pecypca
Kateropusi KoHTponupy- YO Ecnu aiBnsetca o6b- | [bes kateropuu 3Haum- -
emoro pecypca ektom KU MOoCTH]
[Tpetbsa kateropus
3HAYMMOCTH]
[Bropas kateropus
3HAYMMOCTH]
[MepBas kateropus
3HAYMMOCTH]
Kop ypoBHs 06bek- 0 - M3 knaccudukartopa -
Ta/cybbeKkTa «Tunbl 0ObEKTOB 1 CYOb-
€KTOB», NPUBEAEHHOTO
B NpUnoxeHumn 28
Kop, vna o6bekTa/cy6b- 0 - MepeyeHb 3aBUCHT -
ekTa o1 nons «Kog ypoBHs
aTaKyemoro 06bek-
Ta/Cy6bEKTAY.
M3 knaccudukartopa
«Tunbl 0ObEKTOB U CYOb-
€KTOB», MPUBEAEHHOTO
B NpUnoxeHun 28
Hanuune nogknioyenmns 0 - [Aa]/[Her] -
K cetn UHtepHet
Crpana/pernoH 0 - B dpopmarte I1SO-3166-2 -
IPv4-agpec KoHTponupy- YO 0653aTeN1bHO 30- Cnucok IP-agpecos -

eMoro pecypca

IPv6-appec KoHTponupy-
emoro pecypca

[loMeHHOE UM$Si KOHTPO-
NIMpyemoro pecypca

URI-agpec koHTponupy-
eMoro pecypca

e-mail-agpec KOHTpoNU-
pyemoro 06bekTa

MONHEHUE OAHOr0
u3 nonen

Crn1CoK LJOMEHHbIX UMEH

Cnucok URI-anpecos

Cnucok e-mail-agpecos
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Kop kom- HaumeHoBanue TexHnueckune ceefieHUA 06 06EKTAX, HO KOTOPble HANPABIEH KOMMbIOTEPHbIA MHUNAEHT
NbIOTEPHOr0 | KOMMbIOTEPHOTO
P P Onucavne ACOUM Ul | O6szarenn- |  YcnoBue 0693a- MpaBuno 3anonHeHus Mpumeuanue
MHUMAEHTA MHUMAEHTA _
HOCTb nonei TENbHOCTN
ATaKOBGHHAS ceTeBas YO Mpu Hannumm TekctoBoe none -
cnyx6a u nopt/npo- COO0TBeTCTBYIOLLEN
TOKON nHdopMaLum
[Account Komnpometaunsi | HaumeHOBOHME KOHTPO- 0 - TekcToBoe none -
compromise] | y4eTHOM 3annucu | IMpyemMoro pecypca
Kareropusi KoHTponupy- YO Ecnu siBnsietcs 06b- | [be3 kateropuu 3Haum- -
eMoro pecypca ektom KK MoCTH]
[Tpetbsa kateropus
3HAYMMOCTH]
[BTopas kateropus
3HAYMMOCTH]
[MepBas kateropus
3HAYMMOCTH]
Kop ypoBHs 06bek- 0 - M3 knaccndukatopa -
Ta/cy6bekTa «Tnnbl 06bEKTOB U Cy6b-
€KTOB», NPUBEAEHHOTO
B NpUoXeHun 28
Kop tmna o6bekTa/cy6b- 0 - MepeyeHb 3aBUCUT -
eKTa o1 nons «Koa ypoBHs
aTaKyemoro o6bek-
T10/Cy6GbEKTA».
M3 knaccndukatopa
«Tnnbl 06bEKTOB U CYy6b-
€KTOB», NPUBEAEHHOTO
B NpUoXeHun 28
Hanuune nogkntoverns 0 - [Aa]/[Hert] -
K cet iHtepHet
CrpaHa/pervon 0 - B dpopmare I1SO-3166-2 -
IPv4-appec KoHTponupy- YO 06530aTeNbHO 30- Cnucok IP-agpecos -
emoro pecypca NonHeHne OfHOro
u3 nonen
IPv6-appec KoHTponnpy-
emoro pecypca
[loMeHHOEe UMS KOHTPO- Cnncok LOMEHHbIX UMeH
JIMpyemMoro pecypca
URI-anpec koHTponupy- Cnucok URI-anpecos
emoro pecypca
e-mail-afpec KoHTposn- Cnucok e-mail-agpecos
pyemoro o6bekTa
ATaKOBOHHASA ceTeBas YO IMpun Hannunn TekcToBoe none -
cnyx6a u nopt/npo- COOTBETCTBYIOLLEN
TOKON nHdopMaLmm
[Prohibited My6nankaums HanmeHoBOHME KOHTPO- 0 - TekcToBoe none -
content] HO KOHTPONMMPY- | IMPyeMoro pecypca
€MOM pecypce
3anpeLleHHoN 30-
KOHOALATENbCTBOM
P® nudopmauun
Kateropus koHTponupy- YO Ecnu siBnsetcs 06b- | [bes kateropuu 3Haumn- -
eMoro pecypca ektoM KK MocTH]
[Tpetbsa kateropus
3HAYMMOCTH]
[BTopas kateropus
3HAYMMOCTH]
[MepBas kateropus
3HAYMMOCTH]
Kop ypoBHs 06bek- 0 - M3 knaccndukatopa -

Ta/CcybbeKTa

«Tunbl 0GBEKTOB U CyOb-
€KTOB», NPUBEAEHHOTO
B NpUnoxeHumn 28
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Kop kom- HaumenoBanue TexHnueckune ceefieHUa 06 06EKTAX, HO KOTOPble HANPABIEH KOMMbIOTEPHbIA MHUNAEHT
NbIOTEPHOrO | KOMMbIOTEPHOTO
P P Onucavne ACOUM Ul | O6szarenn- | YcnoBue 0693a- MpaBuno 3anonHeHus Mpumeuanue
MHUMAEHTA MHUMAEHTA -
HOCTb nonei TENbHOCTN
Kop tvna o6bekTa/ 0 - MepeyeHb 3aBUCUT -
cyobekTa o1 nons «Koa ypoBHs
ATaKyemoro o6bek-
T0/CyOBEKTAY.
M3 knaccndukatopa
«Tnnbl 06bEKTOB U CYy6b-
€KTOB», NPUBEJEHHOrO
B NpuoxeHnn 28
Hanuuune nogkntouerns 0 - [Aa]/[Hert] -
K cet iHTepHet
CtpaHa/peruoH 0 - B popmarte ISO-3166-2 -
IPv4-appec KoHTponupy- YO 0653aTeNbHO 30- Cnucok IP-agpecos -
emoro pecypca NOMHEHNE OfLHOrO U3
nonen
IPv6-aapec KoHTpoMpy-
eMoro pecypca
[loMeHHOEe UMS KOHTPO- Cnncok LOMEHHbIX UMeH
NIMpyeMoro pecypca
URI-appec koHTponupy- Cnucok URI-appecoB
eMoro pecypca
[Traffic 3axsar ceteBoro | HanmeHoBaHMe KOHTPO- 0 - TekctoBoe none -
hijacking] Tpaduka NIMpyemoro pecypca
Kateropusi KoHTponupy- YO Ecnu aBnsetca o6b- | [be3 kateropum 3Haum- -
emoro pecypca ektom KU MoCTH]
[Tpetbsa kateropus
3HAYMMOCTH]
[Bropas kateropus
3HAYMMOCTH]
[MepBas kateropus
3HAYMMOCTH]
Kop ypoBHsi 06bekTa/ 0 - M3 knaccudukartopa -
cyobekTa «Tunbl 0ObEKTOB 1 CyOb-
€KTOB», NPUBEAEHHOTO
B NpUNoxeHun 28
Kop tvna o6bekTa/ 0 - MepeyeHb 3aBUCUT -
cybbekTa o1 nons «Koa ypoBHs
aTaKyemoro o6bek-
T10/Cy6bEKTA.
M3 knaccudukartopa
«Tunbl 0ObEKTOB 1 CyOb-
€KTOB», NPUBEAEHHOTO
B NpUnoxeHumn 28
Hannune nogkntoyenmns 0 - [Aa]/[Her] -
K cetn VHTepHet
CtpaHa/peruoH 0 - B popmarte ISO-3166-2 -
AS-Path po koHTponM- 0 - TekctoBoe none -
pyemoii aBTOHOMHO#
cuctembl (ASN)
[Unauthorised | Hecankunonupo- | HaumeHoBaHME KOHTpO- 0 - TekctoBoe none -
modification] | BOHHOe U3MeHe- | (Mpyemoro pecypca
HUe uHdopmaumm
Kareropusi koHTponupy- YO Ecnu siBnsetcs 06b- | [be3 kateropum 3Haum- -

eMoro pecypca

ekTom KU

MoCTH]

[Tpetbsa kateropus
3HAYMMOCTH]
[BTopas kateropus
3HAYMMOCTH]
[MepBas kateropus
3HAYMMOCTH]
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Kop kom- HaumeHoBanue TexHnuyeckune cBefieHUa 06 06bEKTAX, HO KOTOPble HANPAB/IEH KOMMbIOTEPHbIA MHUNAEHT
NbIOTEPHOrO | KOMMbIOTEPHOTO
P P Onucavne ACOUM Ul | O6sazarenn- |  YcnoBue 0693a- MpaBuno 3anonHeHus MpumeuaHue
MHUMAEHTA MHUMAEHTA _
HOCTb nonei TENbHOCTN
Kop ypoBHsi 06bekTa/ 0 - M3 knaccndukatopa -
cybbekTa «Tnnbl 06bEKTOB U CYy6b-
€KTOB», NPUBEJEHHOMO
B NpuaoxeHnn 28
Kop tvna o6bekTa/ 0 - MepeyeHb 3aBUCUT -
cyobekTa o1 nons «Koa ypoBHs
ATaKyemoro o6bek-
T0/CyOBEKTAY.
M3 knaccndukatopa
«Tnnbl 06bEKTOB U CyOb-
€KTOB», NPUBEJEHHOMO
B NpunoxeHnn 28
Hanuuune nogkntouerns 0 - [Aa]/[Hert] -
K cet iHtepHet
CtpaHa/pernoH 0 - B popmarte ISO-3166-2 -
IPv4-appec KoHTponupy- YO 06s3atenbHo 3anon- | Cnucok IP-agpecos -
emoro pecypca HeHne 0AHOro
“3 nonen
IPv6-aapec KoHTponunpy-
emoro pecypca
[loMeHHOEe UMS KOHTPO- Cnncok LOMEHHbIX UMeH
JIMPyemMoro pecypca
URI-appec koHTponupy- Cnucok URI-anpecos
eMoro pecypca
ATAKOBOHHAS CeTeBas YO Mpwn Hanuuum TekcToBoe none -
cnyx6a u nopt/npo- COOTBETCTBYIOLLEIA
TOKON nHpopmauum
[Unauthorised | HecaHkuuo- HanmeHoBaHWe KOHTPO- 0 - TekctoBoe none -
access] HUPOBAHHOE JIMpyemMoro pecypca
pasrnatieHne
nHGopmar
Kareropusi koHTponupy- YO Ecnu aiBnsetca o6b- | [bes kateropuu 3Haum- -
emoro pecypca ektom KN MOCTH]
[Tpetbsa kateropus
3HAUYMMOCTH]
[Bropas kateropus
3HAUYMMOCTH]
[MepBas kateropus
3HAYMMOCTH]
Kop ypoBHst 06bekTa/ 0 - M3 knaccudukartopa -
cyobekTa «Tunbl 0ObEKTOB U CYOb-
€KTOB», MPUBEAEHHOTO
B NpUnoxeHun 28
Kop tvna ob6bekTa/ 0 - MepeyeHb 3aBUCHT -
cyobekTa o1 nons «Koa yposHa
aTaKyemoro o6bek-
Ta/Cy6bEKTAY.
M3 knaccndukatopa
«Tunbl 0ObEKTOB 1 CYOb-
€KTOB», MPUBEAEHHOTO
B NpUnoxeHumn 28
Hannune nogxntoverns 0 - [Aa]/[Her] -
K cetn UHtepHet
CtpaHa/pernox 0 - B dpopmarte 1SO-3166-2 -
IPv4-agpec KoHTponupy- YO 0653aTeNbHO 30- Cnucok IP-agpecoB -

eMoro pecypca

IPv6-aapec KOHTpoMpy-
emoro pecypca

[loMeHHOE UM$Si KOHTPO-
NINpyemMoro pecypca

NOMHEHWE OAHOTO U3
nonen

Crn1CoK LJOMEHHbIX UMEH
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Kop kom- HaumenoBanue TexHnueckune ceefieHUa 06 06EKTAX, HO KOTOPble HANPABIEH KOMMbIOTEPHbIA MHUNAEHT
NbIOTEPHOrO | KOMMbIOTEPHOTO
P P Onucavne ACOUM Ul | O6szarenn- | YcnoBue 0693a- MpaBuno 3anonHeHus Mpumeuanue
MHUMAEHTA MHUMAEHTA -
HOCTb nonei TENbHOCTN
URI-appec koHTponupy- Cnucok URI-anpecoB
emoro pecypca
e-mail-afpec KOHTponu- Cnucok e-mail-agpecos
pyemoro o6bekTa
ATaKOBGHHAS ceTeBaS YO Mpu Hannunm TekctoBoe none -
cnyx6a n nopt/npo- COOTBETCTBYIOLLEN
TOKON nHdopMaLum
[Social CoumanbHas Kop ypoBHs 06bek- 0 - [Subject] lMpea3anonHeHHoe none
engineering] MHXEHepus Ta/cy6bekTa
Kop tmna o6bekTa/cy6b- 0 - [Employee] 13 knaccudukatopa «Tun ata-
eKTa [Client] KyeMoro 06beKTa-cyobekTa»
[Partner]
[SIM] M3meHenne -
(noameHa)
naeHTuduKatopa
MO6UNbHOrO
a6oHeHTa (IMSI),
naeHTuduKatopa
Mo6UNbHOro 060-
pynosanuns (IMEI)
UMW CUM-KOPTbI
[Attack using | Mcnonb3osanne | HanMeHoBOHME KOHTPO- 0 - TekctoBoe none -
resource] KOHTPONMPYeMoO- | IMpyemMoro pecypca
ro pecypca ans
npoBefeHus aTak
Kateropusi koHTponupy- YO Ecnu aBnsetca o6b- | [bes kateropu 3Haum- -
emoro pecypca ektom KU MoCTH]
[TpeTbs kateropus
3HAYMMOCTH]
[BTopas kateropus
3HAYMMOCTH]
[MepBas kateropus
3HAYMMOCTH]
Kop ypoBHs 06bek- 0 - M3 knaccudukartopa -
Ta/cybbeKTa «Tunbl 0O6bEKTOB U CyOb-
€KTOB», NPUBEAEHHOM0
B NpUNoxXeHun 28
Kop tmna obbekTa/cy6b- 0 - MepeyeHb 3aBUCUT -
ekTa o1 nons «Kog ypoBHs
aTaKyemoro o6bek-
T10/Cy6bEKTA».
M3 knaccudukartopa
«Tunbl 0ObEKTOB 1 CyOb-
€KTOB», NPNUBEAEHHOM0
B NpUoxeHun 28
Hannune nogxntoverns 0 - [Aa] lMpea3anonHeHHoe none
K cetn ViHtepHet
CrpaHa/pervox 0 - B popmarte ISO-3166-2 -
IPv4-aapec KoHTponupy- YO 0653aTeNbHO 30- Cnncok IP-agpecos -
emoro pecypca MNoSHeHne OfHOro
u3 nonei
IPv6-appec KoHTponupy-
eMoro pecypca
[loMeHHOe NMS KOHTPO- Cnncok LOMEHHbIX UMeH
JIMPYeMoro pecypca
URI-aapec KoHTponupy- Cnucok URI-anpecos
eMoro pecypca
e-mail-agpec KOHTponu- Cnucok e-mail-agpecos
pyemoro 06bekTa
ATOKOBOHHOS ceTeBas YO Mpwn Hannuum TekctoBoe none -

cnyx6a n nopt/npo-
TOKON

COOTBETCTBYHOLLEN
nHbopmaumm
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Kop kom- HaumeHoBanue TexHnuyeckune cBefieHUa 06 06bEKTAX, HO KOTOPble HANPAB/IEH KOMMbIOTEPHbIA MHUNAEHT
NbIOTEPHOrO | KOMMbIOTEPHOTO
P P Onucavne ACOUM Ul | O6sazarenn- |  YcnoBue 0693a- MpaBuno 3anonHeHus MpumeuaHue
MHUMAEHTA MHUMAEHTA _
HOCTb nonei TENbHOCTN
[Without MHumnaeHrT, HanumeHoBaHME KOHTPO- 0 - TekcTtoBoe none -
attack] He CBA3CGHHbIN NIMpyeMoro pecypca
C KOMMNbIOTEPHON
arakon
Kareropusi KOHTponupy- YO Ecnu aiBnsietcs 06b- | [be3 kateropuu 3Haum- -
€Moro pecypca ektom KN MoCTH]
[Tpetbsa kateropus
3HAYMMOCTH]
[BTopas kateropus
3HAYMMOCTH]
[MepBas kateropus
3HAYMMOCTH]
Kop ypoBHs 06bek- 0 - M3 knaccndukatopa -
Ta/cy6bekTa «Tnnbl 06bEKTOB U Cy6b-
€KTOB», NPUBEJEHHOMO
B NpUoXeHun 28
Kop tvna obbekTa/cyonb- 0 - MepeyeHb 3aBUCUT -
eKTa o1 nons «Koa ypoBHS
aTaKyemoro oobek-
T0/CyOBEKTAY.
M3 knaccndukatopa
«Tnnbl 06bEKTOB U CYy6b-
€KTOB», NPUBEAEHHOTO
B NpUoxeHun 28
Hanuune nogkntoverns 0 - [Aa]/[Hert] -
K cet iHTepHet
CrpaHa/pervox 0 - B dpopmare I1SO-3166-2 -
IPv4-appec KoHTponupy- YO 0653aTeNbHO 30- Cnucok IP-agpecos -

eMmoro pecypca

IPv6-aapec KoHTpoupy-
emoro pecypca

[loMeHHOe UM$ KOHTPO-
JIMPYEMOTo pecypca

URI-aapec KoHTponupy-
eMoro pecypca

e-mail-agpec KOHTpoNU-
pyemoro o6bekTa

NOMHEHNE O[JHOTO
u3 none

CnnCoK LJOMEHHbIX UMEH

Cnucok URI-agpecos

Cnucok e-mail-agpecos
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Kop kom- HaumeHoBaHue CBefieHns 06 06bEKTAX MU CYOBEKTAX BPEAOHOCHOW OKTUBHOCTH, BbI3BUBLLUMX KOMMbIOTEPHbIA MHLMAEHT
NbIOTEPHOrO | KOMMbIOTEPHOIO
P P Onucavue ACOU Ul 06s3atenb- | YcnoBue 0653a- Mpasuno 3anon- MpumeuaHue
MHLUMAEHTA VHLMAEHTa -
HOCTb nonei TeNbHOCTN HeHus
[DoS] 3ameanenve Tun atakn 0 - [DoS - Flood] -
pabotbl pecypca [DoS - Vuln]
B pe3ynbrate [DDos]
araku Tuna «OTka3
B 06C/YXMBAHUU»
YpoBeHb OSI 0 - [L2/3] [L2/3] - kaHanbHbIA/ ceTeBO
[L3] YPOBEHb
[L4] [L3] - ceTeBoii ypoBEHb
[L6] [L4] = TpaHCNOpPTHbI YPOBEHD
[L7] [L6] — ypoBeHb npeacTaBneHus
AAHHbIX
[L7] = npuknagHoii ypoBeHb
IPv4-aapec BpeAoHOCHOrO YO BoisiBneH IPv4-agpec | Cnucok IP-agpecos 3anonHseTcs xots 6bl 0HO
ob6bekTa BPEAOHOCHOr0 nnn csv-dann none
06bekTa
IPv6-aapec BpefoHOCHOTO BbisiBneH IPv6-
ob6bekTa aapec BPeAoOHOCHO-
ro o6bekTa
[lomeHHoe nms BpeaoHocC- YO BbiSiBNEHO AOMEH- CnunCoK IOMEHHbIX
HOro 06bekTa HOe UMS BPEAOHOC- | UMEH Unu Csv-daiin
HOro o6bekTa
CTpaHa pacnonoxexus H - Cnncok TpexbykeeH- -
BPEAOHOCHOT0 06BEKTA HbIX KOIOB CTPQH B
cootBertcTuu ¢ ISO
3166
PPS (nakeToB B cekyHay) YO 3anonHserca xota BelwectBeHHOe uncno -
6bl 0OfHO None
M6/c (merabuT B cekyHay) BelectenHoe uncno -
RPS (3anpocos B cekyHay) BelecteHHoe uncno -
FPS (kanpos B cekyHay) BelectenHoe uncno -
MepeyeHb Ncnonbayembix YO BoisiBneH dakt - MepeyeHb ncnonbayembix yss-
ys3BUMOCTE 1CNONb30BAHUS BUMOCTEN NPOrPAMMHOrO UK
ys3BUMOCTEN annapaTtHoro obecneyexus B
BbIOPAHHOW CUCTEME ONUCAHNS
yA3BUMOCTel 6e30MacHOCTH
(Hanpumep, CVE, BY ®CTIK)
HaumeHoBaHWe cucTeMbl TekcToBOE Nnone
OMUCTHUS YS3BUMOCTEl
6e3onacHocTn
[Application | YcnewHas IPv4-aapec BpeaoHOCHOrO YO BbisieneH IPv4-agpec | Cnucok IP-agpecos -
compromise] | skcnnyataums obbekTa BPEOHOCHOr0
YSI3BUMOCTH 06bekTa
IPv6-aapec BpeaoHOCHOrO BbisiBneH IPv6- -
obbekTa aApec BPeAoOHOCHO-
ro 00bekTa
[loMeHHOE MMS BpefoHOC- BbisiBneHo gomeH- | CNUCOK AOMEHHbIX -
HOro 06bekTa HOe MM$ BPeJoHOC- | UMEH
HOro 06bekTa
URI-aapec BpegoHOCHOro Boisisnen URI-agpec | Cnncok URI-apgpecos -
06bekTa BPELOHOCHOTO
006beKkTa
e-mail-agpec Bpeno- BbisiBneH e-mail- Cnncok e-mail- -
HOCHOro 06bEKTA UK aApec BpefoHoC- agpecos
cybbeKkTa HOro 06BbEKTA UK
cybbekTa
Ya3BUMOCTb YO B cnyyae ecnm MepeyeHb akcnaya- 0653aTEN1bHO 30MONHAETCS

BbISIBNIEHHAS yA3-
BUMOCTb OMUCAHA B
KaKon-nmbo cucteme
OMNUCaHUS Y3BU-
mocTei

TUPYEMbIX YSI3BUMO-
cTeit 6e30NacHOCTU
NPOrPAMMHOTO UK
annaparHoro obecne-
UeHus, 13 COOTBET-
CTBYIOLLLErO KATaM0ra
(Hanpumep, CVE, bAY
OCTIKUT. A.)

O[IUH U3 6/10KOB
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Kop kom- HaumenoBanmne CBefieHnsa 06 06bEKTAX MU CYy6bEKTAX BPEAOHOCHOH OKTUBHOCTH, BbI3BABLLWUX KOMMbIOTEPHbIHA MHLMAEHT
NbIOTEPHOrO | KOMMbIOTEPHOIO
P P Onucavue ACOU Ul 06s3atenb- | YcnoBue 0653a- Mpasuno 3anon- MpumeuaHue
MHLUMAEHTA VHLMAEHTa -
HOCTb nonei TeNbHOCTN HeHus
HaumeHoBaHWe cuctembl TekctoBoe none
ONUCaHUS YSA3BUMOCTEN
Onuncaxue ys3BuMoCTn YO B cnyuae ecnm TekcToBoe none
BbISIBNEHHAS
Y3BUMOCTb He
OMUCAHA HY B OAHOM
cucTeme onncaHus
yA3BUMOCTEN
OnuncaHue o6beKTa 0 - B ¢popmare, cootBeT- -
MHGOPMaATA3ALMK, B KOTO- CTBYIOLLEM PEKO-
pom 6bina NposkcnayaT- meHpaunam baxka
POBAHA YA3BUMOCTb Poccuu, ony6nunkoBaH-
HbIMU HO 0ULNaNb-
HOM cante
[Malware 3apaxenue BMO | IPv4-agpec BpefoHOCHOTO YO BoiseneH IPv4-agpec | Cnucok IP-agpecos -
infection] o6bekTa BPELOHOCHOTO
o6bekTa
IPv6-aapec BpeoHOCHOTO BbisiBneH IPv6- -
ob6bekTa aapec BPeAoOHOCHO-
ro 06beKTa
[loMeHHOE UMS BpefoHOC- BbisiBneHo foMeH- | CNUCOK LOMEHHbIX -
HOro o6bekTa HOe MM$i BpeAoHOC- | UMeH
Horo o6bekTa
URI-aapec BpejOHOCHOTO Bbisenen URI-agpec | Cnncok URI-aapecos -
o6bekTa BPEAOHOCHOr0
obbekTa
e-mail-agpec Bpeno- BbissneH e-mail- Cnucok e-mail- -
HOCHOro 06bEKTA UK GApeC BPeAoHOC- appecos
cybbekTa HOro 06beKTa UK
cybbekTa
HasBaxue antusupyca, Y0 Ecnu BMNO 6bino TekcToBoe none -
BbISIBUBLLErO 30PXEHNE BbISIB/IEHO OHTU-
BMno BUPYCOM
Onucanue n knaccuduka- H - TekcToBoe none -
Lms BpegoHocHoro M0
CeTeBaS GKTUBHOCTb YO Mpn Hanrumum TekctoBoe none -
MHGOpMaLMM o
CeTeBO OKTUBHOCTK
BMoO
YA3BUMOCTb YO B cnyyae ecnn Bbl- | MepeyeHb akecnaya- -
ABNEeH GaKT 3KCNy- | TUPYeMbIX yS3BUMO-
aTaumm ysa3BumocTen | cteit 6e30nacHocTn
BMO NPOrpaMMHOro nnn
annapatHoro obecne-
YeHus, 13 COOTBET-
CTBYIOLLErO KATAMOrd
(Hanpumep, CVE, bAY
®CTIKunT. )
HaumeHoBaHWe cuctembl TekcToBOE Nnone -
OMUCTHUS YS3BUMOCTEl
OnucaHme ys3BumMocTu, TekctoBOe none -
HE OMUCAHHOW HK B
OfIHO¥A CMCTEME OMUCAHUS
YSI3BUMOCTEN
®aiin BMO YO 0653aTeNbHO 30- Daiin -
MOJHSIETCH OfHO N3
nonei
URL ans ckaumBaHus TekcToBOe none -
Xew-cymma 0 - TekcToBoE none -

ANropuT™ XeLMpoBaHNS

[SHA256]
[SHAT]
[MD5]
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Kop kom- HaumenoBanmne CefieHns 06 06bEKTAX MM CYy6bEKTAX BPEAOHOCHOH OKTUBHOCTH, BbI3BABLLMX KOMMbIOTEPHbIHA MHLMAEHT
NbIOTEPHOrO | KOMMbIOTEPHOIO
P P Onucavue ACOU Ul 06s3arenb- | YcnoBue 0653a- MpaBuno 3anon- MpumeuaHue
MHLUMAEHTA VHLMAEHTA -
HOCTb none TeNbHOCTN HeHus
[Account Komnpometauns | IPv4-aapec BpeAoHOCHOrO YO BbisiBneH IPv4-agpec | Cnucok IP-agpecos -
compromise] | y4eTHoii 3anucu obbekTa BPEAOHOCHOro
06bekTa
IPv6-aapec BpefoHOCHOroO BbisiBneH IPv6- -
obbekTa aapec BPeAoHOCHO-
ro 06bekTa
[loMeHHOe uMs BpefoHOC- BbifiBneHo gomeH- | CNUCOK AOMEHHbIX -
HOro 06bekTa HOe M BPEAOHOC- | UMEeH
HOro o6beKTa
JlornH ckomnpomeTupo- 0 - TekcToBoe none -
BAHHON Y3
MpuBunerum ckomnpome- 0 - TekcToBoe none -
TMPOBAHHOI Y3
Cnoco6 komMnpometaumnu YO MMpu Hanuunm TekctoBoe none -
COOTBETCTBYOLLEN
NHdopmMaLum
[Prohibited My6ankaumsa Ha IPv4-aapec BpeAOHOCHOrO YO BoissneH IPv4-agpec | Cnucok IP-agpecos -
content] KOHTpONMpyemMoM | 06beKTa BPEAOHOCHOr0
pecypce 3anpe- 06bekTa
LLLEHHON 30KOHO-
natenbcTeom PO
nHGopmaLmmn
IPv6-appec BpefoHOCHOTO BbissneH IPv6- -
ob6bekTa afpec BPeAoHOCHO-
ro o6bekTa
[loMeHHOE MMS BpefoHOC- BbisiBneHo foMeH- | CNUCOK LOMEHHbIX -
HOro o6bekTa HOe UM$ BPeJOHOC- | UMEH
HOro o6bekTa
URI-aapec BpeaoHOCHOro Boisasnen URI-agpec | Cnncok URI-agpecos -
ob6bekTa BPEAOHOCHOr0
obbekTa
[Traffic 3axsar cetesoro | Homep noacrasHom 0 - TekctoBoe none -
hijacking] Tpaduka QBTOHOMHOM CUCTEMbI
(ASN)
HaumeHoBaHune AS 0 - TekcToBoe none -
HaumenosaHue LIR 0 - TekctoBoe none -
Ccbinka Ha Looking Glass YO Mpu Hannunm TekctoBoe none -
LWraTHbIA prefix - TekcToBOE none -
MoactasHoi prefix - TekcToBoe none -
[Unauthorised | HecaHKuUMOHK- IPv4-aapec BpeaoHOCHOro YO BoisiBneH IPv4-agpec | Cnncok IP-agpecos -
modification] | poBaHHOe U3MeHe- | 06beKTa BPELOHOCHOTO
Hue nHdopmauum 06beKTa
IPv6-aapec BpeoHOCHOrO BbisiBneH IPv6- -
o6bekTa aApec BPeaoHOCHO-
ro 06bekTa
[loMeHHO€ MMs BpefoHOC- BbisiBneHo aomeH- | CnucoK AOMEHHbIX -
HOro 06bekTa HOe M$ BPeJoOHOC- | UMEH
HOro o6beKTa
URI-aapec BpeaoHocHOro Boissnen URI-agpec | Cnucok URI-appecos -
06bekTa BPELOHOCHOTO
06bekTa
[Unauthorised | Hecankunonupo- | IPv4-agpec BpenoHOCHOI YO BoisiBneH IPv4-agpec | Cnucok IP-agpecos -
access] BAHHOE pasrnale- | CMCTembl BPEOHOCHON cucTe-

Hue nHdopmauum

IPv6-aapec BpeaoHOCHOM
cucTeMmbl

[lomeHHoe nMsi BpeaoHoC-
HOW CUCTEMDI

Mbl U1 06bEKT

BbisiBneH IPv6-
appec BpeoHoC-
HOM CUCTEMbI UK
06bexTa

BbiSiBNEHO AOMEH-
HOe UM$Si BpeaoHoC-
HOWA CMCTeMbI MK
06beKTa

Cnmncok [LOMEHHbIX
UMeH
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Kop kom- HaumeHoBaHue CBepieHns 06 06bEKTAX MU CYOBEKTAX BPEAOHOCHOW OKTUBHOCTH, BbI3BUBLLUMX KOMMbIOTEPHbIA MHLMAEHT
NbIOTEPHOIO | KOMMbIOTEPHOIO
P P Onucavue ACOU Ul 06s3arenb- | YcnoBue 0653a- MpaBuno 3anon- MpumeuaHue
VNHUMAEHTA VHUMAEHTA o
HOCTb nonei TeNbHOCTN HeHus
e-mail-agpec BpefoHoC- BbisiBneH e-mail- Cnucok e-mail- -
HOro 06beKTa appec BpeoHoc- appecos
HOV cucTeMbl Unu
06beKTa
[Social CoumanbHas IPv4-aapec BpeaoHOCHOro YO BoisiBneH IPv4-agpec | Cnncok IP-agpecos -
engineering] | uHxeHepus o6bekTa BPELOHOCHOTo
o06bekTa
IPv6-aapec BpejoHOCHOTO BbisiBneH IPv6- -
o6bekTa appec BpeoHOCHO-
ro o6bekTa
[lomeHHoe nms BpeaoHocC- BbifgBneHo gomeH- | CNUcok AOMEHHbIX -
HOro 06beKTa HOE UM$ BPELOHOC- | UMEH
HOro o6bekTa
URI-aapec BpeaoHocHOro Boisenen URI-agpec | Cnucok URI-agpecos -
obbekTa BPELOHOCHOro
o6bekTa
e-mail-agpec Bpeno- BbisiBneH e-mail- Cnucok e-mail- -
HOCHOro 06beKTa UM aApec BpeAoHoC- appecos
cybbekTa HOro 06beKTa UK
cybbekTa
ABOHEHTCKIIF HOMep noa- BbisiBneH Homep Cnucok HomepoB -
BIKHOI paamnotenedoH- MOGUNbHOrO Tene- | MOGU/bHbIX Tenedo-
HO¥i CBSI3M BPELOHOCHOIO ($OHA BPEAOHOCHOTO | HOB B COOTBETCTBUM C
cybbekTa cybbekTa poccuitckon cuctemon
1 NGHOM HyMepaLum
Kaxan B3aumopeiictens 0 - [TenedoHHbIN 3BOHOK] -
[CMC]
[9nekTpoHHas noutal
[Cuctema obmena
MIHOBEHHbIMY CO-
o6Lernamu]
[Cait]
[MHow kanan]
TekcT coobLenns YO «Kanan B3anmopeir- | TectoBoe none uu -
ctBus» = { [CMC], txt-paitn
[OnekTpoHHas
nourta], [Cuctema 06-
MEHO MrHOBEHHbIMM
coo6LeHnsmm]}
[SIM] M3menenve ABOHEHTCKIIA HoMep noa- 0 - B cootBeTcTBMM C -
(noameHa) BUXHOWN paauotenedoH- POCCUIACKOW CMCTEMON
VAEHTUOUKATOPA | HOIE CBS3M 1 NNGHOM HyMepaLum
MOOUIbHOTO
a6oHeHTa (IMSI),
naeHTUPMKaTopa
MO6UIbHOTO 060-
pynosanus (IMEI)
WY CUM-KapTbI
IMSI - TekcToBoe none -
Onepatop cBsi3n - TekctoBoe none -
[lata cmeHb! IMSI B B cootBetctBum ¢ RFC | Mo MockoBckoMy BpeMeHn
3339 [UTC +03:00]
[Attack using | Ucnonb3oBaHmne IPv4-appec BpeAOHOCHOIO YO BoisiBneH IPv4-agpec | Cnncok IP-agpecos -
resource] KOHTPONMpPYemoro | 06bekTa BPELOHOCHOTO
pecypca ans npo- 06beKTa

BeaeHuda atak

IPv6-aapec BpegoHOCHOro
06bekTa

[lomeHHOe MMs BpesoHoC-
HOro 06beKTa

BbisiBneH IPv6-
QApec BPeaoHOCHO-
ro 00bekTa

BbiiBNEHO OMEH-
HOE UMS BPELOHOC-
HOro 06bexTa

CnUCOK JOMEHHbIX
MMEH
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Kop kom- HaumeHoBaHue CBepieHns 06 06bEKTAX MU CYOBEKTAX BPEAOHOCHOW OKTUBHOCTH, BbI3BUBLLUMX KOMMbIOTEPHbIA MHLMAEHT
NbIOTEPHOIO | KOMMbIOTEPHOIO
P P Onucavue ACOU Ul 06s3arenb- | YcnoBue 0653a- MpaBuno 3anon- MpumeuaHue
VNHUMAEHTA VHUMAEHTA o
HOCTb nonei TeNbHOCTN HeHus
URI-aapec BpeaoHocHOro Boisenen URI-agpec | Cnucok URI-apgpecos -
o6bekTa BPELOHOCHOTo
06beKTa
e-mail-agpec Bpeno- BbisiBneH e-mail- Cnucok e-mail- -
HOCHOro 06beKTa unn appec BpeoHoC- appecos
cyObekTa HOro 06bEKTA UK
cybbekTa
YA3BUMOCTb YO B cnyyae ecnm MepeyeHb akcnnya- 0653aTENbHO 3aN0NHAETCS
BbISIBNIEHHASA YA3BK- | TUPYEMbIX YS3BUMO- OMH 13 610KOB
MOCTb ONNUCaHA cTeil 6e30nacHoCTU
B KAKON-1M60 NPOrpaMMHOro unm
cucTeMe onNuCaHus | annaparHoro obecne-
YS13BUMOCTEN YeHUsl, U3 COOTBET-
CTBYIOLLErO KATANora
(Hanpumep, CVE, bAY
OCTIK U T. A.)
HanmeHoBaHue cuctembl TekcToBoe none
OMUCAHUS YA3BUMOCTEN
OnucaHue ys3BuMoCTn YO B cnyuae ecnm TekcToBoe none
BbISIBIEHHAS
YSI3BUMOCTb He
OMMCaHa HY B OAHOM
cucTeme onucaHus
yA3BUMOCTEN
Onucaxne o6bekTa 0 - B dopmare, cootseT- -
MHGOPMATU3ALMK, B KOTO- CTBYIOLLEM PEKO-
poMm 6bINa NPO3KCNAYaTU- meHaaunsm baxka
POBOHA YSI3BUMOCTb Poccuu, ony6n1koBaH-
HbIMW HO OpULManb-
HOM cante
®aiin BMO YO 06s3arenbHo 3anon- | ®aiin -
HSeTCS OAHO
u3 nonen
URL gns ckaumBaHms TekcToBoe none -
XeLw-cymma 0 - TekcToBoe none -
ANroput™ XeLUMpoBaHNS - [SHA256] -
[SHAT1]
[MD5]
[Without NHunpeHt, -
attack] He CBSA3AHHbIN

C KOMMbIOTEPHOM
QaTAaKOA
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MNMPUNOXEHUE 20. POPMbI MPEACTABJ/IEHUA OAHHbLIX NTF_CI, MPEA3AMNOJIHEHHbBIE
and KOMMbOTEPHbIX UHUWAOEHTOB

Kop komn bIOTEPHOr0 UHLUUAEHTA

HaumeHoBaHKue KOMMNbIOTEPHOIr0 MHLUUAEHTA

[Dos]

3amepnenne pabotbl pecypca B pesysibtate ataki una «OTKa3 B 06CTyXUBAHUM»

[Application compromise]

YcnewHas aKCnayaTaung yassumoctn

[Malware infection]

3apaxeHune BMNO

[Account compromise]

Komnpometauus yuetHoii 3anucu

[Prohibited content]

My6AMKALMS HO KOHTPONMPYEMOM Pecypce 3anpeLLeHHON 30KOHOAATENbCTBOM PO uHpopmawmm

[Social engineering]

CoumnanbHas nHXeHepus

[Traffic hijacking]

3axsar ceteBoro Tpaduka

[Unauthorised modification]

HeCC]HKLl,VIOHVIpOBGHHOE U3MeHeHne MHdJOpMC]LlVIVI

[Unauthorised access]

HeCGHKLI.VIOHVIpOBGHHOE pasrnawexHune VIH¢0pMGLI,I/IM

[SIM]

M3meHeHne (nogmeHa) naeHTudukatopa MobunbHoro aboHerta (IMSI), nogeHtndukaropa Mobmb-
Horo o6opynoBanus (IMEI) unu cum-kaptbl

[Attack using resource]

Ncnonb3oBaHMe KOHTPONMPYEMOTO Pecypca 1si NPOBEeAEHNs aTaK

[Without attack]

MHUNAEHT, He CBA3AHHbI C KOMMbIOTEPHON ATAKON

®opma npepcrasnenuns aaHHbix NTF_CI_DoS - ®opma npeacTaBieHUs JUHHbIX O KOMMNbIOTEPHOM MHLMUAEHTE, CBA3AHHOM
C 3aMefIeHMeM paboTbl pecypca B pesy/ibTare araky Tuna «0Tkas B 06C/Ty)XMBAHUMN»

Mopsga- Kareropus ane- Onucanne ACOU Ul O6sa3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus MpumeuaHue
KOBbI MEHTA AUHHBIX HOCTb noneii TeNbHOCTN
Homep
1 Tun yBegomnenus | Tun yBegomneHus - [NTF_CI_DoS] Mpea3anonHeHHoe none
2 Onucaxue OnucaHne KOMNbIOTEPHO- H - TekcToBOe none TeKCTOBOE ONUCAHME KOMMbHO-
KOMIMbIOTEPHOTO ro MHLMAEHTA TEPHOTO MHLMAEHTA (B TOM YnC-
MHUMAEHTa Ne BONONHUTENbHbIE CBEAEHNS
0 cnocobe peanusaumumn KN,
cnoco6e BbisBneHus KU n 1.4.).
B cnyuae ecnn komnbiotep-
HbI MHUMAEHT OblN BbISBNEH
C UCMOMb30BAHWEM CBEAEHUN
6ronnetens baxka Poccumn nnu
HKLIKW, Heobxoanmo ykasatb
HOMep AAHHOrO BoNNeTeHs
3 Knaccudumkaums Bektop 0 - [INT] Mpea3anonHeHHoe none
KOMIMbIOTEPHOTO
MHUMAEHTa
4 Tvn KOMNbIOTEPHOTO 0 - [DoS] Mpea3anonHeHHoe none
MHUMAEHTa
5 [arta v Bpems [lata v Bpems BbisiB- 0 - B cootBetctBumM ¢ RFC o MOCKOBCKOMY BpemeHun
06HapYXeHns JIeHNs1 KOMMbIOTEPHOTO 3339 [UTC +03:00]
VHUNAEHTa
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
6 CsepeHus 06 06b- | HaumeHoBaHNe KOHTpONK- 0 - TekctoBoe none -
€KTaX, Ha KOTO- pyemoro MHGopMaLMOoH-
pble Hanpasnex HOro pecypca
KOMMbIOTEPHbIN
VHUNAEHT
7 Kareropusi KoHTponupye- YO Ecnu siBnsietcs 06b- | [be3 kateropuu 3Haun- -
MOro pecypca ekTom KUY mocTH]
[Tpetbs kateropusi
3HAYNMOCTH]
[BTopas kateropusi
3HAYNMOCTH]
[MepBas kateropus
3HAYNMOCTH]
8 Kop, ypoBHs atakyemoro 0 - 13 knacecndukatopa -
obbekTa/cybbekTa «Tunbl 06bEKTOB U CyOb-
€KTOB», NMPUBEAEHHOTO
B NpUNoxeHun 28
9 Kop tvna atakyemoro 0 - lMepeyeHb 3aBUCUT epeyeHb 3a0BMCUT OT NoAA
06bekTa/cybbexTa ot nons «Kop, ypoBHsi «Kop, ypoBH$ atakyemoro o6b-
aTaKyemoro obbek- eKTa/cybbeKTa»
T0/Cy6bEKTA».
13 knaccndukatopa
«Tunbl 06bEKTOB U CYyOb-
€KTOB», NMPUBEAEHHOTO
B NpUNoxeHun 28
10 Hannuune nogkntouenns 0 - [Aa] pea3anonHeHHoe none
K ceTn NHTepHert
" CrpaHa/pernox 0 - B ¢popmare 1SO-3166-2 -
12 IPv4-aapec aTakOBAHHOMO YO 0653aTenbHo 30- Cnucok IP-agpecos -
pecypca NONHEHNE OAHOr0
13 none
13 IPv6-aapec atakoBaHHoro
pecypca
14 [loMeHHOe 1M§ aTaKOBAH- CrnnCoK LJOMEHHbIX NMEH
HOro pecypca
15 URI-agpec atakoBaHHOTO Cnucok URI-anpecos
pecypca
16 ATOKOBOHHAS CeTeBaS YO Mpu Hanrymm TekctoBoe none -
cnyx6a u nopt/npoTokon COOTBETCTBYIOLLET
nHbopmaummn
17 CBepneHus 06 06b- | Tun ataku 0 - [DoS - Flood] -
€KTOaX BpefoHoC- [DoS- Vuln]
HOW UKTUBHOCTH, [DDos]
BbI3BABLLMX
KOMMbIOTEPHbI
VHUNOEHT
18 YposeHb OSI 0 - [L2/3] [L2/3] — kaHanbHbIA/ ceTeBOM
[L3] YPOBEHb
[L4] [L3] - ceTeBoi1 ypoBeHb
[L6] [L4] — TpaHCNOPTHbIA YPOBEHb
L7 [L6] — ypoBeHb NpeacTaBneHus
AAHHBIX
[L7] = npuknagHoit ypoBeHb
19 IPv4-appec BpeAOHOCHOTO YO BoisiBneH IPv4-agpec | Cnucok IP-anpecoB uan | 3anonHsetcs xots 6bl 0OLHO
00bekTa BPEeAOHOCHOr0 csv-dainn none
06beKTa
20 IPv6-aapec BpeaoHOCHOro BoisiBneH IPv6-agpec
06beKTa BPEAOHOCHOrO
06beKTa
21 [loMeHHOe UMs BpefoHOC- YO BbisiBneHO foMeH- | CMUCOK AOMEHHbIX UMEH

HOro 06beKTa

HOE UMS BPELOHOC-
HOro 06beKTa

unm csv-oain
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Mopsp- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIVi MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
22 CTpaHa pacnonoxexuns H - Cnmncok TpexbyKBEHHbIX -
BPEAOHOCHOr0 06beKTa KO[I0B CTPQH B COOTBET-
cteum ¢ ISO 3166
23 PPS (nakeToB B cekyHAay) YO 3anonusercs BeuyectBeHHOE Uncno -
X011 Obl OAHO None
24 M6/c (MmerabuT B CekyHzy) BewjectBeHHoE uncno -
25 RPS (3anpocoB B cekyHay) BeuectBeHHOE Uncno -
26 FPS (kanpoB B cekyHay) BelyectBeHHOE uncno -
27 lMepeyeHb ncnonbayembix YO BbisiBneH dpakt - [MepeueHb ncnonbayembix
ysI3BUMOCTE 1CMONb30BAHUS YSI3BUMOCTEl NPOrPAMMHOTO
ysi3BUMOCTE 1A annapatHoro obecneye-
HWS B BLIGPAHHOM cUCTEMe
OMUCAHMS yA3BUMOCTEl 6e3-
onacHoct (Hanpumep, CVE,
BAY ®CT3K)
28 HanmeHoBaHMe cucTeMbl TekctoBoe none
ONMUCaHMS YSI3BUMOCTEN
6e30nacHoCTH
29 OueHka nocnea- BnnsHne Ha kOHGMAEHLM- YO Mpwn Hannuum [Bbicokoe] -
CTBMIA KOMMbIOTEP- | AIbHOCTb YKO3QHHbIX nocnea- | [Huskoe]
HOTO MHLMAEHTA CTBUIA
30 BnuaHue Ha LenocTHoCTb [Bbicokoe] -
[Hu3koe]
31 Bnusauue Ha fOCTYNHOCTb [Bbicokoe] B
[Hu3koe]
32 Mpennpuxatbie OnuncaHne NpeanpuHATbIX H - TekctoBoe none B
Mepbl no pe- NlefCTBUIA B XOfe pearnpo-
arnpoBaHNIO BOHWS HO KOMMbIOTEPHbIA
HO KOMMbBIOTEPHDIA | UHLMAEHT
VHUNOEHT
33 CBsi3b C Apyrumun | Bua CBS3QHHOTO yBEAOM- YO 3anonusetca B cny- | [NTF_OWC] [NTF_OWC] — yBepnomnexne
YBELOM/IEHNAMN | NeHus 4yae HanpaBneHus [NTF_ISI] 0 BbISIBNEHHbIX CIy4asX v (1)
paHee B baHk [NTF_ORI] NOMbITKAX OCYLLECTBNEHMS
Poccumn yBepomne- | [NTF_CI] nepeBOAOB AeHEXHbIX CPEACTB
HUS, CBA3AHHOIO [NTF_CA] 6e3 cornacus KAMEeHTa, a Tak-
C TEKYLLMM [NTF_VLN] Xe 0 BbIFIB/IEHHbIX CIy4asx

1 (Mn1) MONBITKAX OCyLLEeCTBAe-
HWUS ONEPALNiA, HANPAUBNEHHBIX
HO coBepLUEHNe GUHAHCOBbIX
CAENOK € NCMOMb30BAHNEM
duHaHcoBon nnatGopmbl 6e3
BO/IEN3BSABNEHUS YHACTHUKA
duHaHCcoBON NNATGOPMbI
[NTF_ISI] — yBepomneHue o Bbl-
SIBIEHUN MHLMAEHTA 30ALUNUTHI
MHGOPMALMM UK PE3YNBTATAX
paCCNefoBAHUS UHLMAEHTA
30WnTbl MHGOpMaLMK
[NTF_ORI] - yBegomneHue

0 BbISIBNEHUM UHLMAEHTA One-
PALMOHHOI HOLEXHOCTN UK

0 pesynbTaTax paccnefoBaHus
VHUMAEHTA ONEPALMOHHOI
HOAEXHOCTH

[NTF_CI] - yBenomneHue

0 KOMMbIOTEPHbIX MHLMAEHTAX
[NTF_CA] - yBenomnenus

0 KOMMbIOTEPHbIX ATAKAX
[NTF_VLN] — yBegomnenue

0 BbISIBEHHbIX YSI3BUMOCTSIX
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIii MEHTO JaHHbIX HOCTb nonei TeNbHOCTH
Homep
34 Tvn cBA3W C Apyrumu [MpepLwecTBytowee -
yBELOM/IEHNAMM cobbiTne]
[QouepHee cobbiTne]
[CBA3aHHOE cobbITHE]
[YTo4HeHue cBepeHuit
0 co6bITHN]
35 PernctpaunorHbIin Homep B cootBetcTBUM C dopma- | aeHTudukaTop yBegomneHns
yBELOM/EHMS ToM ACOU OuHLIEPT 1N OTBETA HA 3AMPOC, paHee
HanpasneHHoro B ®uUHLIEPT
YUYOCTHUKOM NHGOPMALMOHHO-
ro obmeHa
36 OrpaHuuutenbHblii | OrpaHnumTENbHBIA Map- H - [TLP: WHITE] B cooTBETCTBMM C 0603HAYEHM-
mapkep TLP Kep Ha pacnpocTpaHeHne [TLP: GREEN] MU, NPUHATLIMK B NPOTOKONE
CBE/EHWii N3 AAHHOTO [TLP: AMBER] TLP.
yBELOM/EHMS [TLP: RED]
Mo ymonyanmto [TLP: GREEN],
€C/I1 He YKa3aHO UHoe
37 Heobxoanmoctb HeobxoanmocTb npu- YO IMpu Heobxoanmoctyn | [Aa] -
npuBneYeHns Bneuyenns GuHLLEPT ana
OuHLEPT YCTPAHEHNS NOCNeACTBMIA

KOMIbOTEPHOIO MHLM-
[EeHTa

®opma npeacranenus aaHHbix NTF_CI_Application compromise — ®opmMa npeacTaBieHUs AUHHbIX O KOMNbIOTEPHOM
MHUMAEHTE, CBA3UHHOM C YCMELIHOW 3KCnyarauen ya3sBMMOCTH

Mopsap- Kareropus ane- Onucanne ACOU Ul 06sa3atenb- | YcnoBue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHBIX HOCTb nonei TeNbHOCTN
Homep

1 Tun yBepgomnenns | Tun yBegomneHus 0 - [NTF_CI_Application Mpea3anonHeHHoe none

compromise]

2 Onucanne OnucaHne KOMNbIOTEPHO- H - TekctoBoe none TeKcToBOE OMUCAHME KOMMbHO-
KOMIMbIOTEPHOTO ro UHUNAEHTa TEPHOrO MHLMAEHTA (B TOM YnC-
MHUNAEHTa ne AONONHUTENbHbIE CBEAEHNS

o cnocobe peanuzauuu KW,
cnoco6e BbisBneHns KW n 1.4.).
B cnyyae ecnn komnbrotep-
HblA UHLUMAEHT OblN BbISBNEH

C CNONb30BAHMEM CBEAEHNUI
6ronnetens baxka Poccumn nnm
HKLKW, Heobxopnmo ykasaTb
HOMep AAHHOrO BlonneTeHs

3 Knaccudukaums Bektop 0 - [INT] Mpea3anonHeHHoe none
KOMIMbIOTEPHOTO
MHUNAEHTa

4 Tvn KOMNbIOTEPHOTO 0 - [Application compromise] | Mpea3anonHeHHoe none

MHUNAEHTa

5 [ata v Bpems [lata v Bpems BbisiB- 0 - B cootetctBumM ¢ RFC Mo MOCKOBCKOMY BpeMeHH

06HapyxXeHns NIeHNS! KOMMbIOTEPHOTO 3339 [UTC +03:00]
MHUNAEHTa

6 CeepeHus 06 06b- | HaumeHoBaHWe KOHTpoNu- 0 - TekctoBoe none -
€KTaX, Ha KOTO- pyemoro MHGOpMaLMOH-
pble Hanpasnex HOro pecypca
KOMMbIOTEPHbIN
VHUNAEHT

7 Kateropus KoHTponupye- YO Ecnu aBnsetcs 06b- | [Be3 kateropun 3Haun- -

Moro pecypca

ekTom KU

MoCTH]

[TpeTbsa kaTeropus
3HAUYMMOCTH]
[Bropas kateropus
3HAUYMMOCTH]
[MepBas kateropus
3HAUYMMOCTH]
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sa3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIVi MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
8 Kop ypoBHsi atakyemoro 0 - 13 knaccudukatopa -
o6bekTa/cybbekTa «Tunbl 06bEKTOB U CyOb-
€KTOB», MPUBEAEHHOTO
B NPUI0OXeHnn 28
9 Kop tvna atakyemoro 0 - lMepeyeHb 3aBUCUT epeyeHb 3a0BMCUT OT NoNA
o6bekTa/cybbekTa o1 nons «Kop, ypoBHsi «Kop ypoBHS atakyemoro o6b-
aTaKyemoro obbek- eKTa/cybbekTar»
Ta/CyObEKTa».
13 knaccudukatopa
«Tunbl 06bEKTOB U CyOb-
€KTOB», NPUBEAEHHOTO
B NpUNoxeHun 28
10 Hannune nogkntouenns 0 - [Aa)/[Hert] -
K cet iHtepHet
" CTpaHa/pernox 0 - B popmare ISO-3166-2 -
12 IPv4-aapec aTakOBAHHOMO YO 0643atenbHo 30- Cnucok IP-agpecos -
pecypca NONHEHNE OAHOTO
13 none
13 IPv6-aapec aTakoBAHHOIO
pecypca
14 [loMeHHOe 1Ms aTaKOBAH- CrnnCoK JOMEHHbIX UMEH
HOro pecypca
15 URI-afpec ataKoBAHHOTO Cncok URI-anpecos
pecypca
16 ATAKOBOHHOS CeTeBAS YO Mpu Hanrymm TekctoBoe none -
cnyx6a u nopt/npoTokon COOTBETCTBYIOLLET
nHbopmaummn
17 CsepieHuns 06 06b- | IPv4-appec BpefoHOCHOTO YO BoiseneH IPv4-agpec | Cnucok IP-anpecos -
€KTaX BPeoHoC- | 06bekTa BPEAOHOCHOrO
HOW GKTUBHOCTH, obbekTa
BbI3BABLLMX
KOMMbIOTEPHbIN
VHUNOEHT
18 IPv6-aapec BpeaoHOCHOrO BbiseneH IPv6-agpec B
06beKTa BPEAOHOCHOTO
obbekTa
19 [loMeHHOe NMs BpefoHOC- BbisiBneHO foMeH- | CMUCOK AOMEHHbIX UMEH -
HOro 06bEKTA HOE UMS BPELOHOC-
HOro o6bekTa
20 URI-appec BpeaoHOCHOro BoisieneH URI-agpec | Cnucok URI-agpecos -
06bekTa BPEAOHOCHOTO
00bekTa
21 e-mail-anpec Bpeno- BbisiBneH e-mail- Cnucok e-mail-agpecoB -
HOCHOro 0ObEKTA MK aapec BpeaoHoc-
cybbekTa HOro 0OBEKTA MK
cybbekTa
22 YA3BMMOCTb YO B cnyuae ecnu lMepeyeHb akcnnyatupy- | 0643aTeNbHO 3ANOHSETCS
BbISIBNIEHHAS eMblX ys3BUMOCTeli 6e3- | 0anH U3 6710K0B
YS3BUMOCTb ONK- ONACHOCTU NPOrpamm-
COHO B KAKO#A-M60 | HOTO WAW ANnapaTHOro
CUCTEME ONUCaHMS | obecneyeHus, 13 cooT-
yS3BUMOCTEN BETCTBYIOLLEr0 KATanora
(Hanpumep, CVE, bAY
OCTIKuT.A.)
23 HanmeHoBaHMe cuctembl TekcToBOE Nnone
ONUCAHUS YA3BUMOCTENR
24 OnucaHme ys3BUMOCTH YO B cnyuae ecnn TekcToBoe none

BbISIBNEHHAS yS3BK-
MOCTb He OMUCaHa
HU B OHOW cucteme
OnNUCaHUS yS3BU-
MocTen
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
25 Onucanme obbekTa 0 - B ¢opmare, cootBETCTBY- -
nHOpmMaTU3aALMN, B KOTO- foLemM peKoMeHAALMSM
poM 6bina Npo3KcnayaTn- BaHka Poccuu, ony6-
POBAHA YS3BUMOCTb JIMKOBAHHBIMK HA OpULM-
a71bHOM canTe
26 CBepeHus o He- Mpeanonaraemble YO bnok 3anontsaetcs TekctoBoe none Onuncaxue cobbIThid, KOTopble
30KOHHOM pac- NPUYNHBI, NOBAEKLLNE HO- B C/lyyae, ecn B pe- NpUBENN K HE3AKOHHOMY pac-
Kpbitumn MAH pyLieHne NpaB cyObekToB 3yNbTATE KOMMblO- KpbITHio nHGopmauuu. Mone
NAH TEPHOrO MHLMAEHTA 3aM0/HAETCA, eC/n B none
NpoV30LLNA yTeuka «OnnCaHne KOMNbIOTEPHOTO
NAx MHUMAEHTA» HEAOCTATOYHO
MHGOPMALIMMA O HE3AKOHHOM
packpbitv NOH
27 Xapaktepuctuku MNOxH TekcToBoe none YkasbiBaetca nHGopmauus
XAPAKTEPU3YIOLLAS HE3AKOHHO
packpbiTble MH, B TOM uncne
1N cy6bekTa, ybyn MOH 6binn
PACKPbITbI, COCTAB HE3UKOHHO
packpbITbix MAH, KONMYECTBO
1 OKTYONbHOCTb 3AMUCER N T. A.
28 Mpeanonaraembiii Bpes, TekctoBoe none OnucaxHne NoTeHUNaNbHOro
HOHECEeHHbI NPaBaM Bpeaa, KOTopblin MoXeT ObliTb
cy6bekToB M+ HOHeceH cyObekTam npu
1CNONb30BAHNN HE3UKOHHO
PACKpbITOR MHGopmaLnm
29 ®UO nuua, ynonHomo- TekcToBoe none -
YEHHOr0 ONepaTopoM
HO B3aMMOAeiicTBNE
¢ PockoMHaazopom
Mo UHUMAEHTY
30 Mo6unbHbIit TenepoH B cootBetcTBUN C poccuit- -
Jimua, ynonHOMOYEHHOro CKOW CUCTEMOIA W NIAHOM
HO B3aMMOAeiicTBNe Hymepaumumn
¢ PockoMHaazopom
Mo UHUMAEHTY
3 Apnpec aneKTpoHHO B popmare -
noYTbl 19 OTNPABKM e-mail-agpeca
nHdopmavn 06 yseaom-
NeHumn
32 OueHxka nocnea- BnnsHne Ha koHOMAEHUM- YO Mpwn Hannuum [Bbicokoe] -
CTBMIA KOMMbIOTEP- | AIbHOCTb YKO3QHHbIX nocnea- | [Huskoe]
HOTO WHUMAEHTA CTBUIA
33 BnnsiHne Ha LenocTHocTb [Bbicokoe] -
[Hu3koe]
34 BnnsiHne Ha focTynHOCTb [Bbicokoe] -
[Hu3koe]
35 Mpennpuxatbie OnuncaHne NpeanpuHATbIX H - TekctoBoe none B
Mepbl no pe- NlefCTBUIA B XOfe pearnpo-
ArupoBaHNIO BOHWS HO KOMMbIOTEPHBbIiA

HO KOMMbIOTEPHBIi
MHUMAEHT

MHUNAEHT
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sa3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
36 CBsi3b ¢ apyrumun | Bua cBi3aHHOro yBeaoM- YO 3anonusietca B cny- | [NTF_OWC] [NTF_OWC] - yBenomneHue
YBELOMIIEHUAMN | NeHUs yae HanpaBneHus [NTF_ISI] 0 BbISIBNIEHHBIX CAIYHasX 1 (1nu)
paHee B baHk [NTF_ORI] NOMbITKAX OCYLLECTBNEHMS
Poccumn yBegomne- | [NTF_CI] NepeBOAOB JEHEXHbIX CPEACTB
HUSI, CBA3AHHOrO [NTF_CA] 6e3 cornacus KNUeHTd, a TaK-
C TeKyLLUM [NTF_VLN] Xe 0 BbISIBNIEHHbIX CIy4asX
1 (1n1) NONbITKAX OCyLLeCTBAe-
HUS ONepaunii, HaNPABNEHHbIX
HO COBEpLUEHNE GUHAHCOBbIX
CAenoK C UCNoNb30BAHMEM
duHaHcoBow nnatGopmbl 6e3
BONEN3BABNEHUS YHACTHUKA
dnHaHCcoBOM NNaTGopMmbl
[NTF_ISI] — yBegomneHue o Bbl-
SBNEHUN UHLMAEHTA 3aLUMUTHI
MHGOPMALIMM UK Pe3yNbTaTax
paccneaoBaHNS UHLMACHTA
30WnTbl tHGopmaL
[NTF_ORI] - yBepomnenue
0 BbISIBNEHUM MHLIMAEHTC One-
PALMOHHO HOAEXHOCTN UAN
0 pe3yNbTaTax paccnefoBaHns
VHUNAEHTA ONepaLOHHON
HOAEXHOCTN
[NTF_CI] - yBepomnenve
0 KOMMbOTEPHbIX HLMAEHTAX
[NTF_CA] - yBegomnenus
0 KOMMbIOTEPHbIX ATAKAX
[NTF_VLN] - yBegomnenve
0 BbISIBNEHHbIX YA3BUMOCTAX
37 Tvn cBA3W C Apyrumu [MpepLwecTytoLiee -
yBEL,OMIEHNAMM cobbiTne]
[AouepHee cobbiThe]
[CBA3aHHOE cobbiTHE]
[YTouHeHue cBepeHuit
0 co6bITNN]
38 PernctpaunorHbIin Homep B cootBetcTBMM C dopma- | aeHTudukaTop yBegomneHuns
yBEOM/EHMS ToM ACOUN ®uHLEPT 1IN OTBETA HA 3AMPOC, paHee
HanpasneHHoro B ®uHLIEPT
YYOCTHUKOM MHOOPMALMOHHO-
ro obmeHa
39 OrpaHuuutenbHblii | OpraHnyuTenbHbIi Map- H - [TLP: WHITE] B cooTBETCTBMM C 0603HAYEHM-
mapkep TLP Kep Ha pacnpocTpaHeHmne [TLP: GREEN] SMU, NPUHATLIMIA B NPOTOKONE
CBEEHWIi N3 AAHHOIO [TLP: AMBER] TLP
yBEOM/EHMS [TLP: RED]
Mo ymonyanmto [TLP: GREEN],
€CN He YKA3aHO MHoe
40 HeobxoanmocTb HeobxoanmocTb npu- YO Mpu Heobxopgumoctn | [Aa] -
npuBneyeHns Bnevennst ®uHLEPT ons
OuHLIEPT YCTPAHEHNA NOCNeaCcTBui

KOMTbOTEPHOIO MHLM-
[EeHTa

®opma npeacranenus aaHHbix NTF_CI_Malware infection — ®opma npeactaBneHus AAHHbIX O KOMMbIOTEPHOM UHLM-
[leHTe, CBA3AHHOM C 3apmkeHuem BIMO

Mopsapa-
KOBbIA
Homep

Kareropus ane-
MEHTO JAHHBIX

Onucanne ACOU Ul

06sa3arennb-
HOCTb nonein

Ycnosue 0653a-
TeNbHOCTN

MpaBuno 3anonHeHus

Mpumeuanue

1

Tun yBegomnexns

Tun yBepgomnexns

0

[NTF_CI_Malware
infection]

Mpea3anonHeHHoe none
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
2 Onucanne OnucaHne KOMNbIOTEPHO- H - TekctoBoe none TeKcToBOE ONUCAHME KOMMbHO-
KOMIMbIOTEPHOTO ro MHUNAEHTa TEPHOrO MHLMAEHTA (B TOM YnC-
MHUNAEHTa ne AONONHUTENbHbIE CBEAEHNS
o cnocobe peanuauuu KW,
cnocobe BbisBneHns KN n 1.4.).
B cnyyae ecnn komnbrotep-
HbI MHUMAEHT OblN BbISBNEH
€ UCNONb30BAHMEM CBEAEHNI
6ronnetens baxka Poccumn nnm
HKLIKW, Heobxopmnmo ykasatb
HOMep AAHHOrO BlonneTeHs
3 Knaccudukaums Bektop 0 - [EXT] [EXT] — HanpaBneHo
KOMMbIOTEPHOTO [INT] HO KZIMEHTA WAN KOHTPAreHTa
MHUNAEHTa HUHAHCOBOI OpraHn3aLmMn nn
MHbIX B3AMMOAENACTBYIOLLNX
C GUHAHCOBOI OPraHN3aLNN
mu
[INT] — HanpaBneHo Ha 06b-
€eKTbl tHpopmaTUsauum
HUHAHCOBOI OpPraHn3aLmMmn
4 Tvn KOMNbIOTEPHOTO 0 - [Malware infection] Mpea3anonHeHHoe none
MHUNAEHTa
5 [ata v Bpems [lata v Bpems BbisiB- 0 - B cootetctBumM ¢ RFC 1o MOCKOBCKOMY BPeMeHN
06HapyxeHns NIeHNs KOMMbIOTEPHOTO 3339 [UTC +03:00]
MHUNAEHTa
6 CBeaenuns 06 06b- | HaumeHoBOHME KOHTPONN- 0 - TekcToBoe none -
€KTaX, HO KOTO- pyemoro UHGpOPMALMOH-
pble HanpasneH HOro pecypca
KOMMbIOTEPHbI
VHUNAEHT
7 Kateropus KoHTponupye- YO Ecnv asnsetcsa 06b- | [Be3 kateropun 3Haun- -
MOro pecypca ektom KUY mMoCTH]
[TpeTbsa kaTeropus
3HAYMMOCTH]
[BTopas kateropus
3HAYMMOCTH]
[MepBas kateropus
3HAYMMOCTH]
8 Kop ypoBHs atakyemoro 0 - 13 knacecndukaropa -
o6bekTa/cybbekTa «Tunbl 0OHEKTOB 1 CYOb-
€KTOB», MPUBEAEHHOTO
B NpUI0OXeHnn 28
9 Koa tuna atakyemoro 0 - lMepeyeHb 3aBUCHT epeyeHb 3a0BMCUT OT NONA
o6bekTa/cybbekTa ot nons «Kop ypoBHA «Kop, ypoBH$ atakyemoro 06b-
aTaKyeMoro o6bek- eKTa/cyobekTa»
T0/Cy6bEKTA».
M3 knaccndukatopa
«Tunbl 0ObEKTOB 1 CYOb-
€KTOB», MPUBEEHHOTO
B NpUNoXeHun 28
10 Hannune nogkntovenns 0 - [Oa]/[Her] -
K cet intepHet
1 CrpaHa/pervox 0 - B ¢popmarte I1SO-3166-2 -
12 IPv4-aapec aTakOBAHHOMO YO 0653aTenbHO 30- Cnuncok IP-agpecoB -
pecypca NO/HEHNE OHOMO
13 nonei
13 IPv6-aapec atakoBAHHOO
pecypca
14 [loMeHHOe MMS aTAKOBOH- CnncoK JOMEHHbIX UMEH
HOro pecypca
15 URI-anpec aTakoBaHHOMO Cnucok URI-agpecos
pecypca
16 e-mail-afpec aTakoBAHHO- Cnucok e-mail-agpecoB

ro 06bexTa
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Mopsp- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTU AAHHbIX HOCTb nonein TeNbHOCTH
Homep
17 ATOKOBOHHASA ceTeBas YO Mpwn Hanruum TekcToBoe none -
cnyx6a 1 nopt/npoToKon COOTBETCTBYOLLE
nHbopmaumun
18 CsepeHus 06 06b- | IPv4-anpec BpefoHOCHOTO YO BoisieneH IPv4-agpec | Cnucok IP-appecos -
€KTOX BPeoHoC- | 00bekTa BPEAOHOCHOTO
HOW OKTUBHOCTH, 06bekTa
BbI3BABLUMX
KOMMbIOTEPHbIN
MHUMAEHT
19 IPv6-aapec BpeaoHOCHOr0 BoisiBneH IPv6-agpec -
06bekTa BPEAOHOCHOTO
o06bekTa
20 [loMeHHOe 1Ms BpeoHoC- BbisBNEHO JOMEH- CnnCcoK JOMEHHbIX UMEH -
HOro o6bekTa HO€ UM$i BPeAOHOC-
HOro 06beKTa
21 URI-aapec BpeaoHoCHOro BoiseneH URI-agpec | Cnucok URI-agpecos -
06bekTa BPEAOHOCHOMO
o06bekTa
22 e-mail-anpec Bpeno- BbisiBneH Cnucok e-mail-agpecos -
HOCHOro 06beKTa Mnm e-mail-appec Bpe-
cybbekTa [AOHOCHOr0 06bEKTA
nnn cybbekTa
23 Ha3saHue aHTMBMpYCa, YO Ecnu BMO 6bino TekctoBoe none -
BbISIBUBLLErO 3APAXeEHME BbISIBNIEHO OHTH-
BMo BUPYCOM
24 Onucanme un knaccuduka- H - TekcTtoBoe none -
umus BpegoHocHoro MO
25 CeTeBaS OKTUBHOCTb YO Mpu Hanrymm TekctoBoe none -
nHdopmaumm o ce-
TEBOW UKTUBHOCTM
BMNo
26 YA3BMMOCTb YO B cnyuae ecnm Bbl- | MepeyeHb skcnyatupy- B
ABMeH GAKT 3KCA/Y- | eMbIX yi3BUMOCTeN 6e3-
aTauun ys3BUMOCTEN | ONACHOCTY NMPOrPaMM-
BMO HOrO WM aNMAapaTHOro
o6ecneyeHns, u3 coot-
BETCTBYIOLLErO KATAAOra
(Hanpumep, CVE, bAY
OCTIKuT.4.)
27 HaumeHoBaHue cuctembl TekcTtoBoe none -
OMUCAHUS YSI3BUMOCTE
28 Onucaxune ys3BMMoCTH, TekctoBoe none -
He OMUCAHHO HY B OA-
HO¥A cMCTEME ONUCaHUS
yA3BUMOCTEN
29 ®aiin BMO YO 0653aTeN1bHO daiin -
30MNONHSAETCS OAHO
13 nonei
30 URL pna ckaunmBaxus TekcToBOe none -
31 Xeww-cymma 0 - TekcToBoe none -
32 ANrOpUTM XeWwunpoBaHMs - [SHA256] -
[SHAT]
[MD5]
33 CBepeHns o He- Mpennonaraemble YO Brnok 3anonusaetca TekcToBoe none Onuncaxue cobbIThid, KOTopble

30KOHHOM pac-
KpbiTin MAH

NPUYNHBI, NOBNEKLLNE HO-
pyleHve npas cy6bekToB
NAx

B C/lyyae, ec/iv B pe-
3yNbTATE KOMMbIO-
TEPHOTO MHUMAEHTA
NPOU30LLNA YTeUKa
NAax

NpUBENMN K HE3UKOHHOMY pac-
KpbITUIO nHdopmaumm. Mone
30MOMHSETCS, eC B None
«OnucaHne KOMMbIOTEPHOTO
VHUMAEHTA» HeoCTATOYHO
MHOOPMALMN O HE3AKOHHOM
packpbitumn MOH
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sa3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
34 Xapakrtepuctuku NAH TekcToBoe none Yka3bIBaeTcs MHGopmaums
XAPAKTEPU3YIOLLAS HE3AKOHHO
packpbiTble MH, B TOM uncne
1N cy6bekTa, Yoy MOH bbinn
PACKPbITbI, COCTAB HE3UKOHHO
packpbITbix MAH, KONMYECTBO
1 OKTYONbHOCTb 30NUCER N T. A.
35 Mpeanonaraembiii Bpes, TekctoBoe none OnucaHne NoTeHUNANbHOro
HOHEeCEeHHbI NPaBam BpeAd, KOTopblin MoXeT ObiTb
cy6bekToB MO+ HOHeceH cyObekTam npu
1CNONb30BAHNM HE3UKOHHO
PACKpbITOR MHGopmMaLMm
36 ®KNO nuua, ynonHomo- TekctoBoe none -
UEHHOro onepaTopom
HO B3auMoAeiicTBne
¢ PockomHaazopom
N0 UHUMAEHTY
37 Mo6unbHbI TenedoH B cooTBeTCTBUM C poccuit- -
2NLA, yNONHOMOYEHHOTO CKOJIA CUCTEMOIA 1 NNAHOM
Ha B3auMoAeiicTBne Hymepaumumn
¢ PockomHaazopom
N0 UHUMAEHTY
38 Apnpec aneKTpoHHO B popmarte -
noYTbl 19 OTNPABKM e-mail-agpeca
nHdopmaun 06 yBeaom-
NeHumn
39 OueHka nocnef- | BnnsHne Ha koHGUAEHLN- YO IMpu Hanrunm [Bbicokoe] -
CTBMIA KOMMNbIOTEP- | ANIbHOCTb YKO3QHHbIX nocnea- | [Huskoe]
HOTO WHUMAEHTA CTBUIA
40 BnnsiHne Ha uenocTHocTb [Bbicokoe] -
[Hu3koe]
4 BnnsiHne Ha focTynHOCTb [Bbicokoe] -
[Hu3koe]
42 MpeanpuHaTble Onucaxne nNpeanpuHATbIX H - TekcTtoBoe none -
Mepbl No pe- [lelICTBUIA B XOA€ pearupo-
ArupoBaHNIO BOHWS HO KOMIMBIOTEPHbIA

HO KOMMbIOTEPHBIi
MHUMAEHT

MHUNAEHT
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sa3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
43 CBsi3b ¢ apyrumun | Bua cBi3aHHOro yBeaoM- YO 3anonusietca B cny- | [NTF_OWC] [NTF_OWC] - yBenomneHue
YBELOMIIEHUAMN | NeHUs yae HanpaBneHus [NTF_ISI] 0 BbISIBNIEHHBIX CAIYHasX 1 (1nu)
paHee B baHk [NTF_ORI] NOMbITKAX OCYLLECTBNEHMS
Poccumn yBegomne- | [NTF_CI] NepeBOAOB JEHEXHbIX CPEACTB
HUSI, CBA3AHHOrO [NTF_CA] 6e3 cornacus KNUeHTd, a TaK-
C TeKyLLUM [NTF_VLN] Xe 0 BbISIBNIEHHbIX CIy4asX
1 (1n1) NONbITKAX OCyLLeCTBAe-
HUS ONepaunii, HaNPABNEHHbIX
HO COBEpLUEHNE GUHAHCOBbIX
CAenoK C UCNoNb30BAHMEM
duHaHcoBow nnatGopmbl 6e3
BONEN3BABNEHUS YHACTHUKA
dnHaHCcoBOM NNaTGopMmbl
[NTF_ISI] — yBegomneHue o Bbl-
SBNEHUN UHLMAEHTA 3aLUMUTHI
MHGOPMALIMM UK Pe3yNbTaTax
paccneaoBaHNS UHLMACHTA
30WnTbl tHGopmaL
[NTF_ORI] - yBepomnenue
0 BbISIBNEHUM MHLIMAEHTC One-
PALMOHHO HOAEXHOCTN UAN
0 pe3yNbTaTax paccnefoBaHns
VHUNAEHTA ONepaLOHHON
HOAEXHOCTN
[NTF_CI] - yBepomnenve
0 KOMMbOTEPHbIX HLMAEHTAX
[NTF_CA] - yBegomnenus
0 KOMMbIOTEPHbIX ATAKAX
[NTF_VLN] - yBegomnenve
0 BbISIBNEHHbIX YA3BUMOCTAX
44 Tvn cBA3W C Apyrumu [MpepLwecTytoLiee -
yBEL,OMIEHNAMM cobbiTne]
[AouepHee cobbiThe]
[CBA3aHHOE cobbiTHE]
[YTouHeHue cBepeHuit
0 co6bITNN]
45 PernctpaunorHbIin Homep B cootBetcTBMM C dopma- | aeHTudukaTop yBegomneHuns
yBEOM/EHMS ToM ACOUN ®uHLEPT 1IN OTBETA HA 3AMPOC, paHee
HanpasneHHoro B ®uHLIEPT
YYOCTHUKOM MHOOPMALMOHHO-
ro obmeHa
46 OrpaHuuuntenbHblii | OrpaHnumTENbHBIA MAp- H - [TLP: WHITE] B cooTBETCTBMM C 0603HAYEHM-
mapkep TLP Kep Ha pacnpocTpaHeHmne [TLP: GREEN] SMU, NPUHATLIMIA B NPOTOKONE
CBEEHWIi N3 AAHHOIO [TLP: AMBER] TLP.
yBEOM/EHMS [TLP: RED]
Mo ymonyanmto [TLP: GREEN],
€CN He YKA3aHO MHoe
47 HeobxoanmocTb HeobxoanmocTb npu- YO Mpu Heobxopgumoctn | [Aa] -
npuBneyeHns Bnevennst ®uHLEPT ons
OuHLIEPT YCTPAHEHNA NOCNeaCcTBui

KOMTbOTEPHOIO MHLM-
[EeHTa

®dopma npeacraneHus AaHHbIx NTF_CI_Account compromise — ®opma npeacTaBneHUs AAHHBIX O KOMMNbIOTEPHOM UHLM-
AEeHTe, CBAAI3AHHOM C KOMMPOMETALMEe y4eTHOW 3anncu

Mopsako- | Kateropms ane- Onwucanne ACOU UI 06s3atens- | Ycnosue o6sa3atenb- | [paBuio 3anonHeHus Mpumeyanne
BbI HOMEP | MEHTA AAHHbIX HOCTb Monen | HOCTN
1 Tun yBepgomnenns | Tun yBegomneHus 0 - [NTF_CI_Account Mpea3anonHeHHoe none

compromise]
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
2 Onucanne OnucaHne KOMNbIOTEPHO- H - TekctoBoe none TeKcToBOE ONUCAHME KOMMbHO-
KOMIMbIOTEPHOTO ro MHUNAEHTa TEPHOrO MHLMAEHTA (B TOM YnC-
MHUNAEHTa ne AONONHUTENbHbIE CBEAEHNS
o cnocobe peanuauuu KW,
cnocobe BbisBneHns KN n 1.4.).
B cnyyae ecnn komnbrotep-
HbI MHUMAEHT OblN BbISBNEH
€ UCNONb30BAHMEM CBEAEHNI
6ronnetens baxka Poccumn nnm
HKLIKW, Heobxopmnmo ykasatb
HOMep AAHHOrO BlonneTeHs
3 Knaccudukaums Bektop 0 - [EXT] [EXT] — HanpaBneHo
KOMMbIOTEPHOTO [INT] HO KZIMEHTA WAN KOHTPAreHTa
MHUNAEHTa HUHAHCOBOI OpraHn3aLmMn nn
MHbIX B3AMMOAENACTBYIOLLNX
C GUHAHCOBOI OPraHN3aLNN
mu
[INT] — HanpaBneHo Ha 06b-
€eKTbl tHpopmaTUsauum
HUHAHCOBOI OpPraHn3aLmMmn
4 Tvn KOMNbIOTEPHOTO 0 - [Account compromise] Mpea3anonHeHHoe none
MHUNAEHTa
5 [ata v Bpems [lata v Bpems BbisiB- 0 - B cootetctBumM ¢ RFC 1o MOCKOBCKOMY BPeMeHN
06HapyxeHns NIeHNs KOMMbIOTEPHOTO 3339 [UTC +03:00]
MHUNAEHTa
6 CBeaenuns 06 06b- | HaumeHoBOHME KOHTPONN- 0 - TekcToBoe none -
€KTaX, HO KOTO- pyemoro UHGpOPMALMOH-
pble HanpasneH HOro pecypca
KOMMbIOTEPHbI
VHUNAEHT
7 Kateropus KoHTponupye- YO Ecnv asnsetcsa 06b- | [Be3 kateropun 3Haun- -
MOro pecypca ektom KUY mMoCTH]
[TpeTbsa kaTeropus
3HAYMMOCTH]
[BTopas kateropus
3HAYMMOCTH]
[MepBas kateropus
3HAYMMOCTH]
8 Kop ypoBHs atakyemoro 0 - 13 knacecndukaropa -
o6bekTa/cybbekTa «Tunbl 0OHEKTOB 1 CYOb-
€KTOB», MPUBEAEHHOTO
B NpUI0OXeHnn 28
9 Koa tuna atakyemoro 0 - lMepeyeHb 3aBUCHT epeyeHb 3a0BMCUT OT NONA
o6bekTa/cybbekTa ot nons «Kop ypoBHA «Kop, ypoBH$ atakyemoro 06b-
aTaKyeMoro o6bek- eKTa/cyobekTa»
T0/Cy6bEKTA».
M3 knaccndukatopa
«Tunbl 0ObEKTOB 1 CYOb-
€KTOB» , MPUBEAEHHOMO
B NpUNoXeHun 28
10 Hannune nogkntovenns 0 - [Oa]/[Her] -
K cet intepHet
1 CrpaHa/pervox 0 - B ¢popmarte I1SO-3166-2 -
12 IPv4-aapec aTakOBAHHOMO YO 0653aTenbHO 30- Cnuncok IP-agpecoB -
pecypca NO/HEHNE OHOMO
13 nonei
13 IPv6-aapec atakoBAHHOO
pecypca
14 [loMeHHOe MMS aTAKOBOH- CnncoK JOMEHHbIX UMEH
HOro pecypca
15 URI-anpec aTakoBaHHOMO Cnucok URI-agpecos
pecypca
16 e-mail-afpec aTakoBAHHO- Cnucok e-mail-agpecoB

ro 06bexTa
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Mopsp- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIVi MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
17 ATOKOBOHHASA ceTeBas YO Mpwn Hanruum TekcToBoe none -
cnyx6a u nopt/npoTokon COOTBETCTBYIOLLET
nHbopmaumun
18 CsepeHus 06 06b- | IPv4-anpec BpefoHOCHOTO YO BoisieneH IPv4-agpec | Cnucok IP-appecos -
€KTaX BPeAoHoC- | 06bekTa BPEAOHOCHOO
HOVi OKTUBHOCTH, 06beKTa
BbI3BABLUMX
KOMMbIOTEPHbIN
VHUNAEHT
19 IPv6-aapec BpeaoHOCHOr0 BoisiBneH IPv6-agpec -
06bekTa BPEAOHOCHOO
06bekTa
20 [loMeHHOe 1Ms BpeoHoC- BbisBNEHO JOMEH- CnnCcoK JOMEHHbIX UMEH -
HOro 00beKTa HOe UMS BPeOHOC-
HOro 00beKTa
21 Jloruu ckomnpomeTtnpo- 0 - TekcToBoe none -
BAHHOM Y3
22 lMpuBnnerun ckomnpome- 0 - TekcToBoe none -
TMPOBAHHOI Y3
23 Cnoco6 komnpomeTtaumumn YO IMpu Hanrunn TekctoBoe none -
COOTBeTCTBYIOLEN
nHopmaLmnmn
24 CeepieHus o He- Mpeanonaraemble YO Bnok 3anonHsgetca | TekctoBoe none OnuncaHue cobbIThid, KOTopble
30KOHHOM pac- NPUYUHBI, NOBAEKLINE HO- B C/lyyae, ec/v B pe- NPUBENN K HE3UKOHHOMY pac-
Kpbitum MIH pyLieHne NpaB CyObekToB 3y/bTATE KOMIbIO- KpbITHio nHdopmauuu. Mone
MO TEPHOr0 MHLUMAEHTA 30MNONHAETCH, €C/IN B None
NPOU30LLNA yTEYUKd «OnucaHne KOMMNbIOTEPHOTO
NAaH WHUMAEHTA» HEAOCTATOYHO
MHGOPMALMM O HE3UKOHHOM
packpbitumn MOH
25 Xapakrtepuctuku MNAH TekcTtoBoe none YkasbiBaetca nHGopmauus
XUPAKTEPU3YIOLLAS HE3UKOHHO
packpbiTble MH, B TOM uncne
1N cy6bekTa, uby MOH Gbinn
PACKPbITbI, COCTAB HE3UKOHHO
packpbITbix MH, KOMYECTBO
1 OKTYONBbHOCTb 3AMUCER W T. 4.
26 Mpeanonaraembiii Bpes, TekcToBoe none OnuncaHne NoTeHLManbHOro
HOHECEHHbI NPaBAM Bpefd, KOTopblin MOXeT ObiTb
cy6bekToB M+ HOHeceH cyObekTam npu
1CNONb30BAHUM HE3UKOHHO
PACKpbITOI MHGOPMALNN
27 ®NO nuua, ynonHomo- TekctoBoe none -
UEHHOro ONepaTopom
HO B3aMMOAeiicTBNe
¢ PockomHaazopom
M0 UHUMAEHTY
28 Mo6unbHbI TenedoH B cooTBeTCcTBUM C poccuit- -
2MLd, yNONHOMOYEHHOTO CKOIA CUCTEMOIA ¥ NNAHOM
HO B3AMMOAEiiCcTBNE Hymepaumumn
¢ PockoMHapzopom
Mo UHUMAEHTY
29 AZLpec 3neKTPOHHOIA B popmarte -
nOYTbI AN OTAPABKM e-mail-agpeca
nHpopmarm 06 yseaom-
NeHumn
30 OueHka nocnep- BnunsiHne Ha KOHOMAEHUN- YO Mpu Hanruum [Bbicokoe] -
CTBMI KOMMbIOTEP- | A/IbHOCTD YKA30HHbIX nocnea- | [Huskoe]
HOrO MHUUAEHTA CTBUIA
31 BnnsiHne Ha LeNoCTHOCTb [Bbicokoe] -
[Hu3koe]
32 BnnsiHne Ha JOCTYNHOCTb [Bbicokoe] -

[Hu3koe]
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
33 MpeanpuHsTble Onucaxme nNpeanpuHATbIX H - TekcToBoe none -
Mepbl Mo pe- NeNCTBIIA B XOf€ pearnpo-
arMpoBaHNIO BAHWSA HO KOMMbIOTEPHbIA
HO KOMMbIOTEPHDBIA | UHLMAEHT
VHUNAEHT
34 CBsi3b ¢ agpyrumun | Bua cBizaHHOro yBeaom- YO 3anonusietca B cny- | [NTF_OWC] [NTF_OWC] - yBenomneHue
YBELOMIEHUAMU | NEHUs yae HanpaBneHus [NTF_ISI] 0 BbISIBNIEHHBIX CNIYHAsX U (1u)
paHee B baHk [NTF_ORI] NONbITKAX OCYLLECTBNEHMS
Poccumn yBegomne- | [NTF_CI] NepeBOAOB JEHEXHbIX CPeACTB
HUSI, CBA3AHHOIO [NTF_CA] 6€3 cornacus KNUeHTd, a TaK-
C TeKyLLUM [NTF_VLN] Xe 0 BbISIBNIEHHbIX CIy4asX
1 (1nu) NONbITKAX OCyLLeCcTBe-
HUS ONepaunit, HaNPABNEHHbIX
HQ COBEpLUEHNE GUHAHCOBbIX
CAeNOoK C NUCNONb30BAHMEM
duHaHcoBown nnatdopmbl 6e3
BONEN3bABNEHUS YHACTHUKA
duHaHCcoBOM NNaTGopMmbl
[NTF_ISI] — yBenomneHue o Bbl-
SBNEHUN UHLMAEHTA 3ALUMTHI
MHGOPMALIMM UK Pe3yNbTaTax
paccneaoBaHUS UHLMAGHTA
30WnTbl HGopmaLun
[NTF_ORI] - yBepomnenue
0 BbIIBNEHUM MHLIMAEHTC One-
PALMOHHO HOAEXHOCTN UAN
0 pe3yNbTaTax paccnefoBaHns
MHUNAEHTA ONepaLoHHON
HOAEXHOCTN
[NTF_CI] - yBepomnenve
0 KOMMbOTEPHbIX HLMAEHTAX
[NTF_CA] - yBegomnexns
0 KOMMbIOTEPHbIX ATAKAX
[NTF_VLN] - yBegomnenue
0 BbISIBNIEHHbIX YA3BUMOCTAX
35 Tun cBA3W C Apyrumu [MpepLwecTytoLee -
yBEL,OM/IEHNAMM cobbiTne]
[AouepHee cobbiThe]
[CBA3aHHOE cobbITHE]
[YTouHeHue cBepeHmit
0 co6bITNN]
36 PernctpaunorHbIin Homep B cootBetcTBUM C dopma- | MaeHTudukatop yBegomneHns
yBELOM/EHMS ToM ACOUN OMHLEPT 1IN OTBETA HA 3AMPOC, paHee
HanpasneHHoro B ®uHLIEPT
YHYACTHUKOM MHOOPMALMOHHO-
ro obmeHa
37 OrpaHuyutenbHbliii | OpraHnyuTenbHbIi Map- H - [TLP: WHITE] B cooTBETCTBMM C 0603HAYEHM-
mapkep TLP Kep Ha pacnpocTpaHeHue [TLP: GREEN] AMU, MPUHATLIMIA B NPOTOKO/NE
CBeJeHNi U3 IAHHOrO [TLP: AMBER] TLP.
yBeOM/IEHMS [TLP: RED]
Mo ymonuanuio [TLP: GREEN],
€C/I1 He YKA3aHO MHoe
38 HeobxoanmocTb HeobxoanmocTb npu- YO Mpu Heobxopgnmoctu | [Aa] -
npuBieyeHns Bneyennst GuHLEPT onsa
OuHLIEPT YCTPAHEHNA NOCNeaCTBui

KOMTbOTEPHOTO MHLM-
[EeHTa

®opma npeacranenus aaHHbix NTF_CI_Prohibited content — ®opma npeactaBneHus AHHBIX 0 KOMMbIOTEPHOM MHLM-
[eHTe, CBAAI3AHHOM C NYGNMKALME HO KOHTPO/IMPYEMOM pecypce 3anpeLeHHOW 3aKoHoaaTenbcTBoM P® uHpopmauum

Mopsap-
KOBbIA
Homep

Kareropus ane-
MEHTO JaHHbIX

Onucanne ACOU Ul

06sa3arenb-
HOCTb nonein

YcnoBue 0653a-
TeNbHOCTN

MpaBuno 3anonHeHus

Mpumeuanue

1

Tun yBegomnexns

Tvn yBegomnexns

0

[NTF_CI_Prohibited
content]

Mpea3anonHeHHoe none
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Mopsp- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
2 Onucanne OnucaHne KOMNbIOTEPHO- H - TekctoBoe none TeKcToBOE ONUCAHME KOMMbHO-
KOMIMbIOTEPHOTO ro MHUNAEHTa TEPHOrO MHLMAEHTA (B TOM YnC-
MHUNAEHTa ne AONONHUTENbHbIE CBEAEHNS
o cnocobe peanuauuu KW,
cnocobe BbisBneHns KN n 1.4.).
B cnyyae ecnn komnbrotep-
HbI MHLUMAEHT OblN BbISBNEH
€ UCNONb30BAHMEM CBEAEHNI
6ronnetens baxka Poccumn nnm
HKLIKW, Heobxopmnmo ykasatb
HOMep AAHHOrO BlonneTeHs
3 Knaccudukaums Bektop 0 - [INT] Mpea3anonHeHHoe none
KOMIMbIOTEPHOTO
MHUNAEHTa
4 Tvn KOMNbIOTEPHOTO 0 - [Prohibited content] Mpea3anonHeHHoe none
MHUNAEHTa
5 [ata v Bpems [lata v Bpems BbisiB- 0 - B cootetctBum ¢ RFC 1o MOCKOBCKOMY BpeMeHN
06HapyxeHns NIeHNS KOMMbIOTEPHOTO 3339 [UTC +03:00]
MHUNAEHTa
6 CBeaeHuns 06 06b- | HauMeHoBOHME KOHTPONN- 0 - TekcToBoe none -
€KTaX, HO KOTO- pyemoro UHGOPMALMOH-
pble Hanpas/eH HOro pecypca
KOMMbIOTEPHbIN
VHUNAEHT
7 Kateropus KoHTponupye- YO Ecnv aBnsetcsa 06b- | [Be3 kateropun 3Haun- -
MOro pecypca ektom KU mMoCTH]
[TpeTbsa kaTeropus
3HAYMMOCTH]
[BTopas kateropus
3HAYMMOCTH]
[MepBas kateropus
3HAYMMOCTH]
8 Kop ypoBHs atakyemoro 0 - 13 knacecudukaropa -
ob6bekTa/cybbekTa «Tunbl 0OGHEKTOB 1 CYOb-
€KTOB», MPUBEAEHHOT0
B NpUI0OXeHnn 28
9 Koa tvna atakyemoro 0 - lMepeyeHb 3aBUCHT epeyeHb 3a0BMCUT OT NONA
o6bekTa/cybbekTa ot nons «Kop ypoBHA «Kop, ypoBH$ atakyemoro 06b-
aTaKyeMoro o6bek- eKTa/cyobekTa»
T0/Cy6bEKTA».
M3 knaccndukatopa
«Tunbl 0ObEKTOB 1 CYOb-
€KTOB», MPUBEEHHOTO
B NpUNoXeHun 28
10 Hannune nogkntovenns 0 - [Oa]/[Her] -
K cet intepHert
1 CrpaHa/pervox 0 - B ¢popmarte I1SO-3166-2 -
12 IPv4-aapec aTakOBAHHOMO YO 0653aTenbHO 30- Cnuncok IP-agpecoB -
pecypca NO/IHEHNE OHOMO
13 nonei
13 IPv6-aapec atakoBAHHOO
pecypca
14 [loMeHHOe MMS aTAKOBOH- CnncoK JOMEHHbIX UMEH
HOro pecypca
15 URI-anpec aTakoBaHHOMO Cnucok URI-agpecos
pecypca
16 CsepeHust 06 06b- | IPv4-agpec BpeLoHOCHOTO YO BoisiBneH IPv4-agpec | Cnucok IP-anpecos -

€KTaX BpefoHoC-
HON OKTUBHOCTH,
BbI3BABLUMX
KOMMbIOTEPHbIA
VHUMOEHT

00bekTa

BPEAOHOCHOTO
06beKTa
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yBeLOM/EHNS

ToMm ACOU OuHLIEPT

Mopspa- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
17 IPv6-aapec BpeaoHOCHOr0 BoisiBneH IPv6-agpec -
06bekTa BPEAOHOCHOO
06beKTa
18 [loMeHHOe 1M BpeoHOC- BbiiBNEHO JOMEH- CnnCcoK JOMEHHbIX UMEH -
HOro 00beEKTa HOE UMS BPeOHOC-
HOro 06beKTa
19 URI-appec BpeaoHoCHOro BoiseneH URI-agpec | Cnucok URI-agpecos -
06bekTa BPEAOHOCHOO
06beKTa
20 OueHka nocnen- BnunsiHne Ha KoHOMAEHUN- YO Mpwn Hannuum [Bbicokoe] -
CTBUiA KOMMbIOTEP- | ANIHOCTb YKO3QHHbIX nocnea- | [Huskoe]
HOrO WHUMAEHT CTBUIA
21 BnunsiHne Ha LenocTHocTb [Bbicokoe] -
[Hu3koe]
22 BnnsiHne Ha focTynHOCTb [Bbicokoe] -
[Hu3koe]
23 Mpennpuxatble Onucanne npeanpuHATLIX H - TekctoBoe none -
Mepbl No pe- [leiCTBUIA B X0ae pearnpo-
arupoBaHNIO BOHWS HO KOMIMbIOTEPHbI
HO KOMMbBIKOTEPHBIA | UHLMAEHT
VHUNAEHT
24 CBA3b ¢ gpyrumun | Bua cBfi3aHHOro yBeAOM- YO 3anonusietca B cay- | [NTF_OWC] [NTF_OWC] - yBenomneHue
YBELOM/IEHNAMN | IEHUS yae HanpaB/eHus [NTF_ISI] 0 BbIIBNIEHHbIX CIYHASAX W (1K)
paHee B baHk [NTF_ORI] MOMNbITKAX OCYLLECTBNEHMS
Poccumn yBegomne- | [NTF_CI] nepeBOAOB AEHEXHbIX CPEACTB
HUS, CBA3UHHOTO [NTF_CA] 6€e3 cornacusa KAMeHTa, a Tak-
C TeKYLMM [NTF_VLN] Xe 0 BbIFAB/IEHHbIX CIy4asx
1 (Mnn) NONbITKAX ocyLiecTee-
HUS ONEPALNiA, HANPABNEHHBIX
HO COBEpLUEHME PUHAHCOBbIX
CAleN0K C UCMNONb30BAHMEM
duHaHcoBoii nnatdopmbl 6e3
BOMIEN3bSABNEHUS YHACTHUKA
duHaHCoBOM Nnathopmbl
[NTF_ISI] — yBepomnenue o Bbli-
SBEHUN MHLMAEHTA 30ALUMUTHI
MHGOPMALMM UK PE3YNBTATAX
paccnenoBaHUS UHLMAEHTA
30WuTbl MHGopMaLum
[NTF_ORI] — yBegomneHnue
0 BbISIBNEHUM UHLMAEHTA One-
PALMOHHOI HOAEXHOCTN UK
0 pe3yNbTaTax pacciefoBaHns
VHUMAEHTA ONEPALMOHHOI
HOAEXHOCTH
[NTF_CI] - yBegomneHnue
0 KOMMbOTEPHBIX MHLMAEHTAX
[NTF_CA] — yBenomnenus
0 KOMMbOTEPHbIX ATAKAX
[NTF_VLN] - yBegomneHue
0 BbISIBNIEHHbIX YS3BUMOCTSIX
25 Tun cBA3M C Apyrumn [Mpepwectsytowee -
YBEAOM/IEHNAMM coObiTne]
[AoyepHee cobbiTne]
[CBsizaHHOE cobbiTHE]
[YTouHeHue cBepeHmin
0 CoObITUN]
26 PernctpaunorHbIin Homep B cootetcTBMM C popma- | MaeHTudukaTop yBegomneHuns

1N OTBETA HA 3AMPOC, paHee
HanpasneHHoro B ®uHLUEPT
YYQCTHUKOM NHGOPMALMOHHO-
ro obMeHa
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus MpumeuaHue
KOBbIii MEHTO JaHHbIX HOCTb nonei TeNbHOCTH
Homep
27 OrpaHuyutenbHblii | OpraHnyuTenbHbIi Map- H - [TLP: WHITE] B cooTtBETCTBMM C 0603HAYEHM-
mapkep TLP Kep HO pacnpocTpaHeHmne [TLP: GREEN] SIMU, NPUHATLIMIA B NPOTOKONE
CBEEHWIi N3 AAHHOTO [TLP: AMBER] TLP
yBELOM/EHMS [TLP: RED]
Mo ymonuyanmto [TLP: GREEN],
€C/I1 He YKa3aHO UHoe
28 Heobxoaumoctb HeobxoanmocTb npu- YO Mpu Heobxopumoctu | [Aa] -
npuBneYeHns BneueHns GuHLLEPT ana
OuHLEPT YCTPAHEHNS NOCNeACTBMI

KOMTMbOTEPHOIO MHLM-
[EeHTa

®dopma npeacranedus aaHHbix NTF_CI_Social engineering - ®opma npeacTaBiieHUs AAHHbIX O KOMMbIOTEPHOM MHLM-
[ieHTe, CBA3AHHOM ¢ CoumnanbHON MHXeHepe

Mopsapa- Kareropus ane- Onucanne ACOU Ul 06sa3arenb- | Ycnosue 06s3a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AUHHBIX HOCTb nonei TENbHOCTN
Homep

1 Tun yBepgomnenns | Tun yBegomneHus 0 - [NTF_CI_Social Mpea3anonHeHHoe none

engineering]

2 Onucaxue OnucaHme KoMNbOTEPHO- H - TekcToBoe none TekCcToBOE ONMUCAHME KOMMbO-
KOMMbIOTEPHOTO ro MHUMAEHTa TEPHOTO MHLMAEHTA (B TOM YnC-
MHUNAEHTa ne BONONHUTENbHbIE CBEAEHNS

o cnocobe peanuzauuu KU,
cnocobe BbisBneHus KN n 1.4.).
B cnyuae ecnu komnbiotep-
HbIA MHUMAEHT OblN BbISBNEH

C UCNONb30BAHWEM CBEAEHUI
6ronnetens baxka Poccumn nnm
HKLKW, Heobxonumo ykasatb
HOMep AAHHOTO BlonNeTeHs

3 Knaccudumkaums Bektop 0 - [EXT] [EXT] — HanpaBneHo
KOMMbIOTEPHOrO [INT] HC KZIMEHTA WAN KOHTPAreHTa
MHUNAEHTa HUHAHCOBO OpraHn3aLmMmn unu

MHbIX B3AMMOLENACTBYIOLLNX

C GMHAHCOBO OpraHn3aLmm

mu

[INT] — HanpaBneHo Ha 06b-

eKTbl UHGOPMATU3aLMM

HUHAHCOBOW OpraHu3aunu
4 Tvn KOMNbOTEPHOTO 0 - [Social engineering] Mpea3anonHeHHoe none

MHUNAEHTa

5 [ata v Bpems [lata v Bpems BbisiB- 0 - B cootetctBumM ¢ RFC 1o MOCKOBCKOMY BpeMeHH

06HapYxXeHns NIeHNs1 KOMMbIOTEPHOTO 3339 [UTC +03:00]
MHUNAEHTa

6 CsepeHus 06 06b- | Kop ypoBHS atakyemoro 0 - [Subject] Mpea3anonHeHHoe none
eKTax, Ha KOTo- o6bekTa/cybbekTa
pble Hanpasnex
KOMMbIOTEPHbIA
VHUNAEHT

7 Kop tvna atakyemoro 0 - 13 knaccudukatopa -

obbekTa/cybbekTa «Tunbl 06bEKTOB U CyOb-
€KTOB», NMPUBEAEHHOTO
B NpunioxeHn 28
[Employee]
[Client]
[Partner]
8 CsepeHus 06 06b- | IPv4-anpec BpefoHOCHOTO YO BoisBneH IPv4-agpec | Cnucok IP-appecoB 3anonHseTcs xots 6bl 0HO

€KTaX BpefoHoC-
HON OKTUBHOCTH,
BbI3BABLUMX
KOMMbIOTEPHbIN
MHUMAEHT

06bekTa

BPEAOHOCHO0
06bekTa

none
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Mopsp- Kareropus ane- Onucanne ACOU Ul 06sas3arenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIVi MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
9 IPv6-aapec BpeaoHOCHOr0 BoisiBneH IPv6-agpec
06bekTa BPEAOHOCHOO
06beKTa
10 [loMeHHOe 1Ms BpeoHoC- BbiiBNEHO JOMEH- CnnCcoK JOMEHHbIX UMEH
HOro 00beEKTa HOe UMS BPeLOHOC-
HOro 06bekTa
1 URI-appec BpeaoHoCHOro BoiseneH URI-agpec | Cnucok URI-agpecos
06bekTa BPEAOHOCHOO
06beKTa
12 e-mail-agpec Bpeno- BbisiBneH e-mail- Cnucok e-mail-aapecos
HOCHOro 0ObEeKTa MK aapec BpeaoHoC-
cyobekTa HOro 00bEKTA UK
cybbekTa
13 ABGOHEHTCKIiA HoMep nog- BbisiBneH Cnncok HoMepoB B COOT-
BIKHON pagmnotenedoH- A6OHEHTCKMIA BETCTBMM C POCCUINCKON
HOW CBSI3MBPEAOHOCHOrO HOMep NOABWXHOIA | CUCTEMOI U NNAHOM
cybbekTa papnotenedoHHo | Hymepauum
CBS311 BPEAOHOCHO-
ro cy6bekTa
14 Kaxan B3aumopeictamns 0 - [TenedoHHbI 3BOHOK] -
[CMC]
[OnekTpoHHas nouta]
[Cucrema o6MeHa MrHo-
BEeHHbIMI COO6LLEHNAMM]
[CaiiT]
[MHoi kanan]
15 Tekct coobuieHuns YO «Kaan B3aumopen- | Tectooe none uim -
creus» = {[CMC], txt-pann
[9nekTpoHHas
noyra], [Cuctema 06-
MEHO MrHOBEHHbIMU
coobLieHnamu]}
16 OueHxka nocnea- BnnsiHne Ha koHOMAEHUM- YO Mpwn Hannuum [Bbicokoe] -
CTBMIA KOMMbIOTEP- | AIbHOCTb YKO3QHHbIX nocnea- | [Huskoe]
HOrO MHLMAEHTA cTBUiA
17 BnnsiHne Ha LenocTHocTb [Bbicokoe] -
[Hu3koe]
18 Bnusaune Ha fOCTYNHOCTb [Bbicokoe] B
[Hu3koe]
19 Mpennpuxatbie OnucaHne NpeanpuHATbIX H - TekctoBoe none B
Mepbl no pe- NlefCTBUIA B XOfe pearnpo-
arpoBaHNIO BOHMS HO KOMMbIOTEPHbIA

HO KOMMbIOTEPHBIi
MHUMAEHT

MHUNAEHT
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sa3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
20 CBsi3b ¢ apyrumun | Bua cBi3aHHOro yBeaoM- YO 3anonusietca B cny- | [NTF_OWC] [NTF_OWC] - yBenomneHue
YBELOMIIEHUAMN | NeHUs yae HanpaBneHus [NTF_ISI] 0 BbISIBNIEHHBIX CAIYHasX 1 (1nu)
paHee B baHk [NTF_ORI] NOMbITKAX OCYLLECTBNEHMS
Poccumn yBegomne- | [NTF_CI] NepeBOAOB JEHEXHbIX CPEACTB
HUSI, CBA3AHHOrO [NTF_CA] 6e3 cornacus KNUeHTd, a TaK-
C TeKyLLUM [NTF_VLN] Xe 0 BbISIBNIEHHbIX CIy4asX
1 (1n1) NONbITKAX OCyLLeCTBAe-
HUS ONepaunii, HaNPABNEHHbIX
HO COBEpLUEHNE GUHAHCOBbIX
CAenoK C UCNoNb30BAHMEM
duHaHcoBow nnatGopmbl 6e3
BONEN3BABNEHUS YHACTHUKA
dnHaHCcoBOM NNaTGopMmbl
[NTF_ISI] — yBegomneHue o Bbl-
SBNEHUN UHLMAEHTA 3aLUMUTHI
MHGOPMALIMM UK Pe3yNbTaTax
paccneaoBaHNS UHLMACHTA
30WnTbl tHGopmaL
[NTF_ORI] - yBepomnenue
0 BbISIBNEHUM MHLIMAEHTC One-
PALMOHHO HOAEXHOCTN UAN
0 pe3yNbTaTax paccnefoBaHns
VHUNAEHTA ONepaLOHHON
HOAEXHOCTN
[NTF_CI] - yBepomnenve
0 KOMMbOTEPHbIX HLMAEHTAX
[NTF_CA] - yBegomnenus
0 KOMMbIOTEPHbIX ATAKAX
[NTF_VLN] - yBegomnenve
0 BbISIBNEHHbIX YA3BUMOCTAX
21 Tvn cBA3W C Apyrumu [MpepLwecTytoLiee -
yBEL,OMIEHNAMM cobbiTne]
[AouepHee cobbiThe]
[CBA3aHHOE cobbiTHE]
[YTouHeHue cBepeHuit
0 co6bITNN]
22 PernctpaunorHbIin Homep B cootBetcTBMM C dopma- | aeHTudukaTop yBegomneHuns
yBEOM/EHMS ToM ACOUN ®uHLEPT 1IN OTBETA HA 3AMPOC, paHee
HanpasneHHoro B ®uHLIEPT
YYOCTHUKOM MHOOPMALMOHHO-
ro obmeHa
23 OrpaHuuuntenbHblii | OrpaHnumTENbHBIA MAp- H - [TLP: WHITE] B cooTBETCTBMM C 0603HAYEHM-
mapkep TLP Kep Ha pacnpocTpaHeHmne [TLP: GREEN] SMU, NPUHATLIMIA B NPOTOKONE
CBEEHWIi N3 AAHHOIO [TLP: AMBER] TLP.
yBEOM/EHMS [TLP: RED]
Mo ymonyanmto [TLP: GREEN],
€CN He YKA3aHO MHoe
24 HeobxoanmocTb HeobxoanmocTb npu- YO Mpu Heobxopgumoctn | [Aa] -
npuBneyeHns Bnevennst ®uHLEPT ons
OuHLIEPT YCTPAHEHNA NOCNeaCcTBui

KOMTbOTEPHOIO MHLM-
[EeHTa

®opma npeacrasnenus aaHHbix NTF_CI_Traffic hijacking - ®opma npeactaBneHus AAHHbIX O KOMMBbIOTEPHOM UHLMAEH-

Te, CBA3GHHOM C 30XBATOM CeTeBOoro TpUdJVIKCI

Mopsapa-
KOBbIA
Homep

Kareropus ane-
MEHTO JAHHBIX

Onucanne ACOU Ul

06sa3arennb-
HOCTb nonein

Ycnosue 0653a-
TeNbHOCTN

MpaBuno 3anonHeHus

Mpumeuanue

1

Tun yBegomnexns

Tun yBepgomnexns

0

[NTF_CI_Traffic hijacking]

Mpea3anonHeHHoe none
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Mopsp- Kareropus ane- Onucanne ACOU Ul 06sas3arenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
2 Onucanne OnucaHne KOMNbIOTEPHO- H - TekctoBoe none TeKcToBOE ONUCAHME KOMMbHO-
KOMIMbIOTEPHOTO ro MHUNAEHTa TEPHOrO MHLMAEHTA (B TOM YnC-
MHUNAEHTa ne AONONHUTENbHbIE CBEAEHNS
o cnocobe peanuauuu KW,
cnocobe BbisBneHns KN n 1.4.).
B cnyyae ecnn komnbrotep-
HbI MHLUMAEHT OblN BbISBNEH
€ UCNONb30BAHMEM CBEAEHNI
6ronnetens baxka Poccumn nnm
HKLIKW, Heobxopmnmo ykasatb
HOMep AAHHOrO BlonneTeHs
3 Knaccudukaums Bektop 0 - [INT] Mpea3anonHeHHoe none
KOMIMbIOTEPHOTO
MHUNAEHTa
4 Tvn KOMNbIOTEPHOTO 0 - [Traffic hijacking] Mpea3anonHeHHoe none
MHUNAEHTa
5 [ata v Bpems [lata v Bpems BbisiB- 0 - B cootetctBumn ¢ RFC 1o MOCKOBCKOMY BpeMeHN
06HapyxXeHns NIeHNS KOMMbIOTEPHOTO 3339 [UTC +03:00]
MHUNAEHTa
6 CBeaenns 06 06b- | HauMeHoBOHME KOHTPONN- 0 - TekcToBoe none -
€KTaX, HO KOTO- pyemMoro MHGOPMALIMOH-
pble HanpaBneH HOro pecypca
KOMMbIOTEPHbIN
VHUNAEHT
7 Kateropus KoHTponupye- YO Ecnu aBnsetcsa o6b- | [Be3 kateropun 3Haun- -
MOro pecypca ektom KUY mMoCTH]
[TpeTbsa kaTeropus
3HAYMMOCTH]
[BTopas kateropus
3HAYMMOCTH]
[MepBas kateropus
3HAYMMOCTH]
8 Kop ypoBHs atakyemoro 0 - 13 knacecndukaropa -
o6bekTa/cybbekTa «Tunbl 0OHEKTOB 1 CYOb-
€KTOB», MPUBEAEHHOT0
B NpUI0OXeHnn 28
9 Koa tuna atakyemoro 0 - lMepeyeHb 3aBUCUT epeyeHb 3a0BMCUT OT NONA
o6bekTa/cybbekTa ot nons «Kop ypoBHS «Kop, ypoBH$ atakyemoro 06b-
aTaKYeMoro o6bek- eKTa/cyobekTa»
T0/Cy6bEKTA».
M3 knaccndukatopa
«Tunbl 0ObEKTOB 1 CYOb-
€KTOB», MPUBEAEHHOTO
B NpUNoXeHun 28
10 Hannune nogkntovenns 0 - [Oa]/[Her] -
K cet intepHet
1 CrpaHa/pervox 0 - B ¢popmarte I1SO-3166-2 -
12 AS-Path no aTaKoBAHHOM TekctoBoe none
C(BTOHOMHO# CUCTEMbI
(ASN)
13 CBepneHus 06 06b- | Homep noactaBHoid aBTo- 0 - TekcToBoe none -
€KTOX BPeAOHOC- | HOMHO# cuctembl (ASN)
HOV OKTUBHOCTH,
BbI3BABLLMX
KOMMbIOTEPHbI
VHUNOEHT
14 HaumeHoBaHue AS 0 - TekcToBOE Nnone -
15 HaumenoBanme LIR 0 - TekcToBOE none -
16 Ccbinka Ha Looking Glass YO Mpu Hanrunm TekcToBOE Nnone -
17 WratHbii prefix H - TekcToBoe none -
18 MopactaBHom prefix H - TekcToBoe none -
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sa3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
19 OueHka nocnea- BnunsiHne Ha koHOMAEHUN- YO Mpwn Hanruum [Bbicokoe] -
CTBWiA KOMMbIOTEP- | ANIHOCTb YKO3QHHbIX nocnea- | [Huskoe]
HOrO WHUMAEHTA CTBUIA
20 BnunsiHne Ha LenocTHocTb [Bbicokoe] -
[Hu3koe]
21 BnnsiHne Ha focTynHOCTb [Bbicokoe] -
[Hu3koe]
22 MpeanpuHaTbie Onucaxme nNpeanpuHATbIX H - TekcToBoe none -
Mepbl Mo pe- NeNCTBIIA B XOf€ pearnpo-
arMpoBaHNio BOHWSA HO KOMMbIOTEPHbIA
HO KOMNbIOTEPHDBIA | UHLMAEHT
VHUNAEHT
23 CBs3b ¢ agpyrumun | Bug cBfizaHHOro yBeaom- YO 3anonusietca B cny- | [NTF_OWC] [NTF_OWC] - yBenomneHue
YBELOM/IEHNAMN | IeHUS yae Hanpas/eHus [NTF_ISI] 0 BbISIBNIEHHbIX CIyHasX W (M1n)
paHee B baHk [NTF_ORI] NOMNbITKAX OCYLLECTBNEHMS
Poccumn yBegomne- | [NTF_CI] nepeBOAOB AEHEXHbIX CPEACTB
HUS, CBA3UHHOTO [NTF_CA] 6€e3 cornacusa KIMeHTa, a Tak-
C TeKyLMM [NTF_VLN] Xe 0 BbIFIB/IEHHbIX CIy4asx
1 (MAK) NoNbITKAX ocyLecTene-
HWS ONEPALYiA, HANPABAEHHbIX
HO coBepLUEHNEe GUHAHCOBbIX
CAeN0K C UCNONb30BAHMEM
duHaHcoBon nnatGopmbl 6e3
BONEN3bABNEHUS YHACTHUKA
duHaHCoBOM NNATGOPMbI
[NTF_ISI] — yBepomnenue o BbI-
SIBEHUU UHLMAEHTA 30ALUNUTHI
MHGOPMALIMM UK PE3YNbTaTaX
paccnefoBaHUS UHLMAEHTA
30WnTbl MHGopMaLum
[NTF_ORI] — yBegomneHnue
0 BbISIBIEHUN MHLMAEHTA One-
PALIMOHHO HAAEXHOCTN UAN
0 pe3yNbTaTax pacciefoBaHns
VHUNAEHTA ONepaLoHHON
HOAEXHOCTN
[NTF_CI] - yBepomnenue
0 KOMMbOTEPHBIX MHLMAEHTAX
[NTF_CA] - yBenomnenus
0 KOMMbIOTEPHbIX ATAKAX
[NTF_VLN] - yBegomneHue
0 BbISIBNIEHHbIX YS3BUMOCTSIX
24 Tun cBA3M C Apyrumn [MpepLwecTeytowee -
YBEAOM/IEHNAMM co0biTne]
[AouepHee cobbiTne]
[CBsizaHHOE cobbITHE]
[YTouHeHue cBepeHmit
0 Co0bITUN]
25 PernctpaunoHHblit Homep B cootsetctBuM ¢ popma- | aeHTudukatop yBeaoMneHuns
yBEAOM/IEHNS ToM ACOUN OuHLEPT WK OTBETA HA 30Mpoc, paHee
HanpasneHHoro B ®uHLIEPT
YYACTHUKOM UHGOPMALIMOHHO-
ro oomeHa
26 OrpaHuyutenbHbiii | OrpaHnumTENbHbIA Map- H - [TLP: WHITE] B cooTtBETCTBMM C 0603HAYEHM-
mapkep TLP Kep Ha pacnpocTpaHexue [TLP: GREEN] AMW, NPUHATLIMU B NPOTOKO/TE
CBefEeHWA U3 JAHHOro [TLP: AMBER] TLP.
yBEIOM/IEHUS [TLP: RED]
Mo ymonuanuio [TLP: GREEN],
€C/N He YKA3aHO MHoe
27 HeobxoanmocTb HeobxoanmocTb npu- YO IMpu Heobxoaumoctyn | [Aa] -
npuBneyeHns Bneyennss ®uHLIEPT ans
OuHLEPT YCTPAHEHNS NOCNeacTBun

KOMMNbKTEPHOI0 NHLK-
LEeHTa
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Mopsp-
KOBbIV
Homep

Kareropus ane-
MEHTO JaHHbIX

Onucanne ACOU Ul

06sa3arennb-
HOCTb nonein

Ycnosue 06s3a-
TeNbHOCTN

MpaBuno 3anonHeHus

Mpumeuanue

®dopma npeacrasnenuns gadHbix NTF_CI_Unauthorised modification — ®opma npeactaBneHns AAHHbIX O KOMMbIOTEPHOM
MHUMAEHTE, CBA3UHHOM C HECOHKLMOHMPOBUHHbIM U3MEHeHUeM MHpopMaLmm

Mopsapa- Kareropus ane- Onucanne ACOU Ul 06sa3arenb- | Ycnosue 0653a- MpaBuno 3anonHeHus MpumeuaHue
KOBbIVi MEHTA AUHHBIX HOCTb nonei TENbHOCTN
Homep

1 Tun yBepomnenns | Tun yBegomneHus 0 - [NTF_CI_Unauthorised Mpea3anonHeHHoe none

modification]

2 Onucaxue OnucaHne KoMNbOTEPHO- H - TekcToBoe none TekCToOBOE ONMUCAHME KOMMbO-
KOMIMbIOTEPHOTO ro MHLMAEHTa TEPHOTO MHLMAEHTA (B TOM UnC-
MHUNAEHTa ne BONONHUTENbHbIE CBEAEHNS

o cnocobe peanuzauuu KU,
cnoco6e BbisBneHus KU n 1.4.).
B cnyyae ecnm komnblotep-
HbI MHUMAEHT OblN BbISIBNEH

C UCNONb30BAHWEM CBEAEHUI
6ronnetens baxka Poccumn nnm
HKLKW, Heobxonumo ykasaTb
HOMep AAHHOrO BloNNeTeHs

3 Knaccudumkaums Bektop 0 - [INT] Mpea3anonHeHHoe none
KOMMbIOTEPHOTO
MHUNAEHTa

4 Tvn KOMNbIOTEPHOTO 0 - [Unauthorised Mpea3anonHeHHoe none

MHUMAEHTA modification]

5 [ata v Bpems [ata v Bpemsi BbisiB- 0 - B cootetctBumM ¢ RFC Mo MOCKOBCKOMY BpeMeHn

06HapyxXeHns JIeHNS1 KOMMbIOTEPHOTO 3339 [UTC +03:00]
MHUNAEHTa

6 CsepeHust 06 06b- | HaumeHoBaHWe KOHTpONK- 0 - TekctoBoe none -
€KTaX, Ha KOTO- pyemoro MHGopMaLMOoH-
pble HanpasneH HOro pecypca
KOMMbIOTEPHbIA
VHUNAEHT

7 Kareropusi KoHTponupye- YO Ecnu siBnsietcs 06b- | [be3 kateropuu 3Haumn- -

MOro pecypca ekTom KWW mocTH]
[Tpetbs kateropusi
3HAYNMOCTH]
[BTopas kateropusi
3HAYNMOCTH]
[MepBas kateropus
3HAYNMOCTH]

8 Kop, ypoBHs atakyemoro 0 - N3 knacecndukaropa -

o6bekTa/cybbekTa «Tunbl 06bEKTOB U CyOb-
€KTOB», NMPUBELEHHOTO
B NPUI0XeHnn 28
9 Kop tvna atakyemoro 0 - lMepeyeHb 3aBUCUT epeyeHb 3a0BMCUT OT NoNA
obbekTa/cybbekTa o1 nons «Kop, ypoBHsi «Kop ypoBHS atakyemoro o6b-
aTaKyemoro o6bek- eKTa/cybbekTar»
Ta/CyObEKTa».
13 knaccudukatopa
«Tunbl 06bEKTOB U CyOb-
€KTOB», NMPUBEAEHHOTO
B NpUNoxeHun 28
10 Hannuune nogkntouerns 0 - [Aa]/[Hert] -
K cet iHtepHet
" CrpaHa/pervox 0 - B ¢popmare 1SO-3166-2 -
12 IPv4-aapec aTakOBAHHOMO YO 0643aTenbHo 30- Cnucok IP-agpecos -
pecypca NONHEHNE OAHOrO
13 none
13 IPv6-aapec atakoBaHHoOro
pecypca
14 [loMeHHOe 1Ms aTaKOBAH- CrnnCoK JOMEHHbIX NMEH

HOro pecypca
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Mopsp- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIVi MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
15 URI-appec atakoBaHHOro Cnucok URI-agpecos
pecypca
16 ATOKOBOHHASA ceTeBas YO Mpu Hannuum TekcToBoe none -
cnyx6a u nopt/npoTokon COOTBETCTBYIOLLET
nHbopmaumun
17 CsepeHus 06 06b- | IPv4-anpec BpefoHOCHOTO YO BoiseneH IPv4-agpec | Cnucok IP-appecoB -
€KTaX BPeAoHoC- | 06bekTa BPEAOHOCHOO
HOVi OKTMBHOCTH, 06beKTa
BbI3BABLUMX
KOMMbIOTEPHbIN
VHUNAEHT
18 IPv6-aapec BpeaoHOCHOr0 BoisiBneH IPv6-agpec -
06bekTa BPEAOHOCHO0
06bekTa
19 [lomeHHOe uMs BpeaoHoC- BbisiBNeHO foMeH- | CNUCOK AOMEHHbIX UMEH -
Horo o6bekTa HOe UMs BpeaoHoC-
HOro 00beKTa
20 URI-aapec BpeaoHOCHOro BoisieneH URI-appec | Cnucok URI-aapecos -
obbekTa BPEAOHOCHO0
06beKTa
21 OueHka nocnea- BnunsiHne Ha koHOMAEHUK- YO Mpwn Hannuum [Bbicokoe] -
CTBMIA KOMMNbIOTEP- | AILHOCTb yKa3aHHbIX nocnea- | [Huskoe]
HOTO WHUMAEHTA CTBUIA
22 BnnsiHne Ha LenocTHocTb [Bbicokoe] -
[Hu3koe]
23 BnnsiHne Ha pocTynHoCTb [Bbicokoe] -
[Hu3koe]
24 MpeanpuHaTbie Onucaxne nNpeanpuHATbIX H - TekcTtoBoe none -
Mepbl 10 pe- [ieiicTBUIA B X0Ae pearmpo-
arnpoBaHNIo BOHWS HO KOMMbIOTEPHBbIiA
HO KOMMbIOTEPHDIA | UHLMAEHT
VHUNOEHT
25 CBa3b C Apyrumun | Bua CBA3AHHOTO yBEAOM- YO 3anonnsetcs B cny- | [NTF_OWC] [NTF_OWC] - yBenomneHue
YBELOM/IEHNAMN | IEHUS yae HanpaB/IeHus [NTF_ISI] 0 BbISIBIEHHbIX CAYHASIX U (MK)
paHee B baHk [NTF_ORI] NOMbITKAX OCYLLECTBNEHMS
Poccumn yBepomne- | [NTF_CI] NepeBOAOB JEHEXHbIX CPeACTB
HUS, CBA3UHHOO [NTF_CA] 6e3 cornacusa KMeHTa, a Tak-
C TeKYLLMM [NTF_VLN] Xe 0 BbIFIB/IEHHbIX C/Iy4asx

1 (MnK) NONBITKAX OCyLLeCTBAe-
HWS ONepaLyii, HaNPABAEHHbIX
HO cOBepLUEHNe GUHAHCOBBIX
CAENOK C NCMOMb30BAHNEM
duHaHcoBoii nnatdopmbl 6e3
BO/IEN3bABNEHNS YHACTHUKA
duHaHCcoBON NNATGOPMbI
[NTF_ISI] — yBegomneHue o Bbl-
SBNIEHNN MHUNAEHTA 3ALLUTHI
MHOOPMALIMN NAK PE3yNbTaTax
paCCNeAoBAHNS MHLNAEHTA
30LLMTbI MHGOPMALMM
[NTF_ORI] - yBenomneHue

0 BbISIBNIEHUN MHLMAEHTA One-
PALMOHHO HAAEXHOCTU MNN
0 pe3yNnbTaTax paccnefoBaHns
VHLMAEHTA ONEepaLMOHHO
HOAEXHOCTH

[NTF_CI] - yBenomneHue

0 KOMMbIOTEPHbIX MHLMAEHTAX
[NTF_CA] - yBenomneHus

0 KOMMbIOTEPHbIX ATAKAX
[NTF_VLN] — yBegomnenue

0 BbISIBIEHHbIX YSA3BMMOCTSIX
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIii MEHTO JaHHbIX HOCTb nonei TeNbHOCTH
Homep
26 Tvn cBA3W C Apyrumu [MpepLwecTBytowee -
yBELOM/IEHNAMM cobbiTne]
[QouepHee cobbiTne]
[CBA3aHHOE cobbITHE]
[YTo4HeHue cBepeHuit
0 co6bITHN]
27 PernctpaunorHbIin Homep B cootBetcTBUM C dopma- | aeHTudukaTop yBegomneHns
yBELOM/EHMS ToM ACOU OuHLIEPT 1N OTBETA HA 3AMPOC, paHee
HanpasneHHoro B ®uUHLIEPT
YUYOCTHUKOM NHGOPMALMOHHO-
ro obmeHa
28 OrpaHuuutenbHblii | OrpaHnumTENbHBIA Map- H - [TLP: WHITE] B cooTBETCTBMM C 0603HAYEHM-
mapkep TLP Kep Ha pacnpocTpaHeHne [TLP: GREEN] MU, NPUHATLIMK B NPOTOKONE
CBE/EHWii N3 AAHHOTO [TLP: AMBER] TLP.
yBELOM/EHMS [TLP: RED]
Mo ymonyanmto [TLP: GREEN],
€C/I1 He YKa3aHO UHoe
29 Heobxoanmoctb HeobxoanmocTb npu- YO IMpu Heobxoanmoctyn | [Aa] -
npuBneYeHns Bneuyenns GuHLLEPT ana
OuHLEPT YCTPAHEHNS NOCNeACTBMIA

KOMMbKOTEPHOI0 UHLMK-
AEeHTa

®dopma npeacrasnenuns aadHbix NTF_CI_Unauthorised access — ®opma npepcraBneHns AAHHbIX 0 KOMMNbIOTEPHOM UHLM-

AeHTe, CBA3BAHHOM C HECOHKUMOHUPOBAHHDbIM pasrndaweHmemMm VIHq)OpMOLWIVI

Mopsap- Kareropus ane- Onucanne ACOU Ul 06sa3atenb- | YcnoBue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHBIX HOCTb nonei TeNbHOCTN
Homep

1 Tun yBepgomnenns | Tun yBegomneHus 0 - [NTF_CI_Unauthorised Mpea3anonHeHHoe none

access]

2 Onucanne OnucaHne KOMNbIOTEPHO- H - TekctoBoe none TeKcToBOE OMUCAHME KOMMbHO-
KOMIMbIOTEPHOTO ro UHUNAEHTa TEPHOrO MHLMAEHTA (B TOM YnC-
MHUNAEHTa ne AONONHUTENbHbIE CBEAEHNS

o cnocobe peanuzauuu KW,
cnoco6e BbisBneHns KW n 1.4.).
B cnyyae ecnn komnbrotep-
HblA UHLUMAEHT OblN BbISBNEH

C CNONb30BAHMEM CBEAEHNUI
6ronnetens baxka Poccumn nnm
HKLKW, Heobxopnmo ykasaTb
HOMep AAHHOrO BlonneTeHs

3 Knaccudukaums Bektop 0 - [INT] Mpea3anonHeHHoe none
KOMIMbIOTEPHOTO
MHUNAEHTa

4 Tvn KOMNbIOTEPHOTO 0 - [Unauthorised access] Mpea3anonHeHHoe none

MHUNAEHTa

5 [ata v Bpems [lata v Bpems BbisiB- 0 - B cootetctBumM ¢ RFC Mo MOCKOBCKOMY BpeMeHH

06HapyxXeHns NIeHNS! KOMMbIOTEPHOTO 3339 [UTC +03:00]
MHUNAEHTa

6 CeepeHus 06 06b- | HaumeHoBaHWe KOHTpoNu- 0 - TekctoBoe none -
€KTaX, Ha KOTO- pyemoro MHGOpMaLMOH-
pble Hanpasnex HOro pecypca
KOMMbIOTEPHbIN
VHUNAEHT

7 Kateropus KoHTponupye- YO Ecnu aBnsetcs 06b- | [Be3 kateropun 3Haun- -

Moro pecypca

ekTom KU

MoCTH]

[TpeTbsa kaTeropus
3HAUYMMOCTH]
[Bropas kateropus
3HAUYMMOCTH]
[MepBas kateropus
3HAUYMMOCTH]
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sa3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
8 Kop ypoBHsi atakyemoro 0 - 13 knaccudukatopa -
o6bekTa/cybbekTa «Tunbl 06bEKTOB U CyOb-
€KTOB», MPUBEAEHHOTO
B NPUI0OXeHnn 28
9 Kop tvna atakyemoro 0 - lMepeyeHb 3aBUCUT epeyeHb 3a0BMCUT OT NoNA
o6bekTa/cybbekTa o1 nons «Kop, ypoBHsi «Kop ypoBHS atakyemoro o6b-
aTaKyemoro obbek- eKTa/cybbekTar»
Ta/CyObEKTa».
13 knaccudukatopa
«Tunbl 06bEKTOB U CyOb-
€KTOB», NPUBEAEHHOTO
B NpUNoxeHun 28
10 Hannune nogkntouenns 0 - [Aa)/[Hert] -
K cet iHtepHet
" CTpaHa/pernox 0 - B popmare ISO-3166-2 -
12 IPv4-aapec aTakOBAHHOMO YO 0643atenbHo 30- Cnucok IP-agpecos -
pecypca NONHEHNE OAHOTO
13 none
13 IPv6-aapec aTakoBAHHOIO
pecypca
14 [loMeHHOe 1Ms aTaKOBAH- CrnnCoK JOMEHHbIX UMEH
HOro pecypca
15 URI-aapec atakoBaHHOro Cnncok URI-agpecos
pecypca
16 e-mail-afpec aTaKOBAHHO- Cnncok e-mail-agpecos
ro o6bekTa
17 ATOKOBOHHOS CeTeBAS YO Mpu Hanrymm TekctoBoe none -
cnyx6a u nopt/npoTokon COOTBETCTBYIOLLET
nHbopmaummn
18 CBepneHus 06 06b- | IPv4-anpec BpeLoHOCHOI YO BoisiBneH IPv4-appec | Cnucok IP-appecos -
€KTOX BPeOHOC- | CUCTEMBI BPEAOHOCHON cUCTe-
HOW GKTUBHOCTH, Mbl UM 00bEKTa
BbI3BABLLMUX
KOMMbIOTEPHbI
VHUNOEHT
19 IPv6-aapec BpefoHOCHOI BoisiBneH IPv6-anpec B
cucTembl BPEAOHOCHON cuCTe-
Mbl UM 00bEKTa
20 [loMeHHOe UMs BpefoHOC- BbisiBneHo fomeH- | CMUCOK AOMEHHbIX UMEH -
HOIA CMCTEMBI HOE UMS BPELOHOC-
HOI CUCTEMbI NN
06beKTa
21 e-mail-anpec BpefoHoc- BbisiBneH e-mail- Cnucok e-mail-agpecoB -
HOro 06bEKTa aapec BpeaoHoc-
HOI CUCTEMbI NN
06beKTa
22 CBepeHus o He- Mpeanonaraemble YO Bnok 3anonusaetcs TekcToBoe none Onuncaxue cobbIThid, KOTopble
30KOHHOM pac- NPUYMHBI, NOBNEKLINE HO- B C/ly4ae, ec/v B pe- NPUBENMN K HE3UKOHHOMY pac-
kpbitin MAH pyLLEHWe NpaB CyObeKTOB 3yNbTATE KOMMbHO- KpbITUIO nHdopmaumm. Mone
NAx TEPHOr0 MHUMAEHTA 3aMnonHAeTCs, ecnu B none
NpOU30LLNA yTeYuKa «OnucaHne KOMMNbIOTEPHOTO
NAax WHUMAEHTA» HEAOCTATOYHO
MHOOPMALNN O HE3AKOHHOM
packpbitumn MOxH
23 Xapakrtepuctuku MAH TekcToBoe none YkasblBaetcs nHGopmauus

XAPAKTEPU3YHOLLAs HE3AKOHHO
packpbiTble MAH, B TOM uncne
1N cy6bekTa, b MOH 6binn
PACKPbITbI, COCTAB HE3UKOHHO
packpbiTbix MOH, KOANuecTBo
1 OKTYQNbHOCTb 3aNUCei U T. A.
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
24 Mpeanonaraembiii Bpes, TekctoBoe none OnucaxHmne NoTeHUNanbHOro
HOHEeCEeHHbI NPaBam Bpeaa, KOTopblii MoXeT ObiTb
cy6bekToB M+ HOHeceH cyObekTam npu
1CNONb30BAHNM HE3AKOHHO
PACKpbITOR MHGopmaLm
25 ®KNO nuua, ynonHomo- TekctoBoe none -
UEHHOro onepaTopom
Ha B3aMMoAeiicTBne
¢ PockomHaazopom
N0 UHUMAEHTY
26 Mo6unbHbI TenepoH B cooTBeTCTBUM C poccuit- -
AnLA, YNONHOMOYEHHOTO CKO/A CUCTEMOIA 1 NNAHOM
Ha B3auMoAeiicTBne Hymepaumumn
¢ PockomHaazopom
N0 UHUMAHTY
27 Appec aneKTpoHHO B popmarte e-mail- -
noYTbl 419 OTNPABKM aapeca
nHpopmaummn 06 yBeaom-
NeHnn
28 OueHka nocnep- BnnsiHne Ha koHOMAEHUN- YO Mpwn Hannuum [Bbicokoe] -
CTBMIA KOMMNbIOTEP- | ANLHOCTb YKO3QHHbIX nocnea- | [Huskoe]
HOTO MHLMAEHTA CTBUIA
29 BnusHue Ha LLeNocTHOCTb [Bbicokoe] -
[Hu3koe]
30 BnusaHue Ha fOCTYNHOCTb [Bbicokoe] -
[Hu3koe]
31 MpennpuxaTble Onucaxne npeanpuHATLIX H - TekctoBoe none -
Mepbl No pe- [leiCTBNIA B X0 pearupo-
arnpoBaHNIo BOHWS HO KOMIMbIOTEPHbIA
HO KOMMbBIOTEPHDIA | UHLMAEHT
VHUNOEHT
32 CBs3b ¢ agpyrumun | Bua cBfi3aHHOro yBeaom- YO 3anonusietca B cay- | [NTF_OWC] [NTF_OWC] - yBenomneHue
YBELOM/IEHNAMN | IEHUS yae HanpaB/eHus [NTF_ISI] 0 BbISIBNIEHHbIX CIYHASX W (1K)
paHee B baHk [NTF_ORI] MOMbITKAX OCYLIECTBNEHNS
Poccun yBegomne- | [NTF_CI] nepeBOAOB AeHEXHbIX CPEACTB
HUS, CBA3UHHOTO [NTF_CA] 6€e3 cornacusa KAMeHTa, a Tak-
C TEKYLLMM [NTF_VLN] Xe 0 BbIFAB/IEHHbIX CIy4asnx

1 (MAn) NONbITKAX OcyLiecTee-
HUS Onepavumii, HaNPAaBAEHHbIX
Ha coBepLUeHne GUHAHCOBbIX
CAleN0K C NCMNONb30BAHMEM
duHaHcoBoii nnatdopmbl 6e3
BO/IEU3BABNEHNS YHACTHUKA
duHaHcoBOM NNATGOPMBI
[NTF_ISI] — yBenomneHue o Bbl-
ABNEHUN MHLUNAEHTA 3ALWNTHI
MHGOPMALIMM UK PE3YNbTaTaX
paccnenoBaHUS UHLMAEHTA
30LWMTbI MHOpMaLMK
[NTF_ORI] - yBegomnenue

0 BbISIBIEHUN WHLMAEHTA One-
PALMOHHO HOAEXHOCTN UNN

0 pesynbTaTax pacciefoBaHns
VHLNAEHTA ONepaLoHHON
HAAEXHOCTN

[NTF_CI] - yBepomnenue

0 KOMMbIOTEPHBIX NHLMAEHTAX
[NTF_CA] - yBegomnenns

0 KOMMbIOTEPHbIX ATAKAX
[NTF_VLN] - yBegomneHue

0 BbISIB/IEHHBIX YA3BUMOCTAX
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sa3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBblIii MEHTO JaHHbIX HOCTb nonei TeNbHOCTH
Homep
33 Tun cBA3M C Apyrumu [MpepLwecTBytoiee -
yBELOM/IEHUAMM cobbiTne]
[AouepHee cobbiThe]
[CBA3aHHOE cobbITHE]
[YTo4HeHue cBepeHuit
0 co6bITNN]
34 PernctpaunorHbIin Homep B cootetcTBMM C dopma- | aeHTudukaTop yBegomneHus
yBELOM/EHMS ToM ACOU OuHLIEPT 1N OTBETA HA 3AMPOC, paHee
HanpasneHHoro B ®uUHLIEPT
YUYOCTHUKOM NHGOPMALMOHHO-
ro obmeHa
35 OrpaHuyutenbHblii | OrpaHnumTENbHbIA Map- H - [TLP: WHITE] B cooTBETCTBMM C 0603HAYEHM-
mapkep TLP Kep Ha pacnpocTpaHeHmne [TLP: GREEN] MU, NPUHATLIMK B NPOTOKONE
CBEEHWIi N3 AAHHOIO [TLP: AMBER] TLP.
yBELOM/EHMS [TLP: RED]
Mo ymonyanmto [TLP: GREEN],
€C/I1 He YKa3aHO UHoe
36 Heobxoanmoctb HeobxoanmocTb npu- YO IMpu Heobxoanmoctyn | [Aa] -
npuBneYeHns Bneuyenns GuHLLEPT ana
OuHLEPT YCTPAHEHNS NOCNeACTBMIA

KOMIbOTEPHOIO MHLM-
[EeHTa

®dopma npeacrasnenns aadHbix NTF_CI_SIM — ®opma npeacTaBneHns AAHHbIX O KOMMbIOTEPHOM UHLMAEHTE, CBA3AH-
HOM € N3MeHeHneM (nogmeHom) naeHTudukaropa mobunbHoro abonenta (IMSI), upeHTndpukaropa mobunbHoro o6opyao-
BaHus (IMEI) unm cum-kaptbl

Mopsap- Kareropus ane- Onucanne ACOU Ul 06sas3arenb- | YcnoBue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIVi MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
1 Tun yBepgomnenns | Tun yBegomneHus 0 - [NTF_CI_SIM] Mpea3anonHeHHoe none
2 Onucanne OnucaHne KOMNbIOTEPHO- H - TekcToBoe none TeKcToBOE ONUCAHME KOMMbHO-
KOMIMbIOTEPHOTO ro UHUNAEHTa TEPHOrO MHLMAEHTA (B TOM YnC-
MHUNAEHTa ne AONONHUTENbHbIE CBEAEHNS
o cnocobe peanuzauuu KW,
cnocobe BbisBneHns KN n 1.4.).
B cnyyae ecnn komnbrotep-
HbIA UHLUMAEHT OblN BbISBNEH
C CNONb30BAHMEM CBEAEHNUI
6ronnetens baxka Poccumn nnm
HKLKW, Heobxonumo ykasaTb
HOMep AAHHOro BlonneTeHs
3 Knaccudukaums Bektop 0 - [EXT] Mpea3anonHeHHoe none
KOMIMbIOTEPHOTO
MHUNAEHTa
4 Tvn KOMNbIOTEPHOTO 0 - [SIM] Mpea3anonHeHHoe none
MHUNAEHTa
5 [ata v Bpems [lata v Bpems BbisiB- 0 - B cootetctBumM ¢ RFC Mo MOCKOBCKOMY BpeMeHH!
06HapyxXeHns NIeHNs1 KOMMbIOTEPHOTO 3339 [UTC +03:00]
MHUNAEHTa
6 CeepeHuns 06 06b- | AGOHEHTCKMIA HomMep noa- 0 - B cooTBeTCTBUM C poccuit- -
€KTaX BPeAOHOC- | BIKHOI paanotenedoH- CKOIA CUCTEMOIA 1 NNAHOM
HOVi OKTUBHOCTW, | HOIA CBA3M Hymepaumumn
BbI3BABLUMX
KOMMbIOTEPHbIN
VHUNAEHT
7 IMSI 0 - TekcToBoe none -
8 Oneparop cBsA3m H - TekcToBoe none -
9 Lata cmeHbl IMSI H - TekctoBOe none -
10 OueHka nocnea- BnnsiHne Ha koHOMAEHUN- YO Mpwn Hannuum [Bbicokoe] -
CTBMIA KOMMNbIOTEP- | AIbHOCTb YKa3aHHbIX nocnea- | [Huskoe]
HOTO WHUMAEHTA CTBUIA
" BnnsiHne Ha LenocTHocTb [Bbicokoe] -

[Hu3koe]
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
12 BnunsiHne Ha focTynHOCTb [Bbicokoe] -
[Hu3koe]
13 MpeanpuHsTbie Onucaxne nNpeanpuHATbIX H - TekcToBoe none -
Mepbl Mo pe- NeNCTBIIA B XOf€ pearnpo-
arupoBaHNO BAHWSA HO KOMMbIOTEPHbIA
HO KOMMbIOTEPHBIA | UHLMAEHT
VHUNAEHT
14 CBs3b ¢ agpyrumun | Bua cBi3aHHOro yBeaoM- YO 3anonusietca B cny- | [NTF_OWC] [NTF_OWC] - yBenomneHue
YBELOMNIEHUAMU | NeHus 4yae HanpaBneHus [NTF_ISI] 0 BbISIBNIEHHBIX CIYHANX U (1u)
paHee B baHk [NTF_ORI] NONbITKAX OCYLLECTBNEHMS
Poccumn yBegomne- | [NTF_CI] NepeBOAOB JEHEXHbIX CPeACTB
HUS, CBA3AHHOIO [NTF_CA] 6e3 cornacus KNUEeHTA, a Tak-
C TeKyLLUM [NTF_VLN] Xe 0 BbISIBNIEHHbIX CIy4asx
1 (1nu) NONbITKAX OCyLLecTBe-
HUS ONepauuit, HaNPAaBNEHHbIX
HQ COBEpLUEHNE GUHAHCOBbIX
CAeNOoK C UCNONb30BAHMEM
duHaHcoBown nnatGopmbl 6e3
BONEN3bABNEHUSA YHACTHUKA
dnHaHCcoBOM NNATGOPMbI
[NTF_ISI] — yBenomneHue o Bbl-
SBNEHUN UHLMAEHTA 3aLUMUTHI
MHGOPMALIMM UK PE3YNbTaTaX
paccneaoBaHNS UHLMAGHTA
30WnTbl tHGopmaLun
[NTF_ORI] - yBepomnenue
0 BbIIBNEHUM MHLIMAEHTC One-
PALMOHHO HOAEXHOCTN UAN
0 pe3syNbTaTax paccnefoBaHns
VHUNAEHTA ONepaLOHHON
HOAEXHOCTN
[NTF_CI] - yBepomnenue
0 KOMMbOTEPHbIX MHLMAEHTAX
[NTF_CA] - yBepgomnenns
0 KOMMbIOTEPHbIX ATAKAX
[NTF_VLN] - yBegomnenue
0 BbISIBNIEHHbIX YA3BMMOCTAX
15 Tun cBA3M C Apyrumn [MpepLwecTytowee -
yBELLOMIEHNAMM co0bbiTne]
[AouepHee cobbiThe]
[CBA3aHHOE cobbiTHE]
[YTo4HeHue cBepeHmit
0 co6bITNN]
16 PernctpaunorHbiin Homep B cootsetctBUM € popma- | peHTudukatop yBeaoMneHus
yBEOM/EHNS ToM ACOUN ®uHLEPT WK OTBETA HA 30MpoC, paHee
HanpasneHHoro 8 ®uHLIEPT
YYACTHUKOM MHPOPMALIMOHHO-
ro obmeHa
17 OrpannyuntenbHblit | OrpaHnyuTeNbHbIi Map- H - [TLP: WHITE] B cootBeTcTBUM C 0603HAUEHN-
mapkep TLP Kep Ha pacnpocTpaHeHune [TLP: GREEN] AMU, NPUHATLIMUA B NPOTOKO/NE
CBeJeHNiA U3 IAHHOrO [TLP: AMBER] TLP.
yBeOM/IEHMS [TLP: RED]
Mo ymonuanuio [TLP: GREEN],
€C/I1 He YKA3aHO UHoe
18 HeobxoanmocTtb HeobxoanmocTb npu- YO IMpu Heobxoaumoctyn | [Aa] -
npuBIEYEHUs BneyeHns GuHLIEPT ans
OuHLEPT YCTPAHEHNS NOCNeaCcTBUN

KOMMbKOTEPHOI0 UHLMK-
[EeHTa

¢OPMC| npeacTaBieHna AAHHbIX Attack_using_resource - ¢0PMCI npeacTtaB/1eHUa AAHHbIX O KOMMNbIOTEPHOM MHLUUAEHTE,
CBA3GHHOM C UCNOJ/Ib30BAHWEM KOHTPOJ/IMPYEMOrro pecypca and npoBeaeHnd artak

Mopsp-
KOBbIA
Homep

Kareropus ane-
MEHTO JaHHbIX

Onucanne ACOU Ul

06sa3arennb-
HOCTb nonein

Ycnosue 0653a-
TeNbHOCTN

MpaBuno 3anonHeHus

Mpumeuanue

1

Tun yBegomnenns

Tun yBegomnexns

0

[NTF_CI_Attack_using_
resource]

Mpea3anonHeHHoe none
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Mopsp- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
2 Onucanne OnucaHne KOMNbIOTEPHO- H - TekctoBoe none TeKcToBOE ONUCAHME KOMMbHO-
KOMIMbIOTEPHOTO ro MHUNAEHTa TEPHOrO MHLMAEHTA (B TOM YnC-
MHUNAEHTa ne AONONHUTENbHbIE CBEAEHNS
o cnocobe peanuauuu KW,
cnocobe BbisBneHns KN n 1.4.).
B cnyyae ecnn komnbrotep-
HbI MHLUMAEHT OblN BbISBNEH
€ UCNONb30BAHMEM CBEAEHNI
6ronnetens baxka Poccumn nnm
HKLIKW, Heobxopmnmo ykasatb
HOMep AAHHOrO BlonneTeHs
3 Knaccudukaums Bektop 0 - [INT] Mpea3anonHeHHoe none
KOMIMbIOTEPHOTO
MHUNAEHTa
4 Tvn KOMNbIOTEPHOTO 0 - [Attack using resource] Mpea3anonHeHHoe none
MHUNAEHTa
5 [ata v Bpems [lata v Bpems BbisiB- 0 - B cootetctBum ¢ RFC 1o MOCKOBCKOMY BpeMeHN
06HapyxeHns NIeHNS KOMMbIOTEPHOTO 3339 [UTC +03:00]
MHUNAEHTa
6 CBeaeHuns 06 06b- | HauMeHoBOHME KOHTPONN- 0 - TekcToBoe none -
€KTaX, HO KOTO- pyemoro pecypca
pble Hanpas/eH
KOMMbIOTEPHbIN
VHUNAEHT
7 Kateropus KoHTponupye- YO Ecnv aBnsetcsa 06b- | [Be3 kateropun 3Haun- -
MOro pecypca ektom KU mMoCTH]
[TpeTbsa kaTeropus
3HAYMMOCTH]
[BTopas kateropus
3HAYMMOCTH]
[MepBas kateropus
3HAYMMOCTH]
8 Kop ypoBHs 06bek- 0 - 13 knacecudukaropa -
T0/CcybbeKTa «Tunbl 0OGHEKTOB 1 CYOb-
€KTOB», MPUBEAEHHOT0
B NpUI0OXeHnn 28
9 Kop, TMna o6bekTa/cy6b- 0 - lMepeyeHb 3aBUCHT -
ekTa ot nons «Kopa ypoBHS
aTaKyemoro o6bek-
T0/Cy6bEKTA».
M3 knaccndukatopa
«Tunbl 0ObEKTOB 1 CYOb-
€KTOB», MPUBEEHHOTO
B NpUNoXeHun 28
10 Hannune nogkntovenns 0 - [Aa] pea3anonHeHHoe none
K cet intepHert
1 CrpaHa/pervox 0 - B ¢popmarte I1SO-3166-2 -
12 IPv4-agpec KoHTponupye- YO 0653aTenbHO 30- Cnuncok IP-agpecoB -
MOro pecypca NO/IHEHNE OHOMO
13 nonei
13 IPv6-agpec KoHTponupye-
MOro pecypca
14 [loMEHHOE UM$S KOHTPONU- CnncoK JOMEHHbIX UMEH
pyemoro pecypca
15 URI-aapec koHTponupye- Cnucok URI-agpecos
MOro pecypca
16 e-mail-afpec KOHTPonmpy- Cnucok e-mail-agpecoB
eMoro o6bekTa
17 ATOKOBOHHOS CceTeBas YO Mpu Hanrumm TekctoBoe none -

cnyx6a u nopt/npoTokon

COOTBETCTBYIOLLEN
nHdopmaumn
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Mopsp- Kareropus ane- Onucanne ACOU Ul 06sas3arenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIVi MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
18 CsepeHus 06 06b- | IPv4-agpec BpefoHOCHOTO YO BoisieneH IPv4-agpec | Cnucok IP-anpecoB -
€KTaX BPeoHoC- | 06bekTa BPEAOHOCHOO
HOVi OKTMBHOCTH, 06beKTa
BbI3BABLUMX
KOMMbIOTEPHbIA
VHUNAEHT
19 IPv6-aapec BpeaoHOCHOrO BoisiBneH IPv6-agpec -
06bekTa BPEAOHOCHO0
06bekTa
20 [loMeHHOe 1Ms BpeoHoC- BbisBNEHO JOMEH- CnncoK JOMEHHbIX UMEH -
HOro 00beKTa HOe UMS BPefOoHOC-
HOro 06beKTa
21 URI-appec BpeaoHocHOro BoiseneH URI-agpec | Cnucok URI-agpecos -
06bekTa BPEAOHOCHOO
o06bekTa
22 e-mail-agpec Bpefo- BbisiBneH e-mail- Cnucok e-mail-aapecos -
HOCHOro 06bEKTT WK aapec BpeaoHoC-
cybbekTa HOro 06beKTa Unu
cybbekTa
23 Ya3BUMOCTb YO B cnyuae ecnn lMepeyeHb akcnayatupy- | 0653aTeNbHO 3aN0NHAeTCS
BbISIBNEHHAS eMblX ysi3BUMOCTeli 6€3- | OfMH U3 6/10K0B
YSI3BUMOCTb ONK- ONACHOCTU NPOrpamMM-
COHO B KAKO#A-NM60 | HOTO MAW annapaTHoro
cUCTeMe ONUCaHus | obecneyeHus, U3 cooTt-
yS13BUMOCTEN BETCTBYIOLLErO KATAAOra
(Hanpumep, CVE, bAY
OCTIKuT.4.)
24 HaumeHoBaHue cuctembl TekcTtoBoe none
OMNUCAHUS YSI3BUMOCTE
25 Onucaxne ya3sumocTu YO B cnyuae ecnun TekctoBoe none
BbISIBNIEHHAS YS3BU-
MOCTb He OMUCaHa
HW B O[JHOM CUCTEME
OMUCAHMS Y3BK-
mocrTen
26 OnucaHme 06bEKTA 0 - B ¢opmare, cootBeTCTBY- -
MHGOPMATU3ALMN, B KOTO- foLLEM PEKOMEHAALMSM
poM Bbina Npo3KcnayaTn- BaHka Poccuu, ony6-
POBOHA YSI3BUMOCTb JIMKOBAHHBIM HO 0duLM-
Q/IbHOM caiiTe
27 ®aiin BMO YO 06s3aTensHO ®aiin -
30MNO/HSAETCS OHO
13 nonei
28 URL ans ckaynsaHmus TekcTtoBoe none -
29 Xew-cymma 0 - TekctoBoe none -
30 ANTOPUTM XeLWwupoBaHMS - [SHA256] -
[SHAT]
[MD5]
31 OueHka nocnep- BnunsiHne Ha KoHOMAEHUK- YO Mpu Hannuum [Bbicokoe] -
CTBMI KOMMbIOTEP- | A/IbHOCTD YKA30HHbIX nocnea- | [Huskoe]
HOro MHUUAEHTA CTBUIA
32 BnnsiHne Ha LeNoCTHOCTb [Bbicokoe] -
[Hu3koe]
33 BnnsiHne Ha JOCTYNHOCTb [Bbicokoe] -
[Hu3koe]
34 MpennpuHsTble OnucaHme nNpeanpuHATbIX H - TekctoBoe none -
Mepbl No pe- [leCTBWIA B XOA€e pearunpo-
arupoBaHNIO BOHWS HO KOMMbIOTEPHbIA

HO KOMMbIOTEPHbIN
VHUNAEHT

MHUNAEHT
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sa3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
35 CBsi3b ¢ apyrumun | Bua cBi3aHHOro yBeaoM- YO 3anonusietca B cny- | [NTF_OWC] [NTF_OWC] - yBenomneHue
YBELOMIIEHUAMN | NeHUs yae HanpaBneHus [NTF_ISI] 0 BbISIBNIEHHBIX CAIYHasX 1 (1nu)
paHee B baHk [NTF_ORI] NOMbITKAX OCYLLECTBNEHMS
Poccumn yBegomne- | [NTF_CI] NepeBOAOB JEHEXHbIX CPEACTB
HUSI, CBA3AHHOrO [NTF_CA] 6e3 cornacus KNUeHTd, a TaK-
C TeKyLLUM [NTF_VLN] Xe 0 BbISIBNIEHHbIX CIy4asX
1 (1n1) NONbITKAX OCyLLeCTBAe-
HUS ONepaunii, HaNPABNEHHbIX
HO COBEpLUEHNE GUHAHCOBbIX
CAenoK C UCNoNb30BAHMEM
duHaHcoBow nnatGopmbl 6e3
BONEN3BABNEHUS YHACTHUKA
dnHaHCcoBOM NNaTGopMmbl
[NTF_ISI] — yBegomneHue o Bbl-
SBNEHUN UHLMAEHTA 3aLUMUTHI
MHGOPMALIMM UK Pe3yNbTaTax
paccneaoBaHNS UHLMACHTA
30WnTbl tHGopmaL
[NTF_ORI] - yBepomnenue
0 BbISIBNEHUM MHLIMAEHTC One-
PALMOHHO HOAEXHOCTN UAN
0 pe3yNbTaTax paccnefoBaHns
VHUNAEHTA ONepaLOHHON
HOAEXHOCTN
[NTF_CI] - yBepomnenve
0 KOMMbOTEPHbIX HLMAEHTAX
[NTF_CA] - yBegomnenus
0 KOMMbIOTEPHbIX ATAKAX
[NTF_VLN] - yBegomnenve
0 BbISIBNEHHbIX YA3BUMOCTAX
36 Tvn cBA3W C Apyrumu [MpepLwecTytoLiee -
yBEL,OMIEHNAMM cobbiTne]
[AouepHee cobbiThe]
[CBA3aHHOE cobbiTHE]
[YTouHeHue cBepeHuit
0 co6bITNN]
37 PernctpaunorHbIin Homep B cootBetcTBMM C dopma- | aeHTudukaTop yBegomneHuns
yBEOM/EHMS ToM ACOUN ®uHLEPT 1IN OTBETA HA 3AMPOC, paHee
HanpasneHHoro B ®uHLIEPT
YYOCTHUKOM MHOOPMALMOHHO-
ro obmeHa
38 OrpaHuuutenbHblii | OpraHnyuTenbHbIi Map- H - [TLP: WHITE] B cooTBETCTBMM C 0603HAYEHM-
mapkep TLP Kep Ha pacnpocTpaHeHmne [TLP: GREEN] SMU, NPUHATLIMIA B NPOTOKONE
CBEEHWIi N3 AAHHOIO [TLP: AMBER] TLP.
yBEOM/EHMS [TLP: RED]
Mo ymonyanmto [TLP: GREEN],
€CN He YKA3aHO MHoe
39 HeobxoanmocTb HeobxoanmocTb npu- YO Mpu Heobxopgumoctn | [Aa] -
npuBneyeHns Bnevennst ®uHLEPT ons
OuHLIEPT YCTPAHEHNA NOCNeaCcTBui

KOMTbOTEPHOIO MHLM-
[EeHTa

®dopma npeacrasnenuns aadHbix NTF_CI_Without_attack — ®opma npeacTaBneHns AAHHbIX 0 KOMMbIOTEPHOM UHLMAEH-
Te, He CBA3AHHOM C KOMMbIOTEPHOI aTAKOM

Mopsapa-
KOBbIA
Homep

Kareropus ane-
MEHTO JAHHBIX

Onucanne ACOU Ul

06sa3arennb-
HOCTb nonein

Ycnosue 0653a-
TeNbHOCTN

MpaBuno 3anonHeHus

Mpumeuanue

1

Tun yBegomnexns

Tun yBepgomnexns

0

[NTF_CI_Without_attack]

Mpea3anonHeHHoe none
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Mopsp- Kareropus ane- Onucanne ACOU Ul 06sas3arenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
2 Onucanne OnucaHne KOMNbIOTEPHO- H - TekctoBoe none TeKcToBOE ONUCAHME KOMMbHO-
KOMIMbIOTEPHOTO ro MHUNAEHTa TEPHOrO MHLMAEHTA (B TOM YnC-
MHUNAEHTa ne AONONHUTENbHbIE CBEAEHNS
o cnocobe peanuauuu KW,
cnocobe BbisBneHns KN n 1.4.).
B cnyyae ecnn komnbrotep-
HbI MHLUMAEHT OblN BbISBNEH
€ UCNONb30BAHMEM CBEAEHNI
6ronnetens baxka Poccumn nnm
HKLIKW, Heobxopmnmo ykasatb
HOMep AAHHOrO BlonneTeHs
3 Knaccudukaums Bektop 0 - [INT] Mpea3anonHeHHoe none
KOMIMbIOTEPHOTO
MHUNAEHTa
4 Tvn KOMNbIOTEPHOTO 0 - [Without_attack] Mpea3anonHeHHoe none
MHUNAEHTa
5 [ata v Bpems [lata v Bpems BbisiB- 0 - B cootetctBumn ¢ RFC 1o MOCKOBCKOMY BpeMeHN
06HapyxXeHns NIeHNS KOMMbIOTEPHOTO 3339 [UTC +03:00]
MHUNAEHTa
6 CBeaenns 06 06b- | HauMeHoBOHME KOHTPONN- 0 - TekcToBoe none -
€KTaX, HO KOTO- pyemoro pecypca
pble HanpasneH
KOMMbIOTEPHbIN
VHUNAEHT
7 Kateropus KoHTponupye- YO Ecnu aBnsetcsa o6b- | [Be3 kateropun 3Haun- -
MOro pecypca ektom KUY mMoCTH]
[TpeTbsa kaTeropus
3HAYMMOCTH]
[BTopas kateropus
3HAYMMOCTH]
[MepBas kateropus
3HAYMMOCTH]
8 Kop ypoBHs 06bek- 0 - 13 knacecndukaropa -
T0/CcybbeKTa «Tunbl 0OHEKTOB 1 CYOb-
€KTOB», MPUBEAEHHOT0
B NpUI0OXeHnn 28
9 Kop tmna o6bekTa/cy6b- 0 - lMepeyeHb 3aBUCUT -
ekTa ot nons «Kopa ypoBHS
aTaKyemoro o6bek-
T0/Cy6bEKTA».
M3 knaccndukatopa
«Tunbl 0ObEKTOB 1 CYOb-
€KTOB», MPUBEEHHOTO
B NpUNoXeHun 28
10 Hannune nogkntovenns 0 - [Oa]/[Her] -
K cet intepHet
1 CrpaHa/pervox 0 - B ¢popmarte I1SO-3166-2 -
12 IPv4-agpec KoHTponupye- YO 0653aTenbHO 30- Cnuncok IP-agpecoB -
MOro pecypca NONHEHNE OHOTO
13 nonei
13 IPv6-agpec KoHTponupye-
MOro pecypca
14 [loMEHHOE UM$S KOHTPONU- CnncoK JOMEHHbIX UMEH
pyemoro pecypca
15 URI-aapec koHTponupye- Cnucok URI-agpecos
MOro pecypca
16 e-mail-afpec KOHTponmpy- Cnucok e-mail-agpecoB
eMoro o6bekTa
17 OueHka nocnep- BnunsiHne Ha koHOMAEHUN- YO Mpw Hanruum [Bbicokoe] -
CTBMI KOMMNbIOTEP- | AIbHOCTD YKO3QHHbIX nocnea- | [Huskoe]
HOro MHUUAEHTA CTBUIA
18 BnnsiHne Ha LenocTHoCTb [Bbicokoe] -

[Hu3koe]
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sa3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
19 BnunsiHne Ha foOCTYNHOCTL [Bbicokoe] -
[Hu3koe]
20 MpeanpuHsTbie Onucaxne NpeanpuHATbIX H - TekcToBoe none -
Mepbl Mo pe- NeNCTBIIA B XOfe pearnpo-
arupoBaHNo BOHWSA HO KOMMbIOTEPHbIA
HO KOMMbIOTEPHBIA | UHLMAEHT
VHUNAEHT
21 CBs3b ¢ agpyrumun | Bua cBI3aHHOro yBeaoM- YO 3anonusietca B cay- | [NTF_OWC] [NTF_OWC] - yBenomneHue
YBELOMIEHUAMU | NeHus 4yae HanpaBneHus [NTF_ISI] 0 BbISIBNIEHHBIX CIYHANX U (1u)
paHee B baHk [NTF_ORI] NONbITKAX OCYLLECTBNEHMS
Poccumn yBegomne- | [NTF_CI] NepeBOAOB JEHEXHbIX CPeACTB
HUS, CBA3AHHOIO [NTF_CA] 6e3 cornacus KNUEeHTA, a Tak-
C TeKyLLUM [NTF_VLN] Xe 0 BbISIBNIEHHbIX CIy4asx
1 (1nu) NONbITKAX OCyLLecTBe-
HUS ONepauuit, HaNPAaBNEHHbIX
HQ COBEpLUEHNE GUHAHCOBbIX
CAeNOoK C UCNONb30BAHMEM
duHaHcoBown nnatGopmbl 6e3
BONEN3bABNEHUSA YHACTHUKA
dnHaHCcoBOM NNATGOPMbI
[NTF_ISI] — yBenomneHue o Bbl-
SBNEHUN UHLMAEHTA 3aLUMUTHI
MHGOPMALIMM UK PE3YNbTaTaX
paccneaoBaHNS UHLMAGHTA
30WnTbl tHGopmaLun
[NTF_ORI] - yBepomnenue
0 BbIIBNEHUM MHLIMAEHTC One-
PALMOHHO HOAEXHOCTN UAN
0 pe3syNbTaTax paccnefoBaHns
VHUNAEHTA ONepaLOHHON
HOAEXHOCTN
[NTF_CI] - yBepomnenue
0 KOMMbOTEPHbIX MHLMAEHTAX
[NTF_CA] - yBepgomnenns
0 KOMMbIOTEPHbIX ATAKAX
[NTF_VLN] - yBegomnenue
0 BbISIBNIEHHbIX YA3BMMOCTAX
22 Tun cBA3M C Apyrumun [MpepLwecTytoLee -
yBELLOMIEHNAMM co0bbiTHe]
[AouepHee cobbiThe]
[CBA3aHHOE cobbiTHE]
[YTo4HeHue cBepeHuit
0 co6bITNN]
23 PernctpaunorHbiin Homep B cootsetctBUM € popma- | MaeHTuduMKaTop yBeaoMAeHUs
yBEOM/EHNS ToM ACOUN ®uHLEPT WK OTBETA HA 30MpoC, paHee
HanpasneHHoro 8 ®uHLIEPT
YYACTHUKOM MHPOPMALIMOHHO-
ro obmeHa
24 OrpannyunTenbHblit | OrpaHnyuTeNbHbIi Map- H - [TLP: WHITE] B cootBeTcTBUM C 0603HAUEHN-
mapkep TLP Kep Ha pacnpocTpaHeHune [TLP: GREEN] AMU, NPUHATLIMUA B NPOTOKO/NE
CBefleHNiA U3 LJAHHOro [TLP: AMBER] TLP.
yBEeOM/IEHMS [TLP: RED]
Mo ymonuanuio [TLP: GREEN],
€C/I1 He YKA3aHO UHoe
25 HeobxoanmocTtb HeobxoanmocTb npu- YO IMpu Heobxoaumoctyn | [Aa] -
npuBieYEHUs BneyeHns GuHLIEPT ans
OuHLEPT YCTPAHEHNS NOCNeaCcTBUN

KOMMbKOTEPHOI0 UHLMK-
[EeHTa
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NMPUNOXEHUE 21. POPMA NMPEOCTABJIEHUA OAHHbLIX NTF_CA - POPMA
NMPEACTABNTEHUA YYHACTHUMKAMUN UHOOPMALMNOHHOIO OBMEHA OAHHbIX
O KOMMbIOTEPHbLIX ATAKAX

Mopsan- Kareropus ane- Onucaxne ACOU Ul O6s3arenb- | Ycnosue o6530- Mpasuno 3anonHeHns Mpumeuanue
KOBbI MEHTA AAHHbIX HOCTb noneii TeNbHOCTH
Homep
1 Tun yBenomnenuns | Tun yBegomneHuns 0 - [NTF_CA] lMpensanonHexHoe none
2 Onucaxne Kom- Onucaxne KOMNbIOTEPHOM H - TekcTtoBoe none TekcToBOE ONUCAHME KOMMbO-
NbIOTEPHON ATCKN | ATAKM TEPHOI aTAKYM (B TOM yucne
LOMNO/HUTENbHbIE CBEEHNS
0 cnocobe peanusaumm KA,
cnocobe BbisBnenna KA t. a.).
B cnyyae ecnn komnbrotep-
Hast aTaka 6bINa BbISBNEHA
C UCMO/b30BAHNEM CBEAEHUN
6tonnetens banka Poccun nnm
HKLIKW, Heobxopmnmo ykasatb
HOMep AGHHOrO GloNneTeHs
3 Knaccudukaums BekTop koMnbioTepHON 0 - [EXT] B cootBeTcTBUM C KNaccudm-
KOMIMbIOTEPHO ataku [INT] KATOPOM KOMIMbIOTEPHbIX ATAK,
aTakm NPUBEAEHHOM B MPUIOXKEHUN
18
4 Tvn KOMNbIOTEPHOM ATAKM 0 - [DoS] B cootsetctBUN C KNACCUDU-
[Exploit attempt] KATOPOM KOMIMbIOTEPHbIX ATAK,
[Infection attempt] NPUBEAEHHOM B MPUIOXEHNN
[Login attempt] 18
[Phishing]
[Social engineering]
[Scanning]
5 [ata [lata, 30 KoTOpYIO 0 - B cootsetctBum ¢ RFC 1o MOCKOBCKOMY BPEMEHN
OCYLLECTBNSETCA CBOA, 3339 [UTC +03:00]
LAHHBIX MO KOMMblOTEP-
HbIM ATOKAM
6 CBeneHus HanmeHoBaHWE KOHTPOU- YO 3anonHsercs B cny- | TekcToBoe none -
06 06beKTaxX pyemoro uHGOpPMaLMOoH- yae BbISBNEHNS
KWW, Ha koTopble | HOro pecypca atak Ha o6bekT KUK
HAMPABEHb!
KOMIbIOTEPHbIE
aTakm
7 Kareropusi koHTponupye- [bes kateropuu 3Haumn- -
MOro pecypca mMoCTH]
[Tpetbs kateropusi
3HAYMMOCTH]
[BTopas kateropusi
3HAYMMOCTH]
[MepBas kateropus
3HAYMMOCTH]
8 CTpaHa/pernox B dopmarte 1SO-3166-2 -
9 IPv4-appec ataKoBAHHOTO Cnucok IP-agpecoB unm | 06s3atebHO 3anoNHeHne
pecypca daiin OJHOr0 U3 nonen
10 IPv6-aapec atakoBAHHOO
pecypca
1" [loMeHHOe MMS aTAKOBOH- CnncoK JOMEHHbIX UMEH
HOro pecypca unm dann
12 URI-appec atakoBaHHOro Cnucok URI-agpecos nnm
pecypca daiin
13 e-mail-afpec aTakoBAHHO- Cnucok e-mail-agpecoB
ro 06bekTa unu daiin
14 ATOKOBOHHOS ceTeBas TekcToBoe none 3anoNHAETCS NPU HANUYUK

cnyx6a 1 nopt/npoToKon

CBefieHui
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sa3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus MpumeuaHue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
15 CeepeHus 06 06b- | Habop AGHHbIX YO CocCTaB AAHHBIX 30BUCKT OT NONS «TUM KOMNbIOTEPHON ATAKM» U NPUBEAEH
€KTaX NN cydbek- Ha BKnaake «CeeneHnst 06 o6bekTax BA»
TaX BPEL,OHOCHO
AKTUBHOCTK
16 OrpaHuuuTenbHblii | OrpaHuumTENbHBIA MAp- H - [TLP: WHITE] B cooTBETCTBMM C 0603HAYEHM-
mapkep TLP Kep Ha pacnpocTpaHeHue [TLP: GREEN] SIMU, NPUHATLIMK B NPOTOKONE
CBEIEHWIi N3 AAHHOTO [TLP: AMBER] TLP.
yBELOM/EHMS [TLP: RED]
Mo ymonyaHmto [TLP: GREEN],
€CN He YKA3aHO 1Hoe
HaumeHoBa- CBepaeHns 06 06bEKTAX UM CYObEKTAX BPEAOHOCHON AKTUBHOCTH
HWe KOMMbio-
TepHou araku Onucaxmne 0653aTeNbHOCTb Ycnoeue Mpasuno Mpumeuanne
ACOMN UI nonew 06sa3aTeNIbHOCTH 3ano/IHeHUs
KomnbtotepHas | IPv4-agpec BpenoHoc- YO BoisiBneH IPv4-agpec Cnucok IP-appecoB unm 3anN0NHAETCHA KK MUHUMYM
ataka TMna «OT- | Horo 06bekTa BPEAOHOCHOr0 06bEKTA daiin O[lHO M3 nonen.
Ka3 B 06Cnyxu-
BAHWN» YKa3blBAKOTCS BCE BbISBEH-
Hble NCTOYHWKM BPEAOHOC-
HOW OKTUBHOCTU 30 nepuog,
cBoad
IPv6-aapec BpegoHoc- BoisiBneH IPv6-aapec
HOro 06bEeKTa BPEAOHOCHOr0 06bEKTA
[lomeHHOe ums Bpepo- BbisiBNeHO foMeHHOe uMs | CNMCOK AOMEHHbIX UMEH
HOCHOro 06beKkTa BPEAOHOCHOr0 06bEKTA unu daiin
KonnyectBo yHukanb- 0 - Yucno -
HbIX (MO CBA3KE MCTOY-
HUK aTOKM + aTakyemas
cucTema) aTak «oTka3
B 06CTYXUBAHUM»
30 nepuoa CBoAa
MonbITkm IPv4-appec BpeaoHoc- YO BoisiBneH IPv4-agpec Cnucok IP-appecoB unm 3anoNHAETCHA KK MUHUMYM
IKCNAyaTaumu | Horo obbekTa BPEAOHOCHOr0 06bEKTA baiin O[IHO M3 Nnonei.
YS3BUMOCTH
YKa3blBAKOTCS BCE BbISB/EH-
Hble NCTOYHNKM BPEAOHOC-
HOIA OKTUBHOCTY 30 NEPUOA
cBoaa
IPv6-aapec BpegoHoc- BbisiBneH IPv6-aapec
HOro 00beKTa BPEAOHOCHOr0 06bEKTA
[lomeHHOe ums Bpeno- BbisiBNeHo AoMeHHOe umMsa | CNMCOK AOMEHHBIX UMEH
HOCHOro 06beKkTa BPEAOHOCHOr0 06bEKTA nnv daiin
URI-aapec BpegoHoc- Boisinen URI-aapec Bpe- | Cnncok URI-aapecos nnu
HOro 06beKTa JIOHOCHOr0 06bEKTa daiin
e-mail-anpec Bpepo- BbisBneH e-mail-agpec Cnucok e-mail-agpecos
HOCHOro 06bEKTA UK BPEAOHOCHOT0 06BbEKTA unn Gaiin
cybbekTa nnu cyobekTa
[MepeueHb ya3BuUMo- YO B cnyyae ecnu BbisBneH- | MepeyeHb skcnayatmpy- 0643aTeNbHO 3aNoNHAETCA
CTeiA, B OTHOLIEHNN KO- HOS YSI3BUMOCTb OMUCCHA | EMbIX YS3BMMOCTeN 6e3- OfIMH 13 6/10KOB
TOPbIX Obl/IM NOMBITKN B KAKO#-NN60o cucteme 0NACHOCTU NPOrPAMMHOIO
akcnayaraumum ONUCTHUS YSI3BUMOCTE UNW annapatHoro obecne-
YEHNS, U3 COOTBETCTBYHO-
Lero karanora (Hanpumep,
CVE, b4y ®CT3K n 1.4.)
HaumenoBaHue TekcToBoe none
CUCTEMDI ONMUCAHNS
yA3BUMOCTEN
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HaumeHoBa- CBeaeHns 06 06bEKTAX UM CYyObEKTAX BPEAOHOCHON AKTUBHOCTH
HUe KOMIblo-
TepHoh aTaku Onucavue 0653aTeNbHOCTL Ycnosue Mpasuno Mpumeuanue
ACOM UI nonei 06513aTeNIbHOCTH 3aN0/IHEHUS
Onucaxue ya3BumMo- YO B cnyuae ecnu BoisiBneH- | TekctoBoe none
creit HQS YS3BUMOCTb HE Onu-
COHO HU B O[HOI cucteme
OMNUCAHUS YA3BUMOCTEN
Konuyectso yHu- 0 - Yucno -
KaNbHbIX (MO CBSA3KE
MCTOYHMK ATAKM +
aTakyemas cuctema)
NOMbITOK 3KCNyaTaLNN
30 nepvog cBoad
MonbITKK IPv4-appec BpeaoHoc- YO BbisiBneH IPv4-anpec Cnucok IP-appecoB unm YKa3bIBAKOTCA BCE BbIIB/EH-
BHEApPEeHUs HOro 06beKTa BPEAOHOCHOr0 06bEKTA daiin Hble UCTOYHMKN BPEAOHOC-
moayneit BMNO HOW OKTUBHOCTM 30 Nepuos,
cBoAd
IPv6-aapec BpegoHoc- BbisiBneH IPv6-aapec
HOro 06beKTa BPEAOHOCHOr0 06bEKTA
[lomeHHoe ums Bpepo- BbisiBNeHO oMeHHOe UMs | CNMCOK JOMEHHBIX UMEH
HOCHOro 06bekTa BPEAOHOCHOr0 06beEKT nnv daiin
URI-agpec BpefoHoc- Buissnen URI-aapec Bpe- | Cnncok URI-aapecos nnn
HOro 06bekTa JIOHOCHOrO 06bEKTa daiin
e-mail-aapec speno- BuisisneH e-mail-agpec Cncok e-mail-aapecos
HOCHOro 06bEKTA WK BPEAOHOCHOTO 06BEKTA unn Gaiin
cybbekTa nnu cyobekTa
®aiin BIMO YO 0643atenbHo 3anonHset- | dain 3anoNHAETCH KK MUHUMYM
€Sl OHO M3 nonein ons ogHoro o6pa3sua BMO.
Bnok 3anonHsieTcs 0TAeNbHO
ons kaxgoro o6pasua BMO
URL ans ckaunBaHms TekcTtoBoe none
Xew-cymma H - TekctoBoe none
Anroputm xeLunpo- - [SHA256]
BAHUS [SHAT]
[MD5]
KonnuectBo BbisiBNEH- 0 - Yucno -
HbIX MOMbITOK BHELpE-
Hus BMO 3a nepuoa
cBOAd
HeycnelwHbie IPv4-appec BpegoHoC- YO BuisineH IPv4-agpec Cnucok IP-agpecoB unm 3anonHAeTCs KaK MUHUMYM
MOMNbITKM ABTO- | HOrO 06bEKTa BPELOHOCHOr0 00BbEKTA dain O[HO W3 Nonen.
pusauuu
YKa3bIBAOTCS BCE BbIIBNEH-
Hble UCTOYHUKN BPELOHOC-
HO AKTUBHOCTM 30 Nepuos
cBoAd
IPv6-aapec BpegoHoc- BoisiBneH IPv6-aapec
HOro o6bekTa BPEeSOHOCHOr0 00BbEKTA
[lomeHHoe nmsi Bpepo- BbisiBNieHO floMeHHOe UM | CNUCOK AOMEHHbBIX UMEH
HOCHOr0 06bEKTA BPEeAOHOCHOr0 06bEKTA unm dann
URI-agpec BpegoHocC- BbiiBNneHo JoMeHHoe uMs | CMMCOK AOMEHHbIX UMeH
HOro 06bEKTa BPEAOHOCHOr0 06bEKTa unm dann
Konuyectso yHu- 0 - Yucno -

KanbHbIX (MO CBSA3KE
MCTOYHWK BPELOHOCHON
QKTUBHOCTM + y4eTHAS
30MUCh) HEYCMELIHbIX
NOMbITOK ABTOPU3ALMM
30 nepuog cBoad
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Haumenosa- CBefieHns 06 06bEKTAX UM CYGbEKTAX BPeJOHOCHON OKTUBHOCTH
HWe KOMbio-
TepHoh ataku Onucavue 0653aTeNbHOCTL Ycnosue Mpasuno Mpumeuanue
ACOM UI nonei 006513aTeNIbHOCTH 3aMNO/IHEHUS
BbisiBneHue IPv4-aapec BpeaoHoC- YO BbisiBneH IPv4-agpec Cnucok IP-appecoB unm 3anoNHAETCHA KAK MUHUMYM
duwnHroBoii HOro 06beKTa BPEAOHOCHOr0 06bEKTA daiin OfIHO U3 noneil.
pacchbiNku uamn
pecypca YKa3blBAKOTCS BCE BbISB/EH-
Hble UCTOYHNKM BPEAOHOC-
HOVA OKTMBHOCTY 30 NEPUOA
cBoaa
IPv6-aapec BpegoHoc- BbisiBneH IPv6-aapec
HOro 00beKTa BPEAOHOCHOr0 06bEKTa
[lomeHHOe uMs Bpeno- BbisiBNeHO foMeHHOe umMsa | CNMCOK AOMEHHBIX UMEH
HOCHOro 06bekTa BPEAOHOCHOr0 06bEKTA nnv daiin
URI-aapec BpeaoHoc- BoiseneH URI-agpec Bpe- | Cnucok URI-agpecos nnu
HOro 06bekTa JIOHOCHOr0 06bEKTa dain
e-mail-anpec Bpeno- BbisiBneH e-mail-agpec Cnucok e-mail-agpecos
HOCHOro 06bEKTA UK BPEAOHOCHOT0 06BEKTA unn Gaiin
cybbekTa nnu cyobekTa
[ononHutensHas H - TekctoBoe none -
MHGOPMALMS O TEXHUKE
peanusaumuu aTak
MMonbITkn IPv4-aapec BpegoHoc- YO BoisiBneH IPv4-anpec Cnucok IP-appecos unu 3anoNHAETCH KAaK MUHUMYM
COUManbHOI HOro 06beKTa BPEAOHOCHOT0 06BEKTA dbaiin O[IHO U3 Nonei.
WHXeHepuu
YKa3bIBAKTCS BCE BbISIB/EH-
Hble UCTOYHWKM BPELOHOC-
HOIA OKTUBHOCTY 30 NEPUOL
cBOAd
IPv6-aapec BpegoHoc- BoisBneH IPv6-aapec
HOro 06bEKTA BPEAOHOCHOTO 06BEKTA
[lomeHHoe ums Bpepo- BbisiBNeHO foMeHHOe UMS | CNMCOK JOMEHHBIX UMEH
HOCHOr0 06BEKTA BPEAOHOCHOr0 06BEKTA unm dann
URI-aapec BpeaoHoc- BobiseneH URI-agpec Bpe- | Cnucok URI-agpecos nnn
HOro o6bekTa [AOHOCHOrO 00bEKTa daiin
e-mail-anpec Bpeno- BbisBneH e-mail-agpec Cnncok e-mail-agpecos
HOCHOrO 06beKTa Uam BPEAOHOCHOr0 06beKTa nnv daiin
cybbekTa
Homep MobunbHoro BbisiBnieH Homep Mo6uib- | CNCOK HOMEPOB MOBUSIb-
TenedoHa BPeLOHOCHO- HOro TenedoHa BPe[OHOC- | Hbix TenepoHOB nnu dpaiin
ro cybbekTa Horo cy6bekTa
[lononHuTenbHas H - TekctoBoe none -
MHGOPMALMS O TEXHUKE
peanusaumuu aTak
C UCNONb30BAHMEM CO-
LMANBHON MHXEHEPUM
CeteBoe IPv4-appec BpefoHoC- YO BoisiBneH IPv4-agpec Cnucok IP-agpecoB unm 3anonHAeTCs KaK MUHUMYM
CKOHMPOBAHME | HOFO 0OBEKTA BPEeLOHOCHOr0 00BbEKTA dain O[HO W3 Nonen.
KOHTpONnpye-
MOro pecypca YKa3bIBAKOTCS BCE BbISIB/IEH-
Hbl€ MCTOYHNKM BPELOHOC-
HO¥A AKTMBHOCTY 30 NEPUOL
cBoad
IPv6-aapec BpegoHoc- BoisiBneH IPv6-aapec
HOro o6bekTa BPESOHOCHOr0 06bEKTA
[lomeHHOe ums Bpepno- BbisiBNeHO foMeHHOe ums | CNMCOK OMEHHBIX UMEH
HOCHOr0 06bEKTa BPEAOHOCHOr0 06bEKTA unm dann
URI-agpec BpegoHoc- BoiseneH URI-agpec Bpe- | Cnucok URI-agpecos unm
HOro 06beKTa JIOHOCHOrO 06bEKTA obaiin
KonnuectBo yHukanb- 0 - Yucno -

HbIX (MO CBSA3Ke UCTOY-
HWUK CKOHUPOBOHMS +
CKOHWpYemas cuctema)
COObITUI CKAHMPOBA-
HWS 30 Nepuog CBOAA
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NMPUNTOXEHUE 22. DOPMbI MPEACTABJTIEHUA OAHHbBIX NTF_CA, MPEO3ATMNOJIHEHHDbIE
Ond KOMIMbIOTEPHbIX ATAK

Kop KomnbloTepHOi ataku

HaumeHoBaHKMe KOManOTepHOﬁ AaTaKku

[Dos]

KomnblotepHas ataka tuna «OTKas B 06CnyXMBAHUN»

[Exploit attempt]

MonbiTkK akKcnnyarauum yassuMocTu

[Infection attempt]

MonbiTkn BHeApeHus mopyneii BMO

[Login attempt]

Heycneumble nonbITKU aBTOpU3aLUn

[Phishing]

BbisiBneHne GUILMHIOBOI PACCHIIKM UK pecypca

[Social engineering]

MonbITkM counanbHON UHXEHepUn

[Scanning]

CeTeBOE CKUHUPOBAHNE KOHTPO/IMPYEMOro pecypca

®opma npeacraBneHuns aaHHbix NTF_CA_DoS — ®opma npeacTaBneHns JUHHbIX 0 KOMMbIOTEPHbIX ATAKAX, CBA3UHHbIX
C KOMNbIOTEPHbIMU ATaKAMM TUNA «OTKA3 B 06CYXUBAHUN»

Mopsp- Kareropus ane- Onucanne ACON Ul O6sas3arenb- | Ycnosue 06s3a- Mpasuno 3anonHeHus Mpumeuanue
KOBbIi MEHTd AAHHbIX HOCTb noneii TeNbHOCTH
Homep
1 Tun yBenomnenns | Tun yBegomneHns 0 - [NTF_CA_DoS] lMpensanonHexHoe none
2 Onucaxne Kom- Onucaxme KoMNbIOTEPHOM H - TekcTtoBoe none TekcToBOE ONUCAHME KOMMbO-
NbIOTEPHON ATCKN | ATAKM TEPHON aTAKYM (B TOM yucne
LOMNO/HUTENbHbIE CBEEHNS
0 cnocobe peanusaumm KA,
cnocobe BbisBneHna KA T. a.).
B cnyyae ecnn komnbrotep-
Hast aTaKa 6bINa BbISBNEHA
C UCMONb30BAHNEM CBELEHNI
6tonnetens banka Poccun nnm
HKLIKW, Heobxopumo ykasatb
HOMep AAHHOrO GlonneTeHs
3 Knaccndukaums BekTop kOMMblOTepHOI 0 - [INT] pea3anonHeHHoe none
KOMIMbIOTEPHO aTakm
aTakm
4 TuN KOMMbBIOTEPHON ATAKM 0 - [DoS] lMpensanonHeHHoe none
5 [ata [lata, 30 KoTOpYIO 0 - B cootsetctBum ¢ RFC 1o MOCKOBCKOMY BpPEMEHN
0CyLLeCTBAAETCS CBOA, 3339 [UTC +03:00]
[AHHBIX MO KOMMblOTEP-
HbIM ATOKAM
6 CBepexus HaumeHoBaHME KOHTPONN- YO 3anonHsetcs B cny- | TekcToBoe none -
00 00beKTax pyemoro uHGopmMaLmoH- yae BbISIBNEHNS
KWW, Ha koTopble | HOro pecypca aTak Ha 06bekT KUN
HAMPABEHb!
KOMIbIOTEPHblE
aTakm
7 Kareropusi koHTponupye- [bes kateropuu 3Haun- -
MOro pecypca mMoCTH]
[Tpetbs kateropusi
3HAYMMOCTH]
[BTopas kateropusi
3HAYMMOCTH]
[MepBas kateropus
3HAYMMOCTH]
8 CTpaHa/pernox B dopmarte 1SO-3166-2 -
9 IPv4-appec ataKoBAHHOTO Cnucok IP-agpecoB unm | 06s3atebHO 3anonHeHne
pecypca daiin 0[HOr0 U3 nonen
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Mopsp- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus MpumeuaHue
KOBbIVi MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
10 IPv6-aapec aTakoBAHHOIO
pecypca
1 [loMeHHOE NMS aTaKOBAH- CnncoK JOMEHHbIX UMEH
HOro pecypca unn Gain
12 URI-appec atakoBaHHOro Cnucok URI-agpecos nnu
pecypca daiin
13 e-mail-afpec aTaKOBAHHO- Cnucok e-mail-agpecos
ro 00beKTa unn gaiin
14 ATOKOBOHHASA ceTeBAs TekcToBoe none 3anonHAEeTCS NPU HANUYUN
cnyx6a u nopt/npoTokon CBELEHNIA
15 CsepeHuns 06 06b- | IPv4-anpec BpefoHOCHOTO YO BoiseneH IPv4-agpec | Cnucok IP-appecoB nan | 3anonHAeTcs KOk MUHUMYM
€KTOX WAn CyObek- | 00bekTa BPEAOHOCHOI0 daiin O[IHO W3 none.
TaX BPE,OHOCHO 06bekTa
QKTUBHOCTM YKa3bIBAOTCS BCE BbISIBNEH-
Hble UCTOYHWUKM BPELOHOCHOIA
QKTUBHOCTY 30 Nepuog cBoad
16 IPv6-apec BpeiOHOCHOrO BoisiBneH IPv6-agpec
06bekTa BPEAOHOCHOMO
o6bekTa
17 [lomeHHOe UM BpefoHOC- BbisiBneHo gomeH- | CNCOK AOMEHHbIX UMEH
HOro 06beEKTa HOE UMS BPELOHOC- | nam daiin
HOro o6bekTa
18 Konnyectso yHUKANbHbIX 0 - Yucno -
(No CcBS3Ke UCTOYHUK aTC-
Kn + atakyemas cuctema)
arak «0Tka3 B 06Cyxu-
BOHWW» 30 NEPUOL, CBOAA
19 OrpannyuntenbHbli | OrpaHnymuTeNbHbI Map- H - [TLP: WHITE] B cootBetcTBUM C 0603HAUEHN-
mapkep TLP Kep Ha pacnpocTpaHexue [TLP: GREEN] AMW, NPUHATLIMK B NPOTOKO/TE
CBeJeHNil U3 IAHHOTO [TLP: AMBER] TLP.
yBEIOM/IEHUS [TLP: RED]

Mo ymonuanuio [TLP: GREEN],
€CNN He YKA3aHO MHoe

®dopma npeacrasnexuns aaHHbix NTF_CA_Exploit attempt — ®opma npeacTaBneHuUa AAHHBIX O KOMMbIOTEPHbIX ATAKAX,
CBSI3AHHbIX C MOMbITKAMM 3KCMN/TyATALMMN YA3BUMOCTH

Mopsp- Kareropus ane- Onucanne ACOU Ul O6sasatenb- | Ycnosue 06s3a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIVi MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
1 Tun yBegomnenns | Tun yBegomneHuns - [NTF_CA_Exploit attempt] | MpeasanonHeHHoe none
2 Onucaxne Kom- OnucaHne KOMMNbIOTEPHOI H - TekcToBoe none TeKcToBOE OMUCAHME KOMMbHO-
NbIOTEPHON ATAKKM | ATAKM TePHOI# aTAKM (B TOM uncne
AOMNOHUTENbHbIE CBEAEHNS
o cnocobe peanuauuu KA,
cnocobe BbisBneHna KA T. a.).
B cnyyae ecnn komnbrotep-
HOs aTaka GbiNa BbiSBAEHA
C UCNONb30BAHNEM CBEAEHWNIA
6tonneteHs banka Poccun nnm
HKLIKW, Heobxopmnmo ykasaTb
HOMep AAHHOTO GLONNETEHS.
3 Knaccndukaumns BekTop KOMMNbtOTEPHOI 0 - [INT] lMpensanonHexHoe none
KOMIMbIOTEPHO aTaku
aTaku
4 Tvn KOMNbIOTEPHOI ATAKM 0 - [Exploit attempt] Mpea3anonHeHHoe none
5 [ata [lata, 30 KoTOpytO 0 - B cootetctBumM ¢ RFC 1o MOCKOBCKOMY BPeMeHN

ocylecTBngeTcd ceoa
ACGHHbIX N0 KOMMNbOTEP-
HbIM ATAKOM

3339

[UTC +03:00]
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Mopsp- Kareropus ane- Onucanne ACOU Ul 06sas3arenb- | Ycnosue 0653a- MpaBuno 3anonHeHus MpumeuaHue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
6 CeepeHnsi HaumeHoBaHWE KOHTPONN- YO 3anonusietcs B cny- | TekcToBOe none -
06 06beKTax pyemoro MHGopMaLMOoH- yae BbISBNEHNS
KWW, Ha koTopble | HOro pecypca atak Ha 06bekT KUY
HANPaBAEHb!
KOMMbIOTEPHblE
aTakm
7 Kateropusi KoHTponupye- [bes kateropuu 3Haun- -
MOro pecypca MoCTH]
[Tpetbs kateropusi
3HAYNMOCTH]
[BTopas kateropusi
3HAYNMOCTH]
[MepBas kateropus
3HAYNMOCTH]
8 CrpaHa/pervox B popmare ISO-3166-2 -
9 IPv4-appec ataKoBAHHOTO Cnucok IP-appecoB unn | 0653a1eNbHO 3anonHeHne
pecypca daiin O[JHOrO W3 Mnonen
10 IPv6-aapec aTakoBAHHOIO
pecypca
1 [loMeHHOe 1M$s aTaKOBOH- Crn1CoK JOMEHHbIX UMEH
HOro pecypca unn gaiin
12 URI-aapec aTakoBaHHOrO Cnucok URI-agpecos nnu
pecypca daiin
13 e-mail-afpec aTaKOBAHHO- Cnucok e-mail-agpecos
ro 06bekTa unm dainn
14 ATaKOBOHHASA ceTeBas TekcTtoBoe none 3anonHAeTCs NpU HANUYUN
cnyx6a u nopt/npoTokon CBEEHNIA
15 CsepieHuns 06 06b- | IPv4-appec BpefoHOCHOTO YO BoiseneH IPv4-agpec | Cnucok IP-anpecoB nan | 3anonHNAeTca KOk MUHUMYM
€KTaX UNn cybbek- | 06bekTa BPEAOHOCHOTO baiin OfIHO M3 Monen.
TaX BPELOHOCHO obbekTa
QKTUBHOCTU YKa3bIBAOTCS BCE BbISIBNEH-
Hble NCTOYHNKYN BPELOHOCHO
QKTUBHOCTY 30 Nepuog cBoad
16 IPv6-aapec BpeaoHOCHOrO BoiseneH IPv6-agpec
06bekTa BPEOOHOCHOO
obbekTa
17 [loMeHHOe 1ms BpeoHoC- BbisiBNeHo flomeH- Cnncok LOMEHHbIX UMeH
HOro o6bekTa HO€e UM$ BPeAOHOC- | unu daiin
HOro o6bekTa
18 URI-agpec BpegoHOCHOro BoisieneH URI-agpec | Cnucok URI-agpecos unu
00beKkTa BPEAOHOCHOrO daiin
06beKTa
19 e-mail-anpec Bpeno- BbisgBneH e-mail- Cnucok e-mail-agpecoB
HOCHOr0 06BEKTA MAN anpec BpemoHoC- unm dann
cybbekTa HOr0O 0OBEKTA MK
cybbekTa
20 lMepeyeHb ys3BuMoCTe, YO B cnyuae ecnu lMepeyeHb akcnnyatupy- | 0643aTeNbHO 3AMONHSETC
B OTHOLLEHUM KOTOPbIX BbISIBNIEHHAS eMblX ys3BUMOCTeli 6e3- | 0anH U3 6710K0B
6bINN NONbITKK 3KCMAY- YS3BUMOCTb ONK- ONACHOCTU NPOrpamm-
arauum COHO B KAKO#A-NM60 | HOTO WAW ANnAapaTHOro
CUCTEME ONUCaHMS | obecneyeHus, 13 cooT-
yS3BUMOCTEN BETCTBYIOLLEr0 KATanora
(Hanpumep, CVE, bAY
OCTIKuT.A.)
21 HanumeHoBaHue cuctembl TekctoBoe none
ONUCAHUS YA3BUMOCTENR
22 OnucaHxme ya3BumMocTeii YO B cnyuae ecnn TekcToBoe none

BbISIBNEHHAS yS3BK-
MOCTb He OMUCaHa
HU B OHOW cucteme
ONNUCaHUS YS3BU-
MocTen
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus MpumeuaHue
KOBbIii MEHTO JaHHbIX HOCTb nonei TeNbHOCTH
Homep
23 KonuyectBo yHUKaNbHbIX 0 - Yucno -
(Mo cBSI3Ke MCTOYHMK aTa-
KM + aTakyemasi cuctema)
MOMbITOK 3KCMTYaTaALMN
30 nepuos CBOAA
24 OrpaHuuuTenbHblii | OrpaHuumMTENbHBIA MAp- H - [TLP: WHITE] B cooTtBETCTBMM C 0603HAYEHM-
mapkep TLP Kep Ha pacnpocTpaHeHmne [TLP: GREEN] SIMU, NPUHATLIMIA B NPOTOKONE
CBEIEHWIi N3 AAHHOTO [TLP: AMBER] TLP.
yBEOM/EHMS [TLP: RED]

Mo ymonyaHmto [TLP: GREEN],
€C/I1 He YKa3aHO UHoe

®dopma npeacrasnenuns gaHHbix NTF_CA_Infection attempt — ®opma npeacTaBneHns [AHHbIX 0 KOMMbIOTEPHBIX ATAKAX,
CBSAI3GHHbIX C NONbITKAMU BHeApeHusi moaynei BIMO

Mopsapa- Kareropus ane- Onucanne ACOU Ul 06sa3arenb- | Ycnosue 06s3a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AUHHBIX HOCTb nonei TENbHOCTN
Homep
1 Tun yBepgomnenns | Tun yBegomneHus 0 - [NTF_CA_Infection Mpea3anonHeHHoe none
attempt]
2 Onucaxne Kom- OnucaHne KoMNbOTEPHOM H - TekcToBoe none TekCcToBOE ONMUCAHME KOMMbO-
NbIOTEPHO ATAKW | ATAKK TEPHOI ATAKM (B TOM uncne
[OMNOMHUTENbHbIE CBEEHNS
o cnocobe peanuzauuu KA,
cnocobe BbisBneHns KA u T. a.).
B cnyuae ecnu komnbiotep-
Has aTaka 6biNa BbISBNEHA
C UCNONb30BAHWEM CBEAEHUI
6ronnetens baxka Poccumn nnm
HKLKW, Heobxonumo ykasatb
HOMep AAHHOTO BlonNeTeHs
3 Knaccudumkaums BekTop KOMMblOTEpHOIA 0 - [EXT] [EXT] — HanpaBneHo
KOMMbIOTEPHOW aTaku [INT] HC KZIMEHTA WAN KOHTPAreHTa
aTrakm HUHAHCOBO OpraHn3aLmMmn unu
MHbIX B3AMMOLENACTBYIOLLNX
C GMHAHCOBO OpraHn3aLmm
mu
[INT] — HanpaBneHo Ha 06b-
eKTbl UHGOPMATU3aLMM
HUHAHCOBOW OpraHu3aunu
4 Tvn KOMNbIOTEPHON ATAKM 0 - [Infection attempt] Mpea3anonHeHHoe none
5 [ata [larta, 30 KoTopyto 0 - B cootetctBumM ¢ RFC 1o MOCKOBCKOMY BpeMeHH
0CyLLeCTBASETCS CBOL, 3339 [UTC +03:00]
AAHHBIX N0 KOMMblOTEP-
HbIM ATOKAM
6 CeepeHnsi HanumeHoBaHWE KOHTPONN- YO 3anonusietcs B cny- | TekcToBOE none -
06 06beKTax pyemoro MHGOpMaLMOH- yae BbISBNEHNS
KWW, Ha koTopble | HOro pecypca atak Ha 06bekT KUY
HANPaBAEHb!
KOMMbIOTEPHblEe
aTakm
7 Kateropusi KoHTponupye- [bes kateropuu 3Haun- -
MOro pecypca MoCTH]
[Tpetbs kateropusi
3HAYMMOCTH]
[BTopas kateropusi
3HAYNMOCTH]
[MepBas kateropus
3HAYNMOCTH]
8 CrpaHa/pervox B popmare ISO-3166-2 -
9 IPv4-aapec ataKoBAHHOTO Cnucok IP-appecoB unn | 0653aTeNbHO 3aNoNHeHne
pecypca daiin O[JHOrO W3 Mnonen
10 IPv6-aapec atakoBaHHoOro
pecypca
" JloMeHHOe UMS aTAKOBAH- Cnncok LOMEeHHbIX UMeH

HOro pecypca

nnv daiin
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Mopsp- Kareropus ane- Onucanne ACOU Ul 06sas3arenb- | Ycnosue 0653a- MpaBuno 3anonHeHus MpumeuaHue
KOBbIVi MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
12 URI-appec atakoBaHHOro Cnucok URI-agpecos nnu
pecypca daiin
13 e-mail-apec aTaKOBAHHO- Cnucok e-mail-agpecos
ro o6bekTa nnv daiin
14 ATOKOBGHHAS ceTeBaA TekctoBoe none 3anonHAeTCH Npu HaAMYUK
cnyx6a 1 nopt/npoToKon cBefeHnii
15 CsepeHuns 06 06b- | IPv4-anpec BpefoHOCHOTO YO BoisBneH IPv4-agpec | Cnncok IP-anpecoB unu | YKa3bIBAKOTCA BCE BbISBEH-
eKTax Unu cybbek- | obbekTa BPEAOHOCHO0 baiin Hble NCTOYHNKM BPEL,OHOCHO
TaX BPE,OHOCHO 06bekTa AKTUBHOCTM 30 Nepuog coaa
QKTUBHOCTK
16 IPv6-aapec BpeOHOCHOrO BoisiBneH IPv6-agpec
06bekTa BPEAOHOCHOMO
o06bekTa
17 [lomeHHOe UM BpefoHOC- BbisiBneHo gomeH- | CNCOK AOMEHHbIX UMEH
HOro 06beEKTa HOE UMS BPeLoHOC- | nam daiin
HOro 06bekTa
18 URI-agpec BpefoHOCHOrO Buiasnen URI-agpec | Cnucok URI-anpecos niu
06bekTa BPEAOHOCHO0 bain
o6bekTa
19 e-mail-anpec speso- BoigsneH e-mail- Cncok e-mail-aapecos
HOCHOro 06bEKTT MK aapec BpeaoHoc- unn Gain
cybbekTa HOro 06beKTa Uu
cybbekTa
20 ®aitn BMNO YO 0643atenbHo ®ain 3anoNHAETCH KAK MUHUMYM
30MNONHAETCS OLHO Ans ogHoro obpasua BMO.
13 none
Bnok 3anonHsetcs otaenbHo
ANs Kaxgoro o6pasua BMO
21 URL gns ckaynsaHmus TekcToBoe none
22 Xeww-cymma H - TekctoBoe none
23 ANropuT™ XewwunpoBaHms - [SHA256]
[SHAT]
[MD5]
24 KonuuecTtBo BbIsSIBNEHHbIX 0 - Yucno -
nonbITOK BHeapeHus BMO
30 nepuog cBoaa
25 OrpaHuyuTenbHblii | OrpaHuumTeNbHbIA Map- H - [TLP: WHITE] B cooTtBETCTBMM C 0603HAYEHM-
mapkep TLP Kep Ha pacnpocTpaHeHue [TLP: GREEN] SIMU, NPUHATLIMY B NPOTOKO/NE
CBe[EeHWii U3 AAHHOTO [TLP: AMBER] TLP.
yBeOM/EHUS [TLP: RED]

Mo ymonyanmio [TLP: GREEN],
€C/I1 He yKA3aHO MHoe

®dopma npeacrasnenduns aadHbix NTF_CA_Login attempt — ®opma npeacTaBneHUs AAHHBIX O KOMMbIOTEPHbIX ATAKAX,
CBSAI3UHHDbIX C HEYCMELWHbIMU NONbITKUAMUA GBTOPU3ALIMK

Mopsap- Kareropus ane- Onucanne ACON Ul O6sas3atenb- | Ycnosue 06s3a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIi MEHTd AAHHbIX HOCTb noneii TeNbHOCTH
Homep
1 Tun yBegomnenns | Tun yBegomneHuns - [NTF_CA_Login attempt] | lpea3anonHeHHoe none
2 Onucaxne Kom- Onucaxme KoMNbIOTEPHOM H - TekcTtoBoe none TekcToBOE ONUCAHME KOMMbHO-

NbIOTEPHON ATAKM

ATaKn

TEPHOI aTAKM (B TOM yucne
LOMNO/HUTENbHbIE CBEEHNS

0 cnocobe peanusaumm KA,
cnocobe BbisBneHnsa KA T. a.).
B cnyuae ecnu komnbiotep-
Hast aTaka 6bINa BbISBNEHA

C UCNO/b30BAHNEM CBELEHMNIA
6tonnetens banka Poccun nnm
HKLIKW, Heobxoamnmo ykasatb
HOMEP AGHHOTO GlonneTeHs
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus MpumeuaHue
KOBbIVi MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
3 Knaccudukaums BekTop KOMMbloTepHOIA 0 - [EXT] [EXT] — HanpaBneHo
KOMMbIOTEPHON aTaku [INT] HO KZIMEHTA WAN KOHTPAreHTa
aTtakm HUHAHCOBOI OpraHn3aLmMmn nnn
MHbIX B3AMMOLEACTBYIOLLNX
C UHAHCOBOW OPraHN3aLNN
mu
[INT] — HanpaBneHo Ha 06b-
€eKTbl tHpopmaTU3auum
HUHAHCOBO OpraHn3aLmMmn
4 Tvn KOMNbIOTEPHOI ATAKM 0 - [Login attempt] Mpea3anonHeHHoe none
5 [ata [larta, 30 KoTopyto 0 - B cootetctBumM ¢ RFC Mo MOCKOBCKOMY BpeMeHH
0CyLLeCTBASETCS CBOL, 3339 [UTC +03:00]
AAHHBIX N0 KOMMblOTEP-
HbIM ATOKAM
6 CeepeHns HaumeHoBaHMe KOHTPONN- YO 3anonusietcs B cny- | TekcToBOe none -
06 06bekTax pyemoro MHGOpMaLMOH- uae BbISBNEHNS
KWW, Ha koTopble | HOro pecypca atak Ha 06bekT KUY
HANPaBAEHbI
KOMMbIOTEPHblE
aTakm
7 Kateropus KoHTponupye- [be3 kateropuu 3Haum- -
MOro pecypca mMoCTH]
[TpeTbsa kaTeropus
3HAYMMOCTH]
[BTopas kateropus
3HAYMMOCTH]
[MepBas kateropus
3HAYMMOCTH]
8 CTpaHa/pernox B popmare ISO-3166-2 -
9 IPv4-aapec ataKoBaHHOIO Cnucok IP-appecoB unn | 0653a1ebHO 3anoNHeHne
pecypca daiin O[JHOrO W3 Mnosen
10 IPv6-aapec arakoBaHHoro
pecypca
1 JloMeHHOe UMS aTAKOBAH- Cnncok LOMEeHHbIX UMeH
HOro pecypca unn gaiin
12 URI-apec atakoBaHHOTO Cnncok URI-anpecos nnu
pecypca dain
13 e-mail-afpec aTaKOBAHHO- Cnuncok e-mail-agpecos
ro o6bekTa nv daiin
14 ATaKOBOHHASA ceTeBas TekcTtoBoe none 3anonHseTcs Npu HaAMYUK
cnyx6a u nopt/npoTokon CBEAEHNI
15 CsepeHus 06 06b- | IPv4-agpec BpeLoHOCHOTO YO BoisiBneH IPv4-agpec | Cnncok IP-agpecos unu 3anonHAETCH KaK MUHUMYM
€KTaX Un cyobek- | 00bekTa BPEAOHOCHOroO daiin OfHO M3 nonei.
TOX BPELOHOCHOW 06beKTa
QKTUBHOCTM YKa3bIBAOTCS BCE BbISIBNEH-
Hble NCTOYHNKYN BPELOHOCHOI
QKTUBHOCTY 30 Mepuog cBoaa
16 IPv6-aapec BpeaoHOCHOro BoisiBneH IPv6-agpec
06bekTa BPEAOHOCHOrO
06beKTa
17 [loMeHHOe UM$si BpeLoHOC- BbiiBNEHO fOMEH- CnncoK JOMEHHbIX UMEH
HOro 06bEKTa HOe UM$ BpefoHOC- | unu dain
HOro 06beKTa
18 URI-agnpec BpegoHOCHOrO BbisiBNeHO fOMEH- CnncoK JOMEHHbIX UMEH
00bekTa HOe UM$ BpefoHOC- | unu damn
HOro 06beKTa
19 KonuuectBo yHUKaNbHbIX 0 - Yucno -

(no cBsiI3Ke UCTOYHUK
BPEAOHOCHON OKTUB-
HOCTM + YYETHAS 3annUCb)
HeyCrneLLUHbIX NOMbITOK
ABTOPW3ALMN 30 NEPUOA
cBoad
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus MpumeuaHue
KOBbIii MEHTO JaHHbIX HOCTb nonei TeNbHOCTH
Homep
20 OrpaHuuuTenbHblii | OrpaHuumMTENbHBIA MAp- H - [TLP: WHITE] B cooTtBETCTBMM C 0603HAYEHM-
mapkep TLP Kep Ha pacnpocTpaHeHue [TLP: GREEN] SIMU, NPUHATLIMIA B NPOTOKONE
CBE/IEHWIi N3 AAHHOIO [TLP: AMBER] TLP.
yBELOM/EHMS [TLP: RED]

Mo ymonyanmto [TLP: GREEN],
€C/ He YKa3aHO UHoe

®opma npeacraBiedus AaHHbIx NTF_CA_Phishing — ®opma npeacTtaBneHnst BAHHBIX 0 KOMMbIOTEPHbIX ATAKAX, CBA3AH-
HbIX C BbisiB/IeHUEM GULLMHIOBOI PUCCHIIKU UK pecypca

Mopspa- Kareropus ane- Onucanne ACOU Ul 06sa3arenb- | Ycnosue 06s3a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AUHHBIX HOCTb noneii TENbHOCTN
Homep
1 Tun yBepomnenns | Tun yBegomneHus - [NTF_CA_Phishing] Mpea3anonHeHHoe none
2 Onucaxne Kom- OnucaHme KoMNbOTEPHOM H - TekcToBoe none TekcToBOE ONMUCAHME KOMMbO-
NbIOTEPHO ATAKW | ATAKK TEPHOI ATAKM (B TOM uncne
[OMNOMHUTENbHbIE CBEEHNS
o cnocobe peanuzauuu KA,
cnocobe BbisBneHns KA T. a.).
B cnyuae ecnu komnbiotep-
HaS aTaKa 6bINa BbISBNEHA
C UCNOMb30BAHWEM CBEAEHUI
6ronnetens baxka Poccumn nnu
HKLKW, Heobxonumo ykasaTb
HOMep AAHHOTO BionneTeHs
3 Knaccudumkaums BekTop KOMMblOTepHOIA 0 - [EXT] [EXT] — HanpaBneHo
KOMMbIOTEPHO aTaku [INT] HC K/IMEHTA WAN KOHTPAreHTa
aTakm GUHAHCOBO OpraHn3aLmMmn unn
MHbIX B3AMMOLENACTBYIOLLNX
C GMHAHCOBO OpraHn3aLmm
muy
[INT] — HanpaBneHo Ha 06b-
eKTbl UHGOpPMATU3aLMM
HUHAHCOBOW OPraHu3aLnu
4 Tvn KOMNbIOTEPHOI ATAKM 0 - [Phishing] Mpea3anonHeHHoe none
5 [ata [larta, 30 KoTopyto 0 - B cootetctBumM ¢ RFC Mo MOCKOBCKOMY BpeMeHH
0CyLLeCTBASETCS CBOL, 3339 [UTC +03:00]
AAHHBIX N0 KOMMblOTEP-
HbIM ATOKAM
6 CeepeHns HanumeHoBaHME KOHTPONN- YO 3anonusietcs B cny- | TekcToBOe none -
06 06beKTax pyemoro MHGOpMaLMOH- yae BbISBNEHNS
KWW, Ha koTopble | HOro pecypca atak Ha 06bekT KUY
HANPABAEHbI
KOMMbIOTEPHble
aTtakm
7 Kareropusi KoHTponupye- [bes kateropuu 3Haun- -
MOro pecypca MoCTH]
[Tpetbs kateropusi
3HAYNMOCTH]
[BTopas kateropusi
3HAYNMOCTH]
[MepBas kateropus
3HAYNMOCTH]
8 CrpaHa/pervox B popmare ISO-3166-2 -
9 IPv4-appec atakoBAHHOTO Cnucok IP-agpecoB unn | 0653aTeNbHO 3anonHeHne
pecypca daiin O[JHOrO W3 Mnonen
10 IPv6-aapec atakoBaHHoOro
pecypca
1 JloMeHHOe UMS aTAKOBAH- CnncoK LOMEeHHbIX UMeH
HOro pecypca unn Gaiin
12 URI-afpec aTaKoBAHHOIO Cncok URI-appecos nnu
pecypca daiin
13 e-mail-afpec aTaKOBAHHO- Cnucok e-mail-agpecos
ro 06bekTa unm dain
14 ATOKOBOHHASA ceTeBas TekcTtoBoe none 3anonHAETCS NPU HANUYUN

Clyx6a ¥ NopT/NPOTOKON

CBefleHni
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Mopsp- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus MpumeuaHue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
15 CsepeHus 06 06b- | IPv4-agpec BpefoHOCHOTO YO BoisieneH IPv4-agpec | Cnncok IP-anpecoB unn | 3anonHAeTcs KOk MUHUMYM
eKTax unu cybbek- | 06bekTa BPEAOHOCHOTO baiin OAHO M3 nonen.
TaX BPEL,OHOCHO 06beKTa
QKTUBHOCTK YKa3bIBAIOTCA BCE BbISBNEH-
Hble NCTOYHWKMN BPELOHOCHO
AKTUBHOCTM 30 Nepuog ceoaa
16 IPv6-aapec BpeaoHOCHOrO BoisiBneH IPv6-agpec
06bekTa BPEAOHOCHO0
06beKTa
17 [loMeHHOe 1Ms BpeoHoC- BbisBNeHO JOMEH- CnnCcoK JOMEHHbIX UMEH
HOro 00beKTa HOe UMS BPefOHOC- | Uamn daiin
HOro 00bekTa
18 URI-appec BpeaoHoCHOro BoiseneH URI-agpec | Cnucok URI-agpecos nnn
o06bekTa BPEAOHOCHOIO dain
06bekTa
19 e-mail-agpec Bpefo- BbisiBneH e-mail- Cnucok e-mail-aapecos
HOCHOro 06bEKTT MK aapec BpeaoHoc- unn Gaiin
cybbekTa HOro 06beKTa Uu
cybbekTa
20 [NononnutenbHas H - TekcToBoe none -
MHGOPMALMS O TEXHUKE
peanu3aumuy aTaxk
21 OrpannyuntenbHblit | OrpaHnymnTeNbHbIi Map- H - "[TLP: WHITE] B cootBeTcTBUM C 0603HAYEHN-
mapkep TLP Kep Ha pacnpocTpaHeHue [TLP: GREEN] AMU, MPUHATLIMIA B NPOTOKO/E
CBEfeHWiA U3 JAHHOrO [TLP: AMBER] TLP.
yBEOM/IEHMS [TLP: RED]"

Mo ymonuanuio [TLP: GREEN],
€CNN He YKA3aHO MHoe

®dopma npeacranenus aaHHbix NTF_CA_Social engineering — ®opma npeacTaBieHUs AAHHBIX O KOMMbIOTEPHbIX ATA-
KCX, CBA3AHHbIX C MOMbITKAMYW COLMANbHON MHXXEHEePUN

Mopsp-
KOBbIA
Homep

Kareropus ane-
MEHTO JaHHbIX

Onucanne ACOU Ul

06sa3arennb-
HOCTb nonein

Ycnosue 0653a-
TeNbHOCTN

MpaBuno 3anonHeHus

Mpumeuanue

1

Tun yBegomnexns

Tun yBegomnexns

0

[NTF_CA_Social
engineering]

Mpea3anonHeHHoe none

Onucanne Kom-
NbOTEPHON ATCKM

OnucaH1e KOMMbOTEPHOM
araku

TekcToBoe none

TeKCToBOE OMUCAHME KOMMbHO-
TEPHOW aTaKK (B TOM yucne
[OMNO/HUTENbHBIE CBEAEHNS

o cnocobe peanuzauuu KA,
cnocobe BbisBneHns KA u T. a.).
B cnyyae ecnu komnbtoTep-
Hast aTaka 6bINa BbISBNEHA

C UCNONb30BAHMEM CBEAEHMIA
6tonneteHs banka Poccun nnm
HKLIKW, Heobxopnmo ykasaTb
HOMep AGHHOTO GlonneTeHs

Knaccndukaums
KOMMbIOTEPHON
aTaku

BekTop KOMMboTepHOM
araku

[EXT]
[INT]

[EXT] — HanpaBneHo

HO KZIMEHTA MW KOHTPAreHTa
(GMHOHCOBOI OPraHU3aLuM uu
MHbIX B3UMOAECTBYIOLNX

C GUHAHCOBOW OPraHN3aLmMm
my,

[INT] — HanpaBneHo Ha 06b-
€KTbl UHGOPMATU3aLNK
($MHOHCOBOI OPraH13aLum

TUN KOMMbIOTEPHOI ATAKM

[Social engineering]

pea3anonHeHHoe none
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus MpumeuaHue
KOBbIVi MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
5 [ata [larta, 30 KoTopyto 0 - B cootetctBumM ¢ RFC Mo MOCKOBCKOMY BpeMeHH
0CyLLeCTBASETCS CBOL, 3339 [UTC +03:00]
AAHHBIX N0 KOMMblOTEP-
HbIM ATOKAM
6 CeepeHns HanumeHoBaHME KOHTPONK- YO 3anonusietcs B cny- | TekcToBoe none -
06 06bekTax pyemoro MHGOpPMaLMOH- uae BbISBNEHNS
KWW, Ha koTopble | HOro pecypca atak Ha 06bekT KUY
HANPaBAEHbI
KOMMbIOTEPHblEe
aTakm
7 Kareropusi KoHTponupye- [bes kateropuu 3Haun- -
MOro pecypca MoCTH]
[Tpetbs kateropusi
3HAYNMOCTH]
[BTopas kateropusi
3HAYNMOCTH]
[MepBas kateropus
3HAYNMOCTH]
8 CTpaHa/pernox B popmare ISO-3166-2 -
9 IPv4-appec ataKoBaHHOTO Cnucok IP-appecoB unn | 0653a1eNbHO 3anoNHeHne
pecypca dain O[JHOrO W3 Mnonen
10 IPv6-aapec atakoBaHHoOro
pecypca
1 JloMeHHOe UMS aTAKOBAH- Cnncok LOMEeHHbIX UMeH
HOro pecypca nam daitn
12 URI-afpec ataKoBAHHOTO Cnncok URI-anpecos nnu
pecypca daiin
13 e-mail-afpec aTaKoBAHHO- Cncok e-mail-aapecos
ro o6bekTa unm dann
14 ATaKOBOHHASA ceTeBas TekcTtoBoe none 3anonHAETCS MPU HANNYNN
cnyx6a 1 NopT/npoToKon CBELEHNIA
15 CsepieHns 06 06b- | IPv4-agpec BpefoHOCHOTO YO BoisiBneH IPv4-agpec | Cnucok IP-aapecoB uan | 3anonHaeTcs Kak MUHUMYM
€KTaX Unn cyobek- | 00bekTa BPEAOHOCHOI0 baiin OfHO 13 noneil.
TAX BPELOHOCHO obbekTa
QKTUBHOCTM YKa3bIBAKOTCS BCE BbISIBNEH-
Hble NCTOYHNKYN BPELOHOCHO
GKTMBHOCTU 30 NepPUOA CBOAA
16 IPv6-afjpec BpeoOHOCHOTO BoisiBneH IPv6-anpec
06bekTa BPEAOHOCHOIO
obbekTa
17 [lomMmeHHOe uM$si BpeLoHOC- BbiiBNEHO JOMEH- CnncoK JOMEHHbIX UMEH
HOro 06bEKTa HOe UM$ BpefoHOC- | unu dain
HOro o6bekTa
18 URI-appec BpeaoHOCHOro BoisieneH URI-agpec | Cnucok URI-agpecos unu
00bekTa BPEAOHOCHOrO daiin
06beKTa
19 e-mail-agpec Bpeno- BbisiBneH e-mail- Cnuncok e-mail-agpecos
HOCHOro 0ObEKTA MK appec BPeAoHOCHO- | uaun ¢ain
cybbekTa ro 06beKTa
20 Homep MobunbHoro BbisiBneH Homep Cnucok HomepoB
TenedoHa BPeAoHOCHOro MOOUNbHOrO Tene- | MOGUAbHbIX TenedoHoB
cy6bekTa $OHa BpegoHOCHOro | unm gain
cy6bekTa
21 [lononHutenbHas nHdop- H - TekcToBoe none -

Maums 0 TexHUKe pea-
NIN3ALMM ATAK C UCTONb-
30BUHMEM COLMANBHON
MHXEHepuu
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus MpumeuaHue
KOBbIii MEHTO JaHHbIX HOCTb nonei TeNbHOCTH
Homep
22 OrpaHuuutenbHblii | OrpaHuumTENbHBIA MAp- H - [TLP: WHITE] B cooTtBETCTBMM C 0603HAYEHM-
mapkep TLP Kep HO pacnpocTpaHeHmne [TLP: GREEN] SIMU, NPUHATLIMIA B NPOTOKONE
CBEEHWIi N3 AAHHOTO [TLP: AMBER] TLP.
yBELOM/EHMS [TLP: RED]

Mo ymonuyanmto [TLP: GREEN],
€C/I1 He YKa3aHO UHoe

®opma npepcrasnenus aaHHbix NTF_CA_Scanning - ®opma npeacTaBneHnsi AOHHbIX 0 KOMMbIOTEPHbIX ATAKAX, CBA3AH-
HbIX C CETEBbIM CKOAHUPOBAHNEM KOHTPO/IMPYEMOro pecypca

Mopspako- | Kateropus ane- Onwucanne ACOU Ul 06s3atens- | Ycnosue o6s3atenb- | [paBuio 3anonHeHus Mpumeyanne
BbI HOMEP | MEHTA AAHHbIX HOCTb NONen | HOCTN
1 Tun yBepgomnenns | Tun yBegomneHus 0 - [NTF_CA_Scanning] Mpea3anonHeHHoe none
2 Onucaxne Kom- OnucaHne KoMnbOTEPHOM H - TekcToBoe none TekCcToBOE ONUCAHME KOMMbO-
NbIOTEPHO ATAKW | ATAKK TEPHON ATAKM (B TOM uncne
[OMNOMHUTENbHbIE CBEEHNS
o cnocobe peanuzauuu KA,
cnoco6e BbisBneHns KA T. a.).
B cnyuae ecnu komnbiotep-
HaS aTaKa 6bINa BbISBNEHA
C UCNOMb30BAHWEM CBEAEHUI
6ronnetens baxka Poccumn nnm
HKLKW, Heobxonumo ykasaTb
HOMep AAHHOTO BionneTeHs
3 Knaccudumkaums BekTop KOMMblOTepHOIA 0 - [INT] Mpea3anonHeHHoe none
KOMMbIOTEPHOM aTaKm
aTtakm
4 Tvn KOMNbIOTEPHOM ATAKM 0 - [Scanning] Mpea3anonHeHHoe none
5 [ata [lata, 30 KoTopyto 0 - B cootetctBumM ¢ RFC Mo MOCKOBCKOMY BpeMeHH
0CyLLeCTBASETCS CBOL, 3339 [UTC +03:00]
AAHHBIX N0 KOMMblOTEP-
HbIM ATOKAM
6 CeepeHnsi HaumeHoBaHME KOHTPONN- YO 3anonusietcs B cny- | TekcToBOe none -
06 06beKTax pyemoro MHGOpMaLMOH- yae BbISBNEHUS
KWW, Ha koTopble | HOro pecypca atak Ha 06bekT KUY
HANPABAEHbI
KOMMbIOTEPHblEe
aTrakm
7 Kareropusi KoHTponupye- [bes kateropuu 3Haun- -
MOro pecypca MocTH]
[Tpetbs kateropusi
3HAYNMOCTH]
[BTopas kateropusi
3HAYNMOCTH]
[MepBas kateropus
3HAYNMOCTH]
8 CtpaHa/pernox B dpopmarte 1SO-3166-2 -
9 IPv4-appec ataKoBAHHOTO Cnucok IP-appecoB unn | 0653a1eNbHO 3anonHeHne
pecypca daiin O[JHOrO W3 Mnonen
10 IPv6-aapec atakoBaHHoOro
pecypca
1 JloMeHHOe UMS aTAKOBAH- CnncoK LOMEeHHbIX UMeH
HOro pecypca unu Gain
12 URI-afpec aTaKoBAHHOTO Cncok URI-appecos nnu
pecypca daiin
13 e-mail-afpec aTaKOBAHHO- Cncok e-mail-aapecos
ro 06bekTa unm dain
14 ATOKOBOHHASA ceTeBas TekcTtoBoe none 3anonHAETCS NPU HANUYUN

Clyx6a ¥ NopT/NPOTOKON

CBefleHni
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Mopsp- Kareropus ane- Onucanne ACOU Ul 06sas3arenb- | Ycnosue 0653a- MpaBuno 3anonHeHus MpumeuaHue
KOBbIV MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
15 CsepeHus 06 06b- | IPv4-agpec BpefoHOCHOTO YO BoisBneH IPv4-agpec | Cnncok IP-anpecoB unn | 3anonHAeTcs KOk MUHUMYM
eKTax unu cybbek- | 0bbekTa BPEAOHOCHOO baiin OAHO M3 nonen.
TaX BPEL,OHOCHO 06beKTa
QKTUBHOCTK YKa3bIBAIOTCA BCE BbISBNEH-
Hble NCTOYHWKMN BPELOHOCHO
AKTUBHOCTM 30 Nepuog ceoaa
16 IPv6-aapec BpeaoHOCHOrO BoisiBneH IPv6-agpec
06bekTa BPEAOHOCHO0
06beKTa
17 [loMeHHOe 1Ms BpeoHoC- BbisBNEHO JOMEH- CnncoK JOMEHHbIX UMEH
HOro 00beKTa HOe UMS BPefOHOC- | Uamn daiin
HOro 00beKTa
18 URI-appec BpeaoHocHOro BoiseneH URI-agpec | Cnucok URI-agpecos nnn
o06bekTa BPEAOHOCHOI0 dain
06bekTa
19 Konnyectso yHUKaNbHbIX 0 - Yucno -
(no cBsiI3Ke UCTOUHUK
CKOHUPOBUHNS + CKAHMPY-
emas cuctema) cobbiTuit
CKOHMPOBOHNS 30 NEPUOL,
cBoAd
20 OrpannyunTenbHblit | OrpaHnyuTeNbHbI Map- H - [TLP: WHITE] B cootBeTcTBUM C 0603HAUEHN-
mapkep TLP Kep Ha pacnpocTpaHeHue [TLP: GREEN] AMU, MPUHATLIMUA B NPOTOKO/NE
CBeJeHNil U3 IAHHOrO [TLP: AMBER] TLP.
yBeOM/IeHMS [TLP: RED]

Mo ymonuanuio [TLP: GREEN],
€CNN He YKA30aHO MHoe
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NMPUNTOXEHUE 23. DOPMA NPEAOCTABNEHNA OAHHbBIX NTF_VULNERABILITIES -
®OPMA NMPEACTABJIEHUA YHACTHUKAMU NHOPOPMALMOHHOIO OBMEHA OAHHbDbIX
O BbISIBNIEHHbIX YA3BUMOCTAX MH®OPMALIMOHHOW BE3OMNACHOCTM

Mopsap- | Kareropus anementa aaHHbiX | Onucaune ACOU Ul | O6s3atenb- | Ycnosue 0693a- Mpasuno 3anonHexns Mpumeuatmne
KOBbIA HOCTb nonei TeNIbHOCTU
Homep
1 Tvn yBegomneHus Tvn yBegoMneHus 0 - [NTF_Vulnerabilities] lMpeasanonHexHoe
none
2 06wasa nepopmauus o npose- | lata nposefeHns 0 - B cootBetctBum ¢ RFC [To MmockoBckomy Bpe-
[IleHHOM UHONN3e YA3BUMOCTER | AHONN3A YSI3BUMO- 3339 meHn [UTC +03:00]
crei
3 Opranusauus, npo- 0] - HavmeHoBaHwe opra- -
BOAMBLLASA AHANMN3 HU3OLMM, NPOBOAMBLUE
YS3BUMOCTEN aHANN3 yA3BUMOCTEN,
nnn [CamocToaTeNnbHO|
4 Pesynbtatbl Onucanune YpoBeHb 06bEKTa 0 - M3 knaccudukartopa -
NPOBEAEHHO- | 06beKTa nHbopmaTnaumm, «Tnnbl 06bEKTOB U CYy6b-
ro aHaNn3a nHdopmatu- B KOTOPOM BbIsIB/IE- €KTOB», NPUBEAEHHOTO
YSI3BUMOCTER | 30LMM, B KOTO- | HO YSI3BUMOCTb B NPUNOXeHun 28
5 (3anonHseTcs | POM BLISBNCHA | Ty oGbekTa 0 - W3 knaccupukaropa MepeyeHb 30BUCHT
OTAE/bHO YASBUMOCTE | yupopmaTusavim, «Tunbl 06BEKTOB U CyGb- | OT Mons <YpoBeHb 06b-
Ans Kaxnoro B KOTOPOM BbIsiB/IE- €KTOB», NPUBEAEHHOT0 eKTa MHdopMATU3aLmMM,
obbexta H{ ySI3BUMOCTb B NpUnoxeHnn 28 B KOTOPOM BbISIB/IEH
WH$opMaTY- - YA3BUMOCTb>
6 sauuw, B Ko- 06beKT MHPopmMa- 0 - B ¢popmarte, cootBeTCTBY- -
TOpPOM 6bina
BbISBNEHT TM3ALMM, B KOTOPOM IOLLEM PEKOMEHAALMSM
BbIIB/IEHU YA3BU- Baxka Poccun, ony6-
YS13BUMOCTb)
MOCTb B popmate JIMKOBAUHHOM Ha 0duLyn-
CPE QNbHOM caiTe
7 Kateropusi koHTpo- YO Ecnm sBnsietcs 06b- | [be3 kateropun 3Haum- -
AMpyemoro pecypca ekTom KN mocTH]
[Tpetbsa kateropus
3HAYMMOCTH]
[Bropas kateropus
3HAYMMOCTH]
[MepBas kateropus
3HAYMMOCTH]
8 Hannune nopkniove- 0 - [Aa]/[Her] -
HUS K ceT UHTepHeT
9 Texuuueckue | IPv4-agpec (MapL- YO 3anonHstotca nonsi, | TekcToBoe none 06s3aTeNbHO 3anon-
CBEfleHNs 00b- | pyTU3NpPYeMblil) naeHTMGuuMpyoLme HSIeTCS XOTS Obl OAMH
€KTa NHoop- 06beKTa MHGOpMa- KOHKPETHbIi# 06beKT 13 3NEMEHTOB
mMaTmsauum, ™M3aumMmn nHoOpMaTU3aLMK
10 B KOTOPOM IPv6-aapec (Mapu- TekcToBoe none
BbISIB/IEHA pyTU3MpYyeMbiii)
YA3BMMOCTb 06bEKTA MHPOPMA-
™M3auMmn
1" [lomeHHOE nms, TekcToBoe none
aCCOLMMPOBAHHOE
¢ 06BbEKTOM UHOOP-
mMaTu3aumumn
12 URI-agpec ob6bekta TekcTtoBoe none
nHbopmaTU3aumm
13 Homep atakoBaH- TekcToBoe none
HOM OBTOHOMHO
cuctembl (ASN)
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Mopsp- | Kateropus anemeHTa AaHHbIx | Onucanne ACOU Ul | O6sasatenb- | YcnoBue 0693a- MpaBuno 3anonHeHus MpumeyaHue
KOBbIV HOCTb nonei TEeNbHOCTH
Homep
14 Onuncatune YA3BUMOCTb 0Obek- YO B cnyuae ecnm TekcToBoe none 0653aT1eN1bHO 3ANONHS-
BbIIBNIEHHbIX | TA MHGOPMATM3ALIMN BbIIBNIEHHAS Ysi3- €TCs OfiH 13 6710KOB
ys13BUMOCTE BUMOCTb ONUCAHA IMpu ncnonb3oBaHUM
(3anonHsetcs B CUCTEME OMUCAHUS | HECKONBKMX YSI3BUMOCTE
OTAENbHO ys13BUMOCTE 6€30MaCHOCTM Nepeync-
ONS KAOXAOM NSATCA Yepes «t+»
15 YASBUMOCTM, | HapmeHoBaHMe [CVE]
BbIABNEHHON | cycrembl onucaHns [BAY ®CTK]
B 00bekTe yA3BUMOCTEN
16 uHGopmaTHa- OnucaHue ys3su- YO B cnyuae ecnm TekcToBoe none
i) MOCTH BbIIBNIEHHAS YA3BU-
MOCTb He OnMcaHa
HW B OfIHON cucTeMe
ONMUCAHMS YA3BK-
mocTei
17 Mpeanpu- Craryc ycTpaHeHus 0 - [Fixed] [Fixed] — mepbl npu-
HSATblE Mepbl BbISIBNEHHbIX C10a60- [inProcess] HSATbI, YI3BUMOCTb
no ycTpa- CcTei v ysi3BuMocTeii YCTpaHeHa
HEHUIO 06beKTa MHGopma- [inProcess] — nposo-
BbIIBNIEHHBIX | TM3aLMK ASATCA MeponpusTUs
ysI3BUMOCTE no YCTPAHEHNIO
yS13BUMOCTH
18 Mpennpuxatble YO «Craryc ycTpanenus | TekctoBoe none lMoppo6Hoe onucaxne
Mepbl N0 yCTpaHe- BbISIB/IEHHBIX CN060- NPUHATBIX MEpP ANs
HUIO YSI3BUMOCTH CcTeil 1 ys3BUMOCTE YCTPOHEHMS y3BU-
o6bekTa nHpopma- MOCTH
TM3aumum» = [Fixed]
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NMPUNOXEHUE 24. POPMA NMPEACTABJIEHUA OAHHbLIX REQ_IEP_DETECT - ®POPMA
3AHPOCA5AHK6POCCMMBLEHHXHOHVQEHMHCBEHEHM“()BHQBHEHHOW
KOMMbIOTEPHOW ATAKE UIN YA3BUMOCTU MHOOPMALIMOHHOM BE3OMACHOCTU

Mopsp-
KOBbI
Homep

Kareropus ane-
MEHTU AAHHbIX

Onucanne ACON Ul

06sa3arennb-
HOCTb nonewn

Ycnosue 0653a-
Te/IbHOCTH

MpaBuno 3anonHeHus

Mpumeuanue

1

Tun 3anpoca/or-
Beta

Tun 3anpoca/oTBeTa

0

[REQ_IEP_Detect]

pea3anonHeHHoe none

Tun cobbiTns

Tvn BbISIBNEHHOTO CO-
6bITNS

0

[3apaxeHHbIi pecypc]
[McTounnk e-mail-
paccbinku moayneit Broj
[McTounnk pacnpoctpa-
HeHns moayneii BIO]
[Uentp ynpasnexus BMO]
[9nemeHT nHdpactpykty-
pbl BIO]

[Bamepnenune pabotbl
pecypca]

[McToununk skcnayatauum
YA3BUMOCTH]

[McTounnk komnpomera-
LN yYeTHO 3anucu]
[YuacThuk 30xBata
ceTeBOro Tpadukal
[cTOYHNK HeCAHKLMOHK-
POBAHHOrO AocTynaj
[cTOYHNK HeCAHKLMOHK-
POBUHHOO U3MEHeHMs
nHGopmavm]

[McTounmnk paccbinku
CNam-coobLLeHNi]
[My6ankauus 3anpeLlen-
HOIl 30KOHOAATENbCTBOM
P® nupopmaumm]
[PasmeLyeHue duwmHro-
BOro pecypcal

[Hannune HecaHKumoHu-
POBUHHOIO KOHTEHTA]
[Yuacthnk DDoS-ataku]
[CkomnpomeTnpoBaHHAA
y4yeTHas 3anuch]
[McToununk ceteBoro
CKAHUPOBAHNA]
[YuacTHuK MoLLeHHnYe-
CKOIi AeATENbHOCTH]
[McToununk yrposbl coum-
Q/IbHO NHXEeHepuK]
[Ya3BumbIi pecypc]
[Mopo3penne Ha GULINH-
roBblil pecypc]

[Yrpo3a komnpomeTtauum
MAH]

[Yrpo3a komnbtoTepHoi
aTakm]

Onwucaxme cobbl-
™M MHGopmaum-
OHHol 6e3onac-
HOCTH

Onucaxmne BbISBNEHHOTO
€oObITUS NHGOPMALMOH-
HOI 6e30NacHoCTn

TekctoBoe none

TekcToBOE ONUCAHUE BbISBEH-
HOro Co6bITMS MHPOPMALIMOH-

HoW 6€30NaCHOCTH

[Jarta v Bpe-

M8 CoObITUS
MHPOPMALMOHHON
6e30nacHoCTH

[ata v Bpems BbiSBAEHUS
€oObITUS NHGOPMALMOH-
HOI 6e30nacHoCTn

B cootBetctBum ¢ RFC
3339

IMo MocKoBCKOMY BpeMeHH
[UTC +03:00]

[lata v Bpems 3aBepLue-
HUS COObITUA MHGOPMaLK-
OHHO# 6e30MacHoCTN

YO

Mpwn Hannuum

B cootetctBumM ¢ RFC
3339

o MoCKoBCKOMY BpeMeHH
[UTC +03:00]
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Mopsp- Kareropus ane- Onucanne ACOU Ul 06sas3arenb- | Ycnosue 0653a- MpaBuno 3anonHeHus MpumeuaHue
KOBbIV MEHTU AAHHbIX HOCTb nonein TeNbHOCTH
Homep
6 Bnapeneu un- Bnageney nHpopmaumoH- 0 - TekctoBoe none -
$OpMALMOHHOTO | HOro pecypca
pecypca
7 CeepeHus 06 06b- | IPv4-agpec aTaKoOBAHHOTO YO Mpu Hannuum Cnucok IP-appecoB -
€KTaX, HO KoTopble | pecypca COOTBeTCTBYIOLLE
HaNpaBneHo nHbopmaumun
cobbiTne nH-
dopmMaunoHHOI
6e3onacHoCTH
8 IPv6-aapec aTakoBAHHOIO
pecypca
9 [loMeHHOe 1M$s aTaKOBOH- CnmnCcoK JOMEHHbIX UMEH
HOro pecypca
HanmeHoBaHWe peructpa- CnNcoK HaNMeHOBHWA
TOPO AOMEHA PErncTpaTopoB LOMEHA
10 URI-aapec aTakoBaHHOrO Cnucok URI-aapecos
pecypca
1 e-mail-aapec aTaKOBAHHO- Cnuncok e-mail-aapecos
ro o6bekTa
12 ATaKOBOHHASA ceTeBas TekcTtoBoe none -
cnyx6a u nopt/npoTokon
13 AS-Path o aTakoBaHHO TekcTtoBoe none
ABTOHOMHOI# CUCTEMBI
(ASN)
14 CeepeHns IPv4-appec BpeAOHOCHOTO YO BoiseneH IPv4-agpec | Cnucok IP-anpecos -
06 06bekTax obbekTa BPEAOHOCHOI0
BPELOHOCHOIA obbekTa
QKTUBHOCTH, Bbl-
3BABLUMX COObITME
MHPOPMALIMOHHON
6e30nacHoCTH
15 IPv6-aapec BpeaoHOCHOrO BoiseneH IPv6-agpec -
06bekTa BPEAOHOCHOTO
obbekTa
16 [loMeHHOe NMs BpefoHOC- BbisiBneHO foMeH- | CMUCOK AOMEHHbIX UMEH -
HOro 06bEKTA HOE UMS BPELOHOC-
HaumeHoBaHKe peructpa- HOTro 06beKTa CrMCOK HONMEHOBAHMIA
TOPA LIOMEHA PEerucTpaTopoB OMEHa
17 URI-agpec BpegoHOCHOrO Boisenen URI-agpec | Cnncok URI-agpecos -
06beKTa BPEAOHOCHOrO
06beKTa
18 e-mail-anpec Bpeno- BbisiBneH e-mail- Cnucok e-mail-agpecoB -
HOCHOro 06beKTa Mnm appec BpeaoHoC-
cyobekTa HOrO 0OBEKTA MK
cybbekTa
19 ®aiin BMNO YO 0653atenbHO ®ain -
20 URL ansi cKauuBaxus 3AMONHSAETCH OAHO | TekcToBOE NONE -
13 nonei
21 Xew-cymma 0 - TekcToBoe none -
22 ANrOpUTM XewwupoBaHus - [SHA256] -
[SHAT]
[MD5]
23 Ya3BUMOCTb YO B cnyuae ecnu Bbl- | MepeyeHb akcnayatupy- -

ABNeH GaKT aKcny-
aTauum yassumocTei
BMNoO

eMbIX ys3BUMoCTeii 6e3-
0NACHOCTU NPOrpamm-
HOTO WM ANNAPATHOrO
obecneyeHns U3 coort-
BETCTBYIOLLErO KATAAOra
(Hanpumep, CVE, bAY
OCTIKuT.A.)
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sa3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus MpumeuaHue
KOBbIVi MEHTA AAHHbIX HOCTb nonei TeNbHOCTN
Homep
24 HanmeHoBaHMe cuctembl TekctoBoe none -
OMUCAHMUS YSA3BUMOCTE
25 Onucaxmre ya3BuMocCTH, TekctoBoe none -
He ONUCAHHOI HY B OA-
HOVA cMCTEME ONUCaHUS
yA3BUMOCTENR
26 Homep noactaBHoit ABTo- 0 - TekctoBoe none -
HOMHOW cuctembl (ASN)
27 HanmenosaHue AS 0 - TekctoBoe none -
28 Haumerosaxue LIR 0 - TekcToBoe none -
29 OrpannyunTenbHblit | OrpaHnyuTeNbHbIi Map- H - [TLP: WHITE] B cootBeTcTBUM C 0603HAUEHN-
mapkep TLP Kep Ha pacnpocTpaHeHue [TLP: GREEN] AMU, MPUHATLIMUA B NPOTOKO/NE
CBeJeHNil U3 IAHHOrO [TLP: AMBER] TLP.
yBEeOM/IEHMS [TLP: RED]

Mo ymonuanuio [TLP: GREEN],
€CNN He YKA30aHO MHoe

®dopma npepcraBneHuns aaHHbix RESP_IEP_Detect — ®opma npeacrtaBneHus oteeta Ha 3anpoc baHka Poccum B uensix
Nosly4YeHUsi CBEA€HUIA O BbISIBJIEHHON KOMMbIOTEPHOMN ATAKE WU YSI3BUMOCTU MHPOPMALMOHHOM 6e30NacHOCTH

Mopsap- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus Mpumeuanue
KOBblIii MEHTO AaHHbIX HOCTb noneii TeNbHOCTH
Homep
1 Tun 3anpoca/ot- | Tun 3anpoca/oTBeTa 0 - [RESP_IEP_Detect] Mpea3anonHeHHoe none
BeTa
2 Pe3ynbtat npuHs- | Pe3ynstat npuHAToro 0 - [Mepbl npuHsTHI] -

TOro peleHuna

pelwenuna

[MHdopmauums yuteHa]
[CBepneHus He noaTBepX-
fieHbl]
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MNMPUNOXEHUE 25. DOPMA NPEAOCTABNNIEHUA OAHHbBIX REQ_IEP_ISWEBSITE - POPMA
3AMPOCA BAHKA POCCUU B LEENIAX MONYYEHUA CBEOEHUI O MPUHALONEXHOCTU
YYACTHUKY MHOOPMALMOHHOIO OBMEHA PECYPCA B CETU MHTEPHET

Mopsan- Kareropus ane- Onucaxne ACOU Ul O6s3arenb- | Ycnosue o6530- Mpasuno 3anonHeHns Mpumeuanue
KOBbI MEHTA AAHHbIX HOCTb noneii TeNbHOCTN
Homep
1 Tun 3anpoca/ot- | Tun 3anpoca/oTeeTa 0 - [INQ_WEB_REQ] pea3anonHeHHoe none
Beta
2 06Lumne faHHbIE Onucanne 0 - TekcTtoBoe none -
3anpoca
3 lMpaBoBoe 060CHOBAHME 0 - TekcTtoBoe none -
4 URL-aapec pecypca YO 3anonusiercs TekcTtoBoe none -
no KpaitHeit mepe
OfiHO none
5 IP-agpec pecypca YO TekcTtoBoe none -
6 [loMeHHOe M8 aTaKOBAH- YO TekctoBoe none -
HOro pecypca
7 OcyuiecTBnsercs pac- YO Ecnv ocywectsns- [Aa] -

npoctpaxexue BIIO,
buULWMHroBo NHPOPMa-
LMK UM 3AMPELLEHHO
30KoHoAaTeNbCTBOM PO
nHbopmavmn

€TCs PacnpocTpaHe-
Hue BMO, dnwmx-
roBov uHGopmavmn
WN 30MpPeLLEHHO
30KOHOAATENLCTBOM
P® nupopmauum

®dopma npeacrasieHns AaHHbix RESP_IEP_IsWebSite — ®opma npeacraBnenuns otBeta Ha 3anpoc banka Poccuu B uensix
nony4YeHns CBeeHNi O NPUHAAIEXHOCTU YHACTHMKY MHPOPMALIMOHHOro o6MeHa pecypca B cetn UHTepHeTt

Mopsan- Kareropus ane- Onucanne ACOU Ul O6s3arenb- | Ycnosue o6530- Mpasuno 3anonHeHns Mpumeuanue
KOBbIii MEHTO JaHHbIX HOCTb nonei TeNbHOCTH
Homep
1 Tun 3anpoca/ot- | Tun 3anpoca/oTeeTa 0 - [INQ_WEB_RESP] pea3anonHeHHoe none
BeTa
2 06Lne faHHbIE IMpuHagnexHocTb K opra- 0 - [Aa] -
OTBETA HA 3AMPOC | HA3ALMK [HeT]
3 URL-aapec pecypca YO «[MpuHagnexHocTb | TekcToBOE None 3anonHs0TCA NONs, KOTOpble
K OpraHnsaumm» He 6blNN 3aMoHeHbl BO BXOAS-
=[Aa] Lem 3anpoce
4 IP-aapec pecypca YO TekctoBoe none
5 [loMeHHOe UMS aTAKOBAH- YO TekcToBoe none
HOro pecypca
6 Onucaxve Mep no ycTpa- YO «[lpuHagnexHoctb | TekctoBoe none -
HEHWIO PACNPOCTPAHEHNS K OpraHu3aummn»
BMo =[Aa]
7 SIBNSETCA W, NO MHEHWNIO YO «MpuHagnexHocts | [Aa] -
OPraHN3aLmMm, YKa3aHHbIA K OPraHm3aunm» = [Her]
pecypc pacnpocTpaHsio- [Het]
wum BIO, duiwmHrosyio
MHbOPMaLmMio nnmn 3anpe-
LLIEHHYI0 30KOHOAATENb-
cTBOoM P® nndopmaumio
8 Cornacue Ha npuHaTHe YO «MpuHagnexHocts | [Aa] -
baHkom Poccun mep K OPraHm3aumnmn» = [Her]

no 6/10KMPOBKE B OTHOLLIE-
HWM BAHHOTO pecypca

[Het]
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NMPUNTOXEHUE 26. POPMA NMPEACTABJIEHUA OAHHbLIX REQ_IEP_CORRACCLOCK -
®OPMA NMPEACTABJIEHUA OAHHDBIX, UCMOJIb3YEMA4A AJ14 3AMNMPOCA B BAHK POCCUU
YYACTHNKAMUN UHDOOPMALIMOHHOIO OBMEHA, MCMOJIb3YIOWUX CEPBNC CPOYHOIO
MEPEBOOA N CEPBUC HECPOYHOI'O NEPEBOLOA AJ14 OCYLWECTBJIEHNA NEPEBOOA
OEHEXHbIX CPEOCTB, HE ABTAIOWKNXCA MOOPA3AETEHUAMUN BAHKA POCCUMN,

OB YCTAHOBJIEHUU (MJT CHATUUN) HA UX BAHKOBCKWME (KOPPECINOHAOEHTCKUE)
CYETA (CYBCYHETA) OrPAHUYEHWNA B BUOE 3AMPETA HA CMTUMCAHUME OEHEXXHbIX
CPEACTB NPU BbiIABNEHWUN MHUMOEHTOB 3AWLNTbI MUHOOPMALIUN MNMPU
OCYUWECTBJ/IEHUM MEPEBOOOB AEHEXHbBIX CPEACTB, HA OBbEKTAX
NH®OPMALMNOHHOWN MHOPACTPYKTYPbl YYACTHUKOB MHD®OPMALIMOHHOIMO OEMEHA

KOBbIA
Homep

Mopsap-

Kareropus ane-

MEHTA AAHHbIX

Onucanne ACOU Ul

06sas3arennb-
HOCTb nonein

Ycnosue 0653a-
TeNbHOCTN

MpaBuno 3anonHeHus

Mpumeuanue

1

Tun 3anpoca/or-
BeTa

Twn 3anpoca/otBeTa

0

[REQ_IEP_CorrAccLock]

Mpea3anonHeHHoe none

2

Mcnonb3yemasn
cuctema

Tun cuctembl

0

BbI60p 0fHOrO M3 3HO-
YeHWit:
[PSBR]
[SPFS]

[PSBR] — nnatexHas cuctema
Baxka Poccum

[SPFS] — cuctema nepepauun
HUHAHCOBBIX COOBLLEHNI
Baxka Poccum

Tvn yyacTHuka

Tvn yyacTHuka

«Tnn cuctembl» =
[SPFS]

BbI60p 0fHOro M3 3HO-
YeHWni:

[AGT]
[STDALN_MEMBER]
[SERV_BR]
[CSTSERV_BR]

[AGT] - areHr. lOpuanyeckoe
nuuo — nonb3osartens CM®C,
3aKntoumBLLEee ¢ baHkom
Poccun forosop, coaepxatuit
YCNOBUS 0 NPEAOCTABNEHNM
Bankom Poccuum yenyr no nepe-
nave GUHAHCOBBIX COOOLLEHNI
1 yCNoBuMS nepeaayn puHaHCo-
BOW MHGOPMALMM TPETbUX NNL
yepe3 CMOC (060cobneHHbIX
nonb30BaTenei (KMeHToB
cepBsuc-6t0po)
[STDALN_MEMBER]/[SERV_

BR] — 060cobneHHbIin nonb3o-
sarens CNOC/Cepauc-6topo.
Monb3oatens CMOC, Kotopblii
COCTOWT B IOTOBOPHbIX OT-
HOLLEHUSIX C NONb30BATENEM
CM®C, umetowmm npaso

HO nepefayy GUHAHCOBOIA
MHOOPMALMN TPETBUX NNLL
(areHT).

[CSTSERV_BR] — knneHt
cepBUC-610po — topuanyeckoe
NV, 30K/I0UMBLLEE C CEPBUC-
610po [,oroBOp nepeaayn
HUHAHCOBBIX COOBLLEHNI
yepes CMOC

06wwue cBeeHns

ync

TekctoBoe none

PeructpaumoHHblit Homep

«Tun cuctembl» =
[PSBR]

TekctoBoe none

BUK yuacThuka

«Tun cuctembl» =
[PSBR]

TekctoBoe none
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Mopspa- Kareropus ane- Onucanne ACOU Ul 06sas3atenb- | Ycnosue 0653a- MpaBuno 3anonHeHus MpumeuaHue
KOBblIii MEHTO JaHHbIX HOCTb nonei TeNbHOCTH
Homep
7 Onepauus 0 - BbI60p 0fHOro M3 3HO- [ON] - B cnyyae ycTaHOBNEHMS
YEeHuit: HO 6AHKOBCKME (KOPPECMoH-
[EHTCKME) cyeta (cybcyeta)
[ON] OrpaHnyYeHusi B BuAe 3anpeta
[OFF] HO CMUCAHNE AEHEXHbIX
CPEACTB UV NPUOCTAHOB/IE-
HWe 06MEHA 3NeKTPOHHbIMM
HUHAHCOBBIMI COOBLLEHNAMM
yepes CMOC
[OFF] — B cnyyae cHaTtus
YCTAQHOB/EHMS HO GOHKOB-
CKne (KOppecrnoHAEHTCKME)
cyeta (cybcyera) orpaHnyeHms
B BUAE 30NPeTa Ha CNUCaHNe
[EHEXHDbIX CPEACTB UK CHSTUE
OrpaHNYeHmii Ha 06MeH
3N1EKTPOHHBIMN GUHAHCOBBLIMM
coobuieHnamu B CMdC
aTa UCMONHEeHUs! ara v Bpems B opma-
8 A 0 : A pewst 8 ¢op [UTC +03:00]
onepayuu Te: dd.mm.yyyy hh: mm
9 Onucanne H - TekcToBoe none -
10 Bnoxenne 0 - ®aiin -
" KoHTakTHOe nuuo | damunus 0 - TekcTtoBoe none -
12 Nwms 0 - TekcTtoBoe none -
13 OtyecTBO 0 - TekcToBOE Nnone -
14 JloMmKHOCTb 0 - TekctoBoe none -
15 e-mail-agpec 0 - TekctoBoe none -
16 lopopckoii TenedoH 0 - TekcToBoe none -
17 Mo6unbHbIii TenepoH 0 - TekctoBoe none -

®dopma npepcraBnenuns aaHHbix RESP_IEP_CorrAccLock — ®opma npeacTasneHus AAHHbIX, ncnonb3syemas baHkom
Poccum png nHGopMaLMoHHOro coo6LieHns 06 YCTAHOBAEHNU (MI CHATUM) HA GAHKOBCKME (KOPPECMOHAEHTCKUE) cHeTd
(cy6cuera) yuacTHMKOB MHGOPMALMOHHOrO 0GMEHA OFPUHUYEHUS B BUAE 30NpeTd HA CMMCOHKUE AeHEXHbIX CPeAcTB

Mopspa- Kareropus ane- Onucanne ACOU Ul 06sa3atenb- | YcnoBue 06s3a- MpaBuno 3anonHeHus Mpumeuanue
KOBbIV MEHTA AUHHBIX HOCTb nonei TENbHOCTN
Homep

1 Tun 3anpoca/ot- | Tun 3anpoca/oTeeTa 0 - [RESP_IEP_CorrAcclock] | Mpea3sanonHexHoe none

BeTd
2 O6wwwme cepeHus | Ctatyc 3asBKU 0 - [UcnonHeHo] -
[OTKnOHeHO]
3 KommeHnTtapun H - TekcToBoe none -
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NMPUNOXEHUE 27. DOPMA NPEACTABNEHUA OAHHbBIX NTF_IEP_PUBLICATION - DOPMA
MNPEOCTABNEHUSA YYACTHUKAMU MHOOPMALIMOHHOINO OBMEHA CBEOEHUN

O MMAHUPYEMbIX MEPOMPUATUAX MO PACKPbITUIO UHD®OPMALIUN O BbIABJTIEHHbIX
MHUMOEHTAX 3ALWUTbI MHOOPMALUUN UNMU MHUUOEHTAX ONMEPALMOHHOM
HAOEXHOCTHU

Mopsp-

Kareropus ane-

Onucanne ACON Ul

06sa3arennb-

Ycnosue 0653a-

MpaBuno 3anonHeHus

Mpumeuanue

KOBbI MEHTA AAHHbIX HOCTb noneii TeNbHOCTN
Homep
1 Tun yBegomnenuns | Tun yBegomneHuns 0 [NTF_IEP_Publication] lMpensanonHexHoe none
2 O6wye ceefenns | HaumeHoBaHWe mepo- 0 TekcTtoBoe none
npusTus

3 [ata meponpustus 0 [Nata v Bpems B popma- | [UTC +03:00]
te: dd.mm.yyyy hh:mm

4 Onucanne 0 TekcToBOE none

5 Opraxusaums 0 TekcToBOe none

6 KoHTakTHOE nuuo | damunus 0 TekcToBoe none

7 Nwms 0 TekcToBoe none

8 OtyecTBO H TekcToBoe none

9 LloMKHOCTb 0 TekctoBoe none

10 e-mail-agpec 0 B cootetctBumM ¢ RFC
822

" lopopckoii TenedoH 0 B cooTBeTCTBUM C MeXAY-
HOPOLHOW CUCTEMOIA 1
NNAHOM HyMepaLuu

12 Mo6unbHbIin TenepoH 0] B cooTBeTCTBUM C MEXAY-
HAPOLHOW CUCTEMOIA 1
NNAHOM HyMepaLuu

13 Meponpustne Tun meponpusaTns 0 TekcTtoBoe none

14 TekcT meponpusTus 0 TekcToBoe none unu

daiin
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MPUNNOXEHWE 28. AOMNOJIHUTEJIbHbBIE KITACCUPUKATOPDI, NCMNMOJIb3YEMbIE
B HACTOAWEM CTAHOAPTE

HaumeHoBaHue knaccudukaropa

Onucavue Knaccupukatopa

KpMTepMM NeruTMMHOCTK onepauun 6e3 cornacust

TpU3HOKK OCYLLECTBNIEHNS NEPEBOAA JEHEXHBIX CPEACTB 6€3 COrNACUS KIUEHTT, YCTAHOBNEHHbIE BaHKOM
Poccun

McTounmku pucka

Knaccndukatop cobbiTiii pucka peannsauny MHGOPMALNOHHbIX YTpo3 B pa3pese NCTOYHUKOB PUCKA B
cootetctBum ¢ FOCT P 57580.3-2022

Tunbl 06bEKTOB 1 CYObEKTOB

Knaccndukatop MCTOYHUKOB PUCKA B Pa3pe3e HanpaBAeHUi TUMOB ATAKYeMbIX 00bEKTOB B COOTBETCTBUN
¢ FOCT P 57580.3-2022

TexHonornyeckme Y4dacCTKu

KﬂGCCM¢MKGTOp TEXHONOrMYeCKnx y4acTtkoB B COOTBETCTBMU C HOPMATUBHbIMU OKTAMW Banka Poccun

KNACCUDOUKATOP «KPUTEPUW JIETUTUMHOCTU OMEPALIMW BE3 COTTIACUSA»

Mone ¢popmbi Kop kputepus Kputepwii
NpeACTaBeHUs AAHHBIX NernTMMHOCTH NEernTMMHOCTH
Kputepuun nerntumuoctn | [Statement] Hannune 305BN1€HUS NNATENBLMKA O HECOTNIACKN C onepaumeit
onepauuu 6e3 cornacus, -
xapaktepusyioume nna- | [Atypical device] HecootseTtcTBue yCTPOACTBA, C MCMOb30BAHNEM KOTOPOrO OCYILLECTB/IAETCA ONepaLusa, i
TeNbLMKA NapaMeTpoB YCTPOACTBA TUMMYHBIM /151 ONEPALMiA NNATENbLUMKA
[Atypical actions] HecootBeTcTBue AECTBUIA, NPEALLECTBYIOLLMX ONEPALMN, TUMMYHBIM (CHATUE C BKNAAd,

MHOXeCTBeHHOE No/yyeHne CPefCcTB OT PA3HbIX NAATENbLMKOB, CMEHO HOMepa TenepoHa,
Ha KoTopblid npuxoaut OTP n . 4.)

[Atypical session]

HecootBeTcTBMe NOBEAEHUSA B PAMKAX CECCUM TUMUYHOMY (HOUANO0 ceccnin 6€3 OKOHYaHUS
npeablAyLLeii, 3aNpoC HECKOMbKIUX OAHOPA30BbIX NAPOAEN, MHOXECTBEHHbIE HeYCneLlHble
nonbitkn OTP 1 1.4.)

[Robotization]

BoisBnenune QABTOMOTU3MPOBAHHBIX ENCTBUIA NPU ¢OpMVIp0BGHI/IVI nnarexa

[Absence]

OTCyTCTBME Y NNATENBLUMKA APYTUX GUHAHCOBBIX MPOAYKTOB (KPeAUTHble MPOLYKTbl, HBECTH-
LMOHHbIE NPOAYKTbI U T. 11.)

[Mass registration]

MaccoBas peructpaums / OTKpbITUE NAATEXHBIX MHCTPYMEHTOB (KAPT, CYETOB)

[Spoof of payment]

MpW3HAKM NOAMEHbI PEKBM3UTOB HA CTOPOHE NAATENbLUMKA

[Questionable source]

npl/I3HCIKVI nony4yeHns pekKB1M3nMTOB NONy4YdTe I U3 HEHAAEXHOro UCTOYHNKA

[Remote control]

MPU3HAKN HOMYUS YAANEHHOTO YNPABAEHUS HA YCTPOACTBE NAATENbLLMKA

[SIM replacement]

IMPU3HAKN 3aMeHbI CUM-KAPTbI KMEHTT

[Confirmed transactions]

OcyLecTBEHNE NAATENBLYNKOM PAHEE OMEPALMii LAHHOMY NOYYATENIO, KOTOpbIe HE Gblnu
OCMOpEHbI

[Subscription] Hannune y nnatenbinka nepuofnyeckux naatexeir (MoOANUCKI) Ha JAHHOTO Noy4aTens,
KoTopble He 6bln 0CNopeHbl
[Virus] Hannune npusHakoB BO3aeiicTBIUS BPEAOHOCHOTO NPOrPAMMHOr0 06ecneyeHns Ha yCTpoit-

CTBE K/INeHTa

[Change login/password]

MoBTOpPHAS PErncTpaums uam BoCCTaHoseHue goctyna B 160, cMeHa noruHa/napons ans
poctyna

[Tokenization]

anIBFBKG, TOKEHU3AaUMnaA NNAaTeXHbIX UHCTPYMEHTOB (KGpT) HO HeTUNUYHOe yCTpOVICTBO unn
HA MHOXeCTBO yCTpOVICTB

[Retiree]

flBnsaetca npecrapenbiM MLOM U NEeHCUOHEePOM

[Anonymous]

lpU3HAKN UCNONb30BAHMS NNATENBLUMKOM GHOHUMU3NPOBAHHBIX KAHANOB CBA3M, NY6/IMYHbIX
VPN 1 proxy, 061a4HbIX ¥ BbILENEHHbIX CEPBEPOB

[Mass Retail]

Hannumne 60onbLioro konnyectsa onepau,mﬁ NOKYMOK, HETUMWUYHbIX ANA KNINEHTA
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Mone ¢popmbi Kop kputepus Kputepwii
NPeACTaB/IEHUS AAHHbIX NeruTMMHOCTH NeruTMMHOCTH
Kputepuu nerntumnoctn | [Statement] Hanuune 3asBneHmit 0 Hecornacm ¢ onepaunei B aApec AAHHOro noayyatens
onepauuy 6e3 cornacus,
xapakTepusyioume nony- | [Geolocation] OpHospemeHHas pat6ota B [IBO ¢ pasnnyHbIX reonokauni

varens cpeancrs

[Excceeding device]

Mcnonb3oBanne ansa Bxoaa B 160 PA3/IMYHbIX YCTPOWNCTB, KOIMYECTBO KOTOPbIX NPEBbILLIAeT
CpefHecTatnucTnyeckoe

[Absence]

OTcyTCTBUE Y NOAYYATENS APYrUX GUHAHCOBbIX MPOAYKTOB (KPEANUTHbIE NPOAYKTbI, MHBECTULM-
OHHbI€ MPOAYKTHI U T. fi.)

[Mass registration]

Maccosas perncrpauunsa / OTKPbITME NNATEXHbIX UHCTPYMEHTOB (KODT, CHeTOB)

[Cashing out]

O6HANMYMBAHME JEHEXKHDIX CpencTs npu OTCYyTCTBUU APYTUX onepau,mﬂ

[Dropper]

Hannune 60nbLIoro KonMYeCTBa onepaumii No nepeBofy AeHexHbIx cpeacts (C2C, B2B), npu
OTCYTCTBUM [IpYrvX Onepauui

[Relationship]

BbiiBNeHHAS CBA3b (AAMUHUCTPATUBHASA, GUHAHCOBAS, TEXHUYECKAS U T. 4.) C NULAMK,
BHECEHHbIMM B 603y AAHHBIX O CIYYASAX U NOMbITKAX OCYLLECTBNIEHUS NEPEBOAA AEHEXHbIX
cpencTs 6e3 cornacus KameHTa

[Absence transaction]

OtcyTcTBME B NPOdUNIE KNMEHTA ONepauyii X03aiCTBEHHOI AeATeNbHOCTH

[Anonymous] [MpM3HAKN UCNONB30BAHNS NONYYATENEM AHOHUMU3UPOBAHHBIX KOHAMOB CBSA3M, NYBANYHbIX
VPN 1 proxy, 061a4HbIX 1 BbIAENEHHbIX CEPBEPOB
[Figurehead] MPM3HAKN HOMUMHANBHOTO PYKOBOACTBA OPraHu3aumei

[Titular owner]

MpU3HAKA HOMUHA/IBHOTO BAGAENbLLA NAATEXHBIM UHCTPYMEHTOM (KAPTOHA, CHETOM)

[Complaints]

Hanunumne xano6 Ha MOLIEHHNYECTBO B MHTepHeTe

[Fraud/Sale] [peBbileHne COOTHOLWEHNS GPOAOBLIX M HePPOAOBbIX ONEPALMIA NO AAHHOMY NOAYYATENO
(Mo cyMMe WAmn No KONNYECTBY) MPAHUYHBIX 3HAYEHWIA, YCTAHOBNEHHbBIX KPEAUTHON OPraHM3a-
uuen

[Crypto] CpencTBO NAATeXa nonyyatens Mcnonb3yetcs Ans onepawmii ¢ KPUNTOBANOTOR

[Confirmed transactions]

MocTynneHne paHee SEeHeXHbIX CPEACTB OT AAHHOTO MNIATENbLLMKA, KOTOPbIE He 6bin
0CropeHbl

[Wage]

Hannune 30apNAATHOro NpoekTa

[Technological account]

Cuer nony4yarens Cpeacts ABNAETCA TEXHONOTNYECKUM CHETOM

[Subscription] Hannumne nepuopgmnyeckux nnatexei (Moannucku) Ha AAHHOTO NOMyYATeNs, KOTopble He Obiu
0CrnopeHbl
[Government] flBNsieTCa OPraHoM rocyfAapCTBEHHON BAACTU

[Financial institution]

flBnsieTca opraHunsaunein GUHAHCOBOM chepbl (KpeanTHble opraHnsaumm, cybbekTbl Haumo-
HONBHOM NNATEXHO CUCTEMbI, HEKPEAUTHbIE GUHAHCOBbIE OPraHNU3ALMM)

[GKH] flBnsieTca nnatexHbIM areHTom B chepe XKX

[Retail] flBnsieTCa KPynHOM OpraHn3aumei, 3aHMMAtOLLEACS PO3HUYHON TOProBen

[Vendor] flBNAEeTCa KPYNHOM OPraH13aLmeil — NOCTaBLLNKOM TOBAPOB WA YCIyr

[Mediator] flBnsieTCa NPOMEXYTOYHbIM NoAyyaTeseM onepauun (Hanpumep, cepsuc P2P-nepesoaos)
[Charity] flBnsietcs 61AroTBOPUTENbHOI OPraHu3aLmnei

Kputepuu nerutuMHocTy
onepauuu 6e3 corna-
Cus, XapaKTepusytoLme
onepauuio

[Atypical parametres]

HecooTBeTcTBUE NOPAMETPOB ONEPALMN TUMIMYHBIM ONEPALMSIM NAATENbLMKA (CYMMA onepa-
LUK, NePUOLNYHOCTD ONEepPaLMii, NoNyyaTesb LeHEXHbIX CPeACTB U T. 4.)

[Atypical conditions] HecootBeTcTBMe YCNOBUIA ONepaLmuy TMMUYHbIM ANS NAATENbLUMKA (reonoKauns naaTenbLiy-
Ka, BPEMS CYTOK OCYLLECTBNIEHNS ONepaLnii n 1. 4.)

[Atypical actions] HecootBeTcTBre [eiiCTBUIA, NPEALLECTBYIOLLMX ONEPALMM, TUMMYHBIM (CHATUE C BKNAAd,
MHOXECTBEHHOE NO/y4YeHne CPEACTB OT PA3HbIX MNATENbLLNKOB, CMEHA HOMepa TenepoHa,
Ha KoTopblid npuxoaut OTP n . 4.)

[Atypical device] HecooTBeTcTBME YCTPOIACTBA, C MCMONb30BAHMEM KOTOPOrO OCYLLECTBASIETCS ONepauuns, um
NapameTpoB YCTPOACTBA TUMMYHBIM ANS ONEPALMIA NNATENbLUMKA

[Mass Retail] Bonbluoe konMyecTBo onepaumii NoOKynoK 3a KOPOTKUIA MPOMEXYTOK BPEMEHN HETUMUYHBIX

ONa KnueHta

[Credit after new auth]

Odopmnenne npeaoao6PEHHOro KPeAUTHOTO NPOAYKTA CPA3y NOCAe BOCCTAHOBNEHUS f0-
cryna B B0, cmeHbl noruna/napons, Homepa tenedona OTP

[Dispute]

Onepauus 0CNApUBAETCS B PAMKAX NPETEH3MOHHOTO Lukna MMC uan HenonyyeHHoro
ToBapa/ycnyru




290

CTO BP B®B0O-1.5-2023

KNACCUOUKATOP «MCTOYHUKI PUCKA»

Kopa ucrouHmka
pUCKa

HaumeHoBaHue
MCTOYHMKO PUCKA

fononuutenbHas knaccudpukauusa cobbiTnii pucka
peannsaumn MHGOPMALMOHHbIX Yrpo3

[defectOfProcess]

Hepoctatku npoueccos

B uensax gononHutenbHom knaccudukaLm cobbITUin pucka peanu3aunm HGOPMALMOHHbIX
Yrpo3 GUHAHCOBAS OPraHN3aLMS K KATErOPUM «HEOCTATKM NPOLLECCOB» OTHOCHT:

— HEe[oCTAaTKN NPOLECCOB MPUMEHEHUS TEXHONOTNYECKUX Mep 3aLLUTbl NHGOopMaL i, 06-
pabaTbiBAEMON B PAMKAX TEXHONOrMYECKIUX ONEPaLMii NPy BbINOHEHUIN GU3HEC- U TEXHONO-
r1YecKnx NpoLeccos;

— He[foCTAaTKN NPOLLECCOB NPUMEHEHNS NPUKICLAHOTO NPOrPAMMHOI0O 06ecneyeHuns aBTo-
MOTU3MPOBAHHbIX CUCTEM W NPUNOXEHWIA, COOTBETCTBYIOLLUX TPE6OBAHMAM K 06ecneyeHnto
3awutbl tHpopmavmm [8-10];

— He[oCTaTKN NPOLECCOB NIAHUPOBAHNSA, PEaN3aLMM, KOHTPONS W COBEPLLIEHCTBOBAHUS
npoueccos obecneyeHns ONepaLMoHHON HOAEXHOCTU 1 3ALLUTbI MHOPMALUK;

— He[oCTaTKN APYruX BHYTPEHHUX NPOLIECCOB, CBA3AHHbBIX C 00ecneyeHnem onepaLmoHHo
HAAEXHOCTU U 30LLUTbI NHGOPMALNN GUHAHCOBOI OPTraHN3ALNN

[actionOfStaff]

[leiicTBUS NepcoHana u Apyrux
CBSI3AHHbIX C PUHAHCOBOMN OPraHu-
3aumen nuy,

B Lensix [ONONHUTENbHO KNACCMGUKALLMN COBBLITUI PUCKA Peann3aLnm MHGOPMALMOHHBIX
yrpo3 GMHAHCOBAS OPTAHM3ALMA K KATETOPUN «4eiCTBUS NEePCOHANT U APYrUX CBA3AHHBIX

€ GMHAHCOBOI OPraHM3ALMEN UL OTHOCUT PEA3ALMIO HECOHKLMOHUPOBAHHOIO JOCTYNa
PABOTHUKOB GUHAHCOBOM OPraHM3ALLAN UK TPETBUX UL, 0GNUAAOLLMX MOTHOMOUNSMU [O-
CTyNna K 06beKTaM MHOPMATU3ALMM UHOPACTPYKTYPHOTO YPOBHS GUHAHCOBOW OPraHM3aLmum
(BeicTBUS BHYTPEHHErO HApYLUMTENS)

[failureOfIT]

C601 06beKTOB MHDOPMATH3A-

LK (0TKA3bI U (MN11) HOPYLLIEHNS
(GYHKLMOHMPOBAHNS MPUMEHSEMbIX
$nHaHCOBOW opraHusauueit 06b-
€KTOB MHGOPMATU3ALMM 1 (MNIN) He-
COOTBETCTBNE UX GYHKLIMOHANbHBIX
BO3MOXHOCTEN 1 XAPAKTEPUCTUK
noTpebHOCTAM GUHAHCOBOI Opra-
HU3auum)

B uensx gononHutenbHom Knaccudukaumu cobbITin pucka peanm3aunm MHGOPMALMOHHBIX
Yrpo3 GUHAHCOBAS OPTUHM3ALMSA K KATEropun «C6on 06bEKTOB MHPOPMATUZALIMIN» OTHOCUT
c6ou 1 oTKa3bl B paboTe 06bEKTOB MHGOPMATU3ALMN B pe3ynbTate peanu3aumnn mHdopmaum-
OHHBbIX yrpo3

[externalFactor]

BHewHwue $pakTopbl

B Lensix [ONOMHUTENbHO KNAaCCMOUKALIMN COBBITUI PUCKA Peann3aLmm MHGOPMALMOHHBIX
yrpo3 GMHAHCOBAS OPTAHU3ALMS K KATETOPUN «BHELIHWE (AKTOPbI» OTHOCUT Pean3aumio
KOMMbIOTEPHbIX ATAK UM HECAHKLMOHUPOBAHHOMO AOCTYNA AU, He 06N1aAAIOLLMX NOMHO-
MOUMSIMU [OCTYNA K 06BEKTAM MHGOPMATU3ALMM MHPPACTPYKTYPHOIO YPOBHS GUHAHCOBOI
OPraH13auuy (LencTBUs BHELLHEro HOPYLUUTENS), B TOM YUCAE C LieMbio:

— 6I0KMPOBAHNS LUTATHOTO GYHKLMOHUPOBAHNS GU3HEC- U TEXHOMOTMYECKUX MPOLLECCOB
(GUHAHCOBOI OPraHU3aLNK;

— XULLEHMS, UCKAXEHUS, YAANEeHUs HOOPMALMK KOHOUACHLMANBHOTO XAPAKTEPd (BKOYAS
NepCoHasbHble AAHHbIE)
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KNACCUDOUKATOP «TUTMbl OBBEKTOB N CYBBEKTOB»

Kop ypoBHs 06bekTa
nnu cy6bekTa

YpoBeHb 06beKTa
nnu cy6bekra

Kop TMna o6bekTa
nnu cy6bekTa

Tun o6bekTa
nnu cy6bekra

[Infrastructure]

MHPPaCTpyKTYpHbIii ypoBeHb 00b-
€KTOB MHPopMaTU3aLMK (CUCTEM-
HbIil ypOBEHb MHPOPMALIMOHHOM
MHPPACTPYKTYPbI)

[Hardware]

AnnapatHoe oGecneyenne

[Network hardware]

CeteBoe 060pynoBaHNe

[Network applications and services]

CeteBble NPUIOXEHNA U CEPBUCDHI

[Server virtualization components, software
infrastructure services]

CepBepHble KOMMOHEHTbI BUPTYanM3aLmm,
NPOrpaMMHbIE MHOPACTPYKTYPHbIE CEPBUCHI

[Operating systems, database management
systems, application servers]

OnepaunoHHbIe CUCTEMbI, CUCTEMbI yNpaB/e-
HWs1 6A3aMM AAHHBIX, CEPBEPA NPUTIOXKEHUi

[Application level to
perform tech processes]

MpuknagHoii ypoBeHb 06bek-

TOB MHHOPMATM3ALMM (YPOBEHD
(BTOMATU3NPOBCUHHbIX CUCTEM U
NPUNOXEHMIA), NCNONb3yeMbIX ANs
BbINONHEHNS GU3HEC- U TEXHONO-
rMYeCKuUX NpoLeccoB GUHAHCOBOM
OPraHN3aLmMmM NP OKA3aHUN
GUHAHCOBBIX (6AHKOBCKUX) U (U/K)
MHYOPMALIMOHHBIX yCAyr

[System of remote banking]

CnctemMa ANCTAHLMOHHOTO 6AHKOBCKOro
06CNYXUBAHUS

[System for processing transactions made
using payment cards]

Cuctema 06paboTKM TPAH3AKLMIA, OCyLLeCT-
B/IIEMbIX C UCMONb30BAHWEM MNATEXHbIX
Kapt

[Information resource of the Internet]

MHdopmaumoHHbIit pecypc cetn UHTepHet

[Automated banking system]

ABTOMATU3MPOBAHHAS GAHKOBCKASA CUCTEMA

[Post-transaction service system made using
payment cards]

Cuctema nocTTPaH3aKLUNOHHOro 06¢y-
XUBAHWUS ONepaLuin, OCyLecTBNSEMbIX C
MCNONb30BAHNEM NIATEXHbIX KAPT

[Automated systems]

ABTOMATM3MPOBAHHbIE CUCTEMDI, NCNOMb3Y-
emble pabOTHUKAMU GUHAHCOBOW OPraHu-
3auum

[Application level used by
the client]

IMpuKnaaHon ypoBeHb 06beKToB
nHGopmMaTU3aLum (yposeHb aBTO-
MATU3UPOBAHHBIX CUCTEM W NPUAO-
XEHWiA), UCNoNb3yemblX KNNEHTOM
(HMHAHCOBOW OpraHn3aLmMmn Npu
nonyyeHnn GUHAHCOBbIX yCyr

[Mobile application]

Mo6unbHoe npunoxeHune

[File server]

Daiinosblil cepsep

[System of remote banking]

CucteMa AUCTAHLMOHHOTO 6AHKOBCKOTO
06CNyXNBAHUS

[Email server]

CepBep 371EeKTPOHHOI MOYThI

[Automated system]

ABTOMATU3MPOBAHHAS CUCTEMA, UCMONb3Y-
eMasi paboTHUKAMM KIMEeHTA GUHAHCOBOIA
OpraHusaumumn

[Other object] [pyrue atakyemble 06beKTbl [Other system] [ipyrue cuctembl, Ucnosnbyemble GUHAHCO-
BOW OpraHu3aumnen
[Subject] Atakyemble CyObeKTbl [Employee] Pa6oTHUKM GUHAHCOBOI OpraHuaumnm
[Client] KnneHTbl GMHAHCOBOW OpraHusaumum
[Partner] MapTHepbl, KOHTPAreHTbI, NOAPAAYNKMA U T. .

(GUHAHCOBOI OPraHM3aLMK




292 CTO BP B®B0O-1.5-2023

KNACCUOUKATOP «TEXHO/TOTMYECKWNE YHACTKI»

Kop
TEXHO/IOrMYECKOr0 YHaCTKA

HaumeHoBaHKMe
TEXHONOrMYECKOro y4acTka

[MAA]

NaeHTuduKaums, ayTeHTMGUKALMS 1 ABTOPU3ALMS KIMEHTOB NPY COBEPLUEHUN JECTBUI B LIENSIX OCYILECTBEHNS 6aH-
KOBCKMX ONEepaLuii/ pUHAHCOBBIX onepauuii unn o6paboTku, XpaHEHUS 1 NepeAayy 3awuiLaeMoi MHopmaLnm

[onmn] ®opmMupoBaHMe (MOArOTOBKA), Nepefayd 1 MPUEM 3N1EKTPOHHbIX COOOLLEeHN

[ynj YRocToBepeHne NpaBa KANEeHTOB pacrnopsXaTbCst AEHEXHbIMU CPEACTBAMM, LEeHHbIMW OYyMArami UM MHbIM UMYLLECTBOM
WN HO COBEPLLEHNE LENCTBNI C 3aLMLLaeEMOi MHGopMaunei

[oy] OcyuiecTBneHne 6AHKOBCKOI onepaumn/GUHAHCOBOI onepauui unn LeicTeuii B Lensx 06paboTku, XpaHeHUs U Nepeaa-
UM 3aLWMLLaemMOit NHGOPMALMK, YYET Pe3yNbTaTOB X OCYLLECTBEHMUS

[XK] XpaHeHne/y4eT 3NeKTPOHHbIX COOBLLEHM, HGOPMALMN 06 OCYLLECTBNIEHHBIX OAHKOBCKUX/ GUHAHCOBbLIX ONEPALMAX UK

AENCTBUAX € 3aLwuLLaeMoii tHGopmaLmen, pesynbTaTtoB OCYLLECTBAEHUS AeCTBNIA B Liensx 06paboTku, XpaHeHns u nepe-
LA4YM 30WMLLAEMOi MHGopmaLmumn

[C60pBO_EBC]

[C60pBO_KBC]

[ns EBC: c60p GUOMETPUYECKNX NEPCOHABHBIX AAHHBIX GU3MYECKUX WL M Nepesayd COOPAHHbIX GUOMETPUYECKUX
NEePCOHANbHBIX AAHHBIX GU3NYECKUX UL, MeXAY CTPYKTYPHbIMU NOAPA3AENEHNAMN 6AHKA, MOBUNbHBIMK (MEPEHOCHBIMM)
YCTPOWCTBAMM BbIYNCANTENBHON TEXHUKM (MACHLLETAMM), NAATEXHBIMU TEPMUHANAMMN, GAHKOMATAMM.

[ns KBC: c6op 61OMETpUYECKUX NEPCOHAbHbIX AAHHBIX GU3NYECKUX UL, GUHAHCOBBIMW OPraHU3ALUMSAM AN Lenei
nepenaym B MHGOPMALMOHHbIE CUCTEMbI OPraHM3ALNA GUHAHCOBOMO PbIHKA 1 NEPeaaun CO6PaHHbLIX GUOMETPUYECKMX
NEePCOHANbHBIX AAHHBIX GU3NYECKUX UL, MeXAY CTPYKTYPHbIMU NOAPA3AENEHNAMN BAHKA, MOBUNBbHBIMK (MEPEHOCHBIMM)
YCTPOWCTBAMM BbIYNCANTENBHON TEXHWUKM (MACHLLETAMM), NIATEXHBIMU TEPMUHANAMM, 6AHKOMATAMM

[06pa6otkabO_EBC]

[06pa6otkabO_KBC]

[ns EBC: 06paboTka co6paHHbIX 6MOMETPUYECKUX NEPCOHANBHBIX AAHHBIX GU3NYECKNX nuL, ¢ Lenbto nepepaun B EBC
¢ ucnonb3oanmem CM3B.

[ns KBC: 06pa6oTka 6MOMeTpUUECKuX NePCOHAbHbBIX AAHHbBIX GU3NYECKMUX NNL, UHAHCOBBIMU OPraHM3ALMUSM A5t
1X pasmeLLeHns (06HOBEHNS) B UHPOPMALIMOHHbBIX CUCTEMAX OPraHU3ALM A GUHAHCOBOTO PbIHKA

[MepenauyabO_EBC]

[ns ECB: nepeaaya 6MOMeTpUYECKUX NEPCOHANMbHbIX AAHHBIX Guanyeckux nuu B EBC ¢ ucnonb3osannem CM3B

[YWA_EBC]

[YWA_KEC]

[Ons ECB: ynaneHHas MAEHTUGUKALMS MW YAANEHHAS ayTEHTUPUKALMS KAEHTA — GU3UYECKOro uLa.

[ns KBC: aBTOMATM3NPOBAHHASA Nepefaya 6MoMeTpuyeckux NepCoHaNbHbIX AAHHBIX GU3MYECKUX UL, B UHPOPMALIMOH-
Hbl€ CUCTEMbI OPraHN3ALMM GUHAHCOBOTO PIHKA 1 MX 06PABOTKM HA YCTPONCTBE KIMEHTA — GU3NYECKOTO LA B LieNsix
naeHTndMKaLuun Gprusnyeckoro nnua 6e3 ero NMYHOrO NPUCYTCTBUS C UCMOb30BAHMEM BUOMETPUYECKIUX NEPCOHABHBIX
AAHHBIX (Banee — yaaneHHas naeHtuoukaums) u (unu) ayteHtnukaumn ¢pnsnyeckoro amua 6e3 ero TMYHOro NPUCYTCTBUS
C UCMONb30BAHMEM BUOMETPUYECKUX MEPCOHANbHBIX AAHHBIX (Aanee — yAANEHHAS ayTeHTUGUKaums) Guanyeckoro nuua

[MpoBepkaYWNA_EBC]

[ns EBC: npoBepKka pe3ynbTatoB yAANEHHOR MAEHTUPUKALUY MW YAANEHHON QYTEHTUPUKALMM KTUEHTA — GU3UYECKOTO
nuua B ECUA n EBC

[B3aumopeiicteneYUA_EBC]

[lna EBC: B3aumopeiictene 6anka ¢ ECUA n EBC

[MepenauablbO_EBC]

[ns EBC: nepepaya co6paHHbIX GUOMETPUYECKNX NEPCOHABHBIX AAHHBIX MEXAY OCYLLeCTBNSIOLMMU 06paboTKy 61O-
METPUYECKNX NEPCOHANBHDBIX AAHHBIX NHGOPMALMOHHBIMM CUCTEMAMI OPraHU3ALMIA GUHAHCOBOTO pbiHka 1 EBC B cyuae,
YKa3aHHOM B Yacty 18.23 ctatbm 14.1 degepanbHoro 3akoHa N° 149-03

[06pabotkaYWNA_KBC]

[ns KBC: 06paboTka GMoMeTpuyecknx NepCoHaNbHbIX AAHHbIX (30 MCKAOYeHneM cOopa), a Takxe MHPopmaumum o crene-
HW COOTBETCTBUSA B UHPOPMALMOHHbIX CUCTEMAX OPraHN3ALMIt UHAHCOBOTO PHIHKA B LieSIX NPOBEAEHUS UASHTUOUKALMM
1 (1nv) ayTeHTUdUKaALMK B CNyyae BbINOMHEHUS YCNOBWIA, YCTAHOBEHHDBIX B YacTax 18.18 v 18.20 cratbu 14.1 ®epepans-
Horo 3akoHa o1 27 nonsg 2006 roaa N° 149-03 «06 nHdopmauum, NHHGOPMALMOHHBIX TEXHONOTUSX 1 0 3aLuTe NHGopMa-
unmn» (ganee — ®enepanbHblii 3akoH N° 149-®3)

[MepenauyaYNA_KBC]

[ns KBC: nepenaya 6uoMeTpuyeckmnx NepcoHanbHbIX AAHHbIX GUINUECKUX INLL, O TAKXE MHGOPMALMK O CTENEHM UX COOT-
BETCTBUS B NHOOPMALMOHHBIE CUCTEMbI OPraHU3ALMIA GUHAHCOBOIO PbIHKA B LIEISIX NPOBEAEHNS AEHTUOUKALMY 1 (Nn)
AYTEHTUOUKALMN C UCMOb30BAHMEM CTALMOHAPHBIX TEXHUYECKUX CPEACTB CTPYKTYPHBIX NOAPA3AENEHNA GUHAHCOBbIX
OPraH13aLmii, MOGUbHbIX (MEPEHOCHBIX) YCTPOWCTB BBIYNCINTENBHOM TEXHWUKY (NIAHLLETOB), NPUHAANEXALLUX GUHAHCO-
BbIM OPraHU3aLMSIM, NNATEXHbBIX TEPMUHAIOB, 6AHKOMATOB

[AenernposaHneYUA_KBC]

[ins KBC: B3anmopeiicTine GUHAHCOBBIX OPraHU3ALMIA, MHBIX OPraHU3ALMIA, MHAMBUAYANbHBIX NPEANpPUHUMATENel C UH-
($OPMALMOHHBIMY CUCTEMAMM OPraHN3ALNIA GUHAHCOBOTO PbIHKA B LENSX AYTEHTUUKALMN GU3NYECKOTO ML
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MonoxeHnune baxka Poccun ot 15 Hos6ps 2021 roaa N° 779-1 «06 ycTaHoBNEHUM 0693ATENbHbIX A1 HEKPEAUTHBIX GUHAHCOBbIX OPraHM3ALMIA

[10] TPe6OBAHNI K ONEPALMOHHON HOAEXHOCTI NPV OCYLLECTBAEHNN BUAOB [eSTENbHOCTH, NPEAyCMOTPEHHbIX YOCTbIO NepBoii cTaTbn 76.1 Oepe-
panbHoro 3akoHa ot 10 nona 2002 roaa N 86-®3 «O LieHTpanbHom 6axke Poccnitckoin ®eaepaumm (Banke Poccun)», B Liensix obecneyenns
HenpepbIBHOCTM OKA3AHUSt PUHAHCOBbIX YCAYT (30 UCKMIOUEHNEM GAHKOBCKUX YCayr)»

1] Monoxenus baxka Poccun ot 08.04.2020 N° 716-I1 «O TpeboBAHUSX K CUCTEME YNPABAEHNS ONEPALMNOHHBIM PUCKOM B KPEAUTHO OPraHN3aLmm
1 6AHKOBCKOM rpynne»

(2] HaunoHanbHbii ctanaapt Poccuitckoit ®epepaumn FOCT P 57580.1-2017 «be3onacHoCTb GUHAHCOBBIX (BAHKOBCKMX) onepauuit. 3awmra nHdop-
MaLn GUHAHCOBBIX OPraHU3aLMiA. Ba30BbIil COCTAB OPTrAHM3ALMOHHbIX 1 TEXHUYECKUX MEp»

[13] HaumoHanbHbIi cTanaapt Poccuiickoin depepaumn FTOCT P 57580.3-2022 «be3onacHocTb GUHAHCOBBIX (6AHKOBCKMX) onepauuii. Ynpaenexue

PUCKOM peanu3aumn MHGOPMALMOHHbIX Yrpo3 N ob6ecneyeHne onepaunoHHOR HageXHoCTH. O6LLME NONOXEHNS»
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